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Introduction & Motivation

Edge computing:
- Bring computation and data I

RT Data Data

Processing Caching

storage closer to the end user ’_
+ Enable latency, bandwidth N

critical services on infrastructure

e

M2M
Communication

Edge Computing
\ Platform
Q}C
] .

Edge service consumer:
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. ©
static devices - > mobile devices —

Edge devices
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Introduction & Motivation

Service Mobility requirement:

' Microservice

. « Ensure proximity w.r.t the
E end user

(N R]
Mobile Ed : 1 " . Mobile Edge ° oge® °
e o v || connection Server 2 Enable service mobility via:
0 0l 0 handover + + Migrated . . .
= — oo ey Fonnection « Stateful container migration
tg ty . . .
« Connection migration
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Stateful Container Migration

Contdiner engines Edge server 1 Edge server 2
« Podman L e
Container i’ Container !
. . . :'/Servic;a\\l ;"'Servic‘c‘e\‘: .
Key tool for container migration: L 2
e CRIU T """ g
(Checkpoint/Restore In Userspace) Checkpoin 3 ) Restore
éollect container'a 5
- CPU context
_Memow state | _)@ Transfer )@
Connection migration s T
still needs to be addressed L ) Checkpoint Checkpoint
image image
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Connection Migration Challenge

» Connection mobility:

 Protocols like UDP and QUIC support client-side mobility, but not
support service-side migration unless customize the protocol

 Protocol like LISP introduces mobility function in design, but such
protocol is not widely adopted

» We focus on TCP Connection:
« Commonly used in legacy and modern edge application
« Connection-oriented protocol
« By default it does not support mobility
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TCP_REPAIR option

» TCP_REPAIR: a special option for
the TCP socket in Linux kernel from
version 3.5 (in 2012)

> It can be leveraged to:

 Collect TCP socket state information
(checkpoint)

» Inject connection state information
to the socket and directly enter the
“ESTABLISHED” connection state
(restore)

» Challenges:
- Address Consistency
» Network Reachability

Standard TCP state machine

CLOSED

Passive Open

Close

LISTEN

SYN/SYN+ACK Send/SYN

SYN-SENT

SYN-RECVD«

SYN/SYN+ACK
SYN+ACK/ACK

Close/FIN TCP_REPAIR

Close/FIN

FIN/ACK FIN/ACK

Close/FIN

LAST-ACK

TCP Repair Mode

No response to
any command

connect()
is called?

Y
¥

Send a probe packet to the
other end of connection
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Our Solution

Source Host Destination Host

COAT:
Container OverlAy TCP architecture

i i ; ~ Microservice
Microservice eemm = o
container ' - ; container

, --
Py

) S . Migrated microservice
Microservice network namespace : network namespace

\_ e.g., 172.16.01 Y, eg, 172.16.0.1
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| TCP Virtual Virtual TCP
: Switch 1 Switch 2

, VXLAN
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Virtual Switch: Open vSwitch @vs

Open vSwitch

Virtual
Switch 3

TCP
¥

/ Client namespace k

VXLAN protocol: Encapsulates OSI
layer 2 Ethernet frames within layer
4 UDP datagrams

eqg., 1721602
Overlay Network .-\.Chem contamerl/_;
| e.g., 172.16.0.0/24

Mabile End Device
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Our Solution

.. SouceMost _ _ _________._.._.... Destination Host_ _ _ _
Microservice \ | = o oemie- Microservice

container container

* The overlay network can be
dynamically updated, yielding IP
address consistency

; A Migrated microservice
Microservice network namespace e S

_\__ eg, 172.16.0 1 J e.g., 172.16.0.1

A

« Containers binded to the same
overlay network can directly reach
each other

Virtual
Switch 3

TCP
¥

4 Client namespace
eg, 1721602

Overlay Network '_\.Cllent container

| e.g., 172.16.0.0/24

Mobile End Device
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COAT Enhanced Microservice Migration

Step 1 Step 2.1 Step 2.2 Step 2.3  Step3 | Step4

Checkpoint Clear network Transfer Create new network Update Restore
container namespace checkpoint image namespace network flow container
| | | | .
t
Performed at: Source Host Destination Host Mobile End Device
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[ Sockperfiiperf .
\ service container / Open
~_ - vSwitch 1
Microservice ]
\\network namespace ) v

Sockperf/iperf |

Testbed setup

Outgoing traffic control :

aanes conlier Lo « We assume VM2 is closer to VM3
 Migrated microservice | :: W.r.t VM]

. network namespace |

/" Iperflsockperf .
Client container /

Client namespace Control
- /  Script

A . .
(e Politecnico

« We emulate a realistic network
using “tc”

‘Sitch Control Script

Qutgoing Traffic Control Setting PY Sends the Commdnd Of eGCh

sockperf iperf3

eth1

20ms | 100 Mops COAT migration step to proper VM

eth2

2ms | 500 Mops via SSH tunnel

eth3

2ms 500 Mbps
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Testbed setup

(soopmpar )| I oot = Two independent service migration
VSWEtCh 1 . B vSwitch 2 experl mentS.

Microservice
\ network namespace |
o /

' Migrated microservice |
. network namespace |

- Sockperf as microservice -
measures the communication
latency between service and

client
‘_-’ Network . i
(‘Lpertisockpert ) Swich « Iperf3 as microservice -
_—— Outgoing Traffic Control Setting measures the communication
| Client namespace | Control sockperf iperf3 . .
N st ek cor | 20me | 100 Mops throughput from client to service
eth2 2ms 500 Mbps
eth3 2ms 500 Mbps
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Experimental Results

Sockperf measurements Iperf3 measurements
(Measured on client side) (Measured on client side)
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Packet Sequence Number Time [s]

1. TCP connection migration succeed. 3. Still service disruption is experienced
2. No packet loss is experienced
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1 T sockperf 1200 e sockperf
800 1 ierf3 iperf3
'P 1000 4 =T
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400 1 =
T
% = 400
n
200 1 9200 4 —_ I__
e = ==
Checll(point Clear Checl;point Create Restore Checlépoint Clear Checll<point Create Upcliate Restore

Namespace Transfer ~Namespace Namespace Transfer Namespace Net.Flow

- No additional overhead on checkpoint,
transfer, and restore steps!!!

SSH delay must be accounted for

[11 A. Calagna, Y. Yu, P. Giaccone, and C. F. Chiasserini, “Processing-aware Migration Model for Stateful Edge Microservices,” IEEE ICC, 2023.
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Conclusion

1. COAT allows TCP connection migration, thus enabling service
mobility at the edge

2. COAT migration preserves the TCP socket state, hence preventing
packet loss at the transport layer

3. COAT does not require any modification at either the server or the
client application

4. COAT just introduces a 14% maximum increase on the migration
duration

Future works:
1. Design a more efficient migration signaling system (alternative to SSH)
2. Integrate COAT with orchestration systems for complex scenarios
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Thank you for your kind attention!
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