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Personal data in Research

You can find the latest version of this presentation at 
https://doi.org/10.5281/zenodo.8318561

This powerpoint can be supplemented by material on the RDM website of 
the Radboud University, found at https://www.ru.nl/rdm 

Topics covered in this presentation include:

• What is the GDPR? When, where and how does it apply to academic 
research?

• What exceptions are there for special categories or sensitive personal 
data?

• How does personal data affect your storage and security practices?
• How to best handle personal data during each phase of your research?
• What are the privacy rights of your participants?
• How does personal data affect your possibilities to archive, share and 

publish data?

This work is licensed under a Creative Commons Attribution 4.0 International 
License
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 Research Data Management (RDM) Support Team

 The central hub for research data at the RU

 Supported by datastewards in each institute

 Located in the University Library

Who are we?

Photo 
presenter

Name presenter

Photo 
presenter

Name presenter

We are the Research Data Management (RDM) Support Team. We function as 
the central hub for research data on the Radboud University. We assist 
researchers with everything related to research data, whether it is the
research design, the collecting of data, the processing or the archiving. 

We are supported by datastewards in each institute. They have specialized
knowledge of your field and are usually based within your department. 

We are based at the University Library and act as a central knowledge hub for 
researchers and datastewards.
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Why care about personal data?
Personal data matters!

Responsibility towards 
participants

A digital and global world

Funders, publishers, 
research partners

Code of Conduct for Research 
Integrity, RU Policies

Constitution, EU 
Charter, GDPR (AVG)

INTERACTION: LET RESEARCHERS EXPLAIN WHY THEY CARE ABOUT PERSONAL DATA, 
SINCE THEY DECIDED TO SHOW UP FOR THIS COURSE

There are indeed many different reasons why personal data matters (or should 
matter) to people involved with academic research. There are various reasons why.

 Personal data matters to all of us: personal data should be important to you, 
even if you are not at work. Data itself has increasingly more value and problems 
such as a data breach can cause a lot of problems. 

 Scientists have a responsibility towards participants: the trust and confidence of 
your particpants and society at large is the number one resource of the 
university. Losing this trust impacts future research and academia as a whole. 

 Funders, publishers, research institutes and research partners: the institutions 
you work with are increasingly aware of personal data, which means you have to 
be aware as well. Knowing your way around personal data increases your chances 
at funding and research opportunities. 

 The (academic) world is (more and more) digital and global: the field of academia 
is rapidly changing, and a lot happens online and between different countries. 
This raises the complexity of the personal data that you handle. 

 The GDPR, the Code of Conduct for Research Integrity and RU policies: laws and 
regulations regarding science expect you to handle personal data responsibly. 

 The right to privacy in the Dutch Constitution and EU Charter of Fundamental 
Rights: as inhabitants of the Netherlands and the EU we have a right to privacy. 
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Personal data  + Research = Complex

Before we start it is probably good to make on thing clear: personal data and 
research = complex. 

 There is no one-size-fits-all approach: You will make different choices 
depending on your research design.

 Many areas are still in development: Technology and privacy concern 
develop rapidly, and policy is slow to catch up. 

 Not everything is covered by guidelines: The GDPR is only five years old, 
its implications are still being investigated.

 Research institutes have their own policies: What we tell here today is 
the general story, always check your local policies.

 Disciplines have their own practices: Even within research institutes 
different academic disciplines can have their own practices and 
traditions. 

4



To show how complex personal data can be, even our own university is often 
struggling “to do it right”. Here too there are data breaches, debates about 
the legality of personal data collection and the limitations of privacy. 
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Do not hesitate to ask for assistance when something is not clear.

When in doubt, scream and shout

RDM LPO

ICT EC

Research data-
management 

Local privacy 
officer

Ethics 
committeeICT HelpdeskHELP 

ME!
To alleviate at least some of that complexity the single most important message that 
I would like to give to you today is the following “when in doubt, scream and shout”. 

If you have questions with regards to personal data at any point during your 
academic career, don’t hesitate to contact the responsible support organization. 

 This can be us, the research datamanagement support group, who specialize in 
the best way to handle research data. 

 For a more specialized opinion on personal data you can go to the local privacy 
officers. 

 For technical and computer-related topics you can rely on the ICT Helpdesk.
 For the ethically complex decisions you can also turn to the ethics committees.

While it might seem that these are 4 separated islands, the truth is that we often 
work together or talk to each other when there is overlap. 

For you this might raise the question who you should contact in case of questions. 
To make this decision easier we have added a “help me” button in the bottom left of 
many PowerPoint slides. This will tell you who to turn to if you have questions on 
that particular topic. 

On some slides you will also find spiked buttons. This means that you are dealing 
with a complex or high-risk topic for which it is pretty much mandatory to contact 
the responsible support organisation. 

We provide contact information for each of these support organisations at the end 
of the PowerPoint.
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Goal of today’s session

Approximately 120 minutes from now:

 You will have a basic understanding of the GDPR (in Dutch: AVG)

 You will be aware of the role of personal data in each phase of your research cycle

 You can reach out for assistance when needed, and know who to contact

The goal of this lecture is three-fold. 

1. We will teach a little bit of theory about the GDPR (in Dutch: AVG). This
will help you understand why your research needs to follow certain
practices. 

2. Secondly we will take you through the research cycle and explain where
and when personal data matters for your research. 

3. Lastly, as mentioned before, we provide you with the means receive
additional assistance when you need it. 
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How to apply the GDPR during

 Research planning

 Data collecting

 Data processing and analyzing

 Data publishing & sharing

 Preserving and re-using

General Data Protection Regulation

 Where does it apply

 What does it encompass

 Terminology

Table of Content

When it comes to the General Date Protection Regulation this lecture will discuss 
various aspects:

 Where does it apply?

 What does it encompass?

 Terminology: What keywords do you need to know?

After that we will discuss how you can apply the GDPR in each phase of your
research. Here we take the research cycle as our starting point. We’ll go through
each of the following phases of the research cycle:

 Research planning

 Data collecting

 Data processing and analyzing

 Data publishing & sharing

 Preserving and re-using

Because this is quite a lot of information we will take a break in the middle during
which coffee and tea will be served.
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Some important topics cannot be discussed in detail today:

Feel free to contact us at rdmsupport@ubn.ru.nl or wait for future courses!

Table of Missing Content

Anonymisation and 
pseudonymisation

Data security Informed consent

Besides a table of content there is also a table of missing content. 

This is because there are some topics which we can only discuss at a surface 
level today. These are

 Anonymisation and pseudonymisation,
 Data security
 Informed consent

In the future these topics will be part of different training courses. In the 
meantime people can direct their questions on these topics to our e-
mailadress. 
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GDPR
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 The GDPR is not an obstacle but an opportunity for research
 Protect and empower EU citizens.
 Encourage the sharing of (personal) data.

 The GDPR is designed with the future in mind

 The GDPR gives the Dutch Data Protection Authority the authority to enforce

GDPR in a nutshell

Generic language Neutral towards 
technology

Supplemented by 
national law (UAVG)

The GDPR is not an obstacle but an opportunity for research: 
It united and updated the numerous privacy laws that existed in Europe. 

The GDPR has two intertwined objectives: 
The first might be well-known, which is to protect and empower EU citizens 
with regards to their personal data. However, because all European countries 
follow the same GDPR framework an added benefit is that it is much easier 
to share personal data between countries. It is much easier to do research 
involving personal data across borders than it used to be in the past. 

The GDPR is designed to be open:
It uses generic terms and is neutral towards technological developments, 
making it essentially “future-proof”. It also gives each country the freedom to 
set country-specific regulations and enforce the rules. In the Netherlands this 
is done via the GDPR Implementation Act, but also national and RU-specific 
policies concerning personal data. One example of this is the BSN, which was 
included as personal data and can only be processed in highly specific cases.

The GDPR gives the Dutch Data Protection Authority the authority to fine 
GDPR breaches:
The AP can fine organisations who breach GDPR standards for a maximum of 
20 million euros or 4 percent of their annual worldwide profit. So we better 
to take this serious!
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If you want to see why it is best to take the GDPR serious, it can help to take a 
look at the GDPR Enforcement Tracker (www.enforcementtracker.com). Here 
you can see every fine that was ever handed out because of a breach of the 
GDPR. 

As you can see universities are not immune to this, which sometimes results 
in pretty steep fines. 

One consolation might be that it is the university that pays these fines, not 
the researcher.
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Case: Digital data donation

Langedijk, Annette, Huijser, Dorien, Zundert, Joris van, Bron, Esther, Kesteren, Erik-Jan van, Boeschoten, Laura, & Dijkstra, Freek. (2023, March 28). Your
secrets are safe with us: Tools for research with sensitive data. Zenodo. https://doi.org/10.5281/zenodo.7778159

There are however also positive outcomes of the GDPR. One example of this 
is the Digital Data Donation program. This allowed researchers to access data 
that would otherwise never have been available to them. 

1. Participants request raw personal data from government services or 
companies

2. Participants can analyze their own raw data locally

3. Participants can consent when they share the results of that analysis 
with the researcher

4. The researcher only ever sees the processed data
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 The European Economic Area

 The United Kingdom*

 But also:
 If your RU research takes place outside the EEA
 If a non-EEA organisation uses personal data inside the EEA

Where does the GDPR apply?

Right now the GDPR applies to 27 countries. Most of them are located in the
European Union, but some countries of the EEA, such as Iceland and Norway, 
are also included. 

The United Kingdom has its own version of the GDPR, which is nearly 
identical to the European one, but since they have left the EU this is 
something which can change in the future.

A consequence of this is that it can be quite challenging to transfer personal 
data from the EEA to a non-EEA country. This is often a complex process 
involving legal documents.

Besides these geographic boundaries there are also legal boundaries. The 
GDPR also applies when:

 If your research as a RU researcher takes place outside of this region. 
For example if your study takes place abroad. 

 When an organization outside this region uses personal data from 
citizens in this region. For example if you send personal data to an 
organisation in the US or China. 
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Any action performed with personal data, whether automated or manual, on paper or digital. 

What counts as processing?

Prety much any imaginable action you perform with personal data counts as 
processing. It doesn’t matter if it is automated or manual, on paper or digital. 
Even making a dataset anonymous counts as processing, or storing personal 
data in a box in a closet. 

INTERACTION: LET RESEARCHERS MENTION THE MOMENTS DURING 
RESEARCH WHEN THEY ARE PROCESSING PERSONAL DATA
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 You can only ever process personal data if you have a legal basis.

 This means you can only process personal data for a specific purpose.

 The GDPR provides exceptions for scientific purposes.

 A legal basis ≠ an ethical basis

When can you process personal data?

LPO

To process personal data you need to have a legal basis. This is the 
justification on which the GDPR allows you to process personal data. 

This also means that you can only process personal data for a specific 
purpose. If you process personal data for research you cannot continue to 
process the same data to sell a product. You can also only process personal 
data for a specific purpose as long as it is necessary to complete that 
purpose. 

There are exceptions that allow further processing of previously collected
personal data for research (GPDR articled 5(1)(b). This means that you can 
reuse personal data, that were previously collected for other purposes, for 
scientific research purposes. This is only allowed if you put in place sufficient 
safeguards to protect the personal data, inform data subjects, and allow 
them to exercise their rights.

Besides a legal basis it is also important that you consider the broad ethical 
effects of processing: avoid deception in your communication and avoid 
disproportionate negative, unlawful, discriminating or misleading effects.
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 There are six legal bases, but research only uses three. 

Informed consent: a person agrees to the processing.

Public interest: the research benefits the public good and consent is not possible.

Legitimate interest: processing without research purpose. 

When can you process personal data?

LPO

While there are six legal bases on which you could collect personal data, in 
practice research almost always works on the basis of informed consent. 
This type of informed consent differs from the one requested by ethics 
committees, although they can often be combined in the same documents. 

Public interest is sometimes used in research when the research is shown to 
clearly benefit the public good and when informed consent is not an option. 
The purpose of the processing must be recognized by an authority and the 
necessity and proportionality of the research needs to be assessed, for which 
it is best to contact the LPO. It is a particularly useful legal basis in cases 
where obtaining consent may be impractical, e.g., when performing public 
observations or when scraping the web. Or when consent is impossible to 
obtain because data subjects do not have a free choice, such as when 
performing research among the university’s own employees or students, or 
among pupils in a school. In some cases consent might still be required, even 
if you rely on this legal basis, e.g., when this is ethically required or when you 
want to process special categories of personal data.

Legitimate interest: this can be a basis that is sometimes used for research, 
for example when you contact participants before you obtain their consent. 
Since contacting participants is a prerequisite to perform research, it can be 
in the university’s legitimate (research) interest to process their contact 
information. This legal basis requires a careful assessment of interests for 
which it is best to contact the LPO.
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Personal data 

= any information that relates to an identified or identifiable living natural person. 

What does the GDPR encompass?

Directly relatable 
to a person

Traceable to 
a person

Combinations of 
personal data

Data & metadata

Research data &
Administrative data

Ethics still
apply

Only people, not 
organisations or 

businesses

Personal data has a technical definition in the GDPR. It is easiest to understand if we break it 
down into parts:

1, Any information: 
Meaning data and metadata (= data about the data itself). But also for example research data 
and administrative data. 

2. Identified
This involves data that is directly relatable to a person, for example a name or photo. 
Researchers handle these direct identifiers most commonly for administrative purposes.

3. Identifiable
This is concerned with data that is combines enough “anonymous” characteristics of 
someone can still make them identifiable. Within a small population or through the 
combination of sufficient personal data you can identify someone even without any direct 
identifiers. 

4. Living
Even though a person that passed away does not have personal data, there can be ethical 
considerations when processing the personal data of a deceased person. It is also possible 
data reflects on family members and thus is personal data. 
F.e. historical medical data with implications for later generations or when diaries with 
personal data reflect on living family members. It is generally not recommended to process 
personal data that might negatively impact living family members.

5. Natural person
The GDPR is only concerned with human individuals, not companies or organisations. There 
can be exceptions however, f.e. when a company is named after an individual.
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Research data

Where can you encounter personal data?

Administrative data Informed consent

Based on the previous definition a researcher will generally encounter 
personal data in three areas.

1. Research data: This is the information what you actually want to 
find out and that you need need to answer your research 
questions.

2. Administrative data: This is the information required to stay in 
touch with your participants, contact information, payment details.

3. Informed consent: The personal data that you record for your 
informed consen, such as names and signatures.
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QUIZ

IS IT PERSONAL DATA?

INTERACTION: This quiz is meant to engage the researchers and to bolster 
their confidence about their understanding of personal data thus far. It 
presents a rich variety of examples of what could potentially be personal 
data. While examples include definitive yes or no answers, the goal is to raise 
discussions on what is or is not personal data, or under what circumstances 
data could be personal data. 
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Quiz: could it be personal data? 

Yes No

Signatures are by definition personal data, since they allow you identify 
someone. 

21



Quiz: could it be personal data? 

Yes No

Personal websites and social media handles could potentially be personal 
data. In this example it is made obvious because the example contains clear 
personal names, but this can be true for any website or social media handle. 

Students might disagree on whether or not this is personal data, since a 
person has chosen to make it public. This could be an interesting ethnic 
question, just because the information is “public”, does not mean that the 
person expects it to be spread to a worldwide audience. Unless a person 
explicitly indicates that they want their information to be processed further it 
should still be considered personal data and thus requires a legal basis such 
as informed consent. 
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Quiz: could it be personal data? 

Yes No

This is a trick question designed to emphasize the “natural persons” part of 
the personal data definition. This address, being a business and being 
publicly available sets it apart from an address of a private individual. 
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Quiz: could it be personal data? 

Yes No

This question is designed to emphasize that personal data is not just textual 
but can also be contained in images, audio or video. 
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Quiz: could it be personal data? 

Yes No

This question introduces the potential personal data that is present in 
particular combinations of data, even when they are seemingly anonymous 
by themselves. However because of their combination it would be quite 
possible to identify someone in a group based on the above data. 
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Quiz: could it be personal data? 

Yes No

This is a trick question that follows on the previous one. While this too acts as 
a combination of various data points that when combined would make it 
possible to identify someone, the data also suggests that this person has 
passed away. This means that strictly speaking it would not be personal data, 
even though it once would have been. 
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Quiz: could it be personal data? 

Yes No

This question is meant to introduce the way in which opinions can also be 
considered personal data under certain circumstances. This is relevant 
because a lot of human-related research data is essentially made up of 
opinions, but this is rarely associated with the possibility that someone can 
be identified. The point of this question is to illustrate that asking someone 
about their political opinions, religious views, etc. could also increase the 
chance that they would be identified, even though these are by themselves 
just anonymous opinions. 
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Quiz: could it be personal data? 

Yes No

This question aims to highlight the possibility of an outlier in the data being 
personal data. If there is one data point which is radically different from all 
the others it does not take much to identify a person. 
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Quiz: could it be personal data? 

Yes No

This is a trick question, leaving room for debate and if anything emphasizing 
how complicated personal data can sometimes be. Considering that the 
Queen passed away technically her diary could not contain personal data 
about the Queen. However, given the intense personal nature of a diary and 
the high chance that it contains personal data about other members of the 
royal family there is still a significant chance that it would in fact contain 
personal data. Moreover there could be ethical concerns that prevent the 
use of this data that remain even when there are no GDPR-limitations. 
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 When personal data creates risks for the rights and freedoms of a person.

 Processing of these special categories is prohibited

 It is a risk-assessment: leading principle is the risk for your participants.

Special categories of personal data

LPO

, except with consent.

Minimal risk High risk

Interviewing someone 
wearing a religious symbol

Including religious beliefs 
in a pseudonymized survey

Interviewing a religious 
minority in a country 
without freedom of religion

 Special categories of personal data: When personal data creates risks for the 
rights and freedoms of a person: processing this data can seriously infringe on 
someone’s privacy or result in discrimination or prosecution. 

 Processing of these special categories is prohibited, except for specific 
purposes. Informed consent is the most common one, however the UAVG also 
introduces other exceptions (UAVG article 24).

 It is important that researchers understand that it is risk-assessment, not a 
checkbox. The question is not if a special category of personal data is included 
in the dataset but how big the overall risk for the participant is when that 
personal data is included or combined with other personal data in the same or 
linked databases. 

 If researchers want to work with this kind of data, their goal should be to 
minimize the risk for their participant by asking themselves:
 Are there less invasive ways of doing research with the same outcome?
 How can this data be collected in the least risk-introducing manner?
 Do you have explicit consent for the collection of these special categories?

 When researchers suspect there is any risk involved with the processing of 
special categories of personal data, they should contact the LPO.
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Special categories of personal data

Racial or ethnic 
origin

Genetic data

Political opinions

Biometric data Health-related 
data

Sex life or sexual 
orientation

Religious / philo-
sophical beliefs

Trade union 
membership

LPO

This slide provides a short overview of the various special categories of 
personal data mentioned in the GDPR. This is just to give a brief impression, 
since the categories are very generic and are very context-dependent. 
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Sensitive personal data

BSN numbers

Financial 
information

Confidential 
business data

Criminal 
convictions

Punishable 
offences Illegal acts

Confidential state 
security data

Work per-
formance data

LPO

This is an addition to the previous slide, which explains that there also exists 
a third category of sensitive personal data. 

This involved data which are not subject to the additional rules of the special 
categories of personal data, but who are by their very nature sensitive and 
high-risk. 

Whenever researchers want to process this type of personal data, they 
should always contact the LPO. 
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 Identifiable photo, audio and video recordings are always personal data.

… and sometimes capture special categories of personal data.

 Consider de-identifying (parts of) the data:

Audio, photo and video data

ECLPO

Deleting after 
transcription

Record only 
what you need

Blur or transform 
the recording

 This slide makes researchers aware that personal data is not just 
contained in text-form, but can also be present in any photos, audio 
or video recordings that they make. If a person is identifiable on 
these media then by definition personal data is collected. Because 
of its information density these media also make it relatively easy to 
capture special categories of personal data. 

 If researchers want to work with this kind of data, their goal should 
be to minimize the risk for their participant by asking themselves:
 Are there other ways to answer your research question?
 Is video absolutely necessary or will audio suffice?
 Do you have explicit consent for this photo, audio or video 

recording?

 Moreover researchers should consider ways in which they can de-
identify (parts of) the data:
 Deleting the audio recording after transcription reduces the 

sensitivity of the personal data. 
 If researchers are only interested in handwashing practices it is 

probably not necessary to record faces.
 In some cases it might be possible to blur or transform the 

recordings, however only if sufficient research data remains.
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Social media

 Social media contains a lot of personal data, but using it is not without problems:

 Generally treat social media data as you would any other personal data

 Alternatively: Faculty of Arts has more elaborate guidelines

LPO

No informed consent Possibly unethical Breach of Terms of Service

 Social media are used more often as research data, since they are readily 
available in large quantities and easily scraped from websites.  

 This is not without problems however
 No informed consent of users: making public on social media does not

mean that someone gives consent to use their data for research purposes

 Possibly unethical: users might never have intended that their post would
reach a worldwide audience.

 Conflict with Terms of Service: there are different requirements for each
social media platform, but these often include rules against unauthorized
automated data collection (web scraping).

 Generally try to treat social media data as you would any other personal data: 
anonymize or pseudonymize when needed, try to get informed consent, 
consider copyrighted material, etc.

 Take this in consideration in your research approach: if informed consent is 
not possible (f.e. due to the quantity of personal data involved) one alternative 
is to only link to social media posts instead of copying them directly. That way 
the participant stays in control of their own data and can delete their post at 
any time. This does result in a dead link for the researcher, but that is cost of 
doing business in this case. 

 The Faculty of Arts has produced clear guidelines on how to work with social 
media data: 
https://www.radboudnet.nl/publish/pages/1048023/guidelines_20for_20collecti
ng_20social_20media_20and_20online_20news_20data-v7.pdf
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 Misleading or deceptive research is possible with the GDPR when informed consent 
would influence the responses of participant.

Misleading or deceptive research

ECLPO

Strict ethical 
and privacy 

review

Participants are 
informed that 
they are being 

deceived but do 
not know how

Participants are 
fully informed 

(debriefed) after 
participating

Deception is when a researcher gives false information to subjects or intentionally misleads 
participants about some key aspect of the research. This is most sometimes done when knowing all 
the information that would normally be presented in an informed consent would change the outcome 
of the study in a debilitating manner. Instead of a full informed consent researcher tend to do a full 
debrief after the study is concluded to clarify the deception.

The starting point for this type of research should always be “do no harm” 
 Justify why covert research is required
 Establish very safe procedures for data processing
 The identity of participants should be kept anonymous at all cost
 Ideally participants are informed afterwards, but only if this does not increase risks

To facilitate this the study must be proceeded by a strict ethical and privacy review, and participants 
are commonly informed (debriefed) after participating. 

Whenever a research considers this approach they must contact the LPO and the EC to assess what 
risks are involved and what steps must be taken to mitigate these. 

Deception is when a researcher gives false information to subjects or intentionally misleads them about 
some key aspect of the research. Examples include:
 Subjects complete a quiz, and are falsely told that they did very poorly, regardless of their actual 

performance.
 In order to induce stress, study personnel tell subjects that they will give a speech that evaluators 

will observe on video, when the subjects' speeches will not actually be recorded or observed.
 The study includes a researcher’s “confederate” (an individual who poses as a subject) but whose 

behavior in the study is actually part of the researcher’s experimental design.
 Unnoticed video registration of participants in a waiting room;
 Subjects are asked to take a quiz for research but they are not told that the research question 

involves how background noise affects their ability to concentrate.
 Participants are asked to answer questions, but are not aware that the influence of time pressure is 

also measured.
 Participants are asked to read a text, but are not informed that, apart from reading time, their 

emotional responses to certain words are being measured.
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GOOD PRACTICES
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Research 
planning

Processing 
& 

analyzing

Data 
collecting

Publishing 
& sharing

Preserving

Re-using

Data 
security

Data 
storage

Minimi-
sation of 
data use

General
practices

This is the research cycle that researchers are most likely familiar with. It 
contains every step from research planning to preserving and re-using and is 
the guiding structure for the remainder of this presentation. 

In a first step this presentation will address the general practices that 
researchers should observe at all times throughout the cycle. These are 
equally applicable to every phase. 
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Data storage

RDM

Research data: 

Minimal 10 years (15 
in case of WMO)

Administrative data:

As long as they serve a 
purpose

Informed consent:

Institute specific

 How long personal data can be stored depends on the nature of the data 
containing the personal data. 

 Research data follows clear guidelines set by the university: at least 10 
years, at least 15 years for WMO research and at least 25 years for 
pharmaceutical research. 

 Administrative data only need to be stored for as long as they serve a 
purpose, for example:
 Contact information until it is no longer possible to withdraw
 Payment details until the compensation has been paid out
 In case of longitudinal research it might be needed to store 

administrative data for a long time

 Informed consent data follows the guidelines set by each research 
institute or ethics commitee. 

38



Data storage
LimitationsCollaboratingSharingStoringOption

Radboud Data Repository

Workgroup folders

Will be replaced with OneDrivePersonal U-drive

RU-account on OneDrive

RU-account on Teams

SurfDrive

Surf FileSender

Personal cloud storage

External hard drive / USB

More information

Not ideal for work-in-progress

Only with fellow RU-researchers

Only if research institute allows it
Only with fellow RU-researchers
Only if research institute allows it

Only encrypted personal data

Only encrypted personal data

Not allowed

Not allowed
RDM

The Radboud University provides various storage services, each with 
advantages and disadvantages. Some are better suited than others when it 
comes to personal data. 

This presentation cannot go into detail with each storage location, but it is 
important to be mindful of the locations where you store personal data. 
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Other storage locations

RDM

Audio or video 
recorders

External 
online 

services

Software with 
cloud 

functionality

E-mail 
attachments

 Besides the obvious storage locations used for data storage there are also 
less common ones. In the context of personal data it is however still 
important to keep these in mind. 
 Audio or video recorders
 Online services such as translation or transcription services
 Software with cloud functionalities
 E-mail attachments that are send 

 Before using these, always verify if you are allowed to use them. The 
only exception are RU-approved services which are available on the 
Software Center. 

 Always choose maximum privacy settings. Only lower privacy settings if
this is absolutely necessary to retain research value. 

 Disable cloud functionalities. Non-approved cloud storage is rarely a 
necesity since the RU provides approved alternatives.
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 Encryption: secure access
 Substitution: making paper digital
 Anonymization: re-identification impossible
 Pseudonymization: re-identification with keyfile (= personal data!) 

Data security

ICTRDM

Organisation Technological Project

 Data security is a complex topic, but in essence occurs at three levels. The 
first two are relatively easy to implement, the third one places more 
responsibility with the researcher.

1. Follow all organizational security practices.
2. Use only university-provided technology and software.
3. Ensure that you know who is responsible for data security within 

your project.

 There are guidelines available on encryption, substitution and 
anonymization & pseudonymization.

 With personal data especially anonymization and pseudonymisation is 
relevant:
 Anonymization: re-identification is impossible.
 Pseudonymization: re-identification is only possible by means of a 

keyfile.

 Treat pseudonymized data like personal data. Deleting the keyfile can 
potentially make an identifiable dataset anonymous, but this is not 
guaranteed. For example when different datasets are combined. 
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Minimisation of data use

RDM

Limit access Assign 
access 
rights

Remove 
ex-project 
members

Get consent 
for sharing

 One important aspect of the security of personal data is the minimisation
of data use. This emphasises that only  authorized persons should have 
access to personal data. The fewer people have access to personal data, 
the smaller the risk for a security issue to arise. 

 Limit access to authorized people who need it, for a pre-defined purpose 
and a limited period of time. 

 Define access rights for each user: not everyone might need editing rights, 
or access to all the personal data. Sometimes read-only access to (part of) 
the personal data is sufficient. 

 Revoke access rights when members leave a project

 Make sure you have consent for sharing. This can include project 
members, other researchers, sharing in a repository but also sharing with 
RU staff for administrative, ICT and integrity reasons. 
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 Question: what is NOT a data breach?

Data breaches

You lose an unencrypted 
memory stick containing 
personal data

You print a document 
containing personal data 
and forget to take it out 
of the office photocopierYou have anonymous survey 

results which turn out to be 
identifiable anyway 

You gain access to 
personal data which 
you are not supposed 
to have access to

You send personal data to 
the wrong e-mailaddress

A computer containing 
personal data is hacked 
by a hacker

Storing personal data 
longer than you have 
consent for

Storing personal data on 
an unprotected location

Accidentally damaging 
part of a dataset 
containing personal data

Someone steals your 
laptop containing 
personal data

Sending a letter with 
personal data to the 
wrong address

INTERACTION: LET RESEARCHERS THINK ABOUT WHICH OF THESE OPTIONS 
WOULD NOT BE CONSIDERED A DATA BREACH

By asking for a negative researchers are invited to read all the options, rather
than mentioning the first answer that comes to mind. Strictly speaking all of 
these options could be considered data breaches, however some would be
more severe than others. The definition of a data breach is ‘a breakdown of 
security which accidentally or unlawfully (willfully and/or due to gross
negligence) results in the destruction, loss, alteration, unauthorised
disclosure of or access to personal data that is transmitted, stored or 
otherwise processed’. 

The goal of this exercise is to make researchers aware that there is a large 
diversity of potential data breaches that could have potentially negative
effects. 
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 Data breaches are diverse and can occur in different settings

 The GDPR expects you to report (suspicions of) data breaches

 Always contact the ICT Helpdesk in case of a data breach

 ICT Helpdesk: 024 362 22 22 or icthelpdesk@ru.nl

Data breaches

ICT

 Data breaches are diverse: This builds on the previous slide, emphasizing 
that data breaches include a wide variety of settings, and not just a hacker 
or stolen laptop. 

 The rest of this slide contains practical information that refers researchers 
towards ICT support for any issues they might have with data breaches. 
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Privacy by design & privacy by default

LPO

By design: 
start on day 1

By default: 
aim for maximum 

privacy

Goal setting
Data management plan
Data protection impact assessment ?

 Privacy by design and privacy by default are two design principles that 
should underpin any academic study:
 Privacy by design: Start with privacy in mind. It is not an 

afterthought which can be glued on at the end of a project but 
should be implemented on day 1.

 Privacy by default: Aim for maximum privacy. Privacy should be the 
baseline of any study, it should only be compromised when this is 
essential for the research process.

 There are three steps which researchers can take to achieve the above 
design principles:
 Determine your goal setting: This decides what personal data that 

is required for the study and commits the researcher to a certain 
approach. 

 Make a data management plan: This is always a good practice, but 
also helps specifically to design a study with privacy in mind. 

 Sometimes a data protection impact assessment is needed: this 
step is only applicable to high-risk studies.
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 What personal data you are collecting:
Distinguish research, administrative and informed consent personal data.

 What the legal basis is:
If you have no explicit legal basis, do not process the data (further).

 How long you are going to store it:
Do not store personal data longer than is necessary.

 These 3 limits define the space in which you can process personal data.
But there are exceptions for scientific purposes. 

Goal setting

LPO

 Goal setting is an aspect of privacy by design. It requires that the research 
determines upfront how personal data will be handled during the study. 
There is no room for vagueness here.

1. What personal data you are collecting

2. What the legal basis is under which you collect personal data. The 
legal basis for research will almost always be informed consent, 
although public interest and legitimate interest are also possible. If 
there is no legal basis personal data should not be processed. 

3. How long you are going to store personal data

 This goal setting is the “framework” in which you can operate in 
accordance with the GDPR. If the processing of the personal data 
changes to a point where it is clearly outside of the scope of the original 
goal then it should not be processed. If the processing stays within the 
scope of the original goal then processing for another goal is allowed. 
There are however exceptions for research that allow further 
processing for scientific research, meaning that processing personal 
data further is not an incompatible goal. 
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Data minimisation

RDM

Process for 
the intended 

purpose

Process what 
is needed

Pseudonymize 
or anonymize 

as soon as 
possible

Maximum 
privacy 
settings

 This is different from minimisation of data use, which is concerned with 
the people who have access to personal data. Data minimisation concerns 
the personal data itself.

 Only process personal data for the intended purposes. If you don’t need a 
certain personal data, don’t process it. If you want to re-use data for a 
different purpose (f.e. new study or education) you can only do so if prior 
(or new) consent has been obtained.

 Only process as much personal data as is required. Review regularly if 
(part of) the collected personal data are still relevant or should be deleted. 

 Pseudonymise or anonymise your data as soon as you are able to. 

 Use all the privacy options available to you in the software you use. Many 
survey software allows you to disable IP tracking for example.
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 A DMP helps you think of all research data-related decisions, including personal data

 The DMP structure follows the research cycle

 You can save, update and share a DMP as you make decisions along the way

 You can request feedback from the RDM Support and/or the datasteward

Data management plan

RDM

As RDM Support one of the services which we provide is the data 
management plan. 

 This is an online tool that allows you to describe how you are using 
research data throughout your study and what decisions you have made. 
Personal data is one of the topics included in this data management plan. 

 The DMP mirrors the research cycle, including data collection, data 
archiving and data publishing. 

 You can save, update and share a DMP as you make decisions over the 
course of your research. 

 At any time you can request feedback from RDM Support and/or the 
datasteward from your institute.
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 The GDPR is based on an “appropriate management of risks”

 In high-risk cases a data protection impact assessment (DPIA) lets you take appropriate safeguards

 LPO can provide you with a pre-DPIA to determine if a DPIA is required. 

Data protection impact assessment

Profiling

Large scale 
processing

Vulnerable 
participants

Covert 
research

Public 
surveillance

Combining 
datasets

New tools or 
technologies

LPO

In high-risk studies a data protection impact assessment (DPIA) makes it 
possible to assess the risks and to take appropriate safeguards. What 
determines the risks and thus the necessity of a DPIA is sometimes 
summarized as collaboration, geography and data. 
 What type of collaboration is involved with the study? Just one public 

institution (the university), multiple public institutions (the university 
and a government institute), or a public-private partnership (the 
university and a private company)?

 Which countries participate in the study? Only EEA countries or other 
countries as well?

 What data is used in the study? Publicly available data, a new private 
dataset, a combination of multiple datasets?

If you suspect there might be risks you must contact LPO. They can provide 
you with a pre-DPIA, which is a quick assessment that will determine if a DPIA 
is required. 

High risks might occur in particular settings such as:
 Large scale processing of sensitive or special categories of personal 

data 
 Vulnerable participants
 Covert or misleading research
 Automated processing (profiling)
 Systematic monitoring (public surveillance)
 Combining multiple datasets
 New tools or technologies
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Data quality

RDM

Only store 
accurate and 

up-to-data 
personal data

Perform 
frequent data 

checks

Limit storage 
locations and 

sharing

Use tools or 
repositories 
with version 

history

Provide 
contact 

information

 The GDPR expects you to store personal data that is accurate, complete 
and up-to-data. It is your responsibility to take action when you find data 
that does not meet these requirements.

 Frequent data checks can be part of your privacy by design decisions. 
Data you cannot keep accurate should be deleted or updated as needed.

 Limit the number of storage locations of personal data, and share 
personal data as little as possible. This reduces the risk that inaccurate 
information remains in use. 

 Use dedicated tools or repositories for data checks or version control. 

 Make sure that your participants know how to contact you when 
something changes.
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 Alternatively: include a “date of collection”, making your dataset a historical record.

Data quality

RDM

ResidenceSurnameParticipant #

NijmegenJansen1

ArnhemVelde, van der2 

Interview 
date

Residence 
at time of 
interview

SurnameParticipant #

17-03-2023NijmegenJansen1

09-05-2023ArnhemVelde, van der2 

Participant 2 moves 
to a new city

 In practice maintaining data quality can be difficult, especially after 
completion of your research. 

 An alternative approach is to include a “date of collection”, which turns 
your personal data into a historical record with a fixed date.

 In the above example the first table would be inaccurate when participant 
2 moves to a new city. The second table would not be affected, as it is a 
record of a certain date and not up-to-date. 
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Privacy rights

 The GDPR provides people with 8 specific privacy rights. These apply to
researchers in their capacity as employees of the university, but also to
research participants. 

 While 8 privacy rights exist, in the practice of doing research only three
are really relevant. This is the right to be informed, the right to be
forgotten and the right to object. The other rights are generally excluded
because of research exceptions in the GDPR and UAVG.

Context for the other privacy rights

 Right to access, Right to rectification & Right to restrict processing: UAVG 
Article 44 states that this does not apply to scientific research if consent 
is obtained and there are sufficient safeguards in place.

 Right to be forgotten, Right to object: GDPR Article 89 states that there
can be exceptions for these in case of scientific, historical or statistical
research, but this requires consent from your participants. 

 Right to data portability: Participants have the right to receive any of their
processed (personal) data. This right ends when data is de-identified, and 
this should be made clear in the information brochure.

 Rights in relation to automated decision making: In principle, a data 
subject is entitled not to be required to heed any decision taken by a 
data processing organisation that is solely based on automated
processing, which is deemed to include profiling.
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Right to be informed

LPO EC

Provide 
contact 

information

Participants 
must be 

informed

Complete and 
accurate 

information

Consider how 
you inform the 

participants

 Participants must be informed about the collection and use of their 
personal data. This means they receive complete and accurate 
information about the study
 Why, how, how long will you process their personal data?
 With whom will you share their personal data?
 How will you protect their interests and privacy rights? 
 How and until when can participants withdraw from the study? 

 Consider how you inform the participants: concise, clear, accessible
 Provide the same information in different ways and at different 

times
 If possible, test the information delivery with your audience 

beforehand
 Consider using visuals, videos or other tools

 Make sure your contact details are available for the duration of the 
study
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 Collecting personal data 
 Collecting special categories
 Recording audio or video
 Processing with third parties
 Sharing data with others
 Sharing data outside of the EEA
 Facilitating scientific integrity
 Publishing data for future research
 Using data for educational purposes

Informed consent

ECLPO

 Data minimisation
 Privacy rights of your participants
 Ethical considerations

 Informed consent means finding a balance between the things you want 
to do as a researcher, and the interests that matter for your participants. 

 On the left side are the things that you might want to include in your 
informed consent to obtain the maximum scientific value from your data. 

 On the right side are the limitations, rights and concerns that you need 
to guard for your participants. 

 Asking consent for personal data processing that you do not need is 
problematic, but you also cannot be too specific, since this limits the 
scientific value of your data

 Finding a balance between the two is something that can be discussed 
with the LPO and the EC. 
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This is a screenshot the informed consent form used in the Faculty of Arts. 
Other ethics committees have different consent forms. 

As you can see the consent form asks explicit consent for personal, special 
categories of personal data and video/audio data. 

Furthermore it accounts for the possibility that data is shared with other 
researchers or used for educational purposes. 
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 If a participant withdraws consent, the data controller must cease processing that data.

 This is not absolute:  the researcher can specify beforehand what is and is not possible.

Right to be forgotten

LPO

Before collection:

 Participant does 
not participate

 All personal data 
is deleted

During collection:

 Same as before
 Except if data 

can be made 
fully anonymous

After publication:

 Removal is not 
possible

 Anonymize or 
exclude from 
future studies

 General statement: If a participant objects, the data controller must 
cease processing that data. 

 There are exceptions, however. There can be compelling reasons that a 
researcher can explain beforehand.

 Before the data collection has started: the participant will not 
participate and all personal data must be deleted. 

 During the data collection: the research data must either be deleted or 
be made fully anonymous. 

 After publication of the data: removal of (personal) data is generally not 
possible. Sometimes data can be anonymized, or at least excluded from 
future research.
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Right to object

LPO

 Participants can object to legitimate interest processing.

 In that case you must either stop processing or motivate why it is justified. 

The data is already 
anonymized and no 
longer retrievable.

Removing data 
would introduce 
substantial bias

The participant 
made their own 

personal data 
publicly available.

Data subjects have the right to object to what you are doing with their 
personal data. This right applies when the processing is based on the legal 
basis of legitimate processing (art. 21). In case of objection, you have to stop 
your processing activities and thus delete any data you have from the 
particular data subject, unless you can demonstrate concrete grounds for 
overriding the data subject’s rights. 

This could for example be because the data is already anonymized, because 
excluding the data subject would substantially bias your results, or because 
the personal data is already made public by the participant themselves.
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Who is involved with the GDPR?

Data subject:

Whose data is 
processed

Data controller:

Who decides why 
and how data is 
processed

Personal data

Data processor:

Third party that 
process on behalf 
of data controller

Data 
processing 
agreement

AuditAudit
Data 

Protection 
Authority

To understand what data processing agreements are about, one should first 
know a bit about the different roles in the GDPR. 

Data Subject: A data subject is anyone whose personal data is being
processed. As such, it is the person to whom the personal data relates, and 
who can be identified directly or indirectly through personal data. These are 
the research participants, patients, informants, test subjects, etc.

Data controller: A data controller is the person or organisation that
determines the purpose of the personal data processing. This means that
the data controller decides whether personal data will be processed and, if
so: what processing will be involved; what personal data will be processed; 
the purpose for which personal data is processed; and the manner in which
the organisation will do that. This is generally the researcher. 

Data processor: A third party that processes personal data on behalf of a 
data controller. A processor is not responsible for personal data processing, 
but a processor has a number of derivative duties. A processor must for 
example secure and refrain from disclosing data. They process personal data 
at the request of the data controller, and cannot use the personal data for 
their own purposes. This could be research partners, repositories, 
transcription services, cloud storage.

Data Protection Authority: The authority ensures compliance and can audit 
both the data controller and the data processor. 
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 As data controller you are responsible, even when you give personal data to a data processor. 

 Only use data processors that comply with the GDPR.

 A data processing agreement specifies how personal data can be used by the data processor.

Data processing agreement

LPO

Data will be 
deleted after 

processing

Data cannot 
be used for 
additional 
purposes

Data processor 
participates in 

audits

Whenever you as data controller hand personal data over to a data 
processor, it is still the data controller that remains responsible. 

This means that you should only ever use data processors that comply with
the GDPR. You have to be selective where you send personal data. 

Moreover, before sending personal data to a data processor it is important 
to have a data processing agreement in place. 

Such an agreement covers various topics that are important to you as a 
researcher, for exampe:

1. It guarantees that the data processor will delete the data afterwards.
2. It guarantees that the data processor will not use the data for its own

purposes (f.e. profit)
3. It guarantees that the data procesosr will participate in audits from the

Data Protection Authority
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Data sharing generally refers to the sharing of data during the ongoing 
research. 

After the research is finished it is sometimes possible to publish data in a 
way that others can access is.
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Sharing personal data

LPORDM

Specify who 
you share with 
in the informed 

consent

Only share with 
consent or an 

agreement

Contact LPO 
before sharing 
outside the EEA

Include research 
support, 

administration, 
archive curation

 If you want to share personal data with anyone it is 
important to inform your participants about who you 
will share data with. It is also important to get explicit 
consent for this. 

This can include other researchers, any external 
services that you need for your research, but also 
university staff such as research support, ICT, archive 
curation and so on.  

 If you are missing consent but would still like to share, 
either contact participants to get it or see if a suitable 
legal agreement can be made.

 In essence you cannot share personal data outside of 
the EEA, unless the other party adheres to the GDPR. If 
this is unavoidable you must contact the privacy officer
to get a legal agreement set up. 
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Sharing personal data

LPORDM

Is sharing 
necessary?

Can I legally 
share the data?

How much 
data do I need 

to share?

How can I best 
share the data? 

Is it necessary to 
secure a file 

before sharing?

Does the other party have 
a purpose that coincides 

with the the original 
collection purpose?

Is the other 
party who they 
say they are?

Can the other 
party get the 
data directly?

 Make conscious decisions when sharing personal data:
 Is sharing necessary? Does the other party really need the data? Or 

would it just be convenient for them to have it?
 Can you legally share the data? Do you have consent? Is there an 

agreement in place? Does the other party adhere to the GDPR?
 Does the other party have a purpose that coincides with the the

original collection purpose? If the original purpose was research, the 
other party cannot use the data for commercial purposes.

 How much data do I need to share? Perhaps the other party only 
needs some of the personal data?

 Is it necessary to secure a file with a password? This can be a good 
practice regardless of the context.

 Can the other party get the data directly? If possible this is usually a 
better alternative than sharing the data indirectly. 

 How can I best share the data? The RU provides various services 
(workgroup folder, SURF FileSender, Teams, e-mail). Never use cloud
services such as WeTransfer.

 Is the other party who they say they are? This is not just about 
confirming identities, but for example also about making sure that 
you e-mail to the right addresses.
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Publishing personal data

RDM

Publish 
pseudonymized or 
anonymized data 

whenever possible

Be mindful of 
accidental 

identification

Consider the data 
exchanged in the 

peer review

 Whenever possible publish only pseudonymized or anonymized personal 
data. Whenever possible means as much as is possible without losing the 
scientific value of the data. 

 Be sensitive for accidental, indirect identification: this can happen quite 
easily with certain combinations of personal data.

 Minimize the personal data you must transfer for peer review purposes: 
remove non-essential personal data and make sure you get a data 
processor agreement with the publisher.
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Data archiving

RDM

Do not include 
administrative or 
informed consent 
personal data

Personal research 
data can be archived 
in a repository

Avoid personal data in 
metadata, documentation 
or file or folder names 

 Repositories serve as a safe location in which you archive research data, 
including personal data. The Radboud has its own repository: the 
Radboud Data Repository, but there are many others, ranging from 
discipline-specific to generalist. 

 Do not include administrative or informed consent personal data in the 
repository.

 Do not include personal or sensitive data in metadata, documentation or 
file or folder names
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If you want to share data in a repository access levels matter:

Access levels

RDM

Open Access

 Anonymous data
 Anyone can access 

unrestricted
 CC Licence

Registered Access

 Potentially identifiable or 
pseudonymized data

 Data use agreement

Restricted Access

 Sensitive or directly 
identifiable data

 Explicit approval 
from researcher

 Only shared in 
consultation with 
datasteward

 If you want to share personal research data in a repository this requires 
explicit consent from your participants. Depending on the type of 
personal data and the informed consent you can choose an appropriate 
access level. Not every repository offers all access levels. The example 
used here is based on the Radboud Data Repository. 

 Open Access: 
 Anonymous data with no privacy concerns 
 Anyone can access the data anonymously

 Open Access for Registered Users: 
 Potentially identifiable or pseudonymized data 
 Users must log in and agree with a data use agreement before they 

gain access

 Restricted Access:
 Sensitive or directly identifiable personal data
 Users must have explicit approval by a person before they gain 

access
 You must consult the datasteward before sharing identifiable 

personal data

70



Re-using research data with identifiable personal data requires 
a data use agreement. 

This specifies what you can and cannot do with the data:

Re-using

Linking 
datasets

Redistributing 
data to others

Acknowledging 
the use in 

publicationsRDM

 Re-using research data with identifiable personal data requires a data use 
agreement. This sets out certain terms that you have to follow as you re-
use the data. It aims to protect the participants and regulate the 
distributing of the dataset. 

 A data use agreement can specify various things, for example:
 Linking the dataset in a way that could identify participants
 Redistributing the data to others
 Acknowledging the use of the data in publications
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This is the data use agreement signed by researchers when they access a 
registered dataset: https://data.ru.nl/doc/dua/RU-HD-1.1.html?22

As you can see it covers various aspects related to the re-use of the data:

1. It expects you to follow the rules and regulations. 
2. It expects you not to re-identify the participants in the dataset. 
3. It expects you not to redistribute or share the data with others. 
4. It expects you to acknowledge the source of the data in any publications. 

When you want to access a restricted dataset a more elaborate legal 
document is made up which is about three times as long. This is a legally 
binding document that is signed by the dean of the faculty. 
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This is everything you need to know about working with personal data. What 
remaining questions are there? 
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QUIZ

BE A DATA STEWARD

As a final “test” you get to be a data steward and have to advice a researcher 
that is planning a very elaborate study.
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Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

Case example

This is the research brought before you. The researcher wants to collect 
various types of personal data, ranging from MRI-scans to body tissue, body 
measures, a survey and a phone app. 

Moreover the researcher also wants to select a certain category of 
participants, meaning that not everyone can participate. 
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Would the researcher need informed consent in order to 
determine if participants can participate?

Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

Case example

Would the researcher need informed consent in order to determine if 
participants can participate?

Yes, but only for the initial selection procedure. When participants are 
excluded they are no longer part of the study and any personal data will be 
destroyed. Alternatively the legal basis of legitimate interest could offer an 
option to contact participants without informed consent. A LPO could advice 
how to best approach this. 

This could be a tricky question if researchers are not familiar with 
inclusion/exclusion criteria. Regardless however, what is being collected are still 
clearly personal data, so informed consent should be obtained before any data 
can be processed.
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Can the researcher go ahead and download a 
suitable phone app from the App Store?

Case example
Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

Can the researcher go ahead and download a suitable phone app from the 
App Store?

No. The phone app company is a data processor who will process personal 
data on behalf of the researcher. As such the researcher can only use an app 
which is approved by their research institute or for which there exists a data 
processor agreement. 
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Would you recommend open-ended or close-ended questions if the 
researcher wants to avoid personal data in the survey?

Case example
Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

Would you recommend open-ended survey questions if the researcher wants 
to avoid accidental recording of personal data?

Close-ended survey questions are generally recommended. Open-ended 
questions always create a risk that personal data is included accidentally. 
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Could this study benefit from a visit to the LPO?

Case example
A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

Could this study benefit from a visit to the LPO?

Yes. They are collecting special categories of personal data (related to 
health), they are combining different personal data, they are using 
potentially new tools (phone app) that might require a data protection 
impact assessment (DPIA). 

It is likely very obvious to researchers that a visit to the LPO is required. More 
important is the follow-up question, why such a visit would be advisable. 
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A colleague asks if she can use the MRI 
data, would this be acceptable? 

Case example
Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

A colleague wants to use the MRI data for a separate study, would this be 
acceptable? 

This would depend on various things, for example if there is informed 
consent for sharing, if the colleague intends to use the personal data for a 
similar purpose as the original purpose of the data collection and how much 
personal data the colleagues require for their purposes. In general 
minimisation of data use should be the baseline and personal data should 
not be shared unless there is explicit consent. 
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For integrity the researcher suggests including the participant’s 
real name instead of a pseudonym in the dataset. Do you agree?

Case example
Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

For the purpose of integrity the researcher suggests using the participant’s 
real name instead of a pseudonym. Do you agree?

No. There is no reason to include a direct identifier such as a name in a 
dataset, doing so would create an unnecessary privacy risk and make it more 
difficult to share or publish the dataset. Using a pseudonym linked to a 
keyfile would be the better course of action in this case. 
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The phone app can also record GPS and call history, even though 
this is not required. Would it be necessary to block these features?

Case example
Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

The phone app can also record GPS and call history, even though this is not 
required. Would it be necessary to block these features?

Yes. This would fit wit the principle of data minimisation and would greatly 
reduce the privacy risks for the participants. 
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Case example

The body tissue is analyzed in a lab with a very good reputation, so 
the researcher doubts that a processor agreement is necessary. 
What do you say? 

Participants can not participate if they:

 Do smoke
 Had a stomach reduction in the last five years.
 Had a medical condition such as diabetes, cardiovascular

diseases, kidney failure, cancer or a psychiatric condition.
 Drug use of antidepressants or anti-inflammatories
 Are pregnant or breastfeeding
 Have non-removable metals such as a prostethic. 

A researcher wants to collect these data:

 MRI-research into the brain
 Blood samples
 Urine samples
 Taste test
 Measurements such as length and weight
 Survey about food intake and behaviour
 Tracking participants with a phone app for a week

The body tissue is analyzed in a lab with a very good reputation, so the 
researcher states that a processor agreement won’t be necessary. What do 
you say? 

No. A good reputation is no excuse to not get a data processor agreement. It 
is in everyone’s interest to have a clear legal framework for the data transfer 
in case a data breach occurs or other issues arise.
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 General questions: www.ru.nl/rdm or rdmsupport@ubn.ru.nl

 Data management plan: Log in at www.ru.nl/research-information-services

 Radboud Data Repository: Help page on https://data.ru.nl

 Data breach: ICT Helpdesk via 024 362 22 22 or icthelpdesk@ru.nl

 Questions related to your own privacy rights: mijnprivacy@ru.nl

Helpful links
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Datastewards (RDM)
Data stewardResearch InstituteData stewardResearch Institute

Eelke JongejansRadboud Institute for Biological 
and Environmental SciencesRob GommansBehavioural Science Institute

Henk van den HeuvelRadboud Institute for Culture & 
HistoryHenk van den HeuvelCentre for Language Studies

Team Datastewardship IMRadboud Institute for Health 
Sciences

Bernhard Englitz (DCN)
Temporarily vacant (DCCN)
Miriam Kos (DCC)
Joanes Grandjean (DCMN)

Donders Institute for Brain, 
Cognition and Behaviour

Team Datastewardship IM (UMC)
Joost Martens (FNWI)

Radboud Institute for Molecular 
Life SciencesGunes AcarInstitute for Computing and 

Information Sciences

Bas HofstraRadboud Social Cultural ResearchFrancie ManhardtInstitute for Management Research

Robin SatterRadboud Teachers AcademyAndrew LevanInstitute for Mathematics, 
Astrophysics and Particle Physics

Anita BöckerResearch Centres of the Faculty of 
LawEvan SpruijtInstitute for Molecules and Materials

Sanna van RoosmalenResearch Institute for Philosophy, 
Theology and Religious StudiesTemporarily vacant Institute for Science in Society

The datastewards are the first point of contact for researchers at the RU. 
They are experts on the data management practices in their own field and 
have the most knowledge of the local policies of their research institute. If 
datastewards need additional advice, they can fall back to the RDM Support 
team for additional support. 
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Local privacy officers (LPO)

Privacy officerFacultyPrivacy officerFaculty

Paul Deimann

Bjorn Bellink (backup)
Faculty of ScienceSteven Ligthert

Donders Institute for 
Brain, Cognition and 
Behaviour

Enna LujinovićFaculty of Social Sciences
Iglika Vassileva-van der Heiden

Jelmer Gerritsen
Faculty of Arts

Ellen NieboerNijmegen School of 
Management

Ellen NieboerFaculty of Law

privacy@radboudumc.nlRadboud University Medical
Centre

Iglika Vassileva-van der Heiden

Sanne van Roosmalen

Faculty of Philosophy, 
Theology and Religious 
Studies

The local privacy officers (sometimes supported by local privacy 
coordinators) are the first line of inquiry for any questions with regards to 
personal data or privacy in research. They can fall back on legal and privacy 
experts that operate university-wide. 
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Ethics Commitees (EC)
Ethics Commitees

Ethics Assessment Committee Law and Management

Ethics Committee Faculty of Social Sciences

Ethics Assessment Committee Humanities

Ethics Committee Science

Ethics Committee Radboud Teachers Academy
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