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Abstract. DDoS attacks are a major Internet security concern with this large 

number of customers. Each attack sends a service request to a certain server, 

which limits the server's capacity to provide normal services. Since the attackers 

use legitimate packages and alter their package information, traditional methods 

are not very effective. The assault on DDoS is one of the most potent Internet 

hacking techniques. The hacker's basic weapon to take down and crash websites 

during these sorts of assaults is network trafficking. There are different sub-cat-

egories, each category explains how a hacker attempts to enter the network. In 

this paper, we define the DDoS attacks detection method based on artificial in-

telligence and explored with more than 96-percent accuracy a technique to detect 

a DDoS attacks assault danger using artificial intelligence (A.I). In addition to a 

secure or healthy network, authors have identified 7 separate sub-categories of 

DDoS attacks. 

Keywords: DDoS, Cyber Security, Artificial Intelligence, Neural Networks, 

Data Visualization, Data Analytics 

1 Introduction 

The DDoS attack uses many distributed resource contra targets which will deprive 

authorized clients of service [1], [2]. DDoS attacks generate large volumes of traffic in 

a small time [3]. DDoS attacks can have a big impact on victims. Two types of DDoS 

attacks are IP spoofing, other is Flooding attacks. IP spoofing and Flooding attack dif-

ferences are respectively impersonating a trusted source, sending exceeding packets to 

disrupt the services [4]. Also, DDoS attacks have three kinds of different flooding at-

tacks [5], [6]. It is possible to use ML classification methods to differentiate between 

good and bad packages. Bayes classifiers are used in ML classification methods based 

upon the application of the Bayes theorem [7]. ANN can communicate with neurons 

and solve problems like the brain that is used in security fields [8]. Attack aims to jam 

the excessive traffic on the network or server. It is successful by the use, as a source of 

the attack, of several hacked systems. “SYN Flood, UDP Flood, MSSQL, LDAP, 

Portmap, NetBIOS” are among the sub-categories we identified via our study. Machine 

learning is one of the most frequent backbones of AI day. We utilize address issues 

with precise human performance in different fields. We have evaluated the A.I. 

mailto:1tariqul15-2250@diu.edu.bd
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boundaries once again to discover the dangers in the field of cyber safety. In this study, 

the logs that were created during a DDoS assault were thoroughly analyzed using su-

pervised and non-controlled threat detection approaches. Finally, we utilized deep 

learning to achieve more accuracy than 96-percent for classification and safe connec-

tion for distinct types of DDoS threats. 

2 Related work 

In this paper, Zhang et al. [9] describe that in last year’s many DDoS attacks 

launched at a minimum cost. The cause says that DDoS attacks traffic is the same as 

normal traffic. Some ML algorithms are able to classify and detect traffic of DDoS 

attacks. They survey new papers on DDoS attack detection progress. Here [10] pro-

poses NN (Neural network) based DDoS attacks detection that has five phases. They 

store traffic data in Hadoop distributed systems to detect DDoS attacks. The paper [11] 

proposes a mitigation model by ML algorithm for DDoS attacks detection. OMS for 

composing the model and monitoring DDoS attacks impact measurements. This model 

performance is increased than other ML algorithms. Authors [12] develop NN based 

DDoS attacks detection systems. Here [13] authors design an ANN-based model for 

detection of DDoS DNS amplification attacks. Ndibwile et al. [14] propose a network 

architecture for servers to distinguish DDoS attack traffic. Supervised learning ma-

chine-learning algorithm for customizing the ISP network gateway and decision tree 

used for malicious traffic, the random tree algorithm also used for avoiding false-posi-

tive traffic. Fouladi et al. [15] propose a frequency analysis method for detection, DWT 

gives the best accuracy but some features extracted from DWT and DFT then increase 

the accuracy of detection. Ramadan et al. [16] design an AIS system for flood attacks 

detection. There are four different phases of DCA (Dendritic cell algorithm). Peraković 

et al. [17] develop an ANN-based detection system, In ANN (Artificial Neural Net-

work) model, traffics are classified into 4 types. The classification accuracy of UDP 

DDoS attacks is slightly lower than that of normal traffic. Kushnir et al. [18] propose 

an approach to enable completely automated. The solution is applicable with minimal 

configuration effort to a wide range of web applications without requiring access to the 

source code and without requiring the availability of a formal access control model. 

Our evaluation demonstrates that the solution can indeed be applied to various types of 

web applications. There are some limitations such as Focus on getting Requests and 

Evaluation scope is limited with four simple websites. Man et al. [19] Proposed a de-

tecting method like distributed vulnerability, which method to improve the system per-

formance and efficiency for large Java Web programs. Some limitations are that the 

model only exploits vulnerabilities that are supported by American Fuzzy lop (such as 

Code Execution, Denial-of-service, etc)”. Model elements are targeted when the pro-

gram decomposes, worker nodes perform guided fuzzing, and master nodes perform 

symbolic execution, creating constraint condition input for the test program. The result 

parameters are the efficiency of fuzzing and program coverage. Anagandula et al. [19] 

review the performance of 4 black box web- application scanners for store SQL, XSS 

vulnerability at the well-known testbed (i.e. Wackopicko, Scan it) by three renowned 
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scanners i.e. Wireshark, Burp Suite, and Nessus. Abdullah Al Jumuah et al. [20] they 

developed a six-stage algorithm and used chaos theory to efficiently detect DDoS at-

tacks. A mirror image of an actual network environment is used to initiate the learning 

process. The authors launched various DDoS attacks while legitimate traffic flows 

across the network. They distinguished DDoS attacks from real traffic using supervised 

and unsupervised ANN methods. They used up-to-date datasets and formed artificial 

neural networks into two learning methods and achieved over 95% accuracy in detect-

ing DDoS attacks. In this paper [21], the authors propose hybrid ML model. They show 

results the hybrid ML model gives us good accuracy with detection rate compared to 

other normal ML models. Sabah Alzahrani et al. [22] propose detecting known and 

unknown DDoS Attacks systems, apply different IDS approaches, anomaly-based dis-

tributed ANN and signature-based approaches. This research paper [23] reviews the 

DDoS attacks survey to prevent recognition by data mining and use it to identify DDOS 

attack patterns and analyze patterns with ML algorithms. The result give the best accu-

racy by data mining algorithms for preventing DDoS attacks. Ghafarian et al. [24] pre-

sent a platform-independent hybrid method without including further defensive code in 

the application. Mohammadi et al. [25] present a method for detecting vulnerabilities 

considerably earlier in the development cycle, as well as providing detailed feedback 

to developers on how to repair the flaw. The test evaluation is based on execution be-

havior, which can detect subtle vulnerabilities originating from internal browser decod-

ing functions, and this method works with all currently available web languages. Ibarra-

flallos et al. [26] design a durable, reliable, and effective protection filter for reducing 

common web injection attacks. The author proposes a regular expressions-based input 

field validation filter and a sanitization method. Figueiredo et al. [27] developed a learn-

ing-based tool that is able to detect input validation vulnerability from the source code 

of a web application using static data flow analysis. This paper limitation is research 

focused on the PHP and Java Source Code, the study did not compare their outcome 

with other dictation tools, and MERLIN only considered the input validation vulnera-

bility attack. Kao et al. [28] The paper provides an in-depth examination of the many 

types of SQLi assaults, their descriptions, and possible investigation strategies. How-

ever, there are significant limitations, such as the possible impact on SQL injection 

investigations and the examination of practical uses of the SIA framework in legal pro-

cedures, and the framework's accuracy is not thoroughly evaluated. Mokbal et al. [29] 

present large real-world data made up of 138,569 unique records for detecting XSS 

threats that has been built fully and distinctively. To offer training and testing datasets, 

a dynamic features extraction method is presented to extract data from a neural network 

model. When employed against XSS assaults, this approach is more resilient and plat-

form-independent. The authors [30] during the session hijacking attack in VANETs, 

the main focus is on recognizing the malicious node that poses as a valid vehicle. The 

main focus of this research is on preventative approaches for deliberately hidden nodes. 

It does not, however, address security concerns such as message confidentiality and 

privacy. In this paper [31] the implications of SATs' actions while analyzing applica-

tions written in various coding styles and programming methods, as well as a discussion 

of the exploitability of SQLi vulnerabilities reported by SATs as true positives. Some 

result parameters are “TP, FP, FN, FFP (False False Positive)”. Here [32] authors 
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propose an LVQ neural network for host anomaly detection that uses the DDoS attacks 

detection method. That can improve the recognition rate of the detection system. Yuan 

et al. [33] investigate vulnerabilities analyze common web application vulnerabilities, 

research the basic characteristics of these vulnerabilities in depth, and comprehend the 

principles and remedies to these weaknesses. Moustafa et al. [34] suggest a method to 

automatically extract relevant features from web data and network traffic data to im-

prove the effectiveness of threat detection techniques.  

3 Research Methodology 

3.1 Preprocessing Data 

One of our initial problems has been the processing of data cause it [35] contained 

88 characteristics. It was a really difficult challenge for us to process this enormous 

data inside a restricted RAM capacity. So, we lowered the attribute data type, hence 

reducing the data framework's memory use. Float64 data types have been reduced to 

“float32, int64 to int32, int32 to uint32” etc. Nearly 42 percent of the initial size has 

been decreased. The qualities or characteristics of our database were still almost unlim-

ited, therefore, we also processed these data at the preprocessing stage. For instruments 

used throughout this research TensorFlow, Scikit Learn, Matplotlib, Seaborn. 

3.2 The Distribution of Target Features 

It can be observed that we have attempted to keep the goal feature evenly distributed 

together with the data set. While UDPLag is rather unequal in distribution to others, 

this situation has nevertheless been dealt with later on in this study.   

 
Figure 1: Target Features 
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3.3 Data analysis 

Data analysis is the process of examining and describing a huge number of data 

points with care. This element of the research process is usually completed in stages 

[36]. Typically, researchers collect data during the whole data collection procedure. 

The purpose of this step is to identify the patterns and procedures that will allow them 

to examine the data. To preserve the integrity of the data, it is critical to strictly follow 

the norms and procedures for statistical analysis. 

 
 

 
Figure 2: The Bit and Packet Flow Drift 
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In the two above assessments, bit and packet flow drift in a DDoS assault in com-

parison with a Benign or a Security connection may be observed. 

 

 
 

 
Figure 3: Protocol and Incoming 

 

In each kind of protocol and incoming, we have also studied the distribution of each 

threat category. The diagrams showing the analysis are shown below. 
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Figure 4: Threat Analysis 
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4 The Approach for detection of the threat in unsupervised 

method 

In our unsupervised method, we don't allow our model to learn from the target vari-

ables, but instead force our algorithms to know from the input data. Before training, 

pre-processing. Some of the functions of our data have been deleted. “Flow Packets” 

and "Flow Bytes/s" have been deleted as they have been converted to excessively big 

values for float64 and NaN after normal scaling. By conventional scaling and normal-

ization, we have scaled our data. Use the main dimension, reduction-component anal-

ysis, and decrease the size to two-dimensional data. 

 

 
Figure 5: Visualizing DDoS attacks 

 

Thus, it can be readily noticed from the above two visualizations that the distinct 

threats may be clustered in some way by our method. See how the produced clusters 

might be identified with our unattended model. 
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Figure 6: Visualizing DDoS attacks after Agglomerative Clustering 

 

It seems that our uncontrolled model has successfully identified a trend in the data 

and could to some extent segment our target variable. Non-controlled learning provides 

a detailed perspective of the data's shape and structure, as well as analysis. If the form 

and structure of the data change as they are not informed of the target information, the 

prediction of the grouping and the label of the target will vary. No way controlled ma-

chine learning is better adapted to real-life situations and It's not accurate. It is also one 

of the reasons that uncontrolled formed models are not adapted to production deploy-

ments. 

5 The Approach for detection of the threat in supervised 

method 

Unlike the supervised approach, we allow our model to learn from the target variable 

that allows our model to understand the model from target tags. For the unsupervised 

approach, identical pretreatment data were used. We utilized profound learning in this 

example to train our model. 

5.1 DL model structure 

Deep learning is a method for teaching computers how to filter and classify data. 

Here our authors design the best DL model for increasing fit with the dataset and input 

given. Authors give input as Keras learning because it wraps the effective digital com-

puting libraries TensorFlow and allows you to define and form neural network models. 
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Figure 7: The DL model 

As our objective variable was unbalanced, a stratified K-fold was used to form and 

assess our data on each fold. The distribution of training and the validation of an unbal-

anced feature is balanced. To evaluate the model's performance, we used Adam as the 

base optimizer and ROC AUC. An area where the ROC AUC score is calculated from 

the prediction scores below the characteristic curve of the recipient. We developed and 

validated our 10-step model and achieved ROC Auc scores of 96% or more on an av-

erage of 97% or more for threat detection. 
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Figure 8: Characteristic Curve 

6 Result 

The evaluation procedure' results were achieved using 10-fold cross-validation. This 

technique ensures that the data is never from the same person. A different split of the 

original sample is used each time the test and training data are used. 

 

Table 1: Ten folds classifications report 

 Precision Recall f1-score Support 

BENIGN 0.98 0.99 0.98 519 

Portmap 0.94 0.97 0.96 500 

NetBIOS 0.86 0.85 0.86 500 

LDAP 0.60 0.90 0.72 500 

UDP 0.91 0.10 0.18 500 

Syn 0.99 0.99 0.99 500 

MSSQL 0.66 0.75 0.70 500 

UDPLag 0.55 0.88 0.67 188 

Accuracy   0.80 3707 
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Macro avg 0.81 0.80 0.76 3707 

Weighted avg 0.83 0.80 0.77 3707 

 

In table 1, Syn was detected with greatest precision, recall, and f1-score of 99 percent 

false positives per volume in table 1, resulting in a positive prediction. On a 2.2 GHz 

dual-core laptop computer, the whole processing time was between 9.9 and 13.0 sec-

onds on average, with the majority of the time spent on disk candidate discovery. 

 

Table 2: Ten folds classifications report 

 Accuracy 

BENIGN 0.97687861 

Portmap 0.206 

NetBIOS 0.96 

LDAP 0.862 

UDP 0.138 

Syn 0.982 

MSSQL 0.498 

UDPLag 0.91489362 

 

Precision refers to everything that is relevant, whereas recall refers to everything that 

is genuinely relevant. The recall of your model is also known as its sensitivity, whereas 

precision is known as Positive Predicted Value. The precision of the table 2 discovered 

folds classification has been justified. 

7 Conclusion 

In this paper authors have relatively little labeled data in the real situation compared 

to unlabeled data, there are ways to achieve amazing performance, such as semi-moni-

tored learning and self-management. The Model Fairness Indicator may also be used as 

one of the TensorFlow tools to improve model assessment and performance scaling. 

The authors have identified 7 separate sub-categories of DDoS attacks threats. And we 

get 96-percent accuracy to detect DDoS attacks and assault danger using artificial in-

telligence. 
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