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1. INTRODUCTION

In our daily life, we see many kinds of locks, which may be door locks in a certain place, car door
locks. These locks are divided into traditionl and smart door lock (SDL) see [1]-[3], Figure 1. Generally, the
origin of the mechanisms of locks and keys are still unknown. Although archaeological evidence of early
locks remains scant, numerous articles and books have been written over past two centuries. Historically,
from the beginning, all locking devices and keys were made entirely of solid wood, especially those seen in
Egypt and Mesopotamia. The key made from wood appears to have emerged very early in most different
cultures that rely on wood as basic material and even now as a key tool. Wooden locks make a lot of sense;
they are very similar in how they operate and function [3]. In fact, various types of wooden key specimens
are preserved in many houses and structures with traditional doors in most parts of the world, especially in
the Mediterranean region. Alternatively, it is difficult to determine who inspired whom, in terms of the
cultural impact of door locks, or whether the similarities can be seen as similar solutions to problems or
needs common to all of humanity. It seems that the earliest simple tool locks and wooden keys may have
been invented by several early civilizations at the same time [4]-[6]. In general, we can say that ropes and
cords were used to tie doors, and legend has it that knotted ropes became a common symbol of safety in
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various early cultures. According to Curtis and Pontin, locks and keys made of bronze and iron were used
after the bronze age [4], [7].
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Figure 1. Types of locks

The world doesn't seem like a safe place these days, but a home security system is needed to deter
hackers and thieves [8], [9]. Installing home security is very important and can be a way to give us the peace
of mind we deserve. Home security systems are the perfect way for us to increase our overall sense of
security. There are many types of security on the market today, such as biometric fingerprint security, face
detection security, dynamic signatures, and more [10]-[12]. Hands-free key-opening technology is another
way to open the door when we lose the key because we don't have it and the system relies on the mobile
phone to be the key, because the mobile phone has become an essential thing in people's life and has been
carried and carried everywhere. Never forget. The security aspect is the top concern of 10T connected
entities. Data can be personal, corporate or consumer [13], [14]. To come up with an acceptable SDL
application, security must be viewed as a major challenge. Advances in digital technology have changed how
locking mechanisms and keys work and are made to the point that the small plastic pieces, numbers and
codes within the computer chips inside them are more effective than locks made of metal, opening with a
key. In theory, any mechanical locks that operate with a key are an option. Meanwhile, all locks are an
option, Linus Yale explained that any lock that relies on a key and a keyhole has the ultimate risk, although
the solution is to not use a key at all [15], [16].

2. METHOD

The scheme or architecture and the physical structure of the developed system is given in Figure 2.
The systen basically consists of three components. First component is an interface tool or a hardware that can
access to the authorization page, which can connect to the wireless network, such as smartphone, tablet or
laptop computer belonging to the user. The second component is a low-cost and card-size computer
(Raspberry Pi 3), which is connected to the door lock so that it can send a direct electrical opening command
and runs a web server software, magnetic lock, and camera. The mini-computer must be directly connected to
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the wireless network and has a static IP address on this network. Each user has a different username and
secret key.

The admin can register user using an App that work on android and iOS Figure 3 also the admin can
answer the door without the need for him/her to come near the door by using the App he/her can open it
remotely by seeing an image of the visitor at the door and open the door see Figure 4. Only the admin installs
the App the users do not need any App to open the door. For a registered user wants to pass through a door,
he/she should open their Bluetooth of their smart device and automatically connect and submits his/her user
secret key information (Bluetooth media access control (MAC) address) to the mini computer of the door. At
this stage, the control software running on the mini computer connects to the authentication service (AS) and
investigate whether the user has a permission to enter or not at that time see Figure 5.
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Figure 2. System architecture for SDL system
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3. SYSTEM HARDWARE
3.1. Main controller (Raspberry Pi 3)

Raspberry Pi 3 shown in Figure 6 is small computer it uses a standard keyboard and mouse on a
computer screen, or a low-cost credit card sized computer connected to a TV. This is a small device that
allows people of all ages to explore computing and learn how to program in languages like Scratch and
Python. From web surfing to high-definition (HD) Video Playback, Spreadsheet, Word Processor, and Game.
All the things the desktop expects can do [17], [18].

Figure 6. SDL App [19]

3.2. Magnetic lock

Magnetic lock shown in Figure 7 is a locking device assembled with electromagnet and iron plate
Figure 6. The electromagnet is used to control the entire locking mechanism. By connecting the
electromagnet of the door frame and the engine plate to the door. In today's world, magnetic locks with other
locks are compared very cheaply and are cheaper than conventional light bulbs. The concept of magnetic
lock depends on electromagnetism. It consists mainly of an electromagnet that attracts the connector with a
sufficiently large force so that the door does not open [20], [21].
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Figure 7. Magnetic lock

3.3. DL-link WiFi camera (DCS-930/930L)

DCS-930/930L shown in Figure 8 is a unique and versatile monitoring solution for your home or
small office. Unlike traditional webcams, DCS-930/930L is a complete system with built-in CPUs and web
servers that send high-quality video images for security and surveillance. A simple installation and intuitive
web-based interface provides an easy integration with ethernet or 802.11 n wireless networks.
DCS-930/930L also comes with remote monitoring and motion detection capabilities for a complete and
cost-effective home security solution [22], [23].

Figure 8. DL-link WiFi camera (DCS-930/930L)

4. SOFTWARE

In order to make the system work with multiple users the system should have database here google
firebase is used because it has analytics, authentication, messaging, and real-time features that make it
somewhat better than other databases and also the admin (house owner) should have an app to add/delete the
users and open the door to visitor also the app should work on android and iOS and that can be done by using
Expo [24], [25]. Expo is an open source framework for applications running natively on android, iOS, and
the web [26]. Expo brings together the best of mobile and web, and enables features important to building
and Scaling Apps, such as Live Updates, Real-Time App Sharing, and Web Support. The expo npm package
brings these features to any React Native project where Develop and shared performant websites and complex
in browser using JavaScript without the need for Xcode and Android Studio and Major upgrades don’t need
for native changes.

5. RESULTS AND DISCUSSION
5.1. Registerd users in database

There are two types of register users as show in Figure 9 are that permitted to enter the house and
don't permitted to enter the house. Users that are permitted to enter the house are registerd in the database
who have permission to enter the house. For example, Khalid Asaad as shown in Figure 9(a) has been
permitted to enter the house with the checked status is “true”. Therefore, once the Raspberry Pi detects the
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active Bluetooth (Figure 9(b)) and the MAC address matched with the database, the EM lock will be
disconnected, and the door will be opened.

doors-dbaf7
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Figure 9. Raspberry Pi feed for users that been allowed to open the door (a) Raspberry Pi output and
(b) firebase database

Users that are registered in the database but not permitted to enter the house like user
(Hamzah Hadi). When the user is near the door the Raspberry Pi will match the MAC address in the
database. Even the MAC address is matched, but the door will stay close because the checked status is
“false”. This is showing that; the owner/admin has the authority either to permitted or unpermitted the
registered user to access the house.

5.2. Unregistered device

The same process will occur, where the Raspberry Pi will detect the active Bluetooth, and try to
match the MAC address with the database. Once it is mismatch, the door remains close. For unregister
Device, the controller still can capture and display the information of the unregister Device such as “found 1
device”, “THINKPAD-PC” (device type and name) and MAC address of the device as shown in Figure 10.
Therefore, the admin could aware any intruder that intend to get into their house.

S=======S=s=sSsS===S===== RESTARITZ /home/pj
>>> bluetooth Server

{'door_status': 'close'}
found © devices

found © devices

found © devices

found © devices

found © devices

found © devices

found 1 devices
THINKPAD-PC - | Bluetooth MAC address Device | l
User 3

USER 2

USER 1

found © devices
|

Figure 10. Raspberry Pi feed for unregistered divece

5.3. Homeowner
The home/office owner can remotely open the door for any visitor using the Door Lock App. For
instance, when the doorbell is ringing the owner can see who is at the door by clicking on the camera feed
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box in the App. The image will be refreshed and the image of the visitor will appear. He/she has to presses on
the status button in the App to open the door as shown Figure 11.

wiDgl ® 0:48 PM L] . wil Digi ¥ 9:48 PM v * wil Digh ® 9:48 PM v

@- Delay for few |
Second close
Press 7 7}
User List
Lg User List User List
7 Khalid Asaad
(W Khalid Asaad (@ Knhalid Asaad
Delete
App when the App when the
Hussein Al door open door close
Delete _— s
===========z========== RESTART: =========s===s======= RESTART:
>> bluetooth Server g S
{'door_status': 'close'} found 0 devices
found © devices found 0 devices
found © devices open
streaming staet
Neme Open Door Open
streaming staet b Door Close
Mac Address ‘— Door Open {'door_status': 'close')
Raspberry Pi feed Raspberry Pi feed
Add User
when the door open when the door Close

Figure 11. How open the door to visitor

5.4. Multiple doors

There are two ways to make the system operating at multiple door locks shown in Figure 12. First,
by adding sub-database for each door lock (door 1 and door 2) as shown in Figure 12(a) and simultaneously
the second page in the App will be added as shown in Figure 12(b). This door 2 page will have the same
appearance and layout as door 1 page.

The second way is by adding two checkboxes in front of each user shown in Figure 13 where the
first checkbox for door one and the other one is for door two as shown in Figure 13(a). Even, the admin can
check the boxes for both doors for any user based on his/her preference. Meanwhile, the database will only
have one sub-database for the door as illustrated in Figure 13(b). The only issue in the multi door lock system
is that there will be some delay in the system when two or more users approach different doors at the same
time and that because the Raspberry Pi can detect one device at a time. The delay will come in form of one of
the users that the Raspberry Pi detect its Bluetooth first can open his/her door before the others.
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Figure 12. Two-door locks system using two sub-databases () firebase database and (b) Door Lock App
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Figure 13. Two door locks system using the same sub-database (a) Door Lock App
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CONCLUSION
The SDL system can run properly and stably. It can be implemented as the designed, needed

functions and features. This could be accomplished and achieved just by proper hardware software and
development, as well as multiple debug and test procedures. All the planed features and functions were
implemented successfully in the system: all the needed user information was displayed in the mobile app in

both

OS android and 10S. All the data could successfully pass from the mobile apps to the Raspberry Pi

server through the firebase service.
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