
International Journal of Current Science Research and Review 

ISSN: 2581-8341    

Volume 06 Issue 07 July 2023 

DOI: 10.47191/ijcsrr/V6-i7-38, Impact Factor: 6.789 

IJCSRR @ 2023  

 

www.ijcsrr.org 

 

 4241  *Corresponding Author: Akram Hussain Khan                                                   Volume 06 Issue 07 July 2023 

               Available at: www.ijcsrr.org 

                                            Page No. 4241-4249 

Information Technology Usage in Skin Disease Detection 
 

Akram Hussain Khan 

Department of Statistics, Jahangirnagar University, Savar, Dhaka-1342, Bangladesh 

 

ABSTRACT: Millions of individuals of all ages are affected by skin diseases, a widespread problem worldwide. Early diagnosis 

and detection are essential for these diseases to be effectively treated and improve patient outcomes. Automated skin disease 

detection systems are a viable way to increase diagnostic accuracy and lighten the workload of dermatologists, by developments in 

machine learning and computer vision. These systems examine skin lesions and categorize them into several disease groups using 

various techniques, including feature extraction, deep learning, and image processing. Such systems are still being developed to 

enhance their precision and usefulness. This paper provides an overview of the different information technologies in skin disease 

detection, including their effectiveness, the challenges and limitations of existing systems, and future research directions in this 

field. 
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INTRODUCTION 

Skin diseases, also known as dermatological disorders, refer to a wide range of skin conditions. The human body's largest organ, 

the skin, acts as a barrier to defend against the outside world. It is an essential sensory organ that helps detect pressure, temperature, 

and other tactile sensations [1]. Skin diseases can affect people of all ages and can be caused by various factors, including genetic 

predisposition, environmental factors, and infectious agents. While some skin conditions are short-term and benign, others can be 

chronic, crippling, and even fatal. Acne, eczema, psoriasis, rosacea, skin cancer, and viral, fungal, and bacterial infections are among 

the most prevalent skin conditions. These conditions can significantly negatively influence a person's quality of life, resulting in 

physical pain, social shame, and emotional misery [2]. 

Skin disorders can be challenging to diagnose because many conditions overlap symptoms and might be hard to tell apart [3]. 

Traditionally, skin diseases have been interpreted through visual inspection, biopsy, and laboratory testing. However, the 

development of information technology has led to the emergence of new diagnostic tools and techniques, which can improve the 

accuracy and efficiency of skin disease diagnosis. 

Dermatology has a rich history spanning different eras. The earliest mention of skin conditions dates back to the Hippocratic writings 

and Egyptian papyri in early history. In the Middle Ages, the Arab physician Avicenna authored the first book on dermatology. The 

Renaissance period saw significant advancements in our understanding of skin disorders by the Italian physician, Giovanni Battista 

Morgagni. Based on early classifications, diagnostic techniques, and medicinal treatments, dermatology became a medical specialty 

in the 18th and 19th centuries. The 20th century brought about a transformation in dermatological therapy with the introduction of 

new therapeutic options, surgical procedures, and aesthetic procedures. In recent times, tele dermatology has emerged as a significant 

subject for research as access to wireless and mobile phone networks has increased [4]. 

The use of information technology, including artificial intelligence, machine learning, mobile applications, telemedicine, wearable 

technology, and sensors, to assist in the identification and diagnosis of skin diseases has gained popularity in recent years. These 

innovations could transform dermatology by increasing the precision and effectiveness of skin disease diagnostics. 

According to a study by A. Kalaivani et al. (2022), information technology has become an increasingly important tool for skin 

disease detection because traditional methods for diagnosing skin problems require a lot of tests and are time-consuming. The study 

also mentions that visual evaluation in conjunction with clinical data can be helpful in diagnosis. The research describes the 

application of Convolutional Neural Networks (CNN) and an ensemble model utilizing VGG16, DenseNet, and Inception to 

diagnose skin diseases. The report also refers to earlier studies that have achieved great accuracy in skin disease identification using 

deep learning algorithms. Finally, technology is highlighted as a way to improve patient convenience and accessibility for skin 

disease identification. Examples include smartphone applications and user-friendly portals [5]. 
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The study aimed to investigate the different types of technology used in skin disease detection and their effectiveness. Also discussed 

its limitations, challenges, and ethical considerations. To do so, we comprehensively reviewed the literature from various sources. 

By researching this critical topic, we seek to increase awareness about the improvement of technology in skin disease detection, and 

its positive impact on public health. 

 

Types of Information Technology Used in Skin Disease Detection 

Millions of individuals throughout the world suffer from skin infections, which are a widespread health issue. Their complexity and 

diversity might be challenging to detect and treat. Fortunately, developments in information technology have produced a range of 

instruments and methods that can help detect and treat skin conditions. This section will cover several information technology kinds 

that are frequently employed in the identification of skin diseases. 

Dermatologists utilize dermatoscopy as a diagnostic tool to see the subsurface structures of the skin, hair, and nails. It entails using 

a dermatoscopy, a portable instrument that magnifies and illuminates the skin. The method has grown in favor among dermatologists 

due to its ability to spot patterns that could aid in accurately identifying a variety of skin conditions. 

Dermatoscopy was initially employed to improve the early melanomas' diagnostic precision and lessen the harvesting of benign 

tumors. Dermatologists now use dermatoscopy to diagnose a wide range of inflammatory, infectious, and vascular conditions of the 

skin, hair, and nails. As a result, several branches of dermatoscopy, such as inflammoscopy, trichoscopy, bronchoscopy, 

entodermoscopy, and keratoscopy, have emerged. 

Artificial intelligence will be included in dermatoscopy, making the evaluation process more objective, precise, and widely 

accessible. Dermatoscopy has gained widespread acceptance and use. However, it is still unknown if this has had a generally positive 

impact on biopsy rates for benign lesions, costs associated with patient care, or other factors [6] 

Since 1997, dermatology has employed optical coherence tomography (OCT), a non-invasive imaging method. It can measure the 

thickness of the epidermis and morphological changes brought on by UV radiation. It also offers high-resolution photographs of the 

skin. OCT can be utilized to bridge the image gap between Reflectance Confocal Microscopy and High-Frequency Ultrasound, 

welcome to substantial technological advancements. OCT has been used in many ways to focus on tissue with specific optical 

properties, such as collagen and blood flow, or to achieve higher picture resolution. The need for additional developments in non-

invasive imaging is highlighted by the increased demand for non-invasive monitoring of skin conditions and treatment outcomes 

[7]. 

Teledermatology is an innovative approach in dermatology that employs technological tools to diagnose and manage skin conditions 

remotely. One such tool is mobile teledermatology, which utilizes mobile phones to capture and transmit images of skin conditions 

for evaluation by dermatologists. The benefits of mobile teledermatology are manifold and include improving access to 

dermatological care for patients residing in remote or underserved areas, reducing wait times for dermatological appointments, 

enabling frequent monitoring of chronic skin conditions, and providing a cost-effective alternative to in-person consultations. 

According to research, mobile teledermatology has proven to be accurate and effective in diagnosing and managing various skin 

conditions. Although there exist some limitations to the technology, it is a growing and promising field with the potential to enhance 

the accessibility of dermatological care to a large number of patients (8). Tele dermatology offers improved access to care for remote 

and underserved patients, reduced wait times and travel costs, increased efficiency and convenience, enhanced collaboration, 

improved diagnostic accuracy through teledermoscopy and teledermatopathology, and potential cost savings for patients and 

healthcare systems (9). 
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Figure 1: Different model performance on detecting skin disease. 

 

The graph compares the rates of accuracy of various models used to identify particular skin disorders. The ensemble model, which 

has the best accuracy rate of 85.02% according to the results, suggests that merging different models can increase the precision of 

skin disease detection [10]. 

For the purpose of identifying skin problems, machine learning(ML) technology has become widely used in dermatology. Through 

the use of machine learning methods like fuzzy c means region segmentation and artificial neural networks, numerous studies have 

proposed remedies for skin disease detection. A new adaptive federated machine learning-based skin disease model that uses an 

adaptive ensemble convolutional neural network as the primary classifier is described in a paper by Hashmani, Manzoor Ahmed, et 

al. [11]. This architecture not only has the ability to identify the disease type but also continuously enhances its precision. The 

International Skin Imaging Collaboration (ISIC) 2019 dataset was used to assess the classification precision and flexibility of the 

suggested model. The outcomes of this study suggest that the proposed model has the potential to develop a federated machine 

learning-based dermoscopy device to aid dermatologists in skin tumor diagnosis. 

For the purpose of identifying skin diseases even if dataset is small, proper preprocessing steps and data augmentation helps deep 

learning algorithms to identify hidden patterns and easily recognize alopecia, psoriasis, and folliculitis diseases [12]. Moreover, a 

hybrid strategy combining computer vision and machine learning methods has been developed. The method uses microscopic 

pictures as input, most specifically histopathological images. Following the extraction of color, shape, and texture features from the 

images, a convolutional neural network (CNN) is used to classify the images and identify diseases. On the input image, image 

processing techniques are also used to extract feature values from which the classifier model predicts the disease. In remote locations 

with limited dermatological access, the suggested system is very helpful. Additionally, the proposed system's tools are open source 

and free to use, making it possible to deploy the system without spending any money. The system-specific application was made to 

be lightweight and usable on devices with modest system requirements [13]. 

Mobile applications have been increasingly used for skin disease detection, providing a convenient and accessible platform for 

patients to monitor their skin conditions. These apps use various methods to detect skin diseases, such as image recognition 

technology and artificial intelligence algorithms. 

A study named "Mobile Applications in Skin Cancer Detection: A Descriptive Analysis" presents a comprehensive analysis of the 

role of mobile applications in the prevention, treatment, and management of skin cancer. It emphasizes the increasing popularity of 

dermatology-related apps and their potential to become vital tools in delivering dermatologic care. However, the study also 

highlights the importance of further research to evaluate the accuracy and reliability of app content and generated diagnoses. The 

paper further discusses the growing availability of apps accessible to the general public for skin cancer prevention and early detection 

since 2014 [14]. 

Raman spectroscopy is a non-destructive analytical technique that uses laser light to measure the vibrational modes of molecules in 

a sample. It has a history of almost 100 years, and over this period, it has undergone many modifications and developments, including 

the discovery of lasers, improvements in optical elements, the sensitivity of spectrometers, and the emergence of advanced light 

detection systems. Raman spectroscopy has many applications in various fields, including chemistry, physics, biology, and materials 

science. Skin disease identification is one of the potential uses for Raman spectroscopy. Skin research applications for Raman 
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spectroscopy include medication penetration monitoring and analysis, skin composition analysis, and diagnostic dermatological 

applications. Confocal Raman spectroscopy is one such use. It is a sensitive, non-invasive tool that can study the makeup of the skin 

and spot changes brought on by illnesses. Additionally, it can be used in cosmetology to determine how different active ingredients 

and medications penetrate the skin and to what extent and depth [15]. 

The topic of "Skin Disease Detection Using Image Processing and Soft Computing" is how to identify skin disorders using image 

processing and soft computing approaches. Digital image analysis is used in image processing techniques to extract features from 

skin image data and categorize them into several illness groups. To increase the precision of the categorization process, soft 

computing techniques employ artificial intelligence algorithms, including neural networks, fuzzy logic, and evolutionary algorithms. 

The study, which compares various methods for spotting skin diseases, demonstrates that combining methods yields the highest 

accuracy and improves the functionality of the system. These techniques use cutting-edge technology to improve the early detection 

and prevention of skin diseases [16]. 

The proposed method for skin disease recognition described in this paper, titled "Skin Disease Recognition Method Based on Image 

Color and Texture Features," provides an automated approach to identifying various types of skin diseases. It involves three main 

steps: preprocessing the skin images to eliminate noise and irrelevant background using filtering and transformation techniques; 

segmenting the images of skin diseases and extracting accurate texture and color features using the grey-level co-occurrence matrix 

(GLCM); and using the support vector machine (SVM) classification method to identify herpes, dermatitis, and psoriasis. This 

method offers a promising solution for accurate and efficient skin disease recognition, which can improve patient outcomes and 

provide better access to care in areas with limited dermatological resources [17]. 

Cutting-edge diagnostic methods for detecting skin diseases are now utilizing nanotechnology. Specifically, tiny particles known as 

Nano Flares are being employed. These Nano Flares are composed of fluorescent molecules and gold and serve as biomarkers that 

can detect the presence of a disease. The particles are engineered to bind specifically to mRNA molecules associated with the disease 

being detected. To use this technology, the NanoFlares are applied topically to the skin. They then penetrate the skin and tissue 

barriers to reach the cells of interest. Once inside the cells, the NanoFlares bind to the target mRNA molecules and emit a fluorescent 

signal that can be detected using a special imaging technique. Overall, this advanced technology has the potential to significantly 

improve our ability to diagnose and treat skin diseases [18]. 

For skin cancer detection artificial neural network includes a series of stages to analyze images of the skin and diagnose whether or 

not melanoma is present. These stages involve selecting image input, preprocessing the image, improving the quality of the image, 

segmenting the image, extracting features based on texture, classifying the image using an artificial neural network, and diagnosing 

the type of skin cancer present [19] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: The diagram for skin cancer detection. 
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The program aims to provide a more accurate and efficient method for detecting skin cancer at an early stage. 

Advanced methods like Convolutional Neural Networks (CNN) are utilized to extract features from skin images. Deep learning 

algorithms like CNN are frequently employed for picture categorization jobs. It operates by processing an image using numerous 

convolutional filter layers to extract various information from the picture. After being transmitted through completely linked layers, 

these attributes are used to categorize the image [20]. 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: UML diagram of Skin disease detection project using CNN algorithm. 

 

As it offers greater accuracy and quicker results delivery, this way of diagnosing skin illnesses is more effective and dependable 

than the traditional method. 

 

Effectiveness of Information Technology in Skin Disease Detection 

Visual inspection, dermoscopy, and skin biopsy are examples of traditional approaches for detecting skin diseases. These techniques 

can be intrusive, time-consuming, and call for specific training. In contrast, information technology-based approaches for detecting 

skin diseases, like image processing and deep learning algorithms, are non-intrusive, simple to use, and capable of producing prompt 

and precise findings. 

The area of dermatology has undergone a revolution thanks to information technology, which has made it possible to detect, manage, 

and diagnose skin problems with new instruments. These tools include cutting-edge imaging techniques that can find changes in the 

skin at the cellular level and mobile applications that let users track and report their symptoms to dermatologists.  

The paper titled "AI-Skin: Skin disease recognition based on self-learning and wide data collection through a closed-loop 

framework" discusses the performance of various popular CNN architectures, including LeNet-5, AlexNet, VGG16, ResNet50, 

InceptionV3, Inception ResNet, DenseNet, and MobileNet, for classifying skin diseases. In order to gather information on five 

distinct types of skin problems, the research employs data from two different data sources. To assess the effectiveness of the 
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suggested method, the paper generates various performance evaluation indicators, including accuracy, precision, recall, and F1 

score. The experimental findings demonstrated the viability of the suggested methodology, with MobileNet achieving a 

classification accuracy of 96.00 and the Xception model achieving a classification accuracy of 97.00 with transfer learning and 

augmentation. The research demonstrates the efficacy of the suggested models for classifying skin diseases [18]. 

The proposed skin disease detection method using image processing techniques discussed in the paper "Digital dermatology: Skin 

disease detection model using image processing" has several advantages, including its mobile-based and non-invasive nature, 

making it easily accessible for patients in remote areas. The patient only needs to provide an image of the affected skin area as input, 

and the system performs image processing techniques to detect and display the identified disease. This approach is highly beneficial 

for areas where access to dermatologists is limited. Moreover, the use of deep learning algorithms improves the decision strategy 

and overall accuracy of the system. Therefore, this method has the potential to be an effective tool for skin disease detection [21]. 

The findings of the trials reported in the publication "Skin Disease Recognition Method Based on Image Color and Texture Features" 

show how effective and useful the suggested disease recognition approach is. Herpes, dermatitis, and psoriasis were effectively 

diagnosed using this method, which had good accuracy rates. The accuracy of the suggested method was assessed using a variety 

of performance measures, such as precision, recall, and F1-score. The results show that the proposed method surpassed existing 

methods in terms of accuracy and efficiency. These results imply that the suggested technique may prove to be a useful tool for the 

automatic diagnosis of skin conditions [17]. 

The fact that nanotechnology is non-invasive and self-applicable is one of its main benefits. The need for skin biopsies, which are 

now the gold standard for identifying skin illnesses, might be greatly decreased as a result of this. Additionally, it may be simpler 

to identify skin illnesses in off-the-grid or underserved locations with the use of mobile device signal gathering and Internet-enabled 

transmission [22]. 

There are several advantages of the artificial neural network, including the ability to detect melanoma skin cancer at an early stage, 

leading to improved treatment outcomes and potentially saving lives. Additionally, the program enables more precise diagnoses of 

skin cancer, reducing the incidence of false positives and unnecessary biopsies. This, in turn, leads to increased efficiency in the 

diagnosis process, saving time and resources for both patients and healthcare providers. Finally, the use of artificial neural networks 

and image processing techniques has the potential for broader application in other areas of medical diagnosis and healthcare [19]. 

Dermatologists can detect and classify skin issues more precisely and quickly using the proposed CNN model than they can with 

the current approach. It extracts features from skin image data using cutting-edge methods like Convolutional Neural Network 

(CNN), classifies the data using the softmax classifier's algorithm, and outputs a diagnostic report. The model may edit skin images, 

remove distracting noise, and improve the image's overall quality. The suggested model can also be utilized as an effective real-

time teaching tool for medical students at a university who are enrolled in the dermatology stream. Overall, the suggested CNN 

model can aid in increasing the precision and timeliness of diagnosing skin diseases, which can improve patient outcomes [20]. 

 

Ethical Considerations in Using Information Technology for Skin Disease Detection 

We must take crucial ethical considerations into account when integrating digital epidemiology into current procedures, including 

confidentiality, security, accuracy, and fairness. This calls for the confidentiality and protection of individuals' personal health 

information as well as the provision of secure data transfer and storage. Additionally, we must confirm the accuracy and 

dependability of the data sources and analysis techniques used. Furthermore, it is critical to employ digital epidemiology tools and 

data in a fair, just, and discrimination-free manner. Depending on the specific context and use of digital epidemiology, these ethical 

challenges need careful examination, and potential solutions may differ [23]. 

This paper provides an ethical analysis of the use of machine learning healthcare applications (ML-HCAs) in dermatology. The 

authors identify potential benefits and risks associated with the development of dermatological ML-HCAs, such as better patient 

outcomes and decreased healthcare disparities, as well as confidentiality issues and exacerbation of healthcare disparities. They 

suggest that ethicists should be involved in the development process of ML-HCAs to ensure ethically and socially responsible 

development and clinical translation [24]. 

When using information technology to identify skin diseases, ethical issues must be taken into account. These include problems 

with patient confidentiality and privacy as well as potential biases in the classification algorithms. Concerns exist around the possible 

misuse of patient data as well as the requirement for sufficient consent and control over data use. Additionally, it's important to 
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ensure that these technologies are accessible to everyone, regardless of socioeconomic status or location, and that the development 

and implementation of these technologies are transparent and accountable. To make sure that these technologies are not sustaining 

current biases or disparities in healthcare, regular monitoring and evaluation of them is also necessary. 

 

Challenges and Limitations of Using Information Technology in Skin Disease Detection 

The detection of skin diseases by information technology has the potential to transform healthcare and increase accessibility to 

diagnosis and treatment. However, there are a number of difficulties that should be taken into account when applying AI algorithms 

to dermatology practice. First of all, there aren't many high-quality data sets available to train these algorithms, and getting different 

data sets might be challenging due to restrictions and privacy issues. Additionally, it is difficult to create precise AI models due to 

the variety of skin conditions and how they present themselves. To use AI effectively, dermatologists must comprehend its principles 

and how to apply them to their practices. Furthermore, there is a potential for AI to replace some aspects of dermatology practice, 

which may require changes in the way dermatologists are trained and practice their profession [26]. 

The classification of skin diseases using deep learning has the potential to increase diagnostic precision and effectiveness. There 

are, however, a number of difficulties and restrictions to take into account. These difficulties, such as the scarcity of high-quality 

and diverse datasets, the complexity of deciphering decision-making processes, and the requirement for substantial computational 

resources, are not specific to the categorization of skin diseases but are prevalent in many deep-learning applications. Accuracy and 

generalizability may also be impacted by potential biases in the data used to train deep learning models and the lack of 

standardization in picture-gathering and processing procedures. Understanding and overcoming these difficulties will be essential 

for the effective application of deep learning in the classification of skin diseases [27]. Low contrast, significant inter/intraclass 

variance, and strong visual similarity across the various skin diseases make it difficult to automatically identify skin illnesses from 

dermoscopic pictures [28]. 

The authors of this study describe some of the issues that must be resolved before AI is routinely used in clinical settings to diagnose 

skin cancer. The capacity of AI algorithms to be generalized is a problem since their performance may differ in various populations 

or environments. The quantity and quality of data required to train the algorithms also presents a barrier because biased or low-

quality data might produce erroneous findings. The difficulty of interpreting AI algorithms makes it difficult for clinicians to 

comprehend the decision-making process, which is another problem with interpretability. Another difficulty is regulatory approval, 

which may be a time-consuming and expensive procedure. Regulatory organizations must authorize AI algorithms. Furthermore, 

ethical issues like patient privacy and the potential for AI to widen health disparities must be taken into account. Despite these 

difficulties, AI has the potential to enhance the effectiveness and accuracy of skin cancer diagnosis, making it an exciting field of 

dermatology research [29]. 

 

CONCLUSION 

Skin disease detection can greatly benefit from information technologies, which have demonstrated a high degree of accuracy in 

various studies and research. These technologies offer several advantages, such as faster diagnosis times, improved accuracy, and 

expanded access to dermatology expertise for patients who lack access to such specialists. However, it is important to acknowledge 

potential limitations, such as the need for large datasets and possible biases in the data used to train the algorithms of these 

technologies. Nevertheless, information technologies have enormous potential to enhance the diagnosis and treatment of skin 

diseases, and further research in this area is highly promising. 
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