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What is dARK?

dARK is the f irst implementation of a technology that could be the base for a low-

cost and decentral ized services to assign/resolve persistent identif iers (ARK

PID for this f i rst vers ion).

dARK is an ARK implementation based on institutional blockchain nodes, the

data is owned, stored and controlled no by one single organization but

by all participants in a "public good" network.

We see this as the foundat ion for an open and community driven project

fostered by Instituto Brasi leiro de Informação em Ciência e

Tecnologia (IBICT-Brazi l) and LA Referencia/RedCLARA (supported by SCOSS)

with the long-term object ive of provide an open non-central ized dedupl icated

persistent identif ier factory and resolut ion service model for the global

Open Science ecosystem based on permiss ioned blockchain technology.



Why are we developing dARK?

- The need not only of persistent but unique /deduplicated

identif iers to build better research graphs, indicators and research

assessment tools.

- Lack of PID coverage on Global South repositories/journals

mainly because of the costs that those services/fees represents

for the institutions.

- Most persistent identif ier systems are based on centralized

models, depending on few agencies that support the service

infrastructure.



What is ARK PID?

Archival Resource Keys (ARKs) serve as persistent identif iers, or stable,

trusted references for information objects. Among other things, they aim to

be web addresses (URLs) that don’t return 404 Page Not Found errors. The

ARK All iance is an open global community supporting the ARK infrastructure

on behalf of research and scholarship.

End users, especial ly researchers, rely on ARKs for long term access to the

global scienti f ic and cultural record. Since 2001 some 8.2 bil l ion ARKs

have been created by over 1000 organizations — l ibraries, data centers,

archives, museums, publ ishers, government agencies, and vendors.

Source: https://arks.org

https://arks.org/community/


Why decentralized?
Increased autonomy and f lexib i l i ty,  reduces costs: Decentral i zed management of  PIDs 

a l lows for greater autonomy and f lex ibi l i ty among d i f ferent s takeholders.

Reducing s ingle points  of  fa i lure: By d istributing the respons ib i l i ty o f  managing PIDs 

across  mult ip le  enti t ies, a  decentral i zed approach helps  mit igate the r isk of  a  s ingle point of  

fa i lure.

Promoting innovation and divers ity: Decentral i zat ion fosters  an environment that 

encourages innovation and d ivers i ty in the development and implementation of  PID systems.

Scalabil i ty  and adaptabi l i ty: Decentral i zed systems can be more sca lable and adaptable 

to changing c i rcumstances

Trust  and transparency: A decentral i zed approach promotes  trust and transparency by 

d istributing authori ty and dec is ion-making power among mult ip le  enti t ies.



Why Blockchain?

Blockcha in can be seen as a "pub l ic " da tabase where a l l au thor i zed pa r t ic ipan ts

( ins t i t u t ions /o rgan iza t ions) can s to re and query da ta (secure ly and re l i ab ly )

B lockcha in techno logy p rov ides secur i ty, t ransparency, and interoperab i l i ty, the na t i ve

decent ra l i zed natu re mi t i ga tes secu r i t y r isks by el iminat ing s ingle po ints of fa i lure ,

ensures data preserva t ion , da ta immutab i l i ty sa feguards the in tegr i ty and authent ic i ty .

The t ransparent and audi tab le natu re o f B lockcha in enab les the t rack ing and ver i f i ca t ion o f

a l l ac t i v i t ies , enhancing transparency and accountabi l i ty, adds a new layer of t rus t to

the P ID ecosys tem by a l lowing the communi ty to check a l l t he t ransac t ion h is to ry.

We use "Hyper leder besu" b lockchain https://www.hyperledger.org/use/besu

Energy consumpt ion  and envi ronmenta l  impact  a re  impor tant  aspects  to  us . I n  t h i s  

con tex t ,  we  des ign  ou r  imp lementa t ion  cons ider ing Proof  o f  author i ty ( PoA)  consensus 

mechanism ,  wh ich  i s  bo th  env i ronmenta l l y  f r i end ly  and  operates  w i thout  the  h igh  CPU 

usage assoc ia ted  w i th  o ther  consensus  a lgo r i thms .



The dARK

Persistent 

ID Network 

(f irst goal)



The dARK 

Ecosystem 

(long term goal)



2022–2023 ROADMAP – Work in progress

Phase 1: Concept Paper Development: Develop a comprehensive concept 

paper outl ining the objectives, scope, and technical  detai ls of the dArk project. 

DONE! https://doi.org/10.5281/zenodo.7686101

Phase 2: Proof of Concept (PoC) Development: Validate the technical  

feasibi l ity of the dARK project by implementing a s impl i f ied version of smart 

contracts and demonstrating key features in a smal l -scale network. DONE!

Phase 3: Integration with External Systems: Enable cross-referencing and 

resolution of identif iers between dARK and external  systems to ensure 

interoperabi l ity. WORKING

Phase 4: Pi lot Implementation in Brazil: Set up and conf igure the 

infrastructure by instal l ing Hyperledger Besu nodes compatible with the target 

network conf iguration for a pi lot implementation in Brazi l. WORKING

https://doi.org/10.5281/zenodo.7686101


2024-2025 ROADMAP – Next steps

Phase 5: Testing, improvement, and open-source release: Conduct 

comprehensive testing, including unit, integration, and stress testing, to improve 

the system's stabi l ity and release a f irst stable open-source version.

Phase 6: Documentation and Training: Create comprehensive documentation, 

including instal lation guides and smart contract APIs, and conduct training 

workshops to educate stakeholders on dARK identi f ier usage and benef its.

Phase 7: Governance and Upgrades: Establ ish a governance model for 

decis ion-making, consensus upgrades, and dispute resolution, and plan for 

regular enhancements based on feedback and evolving requirements.

Phase 8: Community Building and Adoption: Foster a community around the 

dARK project by engaging with researchers, institutions, and developers through 

community events, forums, and communication channels for col laboration and 

knowledge sharing.



TEAM

Lautaro Matas, LA Referencia lautaro.matas@lareferencia.redclara.net

Washington Segundo, IBICT, BRAZIL washingtonsegundo@ibict.br

Thiago Nóbrega, IBICT, BRAZIL thiagonobrega@ibict.br

J. Edi lson S. Fi lho, IBICT, BRAZIL edi lsonf i lho@ibict.br

Jesús Mena-Chalco, UFABC, BRAZIL jesus.mena@ufabc.edu.br

More LA Referencias's dARK team members are coming in second 

half of 2023 thanks to SCOSS pledges

mailto:lautaro.matas@lareferencia.redclara.net
mailto:washingtonsegundo@ibict.br
mailto:thiagonobrega@ibict.br
mailto:edilsonfilho@ibict.br
mailto:jesus.mena@ufabc.edu.br


The Global Sustainability Coalition for Open 
Science Services (SCOSS)



"It's not dARK yet, but it 's gettin' there"

Bob Dylan

THANK YOU – GRACIAS – OBRIGADO

Lautaro Matas

lautaro.matas@lareferencia.redclara.net

Washington Segundo

washingtonsegundo@ibict.br

mailto:lautaro.matas@lareferencia.redclara.net
mailto:washingtonsegundo@ibict.br


Frequent 

Asked 

Questions



Why we use ARK instead other PID?

- ARKs are cheaper, more flexible, and less centralized, letting you 
create unlimited identifiers without paying for the right to 
do so,

- add any kind of metadata , including no metadata,

- append extensions and query strings during resolution ,

- l ink directly to an article, image, or spreadsheet that is 
immediately usable by people and software without 
making them first stop at a landing page ,

- make mill ions of ARKs resolvable by managing just one ARK, via a 
mechanism called suffix passthrough.

Source: https://arks.org



Could this very same technology 

be used for DOI/Other?

Yes! We want to work on a "PID agnostic" distribution 

of this solution soon for supporting other PIDs.

For the moment other PIDs can be appended to the 

dARK record (as alternatives) and will be supported by 

the resolution service.
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