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ABSTRACT
One big challenge for Industry 4.0 is leveraging the large amount
of data that remain unused after collection. A variety of commer-
cial data marketplaces have emerged in recent years to tackle this
task. Despite their different business models and target markets,
such marketplaces share a number of common issues that slow
the growth of the industry, including data discovery, transparency,
data privacy and data valuation. Many academic designs have been
proposed to address these issues, yet most of them remain unim-
plemented, due to complexity or inefficiency.

We argue that these issues can be addressed with a combination
of blockchain-based infrastructure, privacy-preserving computing
and machine learning-based valuation metrics. Furthermore, we
discuss key enabling technologies in each of these areas that are
feasible to deploy at scale and could thus be implemented in real-
world marketplaces in the near future. We select such technologies
based on their current maturity and their industrial prominence.

CCS CONCEPTS
• Security and privacy → Cryptography; Access control; Privacy-
preserving protocols; Distributed systems security; Privacy pro-
tections; • Information systems→ Information integration; •
Applied computing → Electronic data interchange; • Net-
works → Network privacy and anonymity; • Computing
methodologies→ Distributed computing methodologies;Ma-
chine learning; •Computer systems organization→Distributed
architectures;
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1 INTRODUCTION
Companies and organizations of all kinds are collecting more data
each year. Yet, over 68% of these data remains unused, as shown by
a Seagate report in 2020 [63]. At the same time, other organizations
struggle to find enough high-quality data to develop data-driven
applications based on machine learning and artificial intelligence.
A new data economy is thus growing, centered around the concept
of data marketplaces, where companies can trade data and unlock
previously unimaginable business opportunities.

A multitude of commercial data marketplaces have emerged, en-
compassing different domains and business models. However, these
implementations share a number of weaknesses, which have been
extensively addressed by the academic community with several
marketplace designs. Nevertheless, most academic solutions have
not taken hold in the commercial space, due to their complexity
or inefficiency, leading to a widening gap between academia and
industry.

In this work, we analyze the following key issues: data discovery,
transparency, data privacy and data valuation. For each of them,
we indicate high-level guidelines and examine enabling technolo-
gies, with a focus on practical feasibility. Finally, we discuss which
among these technologies are more likely to bridge the gap between
academic and industrial designs in the near future.

On the infrastructure side, we note that the current fragmenta-
tion of existing marketplaces hampers data discovery efforts. A
unified infrastructure is required to realize the datamarket potential.
However, the creation of monopolies as result of a consolidation
process would harm openness and transparency, key require-
ments for a thriving market. We identify blockchain technology
as a promising solution to prevent such an outcome and discuss
the benefits and drawbacks of permissionless and permissioned
approaches. Finally, we argue that a permissioned design is the
most likely to be accepted by the industry in the near term.

In regards to data privacy, we argue that the direct sale of per-
sonal data is incompatible with high privacy standards, and legally
challenging given current and future regulations. We therefore sug-
gest a shift towards designs that allow consumers to submit data
processing jobs to the marketplace and receive the final outputs
without obtaining direct access to the data. We compare different
enabling technologies, such as homomorphic encryption, secure
multiparty computation, trusted execution environments, differ-
ential privacy and federated learning. Finally, we suggest that a
combination of trusted execution environments, differential privacy
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Figure 1: Vision for a decentralized, transparent, privacy-
preserving marketplace.

and federated learning provides strong privacy guarantees while at
the same time being feasible and scalable.

On the data valuation side, we note the challenge, for both
providers and consumers, to put a price tag on a dataset, as its
value depends on how it is used and combined with other data
sources. We therefore argue that data prices should be agreed upon
on a case-by-case basis, based on the actual value generated. We
analyze different techniques to estimate this value and apportion
it across multiple dataset. Finally, we argue that a combination of
model-independent and model-specific metrics can be employed
to provide accurate valuations while still being computationally
feasible.

We believe that our selected techniques are sufficiently mature
for practical applications and can be easily combined. They can
thus be employed to build a decentralized, transparent and privacy-
preserving marketplace, as shown in fig. 1, which could feasibly
bring some of the recent academic advancements to the real data
economy.

2 OPENNESS AND TRANSPARENCY
Data can present themselves in different forms: continuous streams
or fixed datasets, raw or curated, bulk-downloadable or accessible
via APIs. Data from different domains may have different charac-
teristics and requirements. Additionally, as the data marketplaces
industry is still in its early steps, companies are experimenting
with a variety of business models, interfaces and domains. All of
this leads to substantial fragmentation in the landscape of data
marketplaces, which limits the benefits for both data providers and
consumers. Data consumers lack a simple way to identify all poten-
tially useful datasets, as they are scattered across a large number
of isolated marketplaces, some of which they may not know. And
when useful datasets are identified across multiple marketplaces,
dealing with the different business models and access patterns may
represent a significant barrier, especially for smaller consumers.
These barriers also affect providers, who may not be able to reach

Permissionless Permissioned
Open membership with self-
enrollment

Closed membership, approval
required

Anonymous transactions Verifiable identities
Limited throughput, somewhat
high latency *

High throughput and low latency
out of the box

High computational and energy
costs *

Relatively efficient and cost
effective

Table 1: Comparison of permissionless and permissioned
blockchains. * = advances in permissionless blockchains may
deliver improvements (see section 2.1)

all their potential customers without a substantial investment to
support multiple marketplaces concurrently.

As the data marketplaces industry matures, a consolidation pro-
cess inevitably takes hold, eventually resulting in a monopoly or an
oligopoly, where few large entities control a majority of the market.
This centralization solves the challenges caused by fragmentation,
but also exacerbates a different class of issues, centered around
the concept of transparency. In this context, transparency is the
ability for all stakeholders in the marketplace to have full knowl-
edge of all providers, consumers and transactions, and to be able
to audit all processes taking place. When the entire marketplace is
controlled by a single organization, this is typically not the case. A
lack of transparency leads to issues of fairness. For example, it is
not possible to verify whether certain sellers or buyers are being
given preferential treatment, or whether information about certain
datasets is being withheld to influence the market dynamics.

2.1 Blockchain-Based Infrastructure
To prevent the issues above, a marketplace infrastructure must pro-
vide all consumers with full access to all providers, while ensuring
full transparency and accountability. Blockchain technology [9]
has emerged as the most promising tool to achieve these goals.
As all datasets and transactions are recorded on a decentralized,
tamper-proof ledger, buyers and sellers are guaranteed access to
all relevant information when choosing datasets to buy and when
negotiating prices, thus ensuring a fair environment. Furthermore,
the public availability of this information empowers third parties
to build services on top of the marketplace, such as data discovery
or brokerage, boosting the ecosystem. Finally, smart contracts allow
different entities to set out and enforce unambiguous requirements
and processes to be followed in each transaction, enabling trustless
interactions.

Many different blockchains have been proposed over the years,
each presenting different benefits and drawbacks. It is therefore
necessary to examine the following question:

Q1. What type of blockchain can feasibly provide openness and
transparency in industrial marketplaces?

Permissionless Blockchains. In permissionless blockchains, any-
one can participate in the ledgering activities in a fully anonymous
fashion. A large number of marketplace designs have been proposed
based on such blockchains, mostly focused on IoT or personal data
gathered by a large number of sources [29, 31, 41, 60, 64, 68, 78],
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as the lack of identification requirements allows frictionless self-
enrollment of users at large scale . Themost commonly-used permis-
sionless blockchain is Ethereum [10], due to its stability, powerful
smart contracts and rich ecosystem. However, Ethereum does not
support confidentiality, with any data handled by smart contracts
required to be public. If a marketplace requires the smart contracts
to handle private information, a different blockchain must be used.
That is why Sterling [35] employs Oasis, a variant of the Ekiden
blockchain, which provides confidential smart-contracts [13, 57].
One of the main limitation of permissionless blockchains is that
their trust-less architecture requires complex protocols to prevent
anonymous attackers from corrupting the ledger. This often leads to
low throughput and high latency in the processing of transactions,
limiting the scalability of any marketplaces design [17]. Further-
more, these protocols consume huge amounts of energy to operate
and produce high levels of carbon emissions [42, 48].

Attempts are being made to tackle these issues. By allowing in-
dependent transactions to be published concurrently, and by using
lighter cryptographic protocols, IOTA [65] promises high through-
put, low latency, and energy efficiency. Furthermore, Ethereum is
undergoing a slow transition [22] that should increase its through-
put and reduce its computational requirements. However, it will
take time before these approaches can achieve widespread adop-
tions and their real-world advantages have not been proven yet
[30].

Permissioned Blockchains. On the other hand, permissioned block-
chains require all entities to be authorized before they can partici-
pate in the protocol. In exchange, verifiable identities are associated
to each activity, increasing accountability. The improved trust leads
to lighter ledgering protocols that provide better scalability. Thus,
permissioned blockchains are more often found in business-centric
architectures, where the marketplace is designed for a relatively
small number of large data-handling organizations. In this con-
text, the additional friction that comes with the approval of each
new participant is acceptable. One of the most well-known per-
missioned blockchains is Hyperledger Fabric [5], on top of which
several data marketplaces have been proposed [18, 70]. In addition
to the aforementioned benefits, Fabric also provides a high degree of
customizability and can thus be easily tailored to the requirements
of specific applications.

Market Directions. Based on the analysis above, we argue that
permissioned blockchains are the most likely to be deployed in a
real-world setting in the near term, thanks to their many advantages.
In particular, verifiable identities may increase trust in the system
and deter (or help to identify) potential high-level manipulations.
This direction towards permissioned blockchains is also backed
by previous studies in various commercial domains [25, 47, 55].
However, a permissioned approach also brings downsides that may
grow more severe as the market matures. First, the high bar to
participate in the marketplace means that single persons or small
groups may not be able to individually sell their data, thus requiring
brokers to aggregate and sell data on their behalf. This can add value
to the data (in the form of aggregation and curation), simplify bulk
purchase by consumers and increase the chances of monetization.
But it can also reduce the users’ control over their data. Second, if
a set of established large companies dominates the system, they

may be unwilling to let new players in, as these may undermine
the incumbents’ position. Thus, in the absence of strong regulatory
supervision, a closed oligopoly might form. The third issue is that
when real, verifiable identities are associated to each transactions,
it is possible for an organization to see which datasets have been
purchased by its competitors, thus leaking potentially sensitive
business directions.

In the longer term, a shift towards more open, permissionless
blockchains may be possible, especially if ongoing attempts towards
higher throughput, lower latency and better efficiency bear fruit
and reach stability and wide adoption.

2.2 Data Discovery and Standardization
As already mentioned, data discovery is one of the most impor-
tant issues that affect the data marketplaces landscape. Effective
data discovery solutions are necessary to maximize the utility of
data marketplaces for both consumers and providers, and thus sup-
port the growth of the sector [59]. However, it is also one of the
most challenging issues, and one that is not often addressed in
marketplace architectures proposed by academia.

The use of blockchain as a fully transparent ledger where all
datasets are recorded can help tackling this issue. Data discovery
can be decoupled from the underlying infrastructure, enabling third
parties to provide it as a specialized service, by scraping and in-
dexing all datasets metadata available on the blockchain. Recent
works have even shown the possibility of building a decentralized
keyword index to enable efficient multi-keyword lookups [77].

However, automated semantic reasoning and query systems will
be necessary to build a truly large-scale ecosystem. Substantial
research has been devoted to the use of ontologies [33] to build se-
mantic, machine-friendly resource indices, in particular regarding
large-scale IoT data sources [43, 44]. These would require the entire
industry to collaborate and build a hierarchy of interoperable on-
tologies [23] to unambiguously describe all datasets. Additionally,
the means of formatting and storing both data and metadata would
have to be standardized.

3 PERSONAL DATA AND PRIVACY
Another key issue that commercial data marketplaces need to ad-
dress is personal data management. In the European Union and
United Kingdom, personal data are subject to the General Data Pro-
tection Regulation (GDPR) [1]. GDPR guarantees to individuals the
“right to be forgotten”, meaning that one may request to erase their
personal information. Even in the event that a person explicitly
consents to sell her or his data, this permission can be revoked at
any point in time.

Thus, buying and selling personal data is not practical in coun-
tries that are subject to GDPR. Furthermore, the increase of privacy
awareness is likely to impede personal data sales also outside Eu-
rope [15]. However, personal information is arguably the most
valuable in many applications such as medical research, financial
studies, and recommendation systems. Therefore, just forfeiting
the possibility to leverage such information would severely hinder
the economy of data marketplaces.

Anonymization and de-identification. Issues related to personal
data are often addressed via anonymization or de-identification.
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GDPR defines anonymized information as “information which does
not relate to an identified or identifiable natural person” [1]. Similar
notions data are expressed also in other laws, e.g., the California
Consumer Privacy Act (CCPA) [2]. While the laws are rigorous in
requiring resilience to any kind of linkage, popular anonymization
techniques are more lax. The best established, 𝑘-anonymity [67], re-
lies on the assumption that the dataset curator is able to determine a
subset of attributes that may contribute to de-anonymization.While
there are cases where this assumption applies, often identifying
information is entangled with useful data [69]. It has been shown,
in fact, that individuals can be identified by unexpected information
such as a list of movies they have seen [53], connections on social
media [54], or daily activity [37].

A natural conclusion is that data should not be accessed at all,
at least at a low aggregation level. In the remainder of this section,
we will address the following question:
Q2. Is it possible to extract value from personal data without

seeing them?
While several techniques have been proposed to process private

data “blindly”, our discussion focuses on those which can realisti-
cally be employed by data consumers. Our discussion will mostly
focus on training machine learning models, which is the most
prominent use case for said techniques. More specifically, we re-
view blinding methods that have been thoroughly studied in recent
years, namely homomorphic encryption (HE) [76], secure multiparty
computation (SMC) [45], and trusted execution environments (TEE)
[36]. We evaluate existing solutions based on the following criteria:
Q2.1 Do they prevent privacy leaks from the dataset? Any solution

that requires to release personal data may expose private
information.

Q2.2 Do they keep the model private? The specifics of a model and
the processing details are intellectual property of the data
consumer, and as such must be protected.

Q2.3 Do they prevent privacy leaks from the model? Models may
retain personal information during training [12].

Q2.4 Are they computationally efficient? As ML training often de-
mands many matrix operations, it is preferable to run models
on GPUs and minimize the overhead.

Q2.5 Are they scalable for a large number of data sources? Data will
often come from more than one source, requiring to handle
interactions with multiple providers.

Q2.6 Are they platform-independent? Methods that rely on specific
hardware or software might have limited compatibility, and
may constitute a cost for organizations.

Homomorphic encryption. Homomorphic encryption schemes
allow to perform some operations on encrypted data that get re-
flected on the clear data after decryption. Albeit powerful in many
applications [4], in the field of machine learning HE is hampered
by two drawbacks. The first is its computational overhead, due in
part to encryption and decryption, but mainly to the more complex
steps required to process encrypted data. The second drawback is
that only linear and piece-wise linear operations can be performed
exactly. This implies that some non-linear functions used in ML
(e.g., sigmoid, softmax), can only be approximated, and ordinal op-
erations (e.g., max, median) cannot be computed [46, 52]. Overall,

these shortcomings do not appear to excessively impact the model
accuracy. However, training deep models requires significantly
more time compared to other solutions [32].

Secure multiparty computation. SMC is a broad class of crypto-
graphic protocols, which can be based on homomorphic encryption
[16], garbled circuits [34], secret sharing, or a combination of them
[38]. SMC solutions are often distinguished from techniques purely
based on homomorphic encryption, as the former usually require
many exchanges between the data storage and the model [71]. The
implication is that training must happen through online commu-
nications between the data provider and the consumer. Under low
latency, SMC offers an efficient alternative to homomorphic en-
cryption [32]. However, issues may arise when multiple providers
are involved in the training, as all the parties need to participate in
online updates at the same time.

Trusted Execution Environments. TEE are isolated portions of
hardware, located inside the CPU, that allow to run trusted applica-
tions without the possibility of interference by any external entity,
even the machine’s OS. Although many TEE have emerged, the
most successful are undoubtedly the enclaves provided by Intel
SGX [14], which comes embedded in most Intel processors. In order
to train a machine learning model on personal data within SGX, a
secure channel must be established between the enclave and the
data providers [58], so that the data can be sent to the secure portion
of memory. Once inside the enclave, data can be processed in clear,
and the training can happen as in standard non-private applications.
A main drawback of utilizing TEE is that they are hardware-specific,
and tools need to be built on top of their drivers. Nevertheless, this
is the case also for many non-private ML applications (e.g., relying
on CUDA drivers to perform operations on the GPU). With recent
attempts of making confidential code execution compatible with
GPU [21, 51, 56], TEE are probably the most competitive candidate
solution for private machine learning.

3.1 Differential Privacy and Federated Learning
Above-mentioned techniques may be used alone or combined with
other privacy-enhancing paradigms such as differential privacy (DP)
[20] and federated learning (FL) [74].

Differential privacy. DP is a property that can be enforced on
aggregation algorithms through randomization [19] to prevent
sensitive inferences. In the case of neural networks, DP can prevent
unintended memorization of private data in the final model. DP
is achieved by “randomizing” the gradient with additive Gaussian
noise [3] during training. The magnitude of the noise depends on a
parameters called privacy budget. Small values of the privacy budget
provide stronger guarantees against memorization, but also require
to inject more noise. Experimental results have shown that even
small amounts of noise, despite not achieving strong theoretical
guarantees, yields high resilience to privacy leaks [49]. DP can be
easily made compatible with other privacy preserving solutions
based on HE, SMC and TEE.

Federated learning. FL is a learning paradigm that allows to train
machine learning models in a distributed fashion across multiple
data sources. Data providers compute model updates based on their
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ML HE SMC TEE
Prevents privacy leaks from the dataset
Protects intellectual property on the model
Prevents privacy leaks from the model
Preserves model accuracy
Is computationally efficient
Is scalable for a large number of data sources
Is hardware-independent

ML+DP HE+DP SMC+DP TEE+DP
Prevents privacy leaks from the model
Preserves model accuracy

FL HE+FL SMC+FL TEE+FL
Is scalable for a large number of data sources
Preserves model accuracy

Table 2: The top table compares different solutions for machine learning on private data sources. ML = machine learning on
clear data, HE = homomorphic encryption, SMC = secure multiparty computation, TEE = trusted execution environments. The
bottom two tables highlight only the differences when the solutions are combined differential privacy (DP) and federated
learning (FL).

local data, and exchange such updates with a central aggregator1
that merges them [40]. The principal advantage of FL is that data
consumers do not need to see the data and gather them in a central
storage. Nonetheless, although the model updates are arguably less
sensitive than clear data, they still might leak private information
[26]. Recent works [66] have adopted HE and SMC to prevent
data consumers from observing them. TEE can also be employed
to prevent access to the gradients, with the additional advantage
of protecting model architectures, and thus the data consumers’
intellectual property [50].

4 DATA VALUATION
Current industrial marketplaces adopt different business models
and pricing strategies, including fixed prices, volume-based pay-
ments, revenue sharing, and bids [8]. Dataset prices are quite vari-
able, depending on many aspects such as domain, volume and
update frequency [6]. However, these properties are not sufficient
to determine the value of a dataset, which is a challenging question
that neither providers nor consumers are typically able to answer
with confidence [24]. Solutions for data valuation are thus neces-
sary for vendors to set prices and for consumers to decide whether
they are willing to make a purchase.

For consumers, that value is determined by the insights that they
can extract from the data. This, in turn, depends not only on the
features of the dataset itself, but also on the way it is processed and
on other data sources that are combined with it. Therefore, it can
be simpler to assign a value to the outputs of a data processing flow,
as those outputs are then used by the consumers to produce value
for their business, and thus key performance indicators (KPIs) are
typically available to evaluate them [11]. Focusing on marketplaces
for ML applications, consumers can assign value to accuracy, error
rate or other metrics that they are able to easily interpret from a
business perspective.

Two main approaches exist when acquiring data for ML training.
Either the datasets are purchased in advance, or a contract is signed

1There are alternatives, such as gossip learning [28], where the data providers exchange
updates with each other, but for the sake of discussion we use “federated learning” as
an umbrella term to include them.

with the data providers that allows the payment to happen after
training, possibly based on the KPIs achieved by the trained model.
In the former case, the key question is how a buyer can estimate
how using a dataset will affect KPIs. In the latter case, the core
problem is how to apportion the total payment to different datasets,
based on their contribution in achieving the final result. This leads
to the following research question:

Q3. Which methods can be practically used to valuate individual
datasets in a ML-based marketplace?

Predicting dataset value. Volume-based valuation [73] assesses
a dataset value based on the volume of “diverse” information con-
tained in it. The underlying assumption of this approach is that
valuable information is encoded in the variability among the data
points, and that an excessively homogeneous dataset provides no
useful insights. This solution may not be accurate in cases where
similar entries actually provide value to a model, but can be used
to give a prior estimate that is model-independent.

A better tailored value assessment can be obtained by taking
into account the task at hand. The “try before you buy” approach
[7] evaluates the target model on metrics of interest once per each
dataset individually. Based on these metrics, a subset of datasets
is selected to maximizes the total value while minimizing the cost.
This can be seen as an inexpensive approximation of the Shapley
value, presented below.

Assessing dataset contribution. Shapley value [61] measures the
relative contribution of different data sources to the total value of
a metric. The Shapley value of a specific dataset is defined as the
average marginal improvement provided by its addition to each of
the possible combinations of other datasets. However, evaluating
the Shapley value of 𝑛 candidate datasets requires repeating the
training process 𝑂 (2𝑛) times. Many works devised faster approxi-
mations [27, 62], e.g., viaMonte Carlo simulations or gradient-based
methods. Albeit less computationally demanding, such approxima-
tions still require to train the target ML model multiple times on
different dataset combinations. At the end of the process, a single
model is obtained by the consumer, wasting any resources spent on
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training the others, making solutions based on the Shapley value
mostly impractical.

Relative usefulness may also be gauged online during a single
training process. A recent study [75] suggests using trainable es-
timators to assess the potential value of each datapoint. The esti-
mator is trained online, using reinforcement learning, based on the
real-time improvements in the target loss function. However, the
approach is application-specific, and a different estimator needs to
be trained for each task.

A simpler yet effective solution consists in using influence func-
tions [39]. This approach requires to train an initial model on all
candidate datasets. Taylor approximations are then used to esti-
mate the performance loss caused by the removal of individual
datasets. The final model can then be re-trained using only the best
performing datasets.

Recent works have shown that even more efficient and practical
solutions are possible, completely forgoing the need to train any
additional component or model. DAVINZ [72] allows to compute
domain-specific generalization bounds on the error rate of a model
without requiring any training, by exploiting the mathematical
behaviour of untrained models. Experiments on known classifica-
tion models have shown that such bounds allow to give reasonable
estimates of the marginal contributions of individual datasets.

Practical Directions. Overall, despite substantial research efforts,
approaches that directly mimic or approximate Shapley values are
unlikely to be feasible on a large-scale in the near term. Instead,
we argue for the use of a combination of indirect measures. These
should include both task-agnostic and task specific metrics. The
former, such as volume-based valuation, can be computed a priori
for each dataset and used for a first filtering of potential sources.
The latter, such as DAVINZ, can then be used to fine-tune the dataset
selection.

5 CONCLUSIONS
In this work, we analyzed the key issues affecting industrial data
marketplaces: data discovery, transparency, data privacy and data
valuation. We discussed how a combination of blockchain-based
infrastructure, privacy-preserving machine learning and data valua-
tion techniques can be employed to overcome these issues. Further-
more, we identified key technologies in each of these areas that are
ready for real-world applications and can therefore be implemented
across existing industrial marketplaces in the near future. This will
hopefully help bridge the gap between academia and industry and
foster further growth in the sector.
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