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Abstract: In a symmetric-key cryptosystem, where the secret
key is known to both the sender who encrypts the message (let’s
call her Alice) and the receiver who decrypts the message (let's
call him Bob). Since the secret key is very important so it cannot
be disclosed to any third party that is why it should not be
exchanged through any public form of communication because
if through any means these keys get leaked all the encrypted
messages in the future will be compromised ™.We know that the
advent of technology has increased the risks of data thefts and
compromising data integrity. So, to secretly exchange the key
both the parties must hold some sort of private meeting, therefore
they need to establish some private communication channel. This
is a difficult task practically speaking in terms of internet
communications. ¢ These days, the utilization of the Internet is
developing quickly throughout the planet, and security isturning
into a significant public concern. Already security was a
significant issue for military applications yet presently the
application region has been improved as more correspondence
happens on the web. Cryptography is a computer science
platform intended to give security to senders and receivers to
communicate and recover secret data about an uncertain
channel through a cycle called Encryption/Decryption.
Cryptography guarantees that the message ought to be sent
without change and that only authorized individuals can open
and peruse the message '%.In this paper, we tried to randomize
the encryption process so that the data becomes more secure and
less vulnerable to hacker attacks. We will use the top 4 best
existing encryption algorithms like AES, TripleDES, Rabbit, etc.,
and use them to randomly encrypt the different segments of the
message.
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[ INTRODUCTION

Snce public keys can be shared with anyone, this is a

really good option where we cannot securely share keys.
Three keys. There are also severa issues in using public

keys.
1) Possible Performance Disadvantages of Encryption

Public key encryption functions admirably and is extremely
secure, yet it depends on complex insights. Along these
lines, PCs in the past needed to endeavor to scramble and
deal with information utilizing a framework. For
applications where you want to work with encoded
information, the overhead calculator demonstrates that
public key frameworks might be slow [4.

2) Possible Certification Issues

Many public-key systems use a third party to ensure the
integrity of the public keys. A third party, called the
certificate officer, signs with their public key, converting it
into a digital certificate, to ensure its security. However, if
the certificate officer is in danger, the crimina may issue
false certificates and trick people into sending the wrong
information to the wrong place.

3) Potential for Direct Compromise

There are 2 methods for extracting encoded information
with a public key system. To start with, observe an opening
in the numbers beneath that can be utilized to break the
cipher. One more method for breaking the encryption is to
figure out the right key. As PCs become more dynamic and
as quantum computing, which uses light to make quicker
speeds even past conventional supercomputers, it turns out
to be more sensible, strong attacks on secret data work
effectively (4.

4) False Feeling of Security

No matter how secure your system is, it will only protect
the part of the system for which it was designed. For
example, if a customer sends his credit card details online,
that transfer is protected by a combination of private and
public encryption keys and is highly secure. If someone
receives your credit card information, or if someone gets
open access to your server, they can sit down and download
al the securely transferred data attached to your credit card.
Here public key encryption will not protect you from that
and, as a result, is part of the entire security system [,
Although we know the algorithms like AES and Triple
DES are known as quite efficient algorithms but due to any
unforeseen conditions mentioned above in the future, if any
hacker gets access to the key then he/she can easily decrypt

the message.
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But the agorithm proposed by us even though he gets
access to the key he/she won't be able to decrypt the
message because they wouldn't know which part of the
passage which encryption algorithm has been applied.
Several research papers have been published in various
international journals in recent years. Here our main
intention would be to find out how the algorithms are
getting attacked and what are the loopholes in the existing
algorithms. To randomly encrypt the message using these
algorithms, we need to find the strength of each algorithm.
Once the algorithm is encrypted, it is almost impossible for
the hacker to figure out the combination in which these
algorithms were applied. This will improve the encryption
efficiency by a great amount. For the decryption purpose,
we are planning to use our identifier to figure out how the
encryption algorithms were used and to know what were the
segments in which the message was broken into. As the
final project outcome, we are planning to publish a
conference paper that will highlight our method of random
encryption that can be used as a smart approach for
improved modern encryption. Apart from the research
paper, we are planning to make a user interface in the form
of awebsite that will show the implementation of message
encryption and decryption.

. NOVELTY

With the rapid developments in digital image processing
and network communication, electronic publishing, and
widespread dissemination of digital multimedia data over
the Internet, the protection of digital information against
illegal copying and distribution has become extremely
important !, To meet this challenge, many new encryption
schemes have been proposed. Though these algorithms are
quite up to the challenges, the core idea behind most of
these algorithms is based on the notion of a key. Once the
key is compromised the complete data gets compromised.
The novelty behind our project lies in adding a protection
layer to the whole process through the means of
randomizing the selected encryption algorithms used for
different segments of the message, indirectly randomizing
the complete encryption process. This way even when an
external person gets hold of the key, he still won’t be able
to figure out how to use it. Once the algorithm is encrypted,
it is amost impossible for the hacker to figure out the
combination in which these algorithms were applied. This
will improve the encryption efficiency by a great amount.
For the decryption purpose, we are planning to use our
identifier to figure out how the encryption algorithms were
used and to know what were the segments in which the
message was broken into.

1. PROPOSED METHODOLOGY

In contrast to the existing encryption algorithm which can
be easily decrypted once a hacker gets access to the key of
the encryption. We propose that we can improve the system
by dividing the message into fixed-sized segments and
applying an agorithm from a predetermined set of
algorithms in a random way. We then tend to add some
custom/ unique identifiers at the end of these segments for
ease of decryption later on. This way even if the hacker is
somehow able to get access to the key they still cannot
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decrypt it as they won’t have any idea how to use the key as
they have no clue to which algorithm has been used to
encrypt the message. This way the encryption becomes
much safer compared to the traditional encryption
techniques followed.

Decrypted Text
Input text (equalto Input Text)

Randomized Encryption

Proposed Algorhm) Proposed Decryption Algorithrm

Text f Cipher

Fig. 1. Overall System Flowchart

A. Encryption Module:

We begin the encryption process by first taking a text
(message) as an input. The next step in the backend is to
bresk this message into fixed-sized segments. Later, we
need to initialize an empty string so that it can store our
encrypted text. Based on the number of segments we run a
loop in order to pick each and every segment and encrypt
them individually. Create an array consisting of al the
encryption algorithms in our case these are namely AES,
Triple DES, Rabbit, RC4; these being the top encryption
agorithms used widely nowadays. Now we need to run 2
processes in paralel and those being - selecting a random
non-negative integer -to pick an encryption agorithm from
the array of agorithm names and apply the encryption
agorithm. Immediately after this, we append a unique
identifier to the so-far formed string to keep track of which
encryption has been used to encrypt this segment so that it
will be helpful at the time of decryption. Then we need to
repeat this process until all the segments have been
encrypted. Once all these segments have been encrypted we
get our desired encrypted string.

ENCRYPTION
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B. Decryption Module

Here the input text is not something that has to be manually
entered by the user, but it is the encrypted text that we
received earlier in the above process (encryption). Similar
to encryption, for the final output, we need an empty string
that will store the final decrypted message. Initialize a
variable called position with value 0. Start to parse the
ciphertext until you get an identifier and then we extract the
string from the index equal to position value to the current
position. Decrypt the string that has been extracted in the
above step (with the help of the identifier that we got) and
append this decrypted text to the empty string initialized.
Now update the value of the position variable to the index
of the identifier. Repeat steps 4, 5, and 6 until we reach the
end of the string. Return the decrypted string.

DECRYPTION

Initialize an empty string to capture
he decrypted text and an index to 0 tg
store identifier position

Start parsing the cipher
text

Identifier found?

YES

|

Decrypt the text w.r.t the unigue identifier
found starting fram index position to
current positien of identifir

NO-

Update the value of index to
current position of identifier

Append the decrypted text to the
output decrypted string formed
so far

End of string?

Cutput decrypted text

(equal to input text)

Fig. 3. Decryption Module Flow Diagram

IV. PROBLEM STATEMENT

The two primary goals of our work are:

1) Proposing Algorithm. To conduct an in-depth study of
various encryption algorithmsthat are used, and to figure out
the loopholes in them. By bringing al the existing
algorithms together and merging their qualities, we try to
bring a solution that makes the encryption system efficient
as a whole. Based on our solution, we aim to derive and
present a few high-level guidelines, which would be
valuable to devel opers and deployment engineers.

2) Optimization. To identify bottlenecks and to draw out
action items to improve the overall performance of
encryption algorithms. On identifying bottlenecks, our goa
is to introduce and implement optimizations to alleviate
these bottlenecks.
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V. RESULTSAND DISCUSSIONS

Our aim in this paper was to come up with an algorithm and
technique that provides a better amount of security and
privacy of data through encryption. We have done deep
research on the existing encryption algorithms and figured
out their pros and cons. Due to the extensive use of the
same encryption algorithm for several years, the algorithms
have somewhat become extinct and easier to crack and
decrypt after noticeable attempts. Taking this point in mind,
we decided to use some of the existing algorithms and
extract their good qualities to create a hybrid method. Wein
this paper called it arandomized approach.

Text Encryption

Enter Text

This is demo for our research paper

Encrypted Text

U2FsdGVKX1/tDuRaDXNbDgacxubgG5fpQOc=@4U2FsdGVKXI/7HSK
amGBI09c8jbtXYe6qIng=@4U2FsdGVKX1/5ulSap/gl41PZzEhij3SMRXi
0291 Cpfi=@IU2FsdGVKX1+73x+lKe/GIvLouV7+/Fdwn3DPzi4tjk=@1

According to our prediction and idea, we assumed the new
agorithm to provide better results and be more efficient.
We ended up making a platform that would help the user
use this algorithm using a proper interface. The results that
we got were the proper encryption of the message using
randomly chosen algorithms and the application of
delimiters and also, we observed the message getting
perfectly decrypted with the help of delimiters used.

Text Decryption

Enter Encrypted Text

U2FsdGVkX1/tDuRaDXNbDgacxubgG5fpQOc=@4U2Fsd GVKX1/7HSKza|

Decrypted Text

This is demo for our research paper

The main focus of ours was to make the encryption process
more secure in such away that the attackers have no clue as
to which technique was used by the encrypt or for the
encryption ¥, This way, only the system knows what it has
done and how it has to be decoded.
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VI. CONCLUSION

In this paper, we studied the performances of various
encryption algorithms and their vulnerability to attacks and
identified a major bottleneck: Chances of encrypted codes
to be broken in the future with modern technology. Toward
this, we introduced a new method caled randomized
encryption 1. Finally, we introduced a solution that used
the positives of other encryption algorithms and works as a
hybrid. We know that the advent of technology has
increased the risks of Data thefts and compromising Data
Integrity. Through our proposed algorithm we have been
able to parry the above-mentioned issues. Even though by
any chance the Hacker gets the key of the system he won't
be able to hack into the system. Also, the algorithms used
by our proposed method are among the best encryption
algorithms up to date.
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