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Recommender Model for Secure Software
Engineering using Cosine Similarity Measures

Astrit Desku, Bujar Raufi, Artan Luma, Besnik Selimi

Abstract: One of the essential components of Recommender
Systems in Software Engineering is a satic analysis that is
answerable for producing recommendations for users. There are
different techniques for how static analysis is carried out in
recommender systems. This paper drafts a technique for the
creation of recommendations using Cosine Similarity. Evaluation
of such a system is done by using precision, recall, and so-called
Dice similarity coefficient. Ground truth evaluations consisted of
using experienced software developers for testing the
recommendations. Also, statistical T-test has been applied in
comparing the means of the two evaluated approaches. These tests
point out the significant difference between the two compared sets.

Keywords. Recommender Systems, Cosine Similarity, Software
Engineering.

I. INTRODUCTION

Today recommendation engines are used in many fields,

starting from mini news headlines on various socia media
pages, online articles from various news portals, providing
streaming services with watchable content, friendly requests
to join groups or individuas, al the way to various
e-commerce sites with their products available for purchase
[1, 2]. During daily use, recommendation engines can play an
important role in users’ decision-making regarding whether
they like the platform that servesthe data[3, 4].

In the sector of healthcare, there are a lot of systems that
help medica staff with decision-making based on the
recommendations provided by the system. These systems
will be able to predict patients health based on their lifestyle
or health issues from their relatives [5, 6]. In the field of
Software Engineering, usualy, most software developers
want to reuse their functional code or other developer’s code
in their daly development activity. This reduces
development time and uses proven functional code.
Therefore, a lot of developers when searching for useful
code, they also get served by background applications that
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utilize some machine learning algorithms that increase their
chances of finding the correct code [1]. One such approach is
to use Recommendation Systems in Software Engineering
(RSSES). The RSSEs are useful in some dimensions, like
improving system quality, helping developers with better
decison-making, increasing efficiency, and decreasing
expenses during the development processes and maintenance
phase [7]. RSSE can be useful in any phase of the
development processi.e. requirement engineering, designing,
programming, and testing [8]. There are different approaches
and techniques for modeling recommender systems, like
collaborative filtering, content-based filtering, and
knowledge-based recommendation [9]. This paper model a
recommender system for secure software engineering using
cosine similarity measurements continued from the datasets
produced during our previous paper in [10].

[I. RELATED WORK

Data analysis for recommendation engines is mainly
statistical analysis [11] and those most relevant to this paper
are mentioned below. Adaptation of the cosine similarity
method as described by [12] was used to create product
similarity evauation leading to the creation of customer
recommendation score applied for content-based filtering.
Their model was applied to both the customers and products.
Using customer’s transaction behavior they proposed new
products that the customer would more likely purchase.
Authors calculated the accuracy of their recommendations
through precision and recall for scores on product similarity,
achieving 100% and 93.47%, respectively. In [13] it was
presented a similarity function by using weighted distance
similarity to find similarities between users in the Movie
Lens dataset.

Three different algorithms (K-means clustering,
hierarchical clustering, and cosine similarity) are used in [14]
to find similarities between the description of movies and
books. Furthermore, in [15] cosine similarity has been
applied to classifying Economic Journal Articles in the
Indonesian Language.

Authors used only the content from titles and abstracts.
Similarly, authors in [16] have applied cosine similarity to
the cancer category extracted from website-based news
articles. In the programming area for code recommendations
for C and C++, the authors of [17] used machinelearningin a
data-driven approach, extracting features at two levels of
granularity to create their build. Functiona level usage of
Control Flow Graph (CFG) allowed them to extract features
from various operations that appear in basic blocks, variable
definition, and usage. Measuring and identifying similar
documents/reports by authorsin [18] is based on class-based
indexing term weighting schemes such as TFIDF and TFICF.
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I11. RECOMMENDER MODEL USING COSINE
SIMILARITY MEASURE

Today exists different agorithms for similarity
measurements in text mining applications or information
retrievals, such as Euclidean distance-based metric, Jaccard,
Dice, Jensen- Shannon Divergence, and Cosine Similarity are
one of the most used [19,20]. By applying this technique,
different models can be generated with each different
measure based on the distance was chosen or distance
measure [21]. Based on the definition of the techniques of
Cosine similarity, the measure is aresult of the cosine of the
angle between two vectors of an inner product space [22].
Two cosine vectors that can be aligned inside the identical
orientation can have a similarity size of 1, while vectors
aligned perpendicularly can have a similarity of 0 [23]. The
cosine similarity for two vectors given is defined as:

Y- 4 By

IAITTIBI ~ 1)
J LA B, B

Documents in datasets usually are long vectors that have a
consideration of variables or attributes. In [11] to explain the
measure of two vectors it was given a simple example with
two vectors consisting of the following attributes: X
(1,2,0,0,34,0) and Y (5,0,0,6,7,0,0).

Calculation of the cosine similarity index for the given
example above is shown in Fig. 1, below

A'B

similarity = cos(8) =

xy=y/1X542X0+0X0+0X6+3X7+4X0+0X0=5.1

x| =v1X1+2X2+0X0+0X0+3X3+4X4+0X0=55

Y= +/5X5+0X0+0X0+6X6+7X7+0X0+0x0=10.5
xy 5.1
[Ixl] llyll  5.5%10.5

Cosine similarity(|x-y|) = =0.08

Fig. 1. The cosine similarity index calculation [4].

The following sections present a mode of
recommendation using cosine similarity. The proposed
model will use datasets presented in [10] by our previous
work. The model uses a dataset with three variants of them:
= CFG Dataset - contains data based on Control Flow
Graph structure

= CSl Dataset - contains calculated Cosine Similarity Index
for CFG Dataset

= Class Method Dataset — contains Methods of Classes
separated from the original dataset.

The CFG Dataset is adataset created by using the structure
of Control Flow Graph (CFG). A control flow graph is a
graph defined by the following formula:

G=(N,E), @)

Where the nodes are marked as N and represent statements
of the procedure and the edges marked as E represents the
transfer of the control between two statements. [24].

Using CFG will be able to track the flow of execution and
variable states. A node in a CFG represents a block of code
that will always run sequentially. Edges in a CFG represent
possible paths of execution. We have to implement a .NET
solution explained in detail in our previous work in [15], by
which the dataset was transformed as a dataset with CFG
structure The CSI Dataset is a dataset that was created after
the calculated cosine similarity index for CFG Dataset. The
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Class Method Dataset is a dataset created by the original
dataset after applying another .Net solution by which
methods of the class are separated from the class body. This
dataset structure has three columns. Class, Method Header
and Method Body. We used a pattern based on regular
expression or regex to identify the header of methods. A
regular expression by definition is a pattern that the regular
expression engine attempts to match in the input text. A
pattern consists of one or more character literals, operators, or
constructs.

Fig. 2 presents the relationship between the datasets

explained above.
Datasest with
GitHub
repositories

Dataset with
methods of
classes

CFG Datasets CSI Dataset

Fig. 2. Therelationship between datasets

The model use as an input parameter a snippet code from
developer users and return as output alist of class methods as
a recommendation Developer user will be able to choose
which proposed recommendation to use in their solution, in
the case when the recommendation engine propose more than
one recommendation.

Developer's
Start ——| snippet code

Searching in
CFG Dataset

it

-

No Yes
ecommendation *
Found
Searching in
CSl Dataset

Select ID with
highest CSI

Select
methods from
Dataset

ecommendation
list produced

Fig. 3. Recommender Model using Cosine Similarity
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A. How thealgorithm works

In thefollowing, it wasthe procedure of how the algorithm
works. To explain how the algorithm of the model generates
recommendations let’s use as input parameter this value
‘aesDecrypt’. At the same time, this value can be considered
as developer user snippet code:

= For this value algorithm first search in ‘CFG Dataset’ to
find the most similarity value.

= The next step is searching in ‘CSI Dataset’ to find data
with the highest cosine similarity index.

= Because the algorithm will return a lot of values, we
decide to get the top five selected values with the highest
CSl. For these data, the algorithm will search in ‘Dataset
with methods class’ to give the user full methods of
classes as a recommendation. In this case, the
recommender engine will propose arecommendation asit
is shown in the figure below.

MethodBody CosineSimIndex
this.aesKey = new MetroFramework.Controls.Metrg 67%
this.components = new System.ComponentModel. 65%
this.components = new System.ComponentModel. 65%
this.components = new System.ComponentModel. 65%
this.metroLabell = new MetroFramework.Controls. 65%

Fig. 4. Results after applying the algorithm for
recommendation

V. RECOMMENDER EVALUATION OF OUR
MODEL

The great challenge from a software engineering point of
view is addressing the relevance of recommendations for a
programmer’s code by the recommendation system tools that
will be used by the developer. Especially in cases when more
than one recommendation is suggested for the devel oper.

Establishing the quality of a recommender system usually
consists of comparison from predictions from different
algorithms, performances, or various mode sizes [25, 26].
But since the RSSE are in the evolutionary stage done on
limited hardware resources such as developer’s machines,
therefore these factors should be considered also, when
evaluating these systems. Our proposed model for generation
recommendation uses a cosine similarity approach and has
two evaluation criteria. First is automatically measuring the
effectiveness of the recommendation system through the
combined use of precision, recall, and F-measure. The second
is ground truth measurement of recommendations through
the experienced developers Since the recommendation
system tries to mimic how human uses the recommendation,
from entering a query, the system returns the results in form
of arecommendation, and the human then uses one or more
recommendations based on how relevant it is for the task.
The recommendation system tool could be adapted by code
change to use the same query again and potentially get
similar, better, or worse results [25].

A. Performance measures

Assessing recommendation system effectiveness’ is done
using precision, recall, and F1 measures which are applied to
the results of the queries. This provides a) al relevant
recommendations and b) filter’s out not relevant
recommendations Precision quantifies the number of true
positive predictions that belong to the positive class, i.e

Retrieval Number: 100.1/ijeat.E36280611522
DOI: 10.35940/ijeat.E3628.0611522
Journal Website: www.ijeat.org

146

International Journal of Engineering and Advanced Technology (IJEAT)

I SSN: 2249-8958 (Online), Volume-11 | ssue-5, June 2022

Precision is defined as the number of useful (relevant)
recommendations over the total number of recommendations,

o Recommendations ,¢jevant
Precision = - ©)]
RecommendationS;ytq; number
Recall quantifies the number of true positive predictions
made out of all positive examplesin the dataset, i.e. Recall is
defined as the number of useful recommendations over the

expected recommendations [ 25, 26]

Recommendations ,¢jevant
Recall = - 4)
Recommendationseypected

F-Measure or F-score provides a single score that balances
both the concerns of precision and recall in one number. The
F-Measure is interpreted as the harmonic mean of the
precision and recall and has been widely used by the
researchers[26, 25]:

_ (14 B?) = precision * recall
~ B? xprecision + recall

©)

The F-Measure alows being put greater emphasis on
either recall or precision by varying the assigning of the
parameter. In our case ( = 1) both precision and recall have
the same importance therefore = 1, which isaso known as.
F1 measure [27, 26].

In our case evaluating the cosine similarity for the
recommendation system was done using the following rules
for performance measures:

= Relevant recommendations: produced recommendations
with GitHub commit of more than five and a cosine
similarity index of more than 0.6

= Expected recommendations. produced recommendation
with GitHub commits of more than five

= A Totd number of recommendations. top 5
recommendations with the highest score on the cosine
similarity index.

mRecall

Precision M F1-Measure

CASE1 CASE2 CASE3 CASE4 CASES CASEG CASE7 CASES CASES  CASEL0

Fig. 5. Recommendation Performance measure

Average values of the performance measurements for data
in the Fig. 5 above: Recall = 0.94, Precision = 0.72 and
F1-measure = 0.80

B. Subjective Evaluation

Asit was mentioned previoudly, the evaluation process of
the RSSE simulates the usage of the tool by a human user,
therefore ground truth from the user developer was used in
this case. There are dozen user developers which will be
evaluating the same cases to
calculate performance.
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Their response is taken with a choice of relevant values
from oneto five, for each of the cases.

A value of one represents the lowest relevance, otherwise,
the value of five represents the higher relevance. Then
precision, recal, and F1-Measure are calculated for each
evaluated case and these are shown in Fig. 6 below.

F1-Measure

Precision

B Recall

CASE1L CASE2 CASE3 CASE4  CASES CASES CASE7 CASEB CASES  CASELD

Fig. 6. The performance measure for subjective
evaluation

Total average values of the performance measurements for
data in the Fig. 6 above are: Recall = 0.99, Precision = 0.89
and F1-measure= 0.93.

V. CONCLUSION

This paper presented an approach to generating a
recommendation for  Software Engineering using
recommender systems and applying the cosine similarity
technique to a dataset composed of a Control Flow Graph
structure. The results are measured using two types of
evaluations a) automatic performance measure performed by
model and b) subjective evaluation performed by
experienced developers. Based on the results of values for
precision, recall, and F1-measure, as expected the subjective
evaluation performed better. This opens an opportunity to
further explore model creation, potentially with API using
MS Visua Studio integrated programming options.
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