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Agenda

• Definitions
• Responsibility
• The planning phase
• QA
• The active phase
• Archiving/Publishing data
• QA



What is sensitive research data?

Research data:
Research data encompass all registrations, records and reports that are generated or occur during research, 
and that are considered as being of scientific interest and/or having scientific potential. These may include, 
but are not limited to, numbers, texts, source codes, images, films and sound recordings.

PRINCIPLES AND GUIDELINES FOR MANAGEMENT OF RESEARCH DATA AT UIT §2 (2021) 

Sensitive research data is data that needs protection due to legal, security 
or ethical reasons

• Ecological data – e.g. location data on vulnerable species
• Commercial interest 
• Potential misuse of information for unethical purposes
• Research which endangers the researchers
• Personal data – Special categories of personal information, and other types of sensitive 

information about individuals.
• Data on groups of people

https://uit.no/Content/761147/cache=1643213879000/PRINCIPLES%20AND%20GUIDELINES%20FOR%20MANAGEMENT%20OF%20RESEARCH%20DATA%20AT%20UIT.pdf
https://uit.no/regelverk/sentraleregler#v-pills-742423
https://uit.no/Content/761147/cache=1643213879000/PRINCIPLES%20AND%20GUIDELINES%20FOR%20MANAGEMENT%20OF%20RESEARCH%20DATA%20AT%20UIT.pdf


Personal Information 

All information that directly or indirectly can identify an 
individual person. 

All processing of personal information is regulated by The 
Personal Data Protection Act and EUs General Data 
Protection Regulation (GDPR)

Anonymized information are not considered personal 
information and the GDPR does not apply. How to avoid 
collecting personal data in your project.

Personal data are not necessarily sensitive, but the laws still 
apply. 

Direct identifiers: 
Name, ID number, photo, 
biometrics (fingerprints, voice)

Indirect identifiers: Information 
which in combination can lead to 
identification. Address, age, 
occupation. 

Take note: the different pieces can
originate from different sources. 
Read more at Datatilsynet

https://www.nsd.no/personverntjenester/oppslagsverk-for-personvern-i-forskning/hvordan-gjennomfore-et-prosjekt-uten-a-behandle-personopplysninger
https://www.nsd.no/personverntjenester/oppslagsverk-for-personvern-i-forskning/hvordan-gjennomfore-et-prosjekt-uten-a-behandle-personopplysninger
https://www.datatilsynet.no/rettigheter-og-plikter/personopplysninger/


Special categories data (GDPR Art.9)
- In the previous national Personal Data Act referred to as «sensitive data»

• Race or ethnic origin
• Political views
• Trade union membership
• Religious, spiritual or philosophical beliefs
• Data concerning sexual orientation or sexual life
• Health data
• Biometric or genetic data
• (Data relating to criminal convictions and offences (Art.10))



Researchers have a statutory duty to exert caution to ensure that research takes place in 
accordance with recognized norms of research ethics. (Research Ethics Act §4)

Resonsibility for data that requires protection 

The institutions are legally responsible for ensuring that the research carried out under their 
purview is conducted in accordance with recognized norms of research ethics. (Research 
Ethics Act §5)



As employees at UiT you are responsible that research data is managed according 
to best practices, institutional requirements and according to laws and ethical 
guidelines. 

This requires:
• Knowledge of research ethical obligations to:

o the research community
o collaborators 
o individuals and/or groups of people
o Society, nature and the environment

• Identification of potential ethical issues throughout the project period.
• Maintain care and attention to all stakeholders before, during and after the project 

is finished. 

Responsibility for data that requires protection 



The life cycle of research data

• Planning
• Well-defined roles and 

responsibilities
• Communication  
• Training 



The planning phase

The research questions Write a DMP

• Overview of amount and type of data

• Assess sample selection vs. population

• Relevant laws and guidelines

• Ethical reflection or impact assessment (DPIA)

• Notify NSD in case of personal data

• Pre-approvment by REK in case of health 

research 

• Clarify roles, rights and responsibilities. 

• Data management plan (DMP)



Relevant laws, guidelines and routines 
Guidelines at UiT
• Principles and guidelines for management of 

research data at UiT (2021)
• UiT – Guidelines for handling personal data in 

research projects
• Information security and data protection at UiT
• Guidelines for research ethics at UiT 
• Intellectual Property Rights regulations at UiT
• Ethical guidelines for projects with external 

collaborators. 
• Ethical guidelines for health research on Sami 

population
• Routines for health research at the Faculty of 

Health Sciences 

Laws
• The Research Ethics Act

(Lov om organisering av forskningsetisk arbeid)
• The Personal Data Act and GDPR 

(Personopplysningsloven og personvernforordninga)
• The Health Research Act

(Helseforskningsloven)
• Regulations on population-based health research 

(Forskrift om befolkningsbaserte helseundersøkelser)
• The Copyright Act

(Åndsverksloven)
• The Security Act

(Lov om nasjonal sikkerhet)

Norwegian resources
• The Research Ethics Library
• Data Protection Services at NSD  
• The Norwegian Data Protection Agency

https://uit.no/regelverk/sentraleregler#v-pills-742423
https://uit.no/regelverk/sentraleregler#v-pills-742423
https://uit.no/Content/755221/cache=1637158889000/Retningslinjer+for+behandling+av+personopplysningar+i+forskings-+og+studentprosjekt+ved+UiT+(oppdatert+300921).pdf
https://uit.no/Content/755221/cache=1637158889000/Retningslinjer+for+behandling+av+personopplysningar+i+forskings-+og+studentprosjekt+ved+UiT+(oppdatert+300921).pdf
https://en.uit.no/om/informationsecurity
https://uit.no/Content/711048/cache=1607340692000/Guidelines+for+handling+of+questions+regarding+research+ethics.pdf
https://uit.no/Content/754281/Regulations+for+securing+and+management+of+work+results+at+UiT.pdf
https://uit.no/regelverk/sentraleregler#innhold_694603
https://uit.no/regelverk/sentraleregler#innhold_694603
https://uit.no/forskningsrutiner/helsefak
https://uit.no/forskningsrutiner/helsefak
https://lovdata.no/dokument/NL/lov/2017-04-28-23
https://www.datatilsynet.no/regelverk-og-verktoy/lover-og-regler/om-personopplysningsloven-og-nar-den-gjelder/
https://www.forskningsetikk.no/ressurser/fbib/lover-retningslinjer/helseforskningsloven/
https://lovdata.no/dokument/SF/forskrift/2018-04-27-645
https://lovdata.no/dokument/NLO/lov/1961-05-12-2
https://lovdata.no/dokument/NL/lov/2018-06-01-24
https://www.forskningsetikk.no/en/resources/the-research-ethics-library/research-on-particular-groups/vulnerable-groups/
https://www.nsd.no/en/data-protection-services
https://www.datatilsynet.no/en/


The Norwegian National Research Ethics 
Comittees

• General research ethical guidelines

• Social science and humanities (NESH)

• Medical and health research(NEM)

• Natural sciences and technology (NENT)

• Guidelines for research on human remains

• Guidelines for internet-research 

https://www.forskningsetikk.no/en/guidelines/general-guidelines/
https://www.forskningsetikk.no/en/guidelines/social-sciences-humanities-law-and-theology/
https://www.forskningsetikk.no/en/guidelines/medical-and-health-research/
https://www.forskningsetikk.no/en/guidelines/science-and-technology/
https://www.forskningsetikk.no/en/guidelines/human-remains/guidelines-for-research-ethics-on-human-remains/
https://www.forskningsetikk.no/en/guidelines/social-sciences-humanities-law-and-theology/a-guide-to-internet-research-ethics/


Relevant groups and committees at UiT

• Privacy and information security office (Faggruppe for 
informasjonssikkerhet og personvern, IT-department)

• Information Security and Privacy Forum

• The ethics board (Forskningsetisk utvalg) 

• The data privacy officer (personvernombud): 
Sølvi Brendeford Anderssen

https://en.uit.no/om/informationsecurity#v-pills-705446
https://en.uit.no/om/informationsecurity#v-pills-705453
https://en.uit.no/research/ethics/art?p_document_id=723911


Approval by ethical boards
- What is the practice at UiT (Norway in general)

• Personal data – notification to Sikt (NSD)
• Health data – Approval from The regional comitees for medical and health

research ethics (REK).
• Ethical assessments…

Comitees at UiT 
• Forskningsetisk komité ved Institutt for psykologi (IPS)
• Etisk utvalg ved HSL-fakultetet

https://www.nsd.no/en/data-protection-services/notification-form-for-personal-data
https://rekportalen.no/#hjem/home
https://en.uit.no/research/ethics/art?p_document_id=723912#modal_763332


Ethical self-assessment
A systematic ethical process to identify, reflect upon and manage ethical 
challenges within research projects. 

• Define the problem
• Evaluate options for handling them 
• Assess the selection of participants
• Assess the data needs
• Evaluate what values are at stake and what considerations are needed for 

the different alternatives
• Decide which values and considerations to prioritize 
• Strategies to minimize risk
• Involve the participants?



• Individuals lacking capacity for consent
• Economically disadvantaged
• Individuals susceptible to undue influence
• Ethnic minorities

Stricter ethical rigor: 

• Selection, recruitment and initial contact
• Assessment of capacity for consent and voluntariness
• Confidentiality
• Follow-up during and after project ends.

The power asymmetry between 
researcher and participant

Article on vulnerable groups in The Research Ethics Library

https://www.forskningsetikk.no/en/resources/the-research-ethics-library/research-on-particular-groups/vulnerable-groups/


CARE Principles for Indigenous Data Governance
Ethical guidelines for indigenous data.

https://www.gida-global.org

https://www.gida-global.org/




Health research data: Preapprovement by REK Nord

• Required for all projects subject to the 
Health Research Act

• Project leader is responsible

• A project protocol must be provided 
with the application

• To check if your project needs approval, 
you may submit a request for pre-
assessment (fremleggingsvurdering)

https://rekportalen.no/#call/201/details


Health data from the Sámi population
Ethical guidelines for sami health research are meant to 
strengthen the collective rights of the Sámi's as Indigenous 
Peoples in research projects.  

In Sami health research a collective consent is required.

The authority to give such a consent is delegated by the 
Sami Parliament to an expert committee. 

Applies to research 
• on Sámi people as groups.
• In municipalities and regions were Sámi make up a 

majority or a considerable part of the population.
• Where Sámi language, culture, tradition and/or 

history is relevant.

Application form for Sami collective consent 

https://uit.no/regelverk#v-pills-669612
https://sametinget.no/barnevern-helse-og-sosial/etiske-retningslinjer-for-samisk-helseforskning-og-kollektiv-samtykke/sakkyndig-etisk-komite-for-samisk-helseforskning/


Personal data: Duty to notify Sikt Personal 
Data Protection Services (former NSD)

Duty to notify (meldeplikt):

• All projects processing personal information must notify Sikt.

• The form must be submitted at least 30 days before the data 
collection starts. 

• Sikt assess whether the processing of personal information is 
legal and will give feedback on the notification.

• The feedback from Sikt (to be considered an approval) is your 
documentation that you are processing the data in a legal way.  

• Sikt does no ethical assessments beyond checking the legal 
aspects related to personal information. 

• Read more about the notification form at Sikt

Services provided by Sikt

• Supply legal advise on personal data 
protection for research purposes. 

• Registry of projects handling personal 
data on behalf of UiT. Sikt perform 
«pre-approvals» and follow-ups on 
projects. 

• Archiving data about humans and 
society that cannot be archived in an 
open archive.

https://www.nsd.no/en/data-protection-services/notification-form-for-personal-data


Lawful basis for processing
Definition: Processing of personal information encompasses any action relating to personal 
information, including but not limited to, collecting, registering, storing, analyzing and distributing. 

All processing of personal information must have a lawful basis (article 6 nr. 1 in GDPR)

The most relevant lawful basis for research are:
• Concent (6.1.a), 
• For tasks carried out in the public interest (6.1.e)

Sikt (NSD) recommends consent as the lawful basis of choice

If «task carried out in the public interest» is used as the lawful basis, the data processing must be 
considered essential in order to perform a task deemed necessary for the interest of the public (a 
purpose related to scientific or historical research).  

As a rule of thumb, it is not legal to process special categories data unless one of the exceptions
in article 9 are fulfilled.

Learn more about legal basis at Sikt 

https://www.nsd.no/personverntjenester/oppslagsverk-for-personvern-i-forskning/samtykke-og-andre-behandlingsgrunnlag


Data Processing Impact Assessment (DPIA)

The Personal Data Act (Art.35) requires a DPIA when:
o Special categories data
o Vulnerable groups
o Transfer outside of Europe 
o Use of new technology
o Particularly complex or extensive data collection (time, geographic reach, 

population size)
o In high-risk projects a pre-consultation with The Norwegian Data Protection 

Agency is required.

A systematic description of data processing, purpose, risk and measures to minimize risk. 

Must assess and convince that the quality and usefulness of the study justifies the privacy 
disadvantage for the participants, as well as demonstrate measures to minimize the risks 
as much as possible. 

The Norwegian Data Protection Agency has guidelines and a checklist for how to perform a DPIA (Datatilsynet)

https://www.datatilsynet.no/en/


Data Management plans (DMP)

Project subject to notification to NSD,
use their online tool:
https://www.nsd.no/en/create-a-data-
management-plan

Project funded by EU, 
Use templates on the DMPOnline platform
https://dmponline.dcc.ac.uk/

All other projects, the UiT template:
DMP template in the Research Data Portal

Required according to Principles and guidelines for management of research data at UiT

Help and resources:

• Guide with the required contents of a DMP 
• The Research Data Portal at UiT
• The webinars on research data managment
• Contact the Library researchdata@hjelp.uit.no for help and 

feedback.

https://www.nsd.no/en/create-a-data-management-plan
https://www.nsd.no/en/create-a-data-management-plan
https://dmponline.dcc.ac.uk/
https://en.uit.no/research/research-dataportal/art?p_document_id=726373#modal_726377
https://uit.no/Content/761147/cache=1643213879000/PRINCIPLES%20AND%20GUIDELINES%20FOR%20MANAGEMENT%20OF%20RESEARCH%20DATA%20AT%20UIT.pdf
https://en.uit.no/research/research-dataportal
https://en.uit.no/research/research-dataportal/art?p_document_id=726396
mailto:researchdata@hjelp.uit.no


Collaborations on data handling

• Clarify roles, rights and responsibilities 

• Establish a common agreement and routines on how data should be 

handled within the project. 

• GDPR applies only within EU/EØS. For transfers outside of Europe a specific  

ground for transfer.

• When data is to be processed by external actors, use a Data Processing 

Agreement – Templates for agreements  

• Consider potential costs of data processing and storage

https://uit.no/om/informasjonssikkerhet#innhold_675422


Start with a common overview of the material to be collected

Digital data handling within
Artful Dementia Research Lab

• Who should have access
• Where to store

https://zenodo.org/record/5565094
https://zenodo.org/record/5565094


The active phase

Document

StoreCollect

Analyze

• Classifying files
• Secure storage
• Informing participants
• Documentation of consent
• Anonymization



Secure handling and storage 
• Guidelines for classifications of files at UiT

• Encrypting of files to be transferred or stored on hardware

• IT-services and systems – what can you use for your data?

• Establish secure routines for transferring data

• Access control

• Store keys and code sheets separate

• Routines when using private equipment

• Nettskjema Survey Dictaphone app

• Tjenester for sensitive data (TSD)

More info:

• Information security and data protection at UiT
• Webinar: Storing research data

https://en.uit.no/om/informationsecurity#innhold_683826
https://uit.no/om/informasjonssikkerhet#kapittel_639081
https://uit.no/Content/754751/cache=1636628241000/Rutine+for+bruk+av+privat+utstyr+ved+behandling+av+personopplysninger+i+forsknings-+og+studentprosjekter+-+v1+-+vedtatt+10-11-21.pdf
https://uit.topdesk.net/tas/public/ssp/content/detail/knowledgeitem?unid=d4d8cf03-64e1-43a2-b34d-3e5976199ac2
https://uit.no/infrastruktur/enhet?p_document_id=668867
https://en.uit.no/om/informationsecurity
https://site.uit.no/rdmtraining/lagring-av-forskningsdata/


Duty to inform
The information letter should be short, and easy to comprehend for 
the target group

• Purpose of the project and possible consequences for 

the participants. 

• How the data will be used, and what will happen to it 

after the project is finished. 

• Inform about the rights of the participants and provide 

contact information to enquire more information. 

SIKT provides templates for information letters and consent forms

https://www.nsd.no/en/data-protection-services/notification-form-for-personal-data/information-and-consent


Concent

• Voluntary

• Should be as easy to withdraw the consent as giving it  – no consequences to 

withdraw. 

• Should be an active opt-in

• Clear and explicit information

• Should be granular and specific

• Should be documented

SIKT provides templates for information letters and consent forms

Explicit consent when the data is sensitive, 
or the data will be shared. 

https://www.nsd.no/en/data-protection-services/notification-form-for-personal-data/information-and-consent


Issues with informed consent 

• In rare cases, informing the participants may invalidate the data.

• Unexpected information – participants can reveal information about 

3rd parties or special categories data.  

• Lack of capacity for informed consent - collect consent from legal 

guardian.

SIKT provides templates for information letters and consent forms

https://www.nsd.no/en/data-protection-services/notification-form-for-personal-data/information-and-consent


Anonymized or pseudonymized

De-identified information (pseudonymized)
Identifiable information is removed or hidden, but can be reconstructed 
(keys, code sheets). 

De-identified information is not anonymous in the legal sense. GDPR still 
applies.  

Anonymized data cannot lead to re-identification!
- If re-identification is possible, the data are de-identified, 
not anonymous. 



Methods for anonymization

• Removing information (permanent)
• Masking
• Pseudonymization (permanent or reversible)
• Generalization 
• Aggregation
• Synthetic data

The Personal Data Protection Comission: Guide to basic anonymisation techniques, 2018

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Guide-to-Anonymisation_v1-(250118).pdf


The process of anonymization can be iterative

Personal 
data

Data stays as  
personal data

Anonymized
data 

Anonymization
None or 

minimal risk

The figure is adapted from: The Personal Data Protection Comission: Guide to basic anonymisation techniques, 2018

Evaluate

Yes
No

Technical, 
administrative or 

legal controls

Further
measures

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Guide-to-Anonymisation_v1-(250118).pdf


Challenges with anonymization

• Assess carefully the size of your selection and population.
• If possible, apply a quantitative measure of anonymity (k-

anonymity). 
• Anonymization will in most instances reduce the quality of the 

data. 
• Anonymizing qualitative data is particularly time 

consuming/challenging.
• The data protection officer at UiT: 

«Assessing whether data are anonymous requires extensive knowledge of 
the particular data in question as well as knowledge of the discipline.» 

Important: The researcher is responsible for making sure the data is 
sufficiently anonymized!



Project end: Archiving 
and sharing

Archive

Publish

• Deleting vs. preserving

• Long-term storing vs. archiving

• Open archiving vs. regulated 
access

• Essential question: What have 
the participants consented 
to? 



Long-time storage or archiving
Long-time storage – The researcher 
and/or group stay in control of the data. 
The data is stored on a closed data 
storage unit according UiTs guidelines.

Archiving – The data is deposited with the 
purpose that others should be able to  
reuse them. The archive can be open or 
closed. 



Requirements and expectations on data reuse 
and sharing
Norwegian Ministry of Education and Research

1: Research data must be as open as possible, 
as closed as necessary. 

2: Research data should be managed and 
curated to take full advantage of their potential.

3: Decisions concerning archiving and 
management of research data must be taken 
within the research community.

National strategy on access to and sharing of 
research data

UiTs Principles and guidelines for RDM

The researcher shall make research data 
openly available for further use to all 
relevant users, providing there are no legal, 
ethical, security or commercial reasons for 
not doing so.

Principles and guidelines for RDM at UiT

https://www.regjeringen.no/contentassets/3a0ceeaa1c9b4611a1b86fc5616abde7/en-gb/pdfs/national-strategy-on-access_summary.pdf
https://www.regjeringen.no/contentassets/3a0ceeaa1c9b4611a1b86fc5616abde7/en-gb/pdfs/national-strategy-on-access_summary.pdf
https://uit.no/regelverk/sentraleregler#v-pills-742423


Challenges when archiving data from studies on 
human participants 

Foundational principles of the GDPR: 

• Purpose limitation – personal data should only be collected for specified, 
explicit, and legitimate purposes. 

• Data minimization  – only collect the smallest amount of data you’ll need 
to complete your purposes. 

• Storage limitation – justify the length of time you’re keeping each piece of 
data you store. 

• The identifiable individuals have the rights to access, rectification, and 
erasure of their data. 

Read more at Datatilsynet

https://www.datatilsynet.no/rettigheter-og-plikter/personvernprinsippene/grunnleggende-personvernprinsipper/dataminimering/


Deletion or preservation

• Personal information and health data should not be stored longer than necessary 
to complete the project. A date for the deletion or anonymization is given in the 
decision from REK/NSD.

• Important to establish routines for deleting what needs to be deleted. 
• Lang-term storage of research data for follow-up studies or related studies must 

be approved by NSD/REK.
• In some instances, REK vil require storage for 5 years for the purpose of potential 

inspection (The Health Research Act  § 38). 
• If research data is to be stored longer than stated in the original consent, 

a new consent should be collected from the participants. 

McCrae, & Murray, J. (2008). When to Delete Recorded 
Qualitative Research Data. Research Ethics Review, 4(2), 76–
77. https://doi.org/10.1177/174701610800400211

https://doi.org/10.1177/174701610800400211


How to archive data from studies on human 
participants 
• Plan ahead. 
• Use Sikt/NSD as an advisor.
• It must be clear to the participants what will happen to the data after the 

project is done. 
• The consent should be granular and specific. 
• Assess whether parts of the material can be anonymized. Even though these 

data would be legal to publish, it remains ethically dubious if the participants 
were not informed of this intent with the data. 

• Choose the right archive



Which data can be archive openly and which needs 
access regulation?

Archive with
- open access to primary data, processed data and metadata 

Archive with
- closed/restricted access to primary data 

- open access to processed data and metadata

Archive with
- closed/restricted access to primary data and processed data

- open access to metadata

Archive with
- closed/restricted access to primary data, processed data and metadata



Archiving data with controlled access 
Data on humans and society

• To be archived at Sikt (NSD - Norsk senter for forskningsdata)

• NSD will accept data to be shared as open as possible but as closed as necessary. Data can not 
have more restrictive terms than necessary. 

• Sikt will advice on documentation and how the access can be regulated.
• https://www.nsd.no/en/archiving-research-data

Data from projects with commercial interests:
• Find an archive that offer an embargo period before the dataset is openly published. 

https://www.nsd.no/en/archiving-research-data


Archiving datasets in research data archives 
• Data files 
• Metadata
• Readme-file

Other supplementary documentation that should accompany the data if relevant:
• Notification form and evaluation from NSD
• Terms for reuse
• Information provided to participants and consent form.
• Data Processing Impact Assessment or ethical evaluation
• Data Processing Agreement

Learn more about archiving data and chosing the right archive on webinar on April 18th 



Help and training in research data managment

Series of open webinars on 
RDM: 
Site.uit.no/rdmtraining

Support from the publication 
and research support group
at the Library: 
https://en.uit.no/ub/research
andpublish

https://site.uit.no/rdmtraining/
https://en.uit.no/ub/researchandpublish
https://en.uit.no/ub/researchandpublish


Webinars on research 
data management

April 2023

Sign up here: 
https://uit.no/forskning/forskningsdata/art?p_document_id=721540

https://uit.no/forskning/forskningsdata/art?p_document_id=721540


Feedback: 

• skjema.uio.no/ubevalno

• Date: 13.04.2022
Emne: Sensitive data

https://nettskjema.no/a/ubevalno#/page/1
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