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Purpose

• Know UiT’s classification rules and their implications for storing data
• Know the importance of backing up data
• Know of UiT’s storage resources
• Know resources for

• Sensitive data
• Large amounts of data
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Storing vs Archiving

Storing
• Collecting
• Raw data
• Active data

• Analysis and computations
• Safekeeping

Archiving
• Deposit in archives
• Publishing

• Data made findable and reusable
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UiTs guidelines  for research data management:

UiT shall offer basic services for processing, storing, as well as archiving 
of research data,  either centrally at the home institution or in other 
suitable, quality assured infrastructure for storage and/or archiving of 
data
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Services for all users
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3 main points of information security

• Confidentiality
• Information is accessible only for users authorized for it

• Integrity
• Information is protected from unauthorized deletion and manipulation

• Accessibility
• Information is accessible to users when they need it
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In practical terms

Data should be

• Classified according to confidentiality

• Stored in a system that protects against unauthorized change and deletion

• Stored on a backed-up system to prevent data loss
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https://en.uit.no/om/informationsecurity

Classification

https://en.uit.no/om/informationsecurity
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• Information must be classified.  UiT Information Security Governance
System Chapter 3

• Guidelines in Chapter 4

• 4 classes: 

• The information owner is responsible for classifying

https://en.uit.no/om/informationsecurity#innhold_683826
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Criteria for classification classes
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https://en.uit.no/om/informationsecurity

Services allowed

https://en.uit.no/om/informationsecurity
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Services allowed
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You don’t want to experience this

https://montreal.ctvnews.ca/phd-student-offering-5-000-reward-after-car-thief-steals-all-his-
research-1.3700484

https://montreal.ctvnews.ca/phd-student-offering-5-000-reward-after-car-thief-steals-all-his-research-1.3700484
https://montreal.ctvnews.ca/phd-student-offering-5-000-reward-after-car-thief-steals-all-his-research-1.3700484
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• Integrity
• Availability

Store data on a secure 
backed-up system 
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Office 365

• Office 365 is UiT’s primary collaboration and storage tool

• Departmental shared disks are being moved to Teams/SharePoint
• The home folders have moved to OneDrive
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Office 365 for research data

Teams/SharePoint – groups and projects

OneDrive – personal storage.  NB!! Is deleted when users leaves UiT!
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Office 365 lets you share data

• Users you are sharing with must have an Office 365 account and can be invited as 
guests

• You administer sharing yourself
• ITA can help you

• To send (large) files: Sikt Filesender
• https://filesender.sikt.no/

https://filesender.sikt.no/
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M365 mer info:

• https://en.uit.no/it-brukerstotte/digitalarbeidsplass

https://en.uit.no/it-brukerstotte/digitalarbeidsplass


Research data @ UiT

Other local resources

• CLARC – Long term storage
• Stores data in UiT’s cloud based datacenter in Microsoft Azure
• Service levels:

• Hot
• Cool
• Archive

• Cost model:
• Cost for projects (350/200/25)  NOK/TB/Month
• Base Quota 5000 NOK/år per project

• More info CLARC i TopDesk

https://uit.topdesk.net/tas/public/ssp/content/detail/knowledgeitem?unid=aec56b38-d6ba-4060-99e9-533c7c8b3810
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My desk drawer is not unique:
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Store your data in central servers

• UiT quite literally has drawers full of research data

• We can offer you a safer storage option in centrally backed-up systems
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Instrument/laboratory data

• The challenge:
• Instruments live much longer than their control PCs

• Software may not run on modern operating systems and can not be updated.
• PCs must be restricted to closed networks

• Users transport data using USB memory sticks

• ITA service for automatic central storage from instruments
• Storage from several instruments
• Remote Desktop access to instruments
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Data with special needs

• Large amounts of data

• Sensitive data



Research data @ UiT

Projects with LARGE storage needs
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National e-infrastructure for high-performance computing and storage

• Supercomputers in Tromsø og Trondheim

• Storage through NIRD - National e-Infrastructure for Research Data
For storage needs from 10TB and above

• Has its own resource allocation procedures
• More info: https://www.sigma2.no/

https://www.sigma2.no/
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Storing sensitive data

Red data can be stored in Office 365 on 2 conditions

1. Your account must be set up with 2-factor authentication – all UiT accounts are

2. Data must be protected with Azure Information Protection (AIP)
• Built in tool in Office programs (Word, Excel)

• Can protect other file formats through a manual procedure
• Requires decrypting before you can work on file
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Azure Information Protection

• Built in tool in Office programs like Word, Excel
• Encrypts data according to classification
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Services for Sensitive Data

• UiT buys this service from UiO
• Closed environment for storage and analysis

• Statistics
• NVIVO

• Very high level of security
• Strict controls of data import and export
• All projects totally isolated from other projects

• Nettskjema can send encrypted forms directly to TSD
• Smartphone Dictaphone app can send directly to TSD
• For more info : TSD web pages

• Cost for projects: NOK 15000 / year

• UiT ITA can give limited local support.

https://www.uio.no/english/services/it/research/sensitive-data/index.html
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ITA work in progress

Cloud-based services – the future of ITA at UiT
Applications and storage – increased flexibility and dynamics
Cloud-based student labs –in use
Departmental shared drives moving to SharePoint

Better tools for red data
HUNT Cloud will be available for UiT users
Remote Desktop-tjeneste for red data  – «TSD Light»
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Take home message

• Know your data and classify them accordingly
• Store your data with backup on an appropriate system
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More info and help

UiT Research Data Portal:
https://uit.no/forskningsdata

E-mail:
researchdata@hjelp.uit.no

https://uit.no/forskningsdata
mailto:researchdata@hjelp.uit.no
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Evaluation
• We are constantly working to improve the content of our

webinars. Feedback from you will be of great help to us.

• Here: Skjema.uio.no/ubevalno

• Date: 16.4.2023

• Course code: Research data

http://Skjema.uio.no/ubevalno


researchdata@help.uit.no

Erik Axel Vollan
Huw Grange
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