
Best practices for sharing data 
in a generalist repository

December 8, 2022
GREI Collaborative Webinar Series

Generalist Repository
Ecosystem Initiative



Generalist Re
Ecosystem Initiative



GREI Collaborative Webinar Series: 
Data Sharing in Generalist Repositoires
Webinar 1: Introduction to Generalist Repositories for NIH Data Sharing | Thursday, September 15

● Learn what a generalist repository is, including key repository features and data sharing use cases.
● Find out how generalist repositories fit into the NIH data sharing landscape & NIH Data Management and Sharing Policy.

Webinar 2: Meet the GREI Generalist Repositories | Wednesday, October 12

● Panel discussion with the 7 generalist repositories participating in the NIH Generalist Repository Ecosystem Initiative 
(GREI).

● Common features and capabilities across repositories as well as repositories that support specific use cases.

Webinar 3: How to include generalist repositories in your NIH data management and sharing plans | Thursday, November 10

● Learn how to include generalist repositories in data sharing plans as part of your preparation for the new NIH Data 
Management and Sharing Policy beginning in January 2023. 

● This webinar will idescribe plans to use a generalist repository in a Data Management and Sharing Plan, and preparing for 
data sharing and reporting

Webinar 4: Best practices for sharing data in a generalist repository: Metadata, data preparation, and reporting | Today!

Slides and Recordings available: https://doi.org/10.17605/OSF.IO/JZU37

https://doi.org/10.17605/OSF.IO/JZU37
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Topics covered today

1. Data preparation:
a. File types, format, documentation, licensing 
b. Additional considerations for human subjects data

2. Metadata: How to generate complete, high quality metadata for your 
data in a generalist repository
a. Leveraging persistent identifiers
b. Describing data for discovery and reuse

3. Reporting: data metrics, citation, reporting to NIH



Generalist Repository 
Ecosystem Initiative



https://doi.org/10.6084/m9.figshare.21318270

https://doi.org/10.6084/m9.figshare.21318270


https://datascience.nih.gov/data-ecosystem/exploring-a-generalist-repository-for-nih-funded-data

https://datascience.nih.gov/data-ecosystem/exploring-a-generalist-repository-for-nih-funded-data


Data Preparation



Data Preparation

● File Types
● File Formats
● Documentation
● Licenses



File Types, Format, Documentation 

https://zenodo.org/record/7189481#.Y4-AvOzMJmA

https://zenodo.org/record/7189481#.Y4-AvOzMJmA


Best Practices: File Types and Formats

Ideal:

● Non-proprietary/Open format
● Commonly used in research 

community
● Unencrypted
● Uncompressed

Other options:
Include information about:

● Version
● Software name and creator, and 
● Include additional information in 

the readme file to assist users of 
the data.

Resources:
https://www.loc.gov/preservation/digital/formats/
https://www.loc.gov/preservation/resources/rfs/TOC.html
https://libguides.princeton.edu/c.php?g=102546&p=665864

https://www.loc.gov/preservation/digital/formats/
https://www.loc.gov/preservation/resources/rfs/TOC.html)
https://libguides.princeton.edu/c.php?g=102546&p=665864


Best Practices: Documentation

Ideal:

● Codebooks
● Code files
● Measures (including 

copyright information)
● Readme files

Supplemental:

● Sample consent forms
● IRB approval documentation
● Any additional documentation to assist 

users in understanding the data 
collection, organization,  and structure 
of the study



File Types, Format, Documentation

Folder hierarchy support

Computational 
workflow file 
support

Tabular data support
File level Provenance support

File level access control



Licensing 



Best Practices: Licensing

Resources:
https://creativecommons.org/licenses/
https://opendatacommons.org/licenses/

When CC0 is not an option, consider: 

● Irrevocability of licenses
● Type of material to be licensed
● Nature and adequacy of rights
● Type of License
● Any additional provisions
● How future users will reuse the data
● Special preferences

Ideal:

https://creativecommons.org/licenses/
https://opendatacommons.org/licenses/


Licensing 



Best practices with human subjects data*

*NIH’s desirable characteristics for Repositories Part II
Additional Considerations for Repositories Storing Human Data

https://grants.nih.gov/grants/guide/notice-files/NOT-OD-21-016.html


From NIH policy: Employs documented procedures to restrict dataset access and use to those that 
are consistent with participant consent (such as for use only within the context of research on a 
specific disease or condition) and changes in consent.

The consent form must explicitly describe data sharing and/or future use of research data 
● Will participants be asked for consent again each time data is shared?
● Scope of use – which diseases? 
● Will data will be combined with other data?

Broad consent example
“Information you provide in this study may be used in the future without your additional informed consent by other 
researchers to advance scientific research and public health. At this time, we do not know the specific details of 
these future research projects. These projects may involve bringing together information from this study with 
information from other studies or sources outside typical research settings.”

Additional examples
● NIA Informed consent template

● NIAID Informed consent template

● OSP Informed Consent for Secondary Research with Data and Specimens

Fidelity to consent

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiOg8u3heb7AhXsjYkEHSiFCSIQFnoECBEQAQ&url=https%3A%2F%2Fwww.nia.nih.gov%2Fsites%2Fdefault%2Ffiles%2F2022-03%2Fnia-informed-consent-template.docx&usg=AOvVaw0eQQ4vghOzIm3kex06LPZt
https://www.niaid.nih.gov/research/dmid-protocols-informed-consent
https://osp.od.nih.gov/wp-content/uploads/Informed-Consent-Resource-for-Secondary-Research-with-Data-and-Biospecimens.pdf


Privacy: Balancing Risks and Benefits



re-identification

123 Main St., Anytown, USA
Suzie



Privacy: Balancing Risk of Re-
identification vs Utility 

● What level of data transformation does the repository require for
reducing risk of re-identification?

● What privacy services or support does your institution offer?

Increasing data utility

Subject 123
Subject 890

Suzie Alice Jones
Subject 890

23 April 1961 DOB

Chicago, IL

58 years old
Aged 50-65 Aged 50-65

Investigative site
US

US

04Aug2017
Day 0

First dose of study
Study Day 0

Site 45678 

04Aug 2017 Study 

Drug
14 Aug2017 2nd study visitDecreasing risk of patient re-identification14Aug2017 Study 

Study Day 10Day 10



Managed Access
Overall risk of re-identification = level of data transformation   + 

type of data access

Increasing data utility

Suzie Alice Jones Subject 123
Subject 890 Subject 890

23 April 1961 DOB 58 years old
Aged 50-65 Aged 50-65

Chicago, IL Investigative site
US

Site 45678 US

04Aug2017 First dose of study 04Aug 2017 Study Day 0
Study Day 0

Drug
14 Aug2017 2nd study visitDecreasing risk of patient re-iidentification Study Day 10

Study Day 10

Governance: Do data requests go through a managed approval 
m  mprocess or can anyone get at the data without restriction?

Technical: Is the data accessible only in a secure enclave or 
mmworkspace or can users download the data to their own computers? 

04Aug 2017



Metadata



Leveraging persistent identifiers
A persistent identifier is a long-lasting reference to a resource. 

Aiming to solve for lost and broken links to important information through both 
technical and human failures.

Enables access to a resource even if it is moved to different locations or owners.

Creates opportunities for interoperability with many kinds of infrastructure and 
systems.

Key element in making data FAIR (Findable, Accessible, Interoperable, 
Reproducible)!



PIDs provide value and insight across research stakeholders

There are PIDs for people, places, and things

PIDs for people (researchers) include 
ISNIs and ORCID iDs

PIDs for places (research  organizations) 
include ROR and Funder IDs

PIDs for things (research outputs/inputs 
like grants, papers, projects, etc.) include 
Crossref and  DataCite DOIs, IGSNs, and 
more

https://orcid.org/0000-
0002-5989-8244

https://ror.org/05d5mza29

https://doi.org/10.17605/o
sf.io/jzu37

https://orcid.org/0000-0002-5989-8244
https://ror.org/05d5mza29
https://doi.org/10.17605/OSF.IO/JZU37


PIDs Enable Connections Across the Research Lifecycle 

https://osf.io/scayl/resources

OSF 
Preregistration Provide attribution to 

all of your 
collaborators. 
Acknowledgement 
will be synced with 
their ORCID iD if 
provided

All preregistrations get a 
DOI. All relationships 
with contributors, 
affiliations, and data are 
included in the DOI 
metadata

Verified contributor 
affiliations, which 
includes the 
institution’s ROR ID

Use DOIs to reliably 
connect research 
inputs and outputs 
including data, code, 
materials, and other 
supplements 
generated as well as 
resulting publications

https://osf.io/scayl/resources


Leveraging persistent identifiers



What can I do to leverage persistent identifiers?

● Get and use PIDs!

● Get an ORCID iD! → https://orcid.org

● Include relevant related PIDs in the metadata for your 
software, dataset, and paper PIDs, even if your 
repository or publisher says they’re optional.

● Use repositories that provide PIDs

https://orcid.org


Describing data for discovery and reuse

● Metadata supports discovery

● Metadata supports reuse



Describing data for discovery and reuse

● All GREI repositories support the DataCite metadata 
schema and may support others.

● Repositories will typically have some fields with built-
in controlled vocabularies and others that are free-
text.



Describing data for discovery and reuse



Describing data for discovery and reuse

* Ten simple rules for improving research data discovery | PLOS Computational Biology
https://doi.org/10.1371/journal.pcbi.1009768

** Disciplinary Metadata | DCC https://www.dcc.ac.uk/guidance/standards/metadata

● Title: Be descriptive, include data type, location, timeframe, and subject*
● Abstract: Describe the data and context of its collection, not the results of a study*
● Author name(s) and affiliation(s)
● Research domain
● Funding information
● Research facility
● Keyword(s): Add synonyms, broader or more specific terms*, use standardized vocabularies 

where possible**
● Related works



Describing data for discovery and reuse

Metadata in your README file

- Use accepted vocabularies for your discipline
- Summary of experimental efforts underlying this dataset
- Dates and locations of data collection (use standardized date formats)
- Description of file structure and contents
- Definitions of all variables, abbreviations, missing data codes, and units
- Links to other publicly accessible locations of the data
- Other sources, if any, that the data was derived from
- Any other details that may influence reuse or replication efforts

https://datadryad.org/stash/best_practices#describe

https://datadryad.org/stash/best_practices#describe


Reporting



Metrics and reporting

Provide updates on data management and sharing activities in annual 
progress reports.

https://sharing.nih.gov/

https://grants.nih.gov/grants/rppr/index.htm

https://sharing.nih.gov/
https://grants.nih.gov/grants/rppr/index.htm


Metrics and reporting



Learn More



https://doi.org/10.5281/zenodo.3946719

Common features and 
unique features

Common: 
Core Metadata
Persistent Identifiers
Discoverable
Flexibility
Open access, FAIR
Metrics

Unique: 
Output types
Storage, size limits
Licenses 
Review
Controlled Access
Visualization
Costs (Updated version 2!)

https://doi.org/10.5281/zenodo.3946719


Previous GREI Collaborative Webinars

https://doi.org/10.17605/OSF.IO/JZU37

Slides and videos 
available

More GREI webinars 
coming in 2023!

https://doi.org/10.17605/OSF.IO/JZU37


https://datascience.nih.gov/news/grei-workshop-january-24-25-2023

https://datascience.nih.gov/news/grei-workshop-january-24-25-2023


https://datascience.nih.gov/news/grei-workshop-january-24-25-2023

GREI Workshop

https://datascience.nih.gov/news/grei-workshop-january-24-25-2023


Questions for our speakers

Contact the GREI program
at GREI@nih.gov

mailto:GREI@nih.gov
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