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How SECANT stores and shares Cyber Threat Intelligence

The SECANT project aims to deliver a holistic framework for cyber security risk assessment for enhancing the dig-
ital security, privacy, and personal data protection in complex ICT infrastructures by placing an automated threat
detection form addressed to CERTs/CSIRTs that is capable of identifying threats and attacks, while promoting the
situational security awareness as a priority within complex ICT infrastructures, such as the healthcare ecosystem.

Within the SECANT platform, particular emphasis is given to the collection, extraction and sharing of Cyber Threat
Intelligence (CTI). To this end, the Threat Intelligence Module (TIM) is being developed whose main role is to
identify, gather, enrich and share CTI data. This is implemented by performing a both manual and automatic
collection of threats and vulnerabilities, by extracting and enriching this information by applying correlation tech-
niques and by assigning cybersecurity taxonomies in a dynamic manner.

The TIM collects data from several internal and external sources. With regard to the internal sources of an organ-
isation, the CTI data can be obtained from a variety of internal assets and events such as observable events that
have happened on an organisation’s internal network and hosts. In practice, these events can be anomalies in the
internal organisations networks, web logs or system logs. External sources include sources such as vulnerability
databases, CERT feeds, databases with Proof of Concept exploits, social media, forums, and relevant web pages
from the Surface Web and the Dark Web.

The output of TIM consists of CTI and enriched CTI, mapped to taxonomies and will assist the parallel pillars of
SECANT such as the vulnerability and risk assesment.

TIM comprises of four distinct sub-components which facilitate the difference functionalities, namely the CTI
Extractor, the Correlation Engine, the Dynamic Taxonomy Engine, and the Malware Information Sharing Platform
(see Figure). Each sub-module is responsible for specific functionalities including, data gathering, analysis, cor-
relation, dynamic, taxonomy allocation and storage. TIM will communicate with SECANT’s Interoperability Layer
(IPL) which will provide data such as logs and alerts of existing devices within the organisation. IPL module will
facilitate the collection of data from internal sources by gathering data directly from the devices (logs from legacy
devices) and the Technical Vulnerability Impact Assessment module (TVIA). Apart from data from IPL, internal
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Furthermore, TIM leverages the MISP platform for gathering CTI from other external sources such CTI reposito-
ries (e.g., MalwareBazaar) as well as store the extracted CTI from both internal and external sources.

The gathered information'is analysed in order to identify and extract IoCs and IoAs from the content. Subsequent-
ly, the extracted IoCs and IoAs compose the CTI entry that is enriched via simple and advanced correlation and
stored on MISP as a MISP event. In order to avoid storing personal data, TIM filters the collected data leveraging
a rule-based approach to either anonymise or pseudonymise any Personal Identifiable Information (PII). In addi-
tion to storing the output as MISP event, TIM supports the export in different formats such as PDF and STIX 2.1.,
thus facilitating the interoperability of the module. Finally, TIM supports the creation and dynamic adaptation of
taxonomies for cyber-attacks using among others, ML-based techniques whenever new threat intelligence infor-
mation-is inserted to the platform.

In conclusion, cyber security intelligence data plays a critical role in safeguarding our digital world from cyber
threats. By collecting, analysing, and interpreting vast amounts of data from various sources, cyber security
professionals can identify potential threats, vulnerabilities, and attack patterns and take proactive measures to
mitigate risks. However, cyber security intelligence data is only useful when it is relevant, accurate, and timely.
Indeed, the SECANT consortium takes into account this reality and has a rigid and thorough strategy to gather,
enrich and share accurate CTI.
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