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Executive Summary 

The CAPABLE project adheres to the Pilot on Open Research Data (ORDP) in Horizon 2020, which 

aims to improve and maximize access to and re-use of research data generated by actions.  

In this context, the present document - Data Management Plan (DMP) - addresses the relevant 

aspects of making data FAIR – findable, accessible, interoperable and re-usable. The present DMP 
has been updated at the end of project reporting period 2 (end of 2022), after a first version of the 

document has been delivered at project month 6, as D1.2. The DMP is intended to be a living 

document in which information can be made available on a finer level of granularity through updates 

as the implementation of the project progresses and when significant changes occur. 

The DMP describes the data management life cycle for the data to be collected, processed and/or 

generated by a Horizon 2020 project. As part of making research data FAIR, the DMP includes 

information on: 

● the handling of research data during & after the end of the project 

● what data will be collected, processed and/or generated 

● which methodology & standards will be applied 

● whether data will be shared/made open access and 

● how data will be curated & preserved (including after the end of the project). 

In order to comply with the expectations for the content of the DMP, the present document adopts 
the template the European Commission provides with its Horizon 2020 funding guide: 

https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-

access-data-management/data-management_en.htm#A1-template 

 

 

 

 

 

 
 

 

 

 

 

 

 

 



 
 [Data Management Plan] [D1.2] 

H2020-875052 Page 6 [Public] 

 

1. Data Summary 

1.1 What is the purpose of the data collection/generation and its 

relation to the objectives of the project? 
 

The overall objective of CAPABLE is to combine the most advanced technologies for data and 
knowledge management with a sound socio-psychological approach in order to develop a coaching 

system for improving the quality of life of cancer patients. The system aims at early detecting and 
managing cancer-related issues and at satisfying the needs of patients and their home caregivers. 

Ultimately, CAPABLE will exploit several different datasets using AI techniques to effectively monitor 

individual patients, with the final goal to improve quality of life after cancer treatment. 

More specifically, the data collection and analysis activities in the CAPABLE project will help achieve 

the following objectives: 

 

● Identifying, classifying and ranking new cancer patients’ and their home caregivers’ needs, 
mostly leveraging on data provided by the AIMAC patients’ association, interviews and 

questionnaires to be administered in the requirements elicitation work package (WP2). 
● Improving patients’ compliance to treatment by acquiring Patient Reported Outcomes (PROs) 

and Patient Reported Experiences (PREs). 

● Collecting data for early identification of deterioration in quality of life or emotional issues. 
● Improving healthcare professional workflows by promptly identifying priority patients and 

shortening the duration of control visits due to a better understanding of the patient 

conditions, thanks to data collected in-between visits at the patient home. 
● Identifying adverse events of (relatively) new therapies or unknown long-term effects of 

cancer treatment. 
● Developing new, data-driven AI models for the course of cancer, which could drive more 

personalized interventions. 

1.2 What types and formats of data will the project 

generate/collect?  
 

The system will rely on both data already available to partners at the beginning of the project and 

on data that will be collected during the clinical study, which will last the entire fourth year of the 
project. The clinical study, that will take place at three clinical partner organizations NKI, ICSM and 

Policlinic of Bari (BARI, in the following) will enroll a set of different cancer patients including: renal, 

lung, prostate, H&N, breast, thyroid gland (ICSM and BARI);and melanoma patients (NKI). Thus, 
the data collected by the project pilot will be focused on these cancer patient populations, but many 

of the findings intend to be generalizable to other cancer domains. Table 1 provides a summary of 

the data that CAPABLE will collect. 

All the data collected by the project during the pilot studies will be stored in a centralized data 

repository based on the OMOP CDM [1], in order to improve standardization and promote 
reusability. More detailed information regarding the format of the data collected by CAPABLE will be 

provided in section 2 - FAIR data. 
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Table 1 - Data generated and collected by CAPABLE 

Data collected during the pilot study 

DATA COLLECTED AT THE HOSPITAL 

Clinical history 

(comorbidities, 
allergies, 

hospitalizations, 
procedures, 

etc) 

Context 

(familiar, 
economic and 

social) 
 

Follow-up 

visits 
(adverse 

effects*, other 
signs and 

symptoms, 

psychological 
issues, 

treatment 

updates, 
supportive 

care, etc) 

Laboratory data 

(routine tests, 
biomarkers for 

specific 
cancers) 

 

 

DATA COLLECTED AT HOME  

Self-reported through the CAPABLE patient’s app  

Adverse effects 

of treatment 

Diet and Self- 

prescriptions 
(herbs, 

supplements, 

etc) 

Instrumental 

measures 
(weight, blood 

pressure, etc) 

Generic Quality 

of life 
questionnaires 

and behaviour-

detection 
questionnaires* 

Cancer-specific 

questionnaires* 
(EORTC 

questionnaires**) 

Caregivers’ burden 
questionnaires* 

Out-of-pocket 
costs 

Sick leave 
days -patient 

Sick leave 
days -

caregivers 

Behaviour/psyc
hological/social 

information 

(e.g. changes in 
family context) 

Other PROs or 
PREs 

Additional patient-

reported outcomes 
and experience not 

foreseen a-priori 

Automatically collected through mobile phones/sensors/wireless devices 

Patient’s use of 
mobile phones 

(indicating that 

patient is 
active) 

Body Sensors 
- wearables 

Physical 

activity, 
Temperature, 

Heart Rate, 

Sleep duration 
and quality 

Wireless 
devices 

Scale, 

Glucometer, 
Sphygmoman

ometer, etc 

 

Environmental sensors 
Temperature, Humidity, Air quality, 

etc 

 

Recommendations delivered by the guideline-based DSS and virtual coach directed at both 

patients and physicians 

 

*A comprehensive list of the questionnaire instruments that will be administered during the pilot study at the 

three clinical institutions is provided in the clinical study protocols of each of the institutions. 

** The European Organisation for Research and Treatment of Cancer quality of life questionnaire-C30 (EORTC 

QLQ-C30) is a widely used, cancer-specific, self-administered questionnaire with strong validity [2,3]. 
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1.3 Will you re-use any existing data and how? 
 

One of the main assets of the CAPABLE consortium at the beginning of the project is original and 

largely undisclosed retrospective data that, together with literature results, will be exploited to build 
AI-based models for predicting the disease course, the onset of adverse effects and patient 

behaviour and engagement. Retrospective data will also aid the requirement elicitation phase in the 

context of WP2. Table 2 summarizes the existing data that CAPABLE will be able to exploit. 
Deliverable D5.1 (also due M6) provides additional details regarding the retrospective data sets 

belonging to the project clinical partners as well as their anonymization procedures. 

 

Table 2 - Retrospective data available to CAPABLE at M0 

Data already existing at the beginning of the project 

DATA SETS BELONGING TO AIMAC, THE PATIENTS’ ASSOCIATION PARTNER (numbers 
refer to M0, and are increasing daily) 

Structured data about patients’ needs and 
issues reported (63.437 records available) 

Unstructured (textual) data available in 
the patients’ discussion forum (6,040,641 

page views; 905,476 visitors; 7863 

subscribers; 70395 messages) 

DATA SETS BELONGING TO THE PROJECT’S MEDICAL PARTNERS 

ICSM hospital NKI hospital 

Pseudanonymized dataset with: Initial 

treatments, adverse effects, treatment 

changes, complete disease course and 
outcomes for 343 patients (917 treatment 

lines), who have been followed-up for years. 

Anonymized dataset with: Clinical data, 

adverse effects, treatment and (long-

term) follow-up/survival data for 500 
patients.  

OPEN DATA 

Pollution and other air quality data from open data repository like the ARPA agency of 

the Lombardia Region 

 

1.3.1 Available data about kidney cancer patients at the ICSM Hospital in Pavia 

Retrospective data on 343 kidney cancer patients has been made available to the project. These 

data are collected within the international database IMDC (International Metastatic Database 
Consortium) for Renal Cell Carcinoma (RCC) in which ICSM participates. These data have the specific 

feature of including a long follow-up (up to a few years). Data include demographic information, the 

date of surgery and tumour characteristics (TNM classification, size, necrosis, Fuhrman Grade), and 
the basal renal function (Serum Creatinine). Moreover, data from the first-line therapy up to the 

fourth-line therapy are reported, namely the drugs used, the response type, the drug dosage 

modification if any. Weight and all the haematological parameters useful to establish risk 
(Haemoglobin, Lactate dehydrogenase, Neutrophils, Platelets, Lymphocytes, Serum Creatinine, 

Sodium and Calcium) are available at each therapy line. Metastases and their characteristics are 
reported (timing, sites, lymphnodes status), with particular details for brain metastasis, such as 

date of diagnosis, number of metastases, the size of the largest one, cerebral/cerebellar, symptoms 

at presentation, stereotactic radiosurgery, neurosurgery, and response data. The follow-up 
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information includes date of the last visit or follow-up termination for other reasons, date of death 

if it occurred, overall and progression-free survival. 

 

1.3.2 Available data about melanoma cancer patients at the Netherlands Cancer Institute 

Retrospective anonymized data on 500 melanoma patients followed up in the NKI-AVL hospital in 

The Netherlands has been made available to this project. The NKI does not have: any key linking 

identified subject ID; the NKI is not able to identify individuals from the anonymized dataset and 

the NKI and no other third parties are able to map or correlate the de-identified list of data that 

will be available in the consortium. Data is available from 2015 and include patients with a long 

follow up. Included patients in the dataset have been treated with immunotherapy (anti-PD1 or 

anti-PD1/anti-CTLA4 combination therapy). The dataset contains over 450 collected variables per 

patient and is therefore rich in data. Data include patient characteristics (age, sex, comorbidities), 

tumor characteristics (primary diagnosis date, type, location, size, Breslow, necrosis, staging), lab 

data specific for melanoma (S100b, LDH), information about metastasis (number, location), 

primary treatment details (treatment line, start/stop dates, drug type, dose, total administrations, 

changes in treatment and reasons why), details about surgeries or additional treatments (for 

example surgical lymph node removal or radiotherapy) and toxicities (grade 3/4) as a result of 

the therapy and the effects of these (hospitalization/surgery details). Lastly, the dataset has 

detailed data about the follow-up of the patients with follow up dates and the status of their 

disease at that moment (for example progressive disease /stable disease/death/complete 

response) and treatment episode.  

 

1.3.3 Available data from the AIMAC patients’ association  

AIMAC will provide the conversation texts from its patients Forum (http://forumtumore.aimac.it), a 

virtual place where those who faced or are facing cancer can meet, share their experiences and 
discuss. Moreover AIMAC will provide data about needs assessment. As a matter of fact, AIMAC’s 

operators are specially trained for accurate and timely registration of information requests received. 

All info requests received are detected through a specific survey form, supplied at the helpline and 
the 45 cancer information desks. In particular, they collect data on type of user, information needs 

expressed and response methods provided by the operator. On the basis of this form, for an optimal 
and unified management of the requests collected, an online database has been developed to which 

each operator has its own credentials for filling-in the online form. The systematic analysis of the 

data and requests received allows to have indicators and objective data in order to identify the 
profile of those who contact the information service and measure above all new information needs 

in order to provide increasingly targeted and personalized answers. For this reason, starting from 

the systematic analysis of the data, observational surveys have already been carried out. Data have 
been collected since September 2012 and obviously they increase daily. In the database, as of 

today, there are ~75000 records (each record corresponds to an inserted questionnaire). All data 
collected through the forms are stored in a database that can be exported in the most common 

formats (sql, csv, xml, excel, etc.). Raw data are available year by year, enabling to assess the 

evolution of needs over time. 

 

NOTE: for a detailed description, including data dictionaries, of the retrospective data already 
available to CAPABLE (M0-M6) please refer to deliverable D5.1 - Data ready for modelling and 

reasoning development, including procedures for anonymization /pseudo-anonymisation - and its 

appendices. 

 

1.4 What is the origin of the data?  
Retrospective data are made available by three clinical centers participating in the consortium 

(ICSM, BARI and NKI), as well as by the AIMAC patients’ organization. 
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Data collected during the pilot study will also be generated in the context of ICSM, BARI and NKI, 

with their participating clinical staff and enrolled patient cohorts. 

 

1.5 What is the expected size of the data? 

1.5.1 Data already available 

The data available from ICSM at M0 is currently stored in a REDCap database, which only consists 
of textual data. The 343 patients available account for < 1MB of storage space (281kb) when 

exported in csv format. 

The retrospective data provided by NKI has a size of around 10MB and will be exported in a Stata 

file. 

About the data provided by AIMAC, the survey results (provided in csv format) have a size < 1MB. 

The snapshot of the discussion forum at M0 consists of 18.2MB of textual data. 

1.5.2 Data generated during the pilot studies in Y4 

At the time of writing of the current updated version of the DMP (v2.0) the pilot studies have not 
started yet, and thus actual data regarding size of information collected by CAPABLE is not available. 

The estimates performed at the beginning of the project (i.e. DMP v1.2, corresponding to D1.2) are 

still valid.  

Since the number of patients we envision to enroll in the two pilot studies is rather limited (i.e. 

approx. 35 patients per site in the CAPABLE arm) also the size of their collected data should be 
comparable to what we declared in the previous section for the retrospective data currently 

available. Size-critical data types like genomics or raw diagnostic imaging will not be collected in 
the  pilot studies. Thus the nature of the clinical data generated by the project would be mostly 

textual and stored in an OMOP CMD compliant format, in the CAPABLE Data Platform component.  

1.6 To whom might it be useful ('data utility')? 
The data generated and collected by CAPABLE will constitute a valuable asset for researchers 

working in the cancer domain. This is true especially for clinical researchers that would have the 

opportunity, in addition to the data that is usually collected in clinical practice, to access 
semantically-integrated, highly detailed data coming directly from patients and their caregivers 

living in their own home environment. Collecting and seamlessly making available to clinicians 
patient-generated, patient-reported data items immediately allows shortening the feedback cycle 

between a patient and his care team. Accumulating well-integrated data in a centralized OMOP-

based repository contributes to the creation of a novel, highly reusable, data asset to be exploited 
for knowledge discovery and new evidence generation as well. Patients and their home caregivers 

will also have the opportunity to leverage the experience of patients in a similar condition, or who 
have just gone through a similar journey of cancer care, adverse events, and affected quality of life 

and wellbeing. Benefits from an educational as well as psychological standpoint of such a possibility 

should not be overlooked. Finally, clinical institutions and patient associations would be able to 
access a more detailed analysis of the actual needs and desires of cancer patients, and be able to 

design more effective supporting services (including e-health and tele-health initiatives) for their 

patient populations. 
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2. FAIR data 

2.1. Making data findable, accessible, interoperable, and Reusable 
 

CAPABLE WP3 is entirely dedicated to data interoperability through semantic technologies and 

FAIRification of CAPABLE data. Detailed information on the project-wide standards, methodological 

and technical solutions are provided in publicly accessible deliverables D3.1[4], D3.2[5] and 

D3.3[6]. In the present document we provide a compact summary of the same content, 

highlighting what’s more important for CAPABLE Data Management Plan. 

 

Data produced by the project will be made available through the Zenodo community that we set 

up for the CAPABLE project: https://zenodo.org/communities/capable. Zenodo provides DOIs for 

all available resources, along with metadata for each resource that is uploaded to the community.  

At the time of writing, all public project deliverables have been uploaded to the community 

(including the DMP, with tracking of its versions[7]), and at time of completion of the studies and 

publication of results, the same Zenodo community has been set up to host data supporting 

publications and specific analyses (e.g. the ones featured in upcoming deliverables of WP7 such as 

D7.8, D7.9 and D7.10). 

 

To facilitate data integration and exchange, the CAPABLE Platform needs to adhere to 

representation, modelling and terminology standards for data as well as metadata, which are 

accepted by the community. In particular we adopted:  

• HL7 FHIR Resources (using JSON format) for representation of patient-level data, as the 

HL7 FHIR approach is broadly applicable in the healthcare domain and is based on the 

REST paradigm that is a de facto standard in web-based services;  

• Vocabularies to reflect values of patients’ attributes, i.e., those from the Observational 

Health Data Sciences and Informatics (OHDSI) Vocabularies Repository, ATHENA, which 

consists of about 100 biomedical vocabularies; 

• HL7 FHIR Capability Statement as a specific resource to provide metadata, i.e., specify 

which resources are made available in the CAPABLE Platform, which interactions are 

allowed (create, read, update, delete), and which search parameters are supported. 

• DCAT (Data Catalog) standard to provide generic information about the CAPABLE Platform. 

With DCAT we have represented relevant metadata using commonly used semantic web 

standards, represented using the Resource Description Framework (RDF) approach, in 

Turtle syntax. This representation allows for providing qualified references to other data 

and metadata; 

• persistent identifiers. Using the w3id.org service, any resource can be provided with a 

globally unique, persistent, and resolvable identifier. 

 

The CAPABLE  system encompasses patient data and decision support guidelines, which the 

implemented information architecture intends to make maximally FAIR , in order to make the data 

Findable, Accessible, Interoperable and Reusable, while taking into account openness as well as 

privacy and security concerns. 

This was realised by means of the following components: 

• A register of globally unique, persistent, resolvable Unique Resource Identifiers (this 

registry provides identifiers starting with https://w3id.org/CAPABLE/ which redirect to the 

actual location of the identified resource); 

• A FAIR Data Point that complies with the FAIR Data Point Specification (the resources are 

provided via https://w3id.org/CAPABLE/fdp-catalog both for human processing in a web 

https://zenodo.org/communities/capable
https://w3id.org/CAPABLE/
https://w3id.org/CAPABLE/simplifier
https://w3id.org/CAPABLE/fdp-catalog
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browser and for machine-processing via a REST API and SPARQL endpoint. The metadata 

in this FDP is yet limited, due to the lack of agreement in the community on schemas and 

ontologies; 

• Data Catalog Vocabulary (DCAT) to represent metadata; 

• HL7 FHIR server to access data. Access depends on authentication and authorization; 

• A licensing policy. This is partially implemented, as desired licensing needs to be 

determined, agreed on, and aligned with any licences of (meta)data being reused. 

The implemented architecture provides a solid and standardized foundation for FAIR data, in 

which the metadata is separated from the data and will be available independent of the 

availability of the data, and can be expanded over time to adhere to current and future practices, 

and in which other data can be included if relevant. 

https://w3id.org/CAPABLE/simplifier-api
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3. Allocation of resources 

3.1 What are the costs for making data FAIR in your project? 
The costs for making data FAIR will be limited, and are part of the project budget, predominantly 

that of WP3. It encompasses: representation of data using appropriate standards, specification of 

relevant metadata, provision of data through a third-party repository. 

3.2 How will these be covered? Note that costs related to open 

access to research data are eligible as part of the Horizon 2020 

grant (if compliant with the Grant Agreement conditions). 
Costs will be covered by the project budget. 

3.3 Who will be responsible for data management in your project?  

The clinical partners of the consortium (ICSM, BARI and NKI) will be responsible for data 

management in the project. Their role of Data Controllers extends to both retrospective, pre-existing 
data provided to CAPABLE and to the data generated during the pilot studies in Y4. Other partners 

may have the role of Data Processors, and their obligations regarding data management are 
regulated by the consortium agreement and supplemented by Data Processing Addenda (DPAs) 

between the parties involved. An example of DPA used in CAPABLE at the time of consortium 

agreement signature is provided in Annex I. 

AIMAC will retain ownership and responsibility of their own data throughout the project. 

 

Finally, all partners potentially able to access data of patients enrolled in the clinical studies at one 
of the three institutions (ICSA, BARI, NKI) have signed an appropriate DPIA, as requested by the 

EU GDPR with the specific institution. Links to the signed versions of the DPIA are provided in Annex 

II. 

3.4 Are the resources for long term preservation discussed (costs 

and potential value, who decides how and what data will be kept and 
for how long)? 

Given the nature, expected size, and characteristics of data that will be shared we envision no added 
costs will need to be sustained for long term preservation of the data. A copy of the data will also 

be retained by the appropriate consortium members (ICSM, BARI, NKI, BIOM) for auditing (2 years) 

and obligation to keep records (5 years) purposes, as defined in the grant agreement. 
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4. Data security 

4.1 What provisions are in place for data security (including data 
recovery as well as secure storage and transfer of sensitive data)?  

Security in CAPABLE is achieved through protocols, policies and standards and all those aspects 

have been considered from the ground up in developing CAPABLE. The following figure illustrates 
how we are deploying the different CAPABLE Components. As it transpires, the diagram complies 

with the classical notion of a three-tier system encompassing zones such as Intranet, DMZ and 

Internet. More specifically, only adjoining zones may exchange some information while any 

communication is forbidden between Intranet and Internet zones. 

 

 

Figure 1: Diagram of CAPABLE components deployment in the hospitals 

 

The Intranet is the innermost security circle provided by institutions where the highest restrictions 
are enforced preventing any access from the Internet. Sensible data, such as those concerning 

patient names, social security numbers and the like may only be stored within this zone. For privacy 
purposes, at hospitals, patient data are often spread on at least two separate repositories located 

within this zone. One mostly stores demographic data useful for administrative purposes (e.g. 

patient name and address, social security, caregiver names and addresses, etc..) while the other 
one is devoted to storing clinical data. This arrangement performs some kind of de-identification 

and prevents the reconstruction of patient data issuing very simple queries on a single database 
granting different privileges to applications and system administrators. The various sources of 

information concerning the same patient may be linked through a system generated code. This 

procedure is only accomplished dynamically by applications granted the privilege to access the 

different sources, such as those for the medical staff. 

In CAPABLE the only Component devoted to persistent data storage is the Data Platform, which is 

therefore located in the Hospital Intranet. The system will only be accessed by the medical staff 
participating in the study and the patients will be identified by their enrollment number. Thus, no 

direct link is expected to be set up with demographic information stored in the EHR. On this basis, 
according to each deployment setting, the CAPABLE node may be stored on a separate zone of the 

Hospital Intranet. 

CAPABLE expects indeed to exploit clinical data available in the hospital EHR concerning patients 
enrolled in the study that have been acquired by means other than the CAPABLE system (e.g., 

scheduled visits). For that purpose, an additional Component named ETL will take care of accessing 
the EHR, translating the relevant data concerning patients enrolled in the study and importing them 

into CAPABLE. During the pilot study, this component will operate on a regular basis in an offline 

fashion possibly under the supervision of a staff member. In addition, the Data Platform database 

will be regularly backed up on a secondary database within the hospital premise. 
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For what regards data recovery, in case the data at the processors will be deleted or corrupted, the 

data providers can share again the data they provided as the original copy is also retained on their 
side. The actual data security management of the CAPABLE project will be active during the fourth 

project year for the studies data; all the patient data will be stored on virtual hardware within the 

premises of the respective hospital. 

The rest of the CAPABLE Components will also be located on the CAPABLE node accessing the Data 

Platform and contributing their partial interpretation for the case at hand. The only remarkable 

exception is the Front-End Server Component. 

The DMZ acts as a buffer between Intranet and Internet. It receives connections from the Internet 

and has access to the Intranet for fetching data or supplying new incoming ones. Thus, suitable 
policies are set up by the Information System department to enable the exchange of information 

on either side. Usually in this zone no sensible data must be stored nor accessed from the Intranet 

in order to prevent any leakage in case of any misconfiguration or exploiting attack. 

According to the CAPABLE deployment architecture the only Component located in this area is the 

Front End Server Component. This is expected to interface with the patient Smartphones and the 
doctor Desktop where the web application displaying patient information is accessed. No information 

is planned to be stored on the Front End Server Component except for technical cookies enabling 

sessions. The connections of the Front End Server Component towards the Intranet are expected to 
target only the Data Platform and the Case Manager. In the former case the purpose is reading 

patient data and entering new ones, while in the latter is for receiving notifications about events 
concerning patients that need to be forwarded to their Smartphones on the internet for triggering 

suitable actions. 

CAPABLE components, whether deployed on Intranet or DMZ, will access the Data Platform (both 
for read and write operations) through REST APIs which will comply with state-of-the-art network 

standards (e.g. TLS >= 1.2) and will also use proper authentication methods. All the technical 

details about communication and authentication methods will be incrementally defined and refined 
in WP4 during the design and development phase of the project, which will last until the last iteration 

of requirement collection (M24). 

The third zone of the 3-tier architecture is the Internet where no control may be enforced by the 

Information System Departments of any business. In CAPABLE the Internet will be exploited chiefly 

for reaching out to patients through their Smartphones. In this way they receive notifications by 
the CAPABLE system concerning advice to provide data useful for a better follow-up by the clinical 

staff or coaching actions with suggestions aimed at improving their compliance to the treatment. 
Through the same link patients may also spontaneously enter Patient Reported Outcomes or Patient 

Reported Experiences without being solicited by the system. Finally the same Smartphone link is 

exploited by clinical or ambient Sensors that regularly and autonomously provide information about 
some clinical parameters (e.g. temperature, heartbeat, blood pressure) or environmental conditions 

(e.g. humidity, temperature, location, etc...). The link to the Smartphones is provided by the Front-

End Server Component located on the DMZ which on its turn has access to the CAPABLE Components 

on the Intranet for providing the relevant services. 

The same Front End Server Component also hosts the Web Application that is accessed by the 
Desktop stations of the medical staff to oversee the patients enrolled in the study. If the medical 

staff will only connect from within the institution premises (i.e. the Intranet) accessing this service 

will be disabled from the Internet zone. 

The general architecture (and procedures, which must be considered altogether) of CAPABLE 

complies with privacy. By design, in fact: 

• All patient’s data inside the Data Platform (the only place where patient’s data can stay) are 

pseudonymized. The link between CAPABLE id and hospital id is managed (like in every 

study/trial) separately by the hospital. 

• We will collect exclusively data that are relevant for the project: because it is generated by 

some CAPABLE component or because it is among those that hospitals allowed to be 

imported from their HIS. 

• Also, the data access, thanks to the fact that it is not direct on the database but mediated 

by a software layer (the FHIR APIs indeed) allow to limit access to particular data for specific 
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components. Again, this is something that we, as a team, have not decided yet; but if we 

are arguing about design: using APIs is the best way to possibly do it. 

• The loosely coupled design and the fact that components will interact with web services 

allows to integrate state-of-the-art authentication and encryption technologies: these have 

not been chosen yet (we plan to do it next year), but design is compliant with them. 
Furthermore, having http call as the only way of exchanging information between 

components, allows a fine network route tuning. 

• Storage and processing of data are separated. 

 

 

4.2 Is the data safely stored in certified repositories for long term 
preservation and curation? 

In CAPABLE the only Component devoted to persistent data storage is the Data Platform, which is 

located in the Hospital Intranet. For long-term preservation of data, also beyond the validation 
studies completion, overall project duration and 2-5 years audit-required data availability, data will 

be deposited in the Zenodo CAPABLE community, which is managed in accordance to the open 
access policies that openAIRE project defined for H2020 projects. More details about safety, access 

control, data preservation, etc. can be found in Zenodo’s own policies 

(https://about.zenodo.org/policies/). 

 

https://about.zenodo.org/policies/
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5. Ethical aspects 

5.1 Are there any ethical or legal issues that can have an impact on 
data sharing? These can also be discussed in the context of the ethics 
review. If relevant, include references to ethics deliverables and 

ethics chapter in the Description of the Action (DoA). 

Deliverables from the CAPABLE’s WP7 thoroughly address this aspect, in particular D7.2[8], and 

D7.6[9]. Comprehensive regulatory and ethical documentation is included in those publicly 

accessible deliverables. 

 

5.2 Is informed consent for data sharing and long-term preservation 
included in questionnaires dealing with personal data?  

Yes, D7.1 and D7.6 [9,10] are dedicated to the ethical and regulatory requirements for the studies, 

including a substantial section on informed consent for study participants. 
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6. Other issues 

6.1 Do you make use of other national/ funder/ sectorial/ 

departmental procedures for data management? If yes, which ones? 

 

ICSM and BARI have their own DMP, according to the Italian and European policies on research and 
clinical data management, which applies to data generated and managed in the context of the 

project by ICSM and BARI. The hospital information system is integrated with regional health 
information systems; data management procedures (digital signature, data transmission, etc.) are 

issued by Lombardia and Puglia regional authorities. Both institutions have internal procedures that 

define how backups are performed and verified, the criteria for implementing business continuity 
and disaster recovery within their IT infrastructure, the standards followed for the implementation 

of database servers and for the encryption of data storage. 

 

The NKI has set strict conditions for the management of research data. According to The Netherlands 

Code of Conduct for Academic Practice and in accordance with NKI's policy on research data 
management, such data will be archived for at least 10 years, together with their accompanying 

metadata and documentation necessary to understand the data. 

 

The only sensible data that AIMAC owns is for its staff. All the other data collected from patients 

are anonymously stored within an internal database. In case of sensible data, AIMAC makes use of 

an external collaborator expert in data protection. 
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7. Glossary 

AIMAC  Associazione Italiana MAlati di Cancro (Italian association of cancer patients) 

BARI  Policlinic of Bari 

BIOM  Biomeris 

CC  Creative Commons 

DMP  Data Management Plan 

DoA  Description of Action 

FAIR  Findable, Accessible, Interoperable and Re-usable 

GDPR  EU General Data Protection Regulation 

H2020  Horizon 2020 framework  programme 

ICSM  Istituti Clinici Scientifici Maugeri (Clinical and research institute Maugeri) 

NKI  Netherlands Cancer Institute 

OHDSI  Observational Health Data Sciences and Informatics 

OMOP  Observational Medical Outcomes Partnership 

ORDP  Open Research Data Pilot 

PRO  Patient Reported Outcome 

PRE  Patient Reported Experience 
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9. Annexes 

     Annex I - DPA 
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Annex II – DPIA 

https://drive.google.com/file/d/1OySHQz47NfqrObZjiWsn0sIooyLwE8nc/view?usp=share_link  

https://drive.google.com/file/d/1PKTLb9vRW_ifCWn5UTxqAqjYe9MXqAlN/view?usp=share_link  

https://drive.google.com/file/d/1OySHQz47NfqrObZjiWsn0sIooyLwE8nc/view?usp=share_link
https://drive.google.com/file/d/1PKTLb9vRW_ifCWn5UTxqAqjYe9MXqAlN/view?usp=share_link
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