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Playfair is considered as one of the classical encryption symmetric methods,
it has a limitation of using just 5x5 matrix, which means only 25 English
letters could be represented. In this work, a 2D and 3D method is adopted as
an expanded matrix that encompass the overall American standard code for
information interchange (ASCII) codes in a permuted manner for all
symbols of any language. Any sort of the multi-dimensional matrix will
enhance the security by increasing the complexity on the attacker to try 256!
patterns of keys probabilities instead of 25!. The key-matrix is generated
from the chaotic maps for some control parameters as patterns of non-
repeating random numbers from 0 to 255 equivalent to their ASCII code
values. The security of the proposed method not rely only on the number of
key probabilities, but exceed that to: matrix dimensionality,
encryption/decryption algorithms, initial chaotic parameters, and key-matrix
values permutation. The efficiency of the proposed cryptosystem has been

investigated when tested on 784 samples according to security
measurements in which the obtained number of pixels change rate (NPCR)
(99.609) is very close to the ideal value, while the correlation plotting close
to zero (0.00058) and entropy near from 8 (7.9998).
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1. INTRODUCTION

Information security has become a major issue that affects everyone who uses the Internet to ensure
the integrity of data related to different sectors of life including health, scientific, commercials, financials,
and security aspects that are being shared between any entities. Institutions, corporations, and governments
all over the world are facing increasing numbers of cyber-attacks. Therefore, the data must be secure enough
prior to transmission using one of the efficient encryption techniques [1]-[3]. Cryptographic operations are
very important to invalidate the role of interception threats exercised by illegal third parties since encryption
converts secret data into indistinguishable patterns. Although the traditional data encryption standard (DES),
Rivest-Shamir-Adleman (RSA), and advanced encryption standard (AES) have achieved good results in texts
encryption, it is not the practical ideal choice for encrypting image, audio, and video files due to their
containing a large amount of data that needs high computation burdens [1], [3]-[5]. For more than a decade,
image encryption including scrambling-diffusion structures based on chaotic maps has attracted the interest
of researchers and professionals since it addresses the slowness of most encryption techniques. Thus,
diffusion processes will enhance the robustness of the algorithms and increase its resistance against different
attacks [2]-[4], [6]-[10].
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Previous related works to the cryptosystem targets for this paper are demonstrated as: according to
Arroyo et al. [8], a 16x16 dynamic matrix with multidimensional element-in-grid sequencer (MEGS)-based
modified playfair technique is proposed including: rotation, shifting, rolling, and crossover matrix operations
to be applied for password security or image steganography. The results indicate the ability of the suggested
method to surpass avalanche effect when tested on various length plaintexts (up to 1,000 characters) and
brute force attack analysis. According to Wang et al. [2], an encryption scheme for gray and color images is
presented based on a cascaded modulated chaotic system (CMCS) for generating key and block scrambling-
diffusion mechanism. To reduce the correlation between contiguous pixels, chaotic sequences is used to
achieve intra-block permutation. According to Alghamdi et al. [4], a secure lightweight image encryption
system is implemented based on logistic map and pre-shared SHA-2 key image, which is appropriate for real-
time applications and devices. According to Chai [7], the plain image is decomposed into multi-planes of 8
layers, then the encrypted image is obtained after performing in sequence diffusion and scrambling planes
operations. According to Laiphrakpam and Khumanthem [11], a robust image encryption method using
elliptic curves and chaotic systems is introduced as a result of mixing the random sequence with the pixels
value of the scrambled image using Arnold transform. According to Ye et al. [12], a hyper-chaotic system is
presented that have the ability to encrypt two images simultaneously, and thus reduce the execution time of
encryption. Image compression using compressive sensing is performed prior to encryption based on public
key elliptic curve method. According to Luo et al. [13], an image encryption technique inspired by
deoxyribonucleic nucleic acid (DNA) sequence with chaotic systems is presented. The parameters of a 2D
logistic sine map and 1D chaotic system are determined by hashing the original image with a 256-bit key.
Chaotic sequences are used to derive the DNA cryptosystem rule matrix. Then, rearrangement of rows and
columns are performed with inter/intra DNA-plane permutation. The cipher image is formed by performing
XOR processes between the DNA key matrix and the permuted original image.

This paper aims to develop the traditional playfair cryptosystem, by eliminating its limitations that
deals with just 25-English letters in 2D matrix except ‘j” character and in non-case sensitive mode, to a more
secure system using an extended multi-dimensional key matrix that encompass all the American standard
code for information interchange (ASCII) codes, which will allow to deal with all possible languages whether
in 2D or 3D matrix spaces. The key matrix is generated from the chaotic maps for some control parameters
processed in a permuted manner to produce patterns of non-repeating random numbers from 0 to 255 which
equivalent to ASCII codes values. Consequently, it will increase the immunity of security against system
attackers to try 256! patterns instead of testing only 25! possible keys.

2. METHOD
2.1. The traditional playfair cipher

The British war office utilized the polygram substitution playfair cipher, discovered by Charles
Wheatstone and playfair baron in 1854, to encrypt secret messages in pairs of letters until the beginning of
the 20th century. Users tend to use an easy-to-remember phrase to obtain the key matrix, from which the
repeating characters in the key phrase are removed and append to them the unallocated letters in alphabetical
order. The key is formulated in 2D 5%5 matrix (25 entries from English letters except the character ‘J’ is
removed) and thus it offer up to 25!=15, 511, 210, 043, 330, 985, 984, 000, 000 possible keys. The secret
message must be rearranged somewhat (i.e., J’s must be replaced with I’s, divide the message into groups as
pairs of characters, don’t allow duplicate letters in the same pair-if they happen insert the letter Z between
them, add Z at the end of message if an odd pair is occur) prior of using the playfair cipher encryption rules.
On the other hand, the decryption rules is merely the reverse process of encryption, such that, each character
is altered by the one on its left in the extended key if the pairs of characters are in the same row of the key,
else replace each of them by the upper one of it if the two characters located in the same column, otherwise
follow exactly the same intersection rule in encryption [6], [14]-[17].

2.2. Chaotic-map

Chaos theory exhibits several suitable features (i.e., generate aperiodic and unpredictable random
sequences, fast calculations, very sensitive to initial conditions) that make it to be used efficiently in real-time
modern encryption systems and it ensure secure communications among any entities. Chaos random
sequences are formed via handling iterative equations as shown in (1). Such that, a few minor changes in the
initial parameters (r and x) will produce far and wide changes in outcome sequences [2]-[4], [9], [18].

Xp41 =T * X, (1 — x,),wherer € [0,4],x€[0,1],n=10,1,2, ... )

Logistic map features will be enabled when the value of initial chaotic parameter (r) falls between 3.57 to 4
and x, = 0.5, moreover x;, x,, ... is obtained when replacing the values of n into (1) [15], [18], [19].
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2.3. The proposed modified playfair cryptosystem

The proposed modified cryptosystem must be settled into sender and recipient PCs for the sake of
conducting encryption and decryption processes in both sides. The block diagram of encryption sub-system
from the sender point of view is depicted in Figure 1 and implemented as in Algorithm 1, which consist of two
main processing components (processing the key which lead to the generation of a full 2D KeyMatrix[,]Jor 3D
KeyMatrix[, , ] of permuted ASCII values; and processing the secret data that produce the composition of
SecretPairs[ ] sequence) prior to encryption processes stated in Algorithm 2. The sequence of steps to follow
when encrypting a secret file of any multimedia type and extension are illustrated in Algorithm 1.

Processing the key Processing the secret data
‘ Initiate Chaotic factors (xo, r) by the system randomly ‘ ‘ Select a secret file ‘
‘ Generate chaotic map sequence ‘ ‘ Convert file into a 1D arraySecret [ ] of size L ‘
‘ Convert the upper range valuesinto a 1D Vector [ ] of size N ‘ ‘ Rewrite Secret[L] in pairs of ASClIto SecretPairs[L] ‘

if
identical pairs
occur

Transform the decimal point of each range value into 4-
integer tuples (v1, v2, v3, v4) with some combination sort

insert value 128
between them

‘ Save the tuples into a non-repeated Set[256] whose size equivalent to ASCII No increment L by 1
\L 4
‘ Extend the permuted Set [ ] to a full key FKSet[256] ‘ If the add 128 to the end of

S Yes
number of pairs is ~>——| SecretPairs[L]
obD and increment L by 1

Convert FKSet [] into 2D KeyMatrix [X, Y] or 3D KeyMatrix [X, Y, Z]

instead of the processing adopted for traditional KeyPhrase No| \L
| X
v v
‘ Encryption as stated in Algorithm 2 ‘

‘ Encrypted secret file ‘

Figure 1. The flowchart of the proposed playfair encryption subsystem

Algorithm 1. The proposed modified playfair sender encryption subsystem
Input: secret file.

Output: encrypted secret file.

The system initiate chaotic parameters (x, , ) randomly, 0.5 < x, < 1.0 and 3.57 <r < 4.0.
Generate chaotic sequence values and ranges.

Convert the upper range values into a 1D vector[ ] of size N.

Initialize an empty array of non-repeated values called set[ ] of size 256 equivalent to ASCII.

Initialize i € 0, k € 0.

While (i<N), otherwise goto step j).

Transform the decimal point of vector[i] into 4-integer tuples (v1, v2, v3, v4) whose values range from
0 to 255, where v1 represent the first decimal point, v2 the first 2-decimal point, v3 the first 3-decimal
point mod 256, v4 the first 4-decimal point mod 256.

foreach value (v1, v2, v3, v4) not occurred in set[ ], save it into set[K] and increase k by 1;

increment i by 1 and goto step f).
if (k=256) goto step 0).
j€o0
While (j<256)

m. Extend the permuted set[ ] to a full key FKSet[ ] by appending the residual ASCII numbers when j not
occurred in the set[ ] in alphabetical order, such that FKSet[k] < j and increase k by 1;

n. increment j by 1 and goto step I).
Convert FKSet[ ] of size 256 into multidimensional 2D KeyMatrix[ , ] whose dimensions are X, Y or
3D KeyMuatrix[ , , ] whose dimensions are X, Y and Z, as shown in Figure 2.

p. The sender select a secret file of any type and convert it into a 1D array called secret[ ] of size L.

g. Rewrite secret[ ] elements in pairs of ASCII numbers into SecretPairs[ ] by inserting the value 128
between each identical pairs and increment L by 1.

. If the number of pairs is ODD then also insert the value 128 to the end of SecretPairs[ ] and increment L by 1.
s.  The system perform encryption processes between the KeyMatrix and SecretPairs as stated in Algorithm 2.
t. The encrypted secret file is generated including the added header information (16-bytes) about

encryption parameters (x, ,r, L, KeyMatrix dimensions (X, Y, Z), M) and the cipher data.

@hooo oW
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Algorithm 2. The proposed encryption rules for different keymatrix dimensions

Input: KeyMatrix of X, Y, Z dimensions, 1-D full key FKSet[ ] of size 256, SecretPairs[ ] of size L.

Output: Cipher data of size L.

a. Initialize p €< 0.

b. Get the current pair of ASCII values from the SecretPairs|[ ] array from locations p and p+1.

c. If the pair located in the identical row of the same KeyMatrix then each ASCII value position is
substituted by the one on its right in the KeyMatrix shifted by its pair index mod 5, and goto step I).

d. If ((Z=0 and M>1) or (Z>1)) then each ASCII value position is replaced by the one on its right in that
KeyMatrix shifted by its pair index mod 5, and goto step I).

e. If the pair lie in the EXACT position but in different 2D KeyMatrix (i.e. M>1), then follow just the
replacement according to the rules stated in Table 1, and goto step I).

f. If the pair lie in the EXACT position but in different Z-axis in 3D KeyMatrix (i.e. Z>1), then replace
each ASCII value by the value on the same position in the next dimension, and goto step ).

g. If they lie in the same column of the same KeyMatrix then each ASCII value position is substituted by
the one below it in the KeyMatrix shifted by its pair index mod 5, and goto step I).

h. If ((Z=0 and M>1) or (Z>1)) then each ASCII value position is replaced by the one below it in that
KeyMatrix shifted by its pair index mod 5, and goto step ).

i. If the pair lie in the same KeyMatrix but not in the same row nor in the same column then the first
value is substituted by the value of intersecting the row of the 1st value with the column of the 2nd
value, and the 2nd value is altered by the value of intersecting the row of the second value with the
column of the 1st value, and goto step I).

j. If (M>1) and the pair lie in different KeyMatrix then it is replaced according to the intersection rules
stated in Table 1, and goto step ).

k. If (Z>1) and the pair lie in different Z-axis of KeyMatrix then perform replacements according to the
intersection rules keeping the ends of the pair in the same Z-dimension.

I. Incrementp by 2.

m. While (p<L) goto step b).

n. Rewrite the cipher data as a 1D array called CipherData of size L.

0. Perform the XOR operations: CipherData[i] € CipherData[i] L FKSet[i mod 256], where i=0 to L-1.

It's worth mentioning that the multidimensional KeyMatrix is calculated in the same way by both
sender and recipient according to the initial chaotic parameters (x0,r) as indicated in Algorithm 1, where the
chaotic ranges are manipulated somehow to create an array of non-repeated numbers in a permuted manner
that are equivalent to ASCII code values (from 0 to 255), and therefore it can be used in various languages
(like: English, French, and Arabic). The added header information consist of (16-bytes) represented as
follows: 4-bytes for each initial float number (x0) and (r), 4-bytes for the SecretPairs length (L), 1-byte is
dedicated for each dimension value (X), (Y), and (Z), 1-byte for status M that implies multiple 2D matrix.
When the dimension value Z equal 0 and M equal 0, it means that the key is a 2D matrixas shown in
Figure 2(a); once M is greater than 1, it refer to the number of cascaded 2D matrices with dimensions (X, Y))
such that (Z=0 and M>1) as depicted in Figure 2(b). Otherwise, it refers to a 3D matrix (Z>1). A 3D array is
a multiple 2D matrices, that were described by using three subscripts: row, column and depth axesas
illustrated in Figure 2(c). Such that the variety of 2D or 3D KeyMatrix could be represented as shown in
Figures 2(a)-(c) that was extracted from the system interface according to the programming code results.

Any sort of the multi-dimensional key matrix (16x16 2D matrix, four 8x8 2D matrix, four 16x4 2D
matrix, four 4x16 2D matrix, 8x8x4 | 8x4x8 | 4x8x8, 16x4x4 | 4x16x4 | 4x4x16, 32x4x2 | 32x2%x4 | 4x32%2
| 4x2x32 | 2x32x4 | 2x4x32 3D matrices) will enhance the security by increasing the complexity on the
attacker to try 256! patterns of keys probabilities according to different multidimensional spaces 2D or 3D
matrices instead of testing only 25! possible keys in the traditional 2D 5x5 playfair mode. The system
perform encryption processes between the KeyMatrix and SecretPairs as stated in Algorithm 2, taking into
consideration the "variable" replacement (shift by index) of pair ends if they occur in the same row or column
in encryption or decryption instead of the "static" shift by 1 to the right (during encryption) or left (during
decryption) in the traditional playfair method. In addition, a new rule appears when both ends of the pair are
occur in the exact coordinate position (x, y) only if the key is a 3-dimensional or several 2D matrices.

Suggested rules in Table 1 represented from R1 to R12 are of dual-purpose by both sender and
recipient because it is reversible and thus it ensures the reconstruction of the exact pair in the decryption
processes by the recipient. For example, the source pair in R1 which is P(A, B) will be replaced by the resulted
pair of intersection inside P(C, D), and vice versa as shown by the rule R9. The first row represent the
probability of the source KeyMatrix (A) with B, C, and D respectively in order to produce the rules R1, R2 and
R3. Whereas, the next rows are dedicated in sequence for the KeyMatrix probabilities of (B), (C), and (D). The
security of the developed playfair method relies on a number of elements; i) the initial chaotic parameters (x0, r)
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that are selected randomly by the system; ii) the generation of chaotic sequence values and ranges; iii) range
floating values manipulations into chain of integer tuples (v1, v2, v3, and v4); iv) KeyMatrix dimensions; v)
KeyMuatrix values generation and permutation; vi) the number of probabilities to generate the full KeyMatrix by
the cryptanalyst=(256)!=8.57x10+506 instead of trying just (25)!=15511210043330985984000000 possible
keys in the traditional mode; vii) encryption/decryption processes.

KeyMatrix16x16 KeyMatrixA[8, 8]KeyMatrixB[8, 8]
0 3 35 6 65 1 10 10413 13917 1932 20 208 24 0 3 35 6 65 1 10 104 15 107 50 11 110 84 114 119
24227 21 31 56 34 90 38 1254 41 160 45 194 48 229 13 13917 173 2 20 208 24 117 154 12 121 188 124 223 128
5 B2 8§ 55 42 B8 77 62 111 65 146 1817 72 215 e 242 27 21 31 E6 34 90 38 131 36 135 71 138 106 14 142
25079 29 83 63 86 98 9 133 93 167 97 202 100 237 103 125 4 41 160 45 194 4% 229 140 145 175 14% 209 152 244 155
15 107 50 11 110 84 114 119 117 154 12 121 188 124 223 128 5 Bz § 55 42 BB 77 62 | 23 159 57 1§ 162 32 186 127
131 36 135 71 138 106 14 142 140 145 175 148 209 152 244 155 111 65 146 181 7 72 215 76 169 161 196 176 231 18 180 183
23 159 57 16 162 92 166 127 169 161 196 176 231 18 180 183 250 79 29 83 €3 86 9% 39 44 187 78 19 180 113 197 182
44 187 78 19 190 119 197 187 200 217 204 252 207 30 211 214 133 93 167 97 202 100 237 103 200 217 204 252 207 30 211 214
218 134 22 221 225 203 226 238 232 235 51 239 245 249 25 26 . .
73 28 246 59 94 163 196 80 115 32 66 149 184 219 33 253 KeyMatrixC[8, 8]KeyMatrixD[8, 8]

6 L0LAA36: TN 2082400068 2F' 122 118, 157 1920226 29 218 134 22 221 225 208 22% 238 82 116 151 186 201 220 46 2585

109 143 40 178 213 247 156 61 95 130 165 199 43 177 234 47 332 235 51 239 245 248 25 26 | |€8 137 222 172 241 48 &9 183
82 116 151 186 201 220 46 255 68 137 222 172 241 49 €9 183 73 28 206 56 94 163 198 80 | 54 153 70 87 60 174 243 108
54 153 70 &7 60 174 243 108 31 1326 135 61 132 112 147 216 115 32 66 149 184 219 33 253 91 126 195 64 132 112 147 216
251 168 85 191 120 189 141 210 236 75 &1 212 129[96 99 102 67 101 136 170 205 240 53 86 251 168 85 191 120 189 141 210
|105 123 144 150 158 164 171 179 185 206 224 237 230 233 248 254 37 122 118 157 192 226 39 7¢ 236 75 81 212 129 96 99 102
7 109 143 40 178 213 247 156 61 105 123 144 150 156 164 171 179

The Extended ASCII numberS to obtain a full KeyMatrix 95 130 165 189 43 177 234 47 185 206 224 227 230 233 248 254

(@) (b)
Z-axis

82 116 151 186 201 220 46 255
15 107 60 11 110 84 114 113 133
218 134 22 221 225 203 228 238 128 10%
X- 0 3 35 & 63 1 10 104 26 142 216
ax 13 13% 17 173 2 20 208 24 80 155 210
K 242 27 21 31 56 34 50 38 253 127 102
IS 125 4 41 160 45 194 48 229 8% 183 179
5 52 8§ 5D 42 58 77 &2 74 182 254
111 65 146 181 7 72 215 76 61 214
250 79 29 83 63 86 3 5 47
133 33 167 37 202 100 237 103

—> Y-axis
(©)

Figure 2. Samples of the full permuted key generated as a multidimensional matrix (a) 2D KeyMatrix of size
[16, 16], (b) four cascaded 2D KeyMatrix of size [8, 8], and (c) 3D KeyMatrix of size [8, 8, 4]

Table 1. The proposed pair replacement rules when the intersection occur in different 2D KeyMatrix (a refer
to the 1st KeyMatrix, B to the 2nd, C to the 3rd, and D to the 4th)
Source to destination Source to destination Source to destination Source to destination
R1:P(A,B)>P(C,D) R2P(A,C)>P(B,D) R3:P(A,D)>P(B,C) R4P(B, A)>PD,C)
RS:P(B,C) > P(A,D) R6:P(B,D)>P(A,C) R7:P(C,A)>P(D,B) R8:P(C,B)~>P(D,A)
R9: P(C,D) > P(A,B) R10:P(D,A)>P(C,B) RI11:P(D,B)>P(C,A) RI12:P(D,C)->P(B,A)

On the other hand, the recipient re-forms the exact secret data by reversing the decryption
procedures through generating the KeyMatrix according to the initial chaotic factors (x0,r) extracted from the
header of encrypted secret file and then processing the encrypted secret data as a sequence of pairs taking
into consideration that decryption processes (shifting to the left rather than right in encryption if the pair ends
occur in the same row, while the shift is directed to up rather than below if they occur in the same column,
the intersection are the same for both encryption and decryption processes except the direction of
replacement from source to destination matrix and vice versa, and follow the pair replacement rules when the
intersection occur in different 2D KeyMatrix as indicated in Table 1).

3. RESULTS AND DISCUSSION

This section is concerned with the experimental results for the proposed system algorithms. A variety of
metrics are used to test and analyse the proposed system's security and efficiency (such as: number of pixel change
rate (NPCR), mean square error (MSE), entropy, correlation coefficient) on 784 samples of various multimedia file
types and formats. Consequently, a discussion is presented according to the obtained results for further
enhancements that could be made to increase the performance of proposed system [1], [4], [9], [14], [15].
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3.1. Number of pixel change rate
The change rate between plain (P) and cipher (C) images corresponding pixels value which is
utilized to evaluate the durability of the encryption algorithm against differential attack.

0,P(i,) = C(i,J)
1,P(i,j) = C@,J) )

PPN I(H))

NPCR = x 100% and D(i,j) = {

where D(i, j) refer to the bipolar network, H and W denotes image height and width respectively. The ideal
NPCR value is 99.61 [3], [20]-[24].

3.2. Mean square error
Measures the amount of error or deviation in statistical models between any two samples either if they are 1D
signals or 2D images. It evaluates the average squared difference between the observed and predicted values [10], [18], [23].

1
MSE = - X T —v)? 3)
where x; is the i observed value, y; is the corresponding predicted value, and N is the number of observations.
1 .. .o
MSE = o X ¥izq 2j2al P[0 j] — CTi 112 )

where H and W denote the height and width of image respectively of the 2D matrix P and C, and Pi, j] or
CIi, j] are pixel values of corresponding plain and cipher images at coordinates (i, j).

3.3. Entropy of information
Is a concept used for computing the amount of information uncertainty’ and measures the
randomness of encryption process.

H(X) ==X p(x) X log2(p(x;)) )

where n refer to the number of potential events in the source and p(x;) refer to the probability distribution of
each event x; appearing in the source X. To obtain the ideal random mode (i.e., the information entropy is 8),
the probability of each event must be 1/256. Accordingly, the randomness degree is very strong when the
entropy of the cipher data is close to the ideal value [2], [10], [18], [19].

3.4. Correlation coefficients
Typically pixels have strong correlations and redundancy in a plain image or video files. Therefore, the quality
of encryption algorithm depends on its ability to break these correlations towards it becomes close to 0 [18], [19].

2i2j(Xi;=X) (Y- 7)

Corr.(X,Y) = - -
\/ZiZj(Xi,j—’?) 2i2j(Yij-Y)

(6)

where Corr.(X, Y) refer to the correlation between plain image X with that of cipher image Y, while X and Y
stand for their mean values of X and Y. The resulted correlation is determined between -1.0 to +1.0.
Accordingly, the encryption and decryption processes are performed on different data samples as depicted in
Figure 3, where the original image as stated in Figure 3(a) is encrypted to produce Figure 3(b). On the other
side, the recipient performs decryption processes on the received data file to exactly retrieve the original
secret image as shown in Figure 3(c). Similarly, the secret text denoted in Figure 3(d) is encrypted to obtain
Figure 3(e), and conversely, the complete secret text shown in Figure 3(f) is restored as a result of decryption
operations. It is worthwhile that Figure 3 is extracted from the interface of the system program.

From the security point of view, it is clearly indicated from the results shown in Table 2 that the
proposed algorithm surpass all other systems according to its enormous secret key space, which implies
infeasibility of brute-force attack. The randomness of cipher images and algorithm’ performance is compared
with that in previous related works are tested along with identical image samples according to NPCR,
information entropy, and correlation coefficients, as indicated in Table 3. When analysing the results of the
security tests shown in Table 3, it was found that the efficiency of the proposed algorithm when compared to
other contemporary encryption methods which gives premium NPCR rates close to the optimal value and
entropy closer to 8. Likewise, the correlation coefficients among adjoining pixels in the original image is very
strong because of the high redundancy in digital images, while in the ciphered images it becomes very close to
zero. The closer encrypted image correlation to 0, is the better algorithm that conduct to random optimal case.
This indicates the positive effect of applying the proposed encryption algorithm in breaking the correlation
coefficients between the image pixels, and thus more resistance against the attacks of statistical analysis.
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Encryption Decryption
 —>

£2022 14487 If you commect to the Internet, allow other & || -2P7=tn go-deGe7pak adl-g, "t By sudipan Iin | + | £2022 'B4$7 If you comnect to the Intermet, allow other
people to use your computer, or share files with others, Tiid 6!Y6'§f)8¢ﬂ78@IJBWOJYX< BERAL! g=eplT1D (4] fav people to use your computer, or share files with others,
you ghould take steps to protect your computer from (E7u ) " EBGe23iD:VEIO0E b8 T vierltbu) d0iRoszn you should take ateps to protect your computer fron
harm. VWhy? R harn. Why?

(d) (e) (f)

Figure 3. Simulation tests of the proposed cryptosystem for some samples (a) original Lena 256x256, (b) encrypted
image (MSE=8976.45), (c) decrypted image, (d) message.txt, (€) encrypted message, and (f) reconstructed message

Table 2. Comparison with other encryption algorithms according to secret key space

Our proposed

Security Ref. [2] Ref. [3] Ref. [14] Ref. [18] Ref. [25] Ref. [26] encryption method
Secret +77 +60 +83 +141 +54 +49 +506
key space 1.15x 10 9.76 X 10 9.71 x 10 10 8.39 x 10 9.35x 10 8.57 x 10

Table 3. Performance comparison with other encryption algorithms according to Lena image of size 256x256
Information  Correlation NPCR  Information  Correlation

Ref. NPCR (%) entropy coefficients Ref. (%) entropy coefficients

[1] 99.626 7.9972 +0.0029 [18] 99.62 7.9993 0.00067

[2] 99.628 7.9998 -0.0062 [27] 99.61 7.9969 -0.0032

[3] 99.603 7.9992 +0.0040 [28] 99.50 7.9992 0.0012

[5] 99.65 7.9970 -0.0014 [29] 99.59 7.9972 +0.0116

[7] 99.59 7.9993 -0.0225 [30] 99.60 7.9031 -0.0057
Our proposed encryption method 99.609 7.9998 +0.00058

4. CONCLUSION

Due to the limited capabilities of the traditional playfair method, it becomes necessary to develop
this method in order to take advantage of its capabilities to encompass all languages by including the whole
ASCII codes. This paper propose to create an extended key matrix consisting of 256 cells in the form of a
2D, 3D, or multi-2D matrix whose values were generated from the chaotic map in a random order towards
increasing the complexity for the attackers to test 256! possible keys instead of the 25! that was followed in
the traditional method, in addition to that new algorithms and replacement/intersection rules in encryption
and decryption processes were suggested. Experiments confirmed the efficacy of the proposed newly
developed approach when compared with previous related works according to security measures for the same
standard samples in addition to that it offers a very high secret keys space.
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