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Abstract: To reduce the environmental impact of aviation, aircraft manufacturers develop novel
aircraft configurations and investigate advanced systems technologies. These new technologies are
complex and characterized by electrical or hybrid-electric propulsion systems. Ensuring that these
complex architectures are safe is paramount to enabling the certification and entry into service of new
aircraft concepts. Emerging techniques in systems architecting, such as using model-based systems
engineering (MBSE), help deal with such complexity. However, MBSE techniques are currently not
integrated with the overall aircraft conceptual design, using automated multidisciplinary design
analysis and optimization (MDAO) techniques. Current MDAO frameworks do not incorporate
the various aspects of system safety assessment. The industry is increasingly interested in Model-
Based Safety Assessment (MBSA) to improve the safety assessment process and give the safety
engineer detailed insight into the failure characteristics of system components. This paper presents a
comprehensive framework to introduce various aspects of safety assessment in conceptual design and
MDAO, also considering downstream compatibility of the system architecting and safety assessment
process. The presented methodology includes specific elements of the SAE ARP4761 safety assessment
process and adapts them to the systems architecting process in conceptual design. The proposed
framework also introduces a novel safety-based filtering approach for large system architecture
design spaces. The framework’s effectiveness is illustrated with examples from applications in
recent collaborative research projects with industry and academia. The work presented in this paper
contributes to increasing maturity in conceptual design studies and enables more innovation by
opening the design space while considering safety upfront.

Keywords: aircraft; systems; conceptual design; safety assessment; multidisciplinary design analysis
and optimization; systems architecting; MBSE; MBSA

1. Introduction

The safe and reliable operation of aircraft is the outcome of a rigorous aircraft safety
assessment carried out by large interdisciplinary teams during the aircraft design pro-
cess. Significant efforts are applied to identify, classify, and mitigate failure scenarios and
quantitatively establish that an aircraft is safe. The safety of future aircraft configurations
and system architectures, particularly complex and novel concepts such as hybrid-electric,
distributed electric, and hydrogen-powered aircraft, needs to be the same or even higher
than their conventional counterparts. Furthermore, understanding the impact of safety and
certification regulations on the design of the aircraft early in the development process is
crucial to establishing a development pipeline for novel aircraft.

Hybrid-electric, distributed-electric, and all-electric aircraft are characterized by a
higher integration between the propulsion system and the aircraft’s electrical and other
aircraft systems (aircraft systems is used to refer to systems such as flight control, envi-
ronmental control, ice protection, etc., and often termed as onboard systems or aircraft
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subsystems), presenting unfamiliar design problems. Current conceptual design studies of
these aircraft configurations [1-4] are positioned toward evaluating aircraft-level weight
and performance impact rather than system-level considerations. Although some stud-
ies [5,6] also consider system component weights, the aspects of system architecture power
demands and system safety are not widely discussed in the literature.

Recent efforts have either focused on developing conceptual-level models for aircraft
systems architecture (according to Selva et al. [7], a system architecture is an “abstract
description of the entities of a system and the relationship between those entities”) or
integrating the impact of system architecture on the weight and performance of the air-
craft [8-12]. These studies determine if an aircraft and system architecture combination is
feasible from a performance or weight point of view but cannot investigate and establish
the safety of the aircraft or its systems. The broad exploration of system architectures as
part of a formal systems architecting process is required.

Maier and Rechtin [13] define systems architecting as “...the art and science of creating
and building complex systems. That part of systems development most concerned with
scoping, structuring, and certification”. Fundamentally, systems architecting is a decision-
making process that leads to the definition of a system architecture and its subcomponents.
These decisions are often based on quantitative and qualitative heuristics that determine the
feasibility, readiness, and ability of the resulting system architecture to meet requirements.
This paper focuses on a particular aspect of the system architecting process called system
architecture design space exploration.

The authors propose that the system architecting process consists of three activities:
(1) System architecture definition, (2) System architecture representation, and (3) System
architecture evaluation [14-16], as shown in Figure 1. In this paper, system architecture
definition is considered to be the synthesis of a system architecture by identifying its con-
stituent elements, components, and interdependencies. System architecture representation
is the capture and visualization of the system architecture using system models and di-
agrammatic representations. Ideally, the system architecture definition and the system
architecture representation are performed together. However, the authors” experience in
an industry setting reveals that these steps are sometimes performed in isolation. Finally,
system architecture evaluation determines the performance of each architecture in terms of
key metrics such as system mass, power requirements, cost, etc.

The systems architecting process is typically positioned in conceptual design and
begins right after aircraft-level studies are completed, and an aircraft baseline is established.
A system architecture baseline is selected at this stage using existing knowledge from past
aircraft programs or subsystem supplier data. The system architecture baseline is combined
with aircraft-level parameters to perform integrated subsystem studies that ascertain the
impact of the system architecture on the overall aircraft parameters such as MTOW or fuel
burn. Typically, these activities are performed within a process integration framework [17]
and include a component of Multidisciplinary Design Analysis and Optimization (MDAO).
The outcome of such analyses may lead to modifying the system architecture to adapt it to
meet top-level aircraft requirements. However, it is important to note that an exhaustive
exploration of a system architecture design space featuring multiple architecture variations
is typically not performed at this stage.

A few system architectures are typically selected, analyzed, and developed using
various representation artifacts. These can include model-based system engineering arti-
facts, 2-dimensional (2D) layouts and schematics, or seldom three-dimensional (3D) models
featuring the internal installation of system architecture components and even specifi-
cation models built according to prevailing system engineering practices such as RFLP
(Requirements—Functional-Logical-Physical) [18].
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Figure 1. Current system architecture design space exploration process.

Representation artifacts also help document aspects of the development process and
can capture the outcome of specific analyses such as safety, maintainability, and perfor-
mance. Therefore, systems architecting also inherently addresses some aspects of safety
assessment in conceptual design. These include analyses such as the Functional Hazard
Assessment (FHA) to identify functional failures and elicit system architecture safety re-
quirements. The system architecture selection also considers typical safety heuristics in
the configuration and allocation of power generation, distribution, and consumption ele-
ments. Finally, developing 2D and 3D models supports early investigations into common
causes to isolate safety risks associated with redundant system elements. These consider
aspects such as zonal safety assessment and particular risk analysis, which can often lead
to reconfiguring the system architecture to address the identified safety risks.

The selection of the system architecture and subsequent analysis during conceptual
design leads to an aircraft configuration freeze and is followed by the development of
a formal system architecture specification. This specification is the entry point into the
formal safety assessment process prescribed by the SAE ARP-4761 standard [19]. Any
safety considerations identified during the formal safety assessment process that require
reconfiguration of the architecture or the aircraft configuration will incur high costs and
penalties for development time.

It is important to note that the system architecting activities are typically siloed and
performed individually. However, there exists an interaction between specific systems
architecting activities, such as the link between architecture definition and MDAO and that
between architecture definition and architecture representation. The connection between
architecture definition and an MDAO workflow is typically established using an archi-
tecture descriptor. Still, it can also be as rudimentary as setting a flag that differentiates
between different types of system architecture, e.g., selecting between conventional and
more-electric systems architecture. System architecture description has been included in
formal parametric aircraft data schema such as CPACS [20,21], and with the increased
interest in considering system-level aspects in aircraft studies, several methods that focus
on formalizing architecture description have been explored [10,22].
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The development of system architecture representations has typically been a manual
process though there have been efforts to transition to a more model-based architecture
definition, representation, and evaluation. Recent efforts have focused on developing
model-based systems engineering approaches to aircraft development. As part of the Hori-
zon 2020 AGILE 4.0 project [23], a model-based approach to the collaborative development
of aircraft has been proposed [24,25]. Furthermore, techniques to link aircraft development
within a model-based system engineering environment to MDAO frameworks have been
demonstrated [15,26,27]. Model-based approaches to system architecture definition and
establishing a link between architecture definition and MDAO form a key part of the
AGILE 4.0 toolchain [28,29]. Several studies within the AGILE 4.0 project have also consid-
ered certification, thermal risk, and safety assessment aspects within a distributed MDAO
workflow [30-32]. The AGILE 4.0 project has matured the state of the art in model-based
approaches to complex system development.

Although advances in model-based systems engineering approaches to individual
activities in system architecting have been promising, current systems architecting processes
are predominantly siloed and require manual effort to establish links between each activity.
There is still a need to integrate each activity to form a consistent system architecting
process.

System architecture definition has been linked to MDAO evaluation but is still not
directly linked to model-based system architecture specification. Considering the require-
ments of systems architecting, i.e., the exhaustive exploration of a large design space of
architecture candidates-current conceptual safety assessment methods face challenges of
architecture reconfiguration, manual intervention, and computational expense.

Moreover, when one considers the integration of systems architecting with the overall
aircraft development process (characterized by the use of system engineering method-
ologies), the disconnect between conceptual safety assessment methods and the need to
develop a consistent model-based system architecture specification to support downstream
architecture development, interface documentation, and the delineation of developmental
responsibilities becomes apparent.

Finally, it is important to evaluate current system architecting, safety assessment, and
conceptual safety assessment methods against the objective of each design stage in aircraft
development. Conceptual design is focused on evaluating a variety of concepts at both the
aircraft and system levels. In contrast, preliminary and detailed design operate under a
freeze of the aircraft configuration and, at the system level, focus on the granular design of
a single system architecture.

From a safety assessment perspective, current methods still rely on detailed safety
assessment processes and do not prepare a system architecture specification model that
is enriched with the outcome of earlier safety analyses. A need exists to perform more of
the ARP 4761 prescribed safety process in conceptual design and synergistically capture
the outcome of these analyses in a system architecture model, which can then be passed to
preliminary design where the corpus of recent developments in MBSA can then be applied
effectively to complete detailed safety assessment activities as the architecture specification
is matured.

Introducing safety assessment into conceptual design for the purpose of systems
architecting and integration into the aircraft development process presents the following
challenges:

1.  Identification of the appropriate level of granularity

2. Selecting the appropriate elements of the SAE ARP 4761 safety assessment process

3.  Automating safety assessment aspects to work within an MDAO environment

4.  Integrating architecture definition at a uniform level of granularity within a model-
based system engineering environment and enabling a connection to MDAO and
downstream MBSA.

This paper proposes a safety-focused system architecting framework that addresses
the abovementioned challenges.
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The following section reviews the state of the art in conceptual system safety as-
sessment frameworks but also analyzes developments in system architecture definition,
architecture representation, and architecture evaluation. This is followed by a synthesis of
challenges of integrating aspects of the SAE ARP4761 safety assessment process for systems
architecting in conceptual design. The system architecting framework is then introduced,
which includes a description of the constituent modules.

2. State of the Art

This section presents the state of the art in system architecture design space exploration.
An overview of advances in the individual elements of system architecting is presented,
along with recent developments in conceptual safety assessment methods, model-based
system engineering approaches, and model-based safety assessment applications.

2.1. Safety Assessment Frameworks for Early Design Phases

As discussed in the introduction, Bornholdt et al. [33,34] and Jimeno et al. [35,36]
present methods for the safety assessment of aircraft systems in the early design phases.
Bornholdt et al. present an overall safety assessment framework that uses overdetermined
reliability block diagrams to assess the safety of candidate system architectures. Jimeno et al.
follow an RFLP approach combined with a semi-automated FHA to identify safety require-
ments and implement a capability for automatically generating fault trees to determine if
the underlying system architecture meets overall safety requirements.

Fusaro et al. [37] combine a semi-empirical approach based on statistical data of overall
vehicle failure rates with a system engineering approach that elicits safety requirements
to study the Reliability, Accessibility, Maintainability, and Safety (RAMS) characteristics
of hypersonic vehicles in conceptual design. Chiesa et al. [38] introduce a conceptual
level zonal safety assessment that uses a scoring system based on system components’
characteristics, their installation in specific zones, and their potential interaction with other
components such as electrical devices and high storage or transportation elements.

2.2. Safety Aspects Included in System Architecture Definition

Architecture definition is the synthesis of architecture by identifying its constituent
components or elements. An architectural design space comprises all possible configu-
rations of a system architecture built from individual variations of system components
and interconnections. Zwicky [39] introduced the General Morphological Analysis (GMA)
technique to select relationships between system components and build a design space of
architecture options. A drawback of this approach is that it does not preclude the genera-
tion of incompatible architectures. The Interactive Reconfigurable Matrix of Alternatives
(IRMA) developed by Engler et al. [40] solves this problem by eliminating incompatible
options when a certain architectural solution is selected. However, the static compatibility
relationships between different options limit the design space. Functional induction is used
by Armstrong et al. [41,42] in the Adaptive Reconfigurable Matrix of Alternatives to add
flexibility to architecture definition. Selecting an option to satisfy a function can lead to
additional induced functions, which further require a decision on an architecture element
to fulfill that function. The function-based approach is used by Liscouét-Hanke [8] and
Lammering [43] to define architectures within an integrated system sizing and performance
estimation framework.

As the size of system architecture design spaces increases, a means of filtering for fea-
sible architecture configurations becomes important. Zeidner et al. [44] and Becz et al. [45]
present an abstraction-based approach within a platform-based design framework for
design space exploration by exploring the interconnections between system architecture
elements. They implement configurational filters to determine feasible architectures in
conjunction with architecture evaluation methods. Chakraborty and Mavris introduce
heuristics-based checks to ensure that system architectures are defined correctly to provide
meaningful results when evaluated by their integrated systems sizing and performance
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estimation framework [46]. Recent work by Garriga et al. [47] has demonstrated the use of
configurational filters in determining the feasibility of a large design space of landing gear
braking and flight control system architectures. Using configurational rules and heuristics
to test if system architectures are feasible (at least from a configurational point of view) can
also be extended to incorporate some safety aspects.

Bauer et al. [48] implement constraints based on technological choices and design
practices to filter a design space of conventional flight control systems architecture. The
Airbus A340 roll control system architecture is used as a case study, and safety constraints
are applied as a black box function that evaluates the degradation of roll performance for
specific failure cases.

Bussemaker et al. [28,49,50] introduce a design space definition approach using the
Architecture Design Space Graph (ADSG), wherein the architecture is modeled as a directed
graph with the nodes representing functions or elements of the architecture and the edges
between the nodes capturing relationships between elements. In [16], the authors introduce
a rule-based safety filtering approach for large design spaces as part of their safety-focused
systems architecting framework. The rules are classified according to the applicable certifi-
cation regulation and are synthesized using architecture analysis, certification rule analysis,
industry best practices, and existing knowledge bases. They also demonstrate the use of
safety rules to build a constrained design space to improve the filtering process.

2.3. Safety Considerations in System Architecture Evaluation

Currently, at the conceptual stage, the impact of aircraft systems on the overall aircraft
design is captured only through the mass contributions of individual systems to the
overall aircraft operational empty weight (OEW). Typically, estimations of systems mass
are made using historical data and other semi-empirical methods presented in Raymer [51],
Roskam [52], supplier data, and test data. These methods are calibrated for conventional
aircraft system architectures and may not render a similar accuracy for novel aircraft system
architectures. Liscouét-Hanke et al. [8,9] pioneered a model-based simulation framework
that enabled integrated power system architecture synthesis and trade-off analysis at the
aircraft level to address this drawback. This framework employs a functional approach
and physics-based models to conduct the sizing of key aircraft power system components
and also enables aircraft-level comparison of different architectures. Safety aspects are
built into the sizing models based on typical failure scenarios. Other approaches, such
as those of DeTenorio [53] and Chakraborty [10,54], are based on similar principles as
that of Liscouét-Hanke’s, i.e., a function-based approach for architecture definition and a
physics-based model for sizing and evaluation.

2.4. Model-Based Systems Engineering Supporting Safety Analysis

The aircraft development process follows a system engineering process that has been
predominantly paper-based and relies on the generation of multiple design documents
throughout development activities. Recently, a shift toward Model-Based Systems Engi-
neering (MBSE) has been observed. MBSE is a development paradigm in which system
models form the basis of the development process and are the reference from which all
documentation, diverse models, viewpoints, and information are derived. MBSE has been
used in a wide range of contexts, from space systems engineering at the Jet Propulsion
Laboratory for the Europa missions [55-57] to the development of light rail systems at
Bombardier Transportation [58].

Mathew et al. use an MBSE tool to build a system architecture specification for inte-
grated modular avionics [59]. Other applications in aircraft system specification include
the specification of aircraft environmental control systems by Becker and Geise [60], the
development of a small unmanned air vehicle system by Fisher et al. [61], in the develop-
ment of test-means for aircraft flight control systems by Liscouet-Hanke et al. [62], and
in developing digital aircraft networks by Malone et al. at Boeing [63]. MBSE has also
been adapted to represent system architectures in conceptual design by Liscouét-Hanke
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et al. [64] and Jeyaraj [14], where a library of reusable system architecture artifacts was
created to build model-based system architecture specifications that can be developed
further in subsequent design stages.

The AGILE 4.0 project has advanced the application of MBSE to the specification of
processes for architecting complex systems [24] and establishing a link between MBSE and
MDAQO [26]. Bleu-Laine et al. [65] have demonstrated how MBSE can be used to capture
certification regulations and create associations with accepted means of compliance.

2.5. Model-Based Safety Assessment

The development of system specification models in an MBSE environment allows
safety assessment to be performed based on information derived from the model. This
is termed a Model-Based Safety Assessment or MBSA. Model-Based Safety Assessment
uses formalized models of the system under development to support safety assessment
activities during the design process. The system model is the unambiguous reference that
drives the development of subsequent safety assessment artifacts and is shared between
system and safety engineers [66].

An MBSA is comprised of the methodology used to extract system safety considera-
tions, the means of modeling failures in a safety model, and the tools used to extract useable
safety metrics and results from safety models. Lisagor et al. [67] classify MBSA methods
based on the type of modeling strategy employed and the nature in which component
interconnections are captured. This is visualized by Gradel et al. [68], who show how some
of the prevailing MBSA methods are positioned within the criteria specified by Lisagor
etal.

Several approaches have been developed to conduct safety analyses using system
models. Bruno et al. [69] have developed a model-based RAMS approach for conventional
and more electric architectures with specific examples of model-based Failure Mode and Ef-
fects Analysis (FMEA). Gradel et al. [68] have also shown a model-based safety assessment
approach for conceptual design centered on a Simulink model that is then used to develop
and evaluate fault trees based on the definition of failure events and assignment of safety
requirements stemming from an FMES (Failure Mode and Effects Summary) conducted in
situ. Abdellatif et al. have demonstrated graph-based methods to build system models and
generate fault trees [70,71]. Boggero et al. review current methods in MBSA and provide an
example of their proposed approach to model-based reliability and safety assessment [72].

2.6. Summary and Gap Analysis

The literature shows that the aircraft systems architecting process is transitioning
towards an increasingly model-based process. Elements of safety assessment such as FHA,
FMEA and FTA generation, as well as particular risk assessment (PRA), have been inves-
tigated by many researchers at different steps of the architecting process, particularly in
architecture evaluation. Several MBSA techniques and tools are available for aircraft sys-
tem safety assessment. However, these tools must be integrated into a system architecting
methodology to be effective. Furthermore, the ideal lifecycle of a system model includes its
continuous enrichment from conceptual design to detailed design.

Overall, there is a need for further integration, both amongst the activities in system
architecting as well as the integration of safety assessment across the entire range of system
architecting activities, i.e., system architecture definition, system architecture representation,
and system architecture evaluation.

A gap exists in applying safety assessment to reduce a large design space of system
architectures directly, thus enabling a more detailed investigation of system safety within a
model-based systems engineering environment and for automation within MDAOQO frame-
works. The latter is particularly important to analyze the feasibility of novel aircraft with
hybrid-electric and distributed propulsion architectures. Finally, there is a need to address
synergies between existing MBSA techniques and conceptual safety assessment methods in
a manner that allows existing tools to be applied right after conceptual systems architecting.
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3. Methodology: A Framework for Safety-Focused Systems Architecting

To address the gaps identified in the literature review, the authors propose a safety-
focused system architecting framework, shown in Figure 2. The framework features the
following enhanced aspects compared to the state of the art:

1.  Enhance the system architecture definition phase by introducing a rule-based safety
filtering method for conventional and novel system architectures (i.e., for more elec-
tric, hybrid-electric, and distributed electric aircraft). This method allows the extrac-
tion of feasible architectures from a large design space automatically.

2. Establish links between the system architecture definition, the system architecture
representation, and the system architecture evaluation. This specification of the links
allows implementation in industry and academic environments using the principle of
a system architecture descriptor, which in particular, is the missing link to executable
MDAO workflows.

3. Enhance the system architecture representation in an MBSE environment to ease cap-
turing safety requirements in the system architecture earlier in the development, i.e.,
through linking aspects of the FHA.

: o : Detailed
Conceptual Design Preliminary Design Design
Safety Focused Systems Architecting (Rule-based Safety Assessment, Full SAE ARP4754 process,
Model-Based FHA, ZSA and PRA) including MBSA
System Architecture (Model-Based) Architecture System architecture
Definition Representation specification refinement
Populated Overall Architecture Model-based Syt and Subsystem lavel
Design s peLeeciiy Logical Information Functional
Space Physical transition Logieal
Riiehased\ - * Voo Physical
Safety \ Sele
Filtering - l
Feasible . Model-Based
Architectures Architecture

Specification Model Enriched
. with Safety
MDAO-based Evaluation Requirements
€ ) = =
Model-based FHA

Model-based PRA
ZSA

Aircraft configuration exploration

freeze

Configuration

Figure 2. The proposed safety-focused systems architecting framework features enhanced links
between the architecting steps and enables earlier safety assessment.

The integration links shown in Figure 2 connect each aspect of system architecting to-
gether. Each stage of the architecting process typically deals with different means of storing
information. The authors propose to use a graph-based system architecture descriptor to
transport the system architecture information within the process.

A graph is described as a pairwise relationship between two elements [73]. A collec-
tion of element pairs can be used to describe the interrelationships between components
in a system. When used for system architecture description, graphs offer a dynamic
representation of the architecture and a multi-level repository for storing architectural
information. At the abstract level, a graph can be used to describe relationships between
components and capture flows of power, energy, and control within a system architecture.
A graph-based descriptor also stores information pertinent to system architecture elements
within its nodes and interconnections. Graph elements and interconnections can be queried
and evaluated, which makes it suitable for testing safety rules. Staack has presented the
use of graph-based model representations to support knowledge-based simulation model
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development within a conceptual product development framework [74]. Graph-based
descriptors have also been used in other disciplines, such as in cheminformatics, to encode
basic chemical information [75].

Each node in the graph stores information pertinent to system sizing and performance
workflows as well as relevant safety parameters. Elements of the generic descriptor can
also contain information about which physical components are allotted to them. The
descriptor is also linked to a catalog of elements within a Model-Based System Engineering
environment (in this case ARCADIA Capella [76]) that is used to instantiate an architecture.

Therefore, by establishing a graph-based architecture descriptor to capture the system
architecture input within the framework, the information from diverse sources can be
contained within a single entity-which is a key enabler for the integration of the framework’s
constituent elements. The graph descriptor can be interfaced with legacy descriptors,
such as text-based descriptors that are integrated into MDAO environments or process
integration frameworks using custom scripts. More recent information schema, such as
CPACS [20] and descriptors based on information stored in other formats, can also be
interfaced with graph-based descriptors in a similar manner. Finally, the generic element
descriptor is extendable to any type of system architecture that features flows of control,
power, or energy. The integration of the graph-based descriptor with architecture evaluation
in an MDAO environment is discussed in Section 4.

The following subsection describes these three aspects in more detail and provides
examples of their implementation as part of the collaborative research project AGILE4.0
and MDAO-NextGen. Additionally, to prepare the formal safety process of the SAE ARP-
4761, the authors propose a mapping of the typical safety analyses into the various aspects
of the framework, which is discussed in the following section, implemented into the so-
called ASSESS methodology and toolset (ASSESS is an acronym for Aircraft System Safety
Assessment).

3.1. ASSESS: A Practical Implementation of Safety-Focused Systems Architecting Framework

The Aircraft Systems Lab at Concordia University has implemented the framework as
a series of modules, as depicted in Figure 3.

Each module implements a specific aspect of the safety assessment process that is
integrated into systems architecting and addresses safety at an increasing level of system
architecture granularity. The granularity of each module is expressed using the denotation
L0, L1, and L2, with LO being the lowest and L2 being the most detailed level of granularity,
following the principles for multi-fidelity approaches in conceptual design, as established
by Piperni et al. [77] and further developed for system-level analyses by Sanchez et al. [78].
Here, LO methods of the safety assessment are purely suitable for the conceptual design
exploration. However, L1 and L2 methods prepare for the formal safety evaluation in terms
of the SAE ARP-4761.

The modules of ASSESS also address the abovementioned research gaps. The ASSESS
L0 module implements the rule-based safety assessment whereas ASSESS L1-M1, L1-M2,
L2-M1, and L2-M2, help capture the system architecture in an MBSE environment and
enable safety analyses such as FHA, PRA, Zonal Safety Assessment (ZSA) and Failure
Mode and Effects Analysis (FMEA).
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Figure 3. Aircraft Systems Safety assessment-(ASSESS) methodology implementing the safety-
focused systems architecting framework.

L0 analyses at the aircraft and system levels allow for early checks with a low level
of granularity. This enables the traversal of large design spaces, thereby ensuring that L1
analyses can focus on a limited set of system architectures. The emerging safety properties
(such as required redundancy or segregation) of the system architecture are addressed with
L1 methods. These also focus on utilizing information from the aircraft level, such as the
external and internal geometry of the aircraft and the placement of system architecture
components. L2 methods are applied when a single architecture (or a very limited set)
remains and can be analyzed in detail to identify additional safety requirements. Down-
stream safety tools are then used to perform detailed safety analyses using the system
model as the primary artifact.

The various modules of ASSESS are either individual tools or extensions to existing
tools. The following Sections 3.2-3.6, provide more details about the individual modules.

3.2. ASSESS L0 Module: Aircraft Level

ASSESS L0-Aircraft is an aircraft-level module that estimates the fuel burn, Maximum
Take-Off Weight (MTOW), component weights, and performance of an aircraft from a
set of top-level aircraft parameters. Aircraft sizing is subject to performance constraints
that are applied according to certification regulations obtained from the airworthiness
standards for normal and transport category aircraft such as 14 CFR Part 23 and Part 23
Commuter, and Part 25, respectively [79,80], depending on the category of aircraft. This
module implements typical sizing methods from [2,3] that apply to conventional as well
as hybrid and all-electric aircraft. This module provides aircraft-level information such as
weights, drag, and power demands to system architecture evaluation tools and also uses
the weight and drag penalties from the architecture evaluation to determine the impact at
the aircraft level.

3.3. ASSESS L0 SysArc: Rule-Based Safety Assessment

The ASSESS L0 SysArc module implements a rule-based safety assessment method-
ology [16] developed by the authors that enables a large design space of aircraft system
architectures to be evaluated for safety. It addresses the need to incorporate safety assess-
ment within conceptual design by testing a large design space of candidate architectures
against predefined safety rules or heuristics. Rule-based safety assessment is based on the
assumption that the traditional aircraft safety assessment process, according to the SAE
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ARP-4761, is probabilistic and tends the architecture towards greater redundancy [81]. This
effect is evident in certified system architectures through the outcome of safety analyses
such as the Aircraft Functional Hazard Assessment (AFHA) and System Functional Hazard
Assessment (SFHA), which capture potential functional failures that are then mitigated
by expert knowledge. The safety rules codify and genericize the outcome of the ARP4761
safety assessment process for existing system architectures and enable the qualitative
evaluation of the safety of candidate system architectures in a design space.
The safety rules are synthesized from the following sources:

1.  Inherent safety characteristics (redundancy and logic of connections between ele-
ments) of certified aircraft system architectures derived from an analysis of 30 aircraft
(aircraft certified to Part 23 and Part 25 were analyzed individually)

2. Information extracted from certification regulations, in comparison with existing
system architectures

3.  Industry best practices derived from reviews with safety analysts and subject matter
experts

3.3.1. System Architecture Representation Using Generic Elements

In order to test the safety rules, the system architectures must be represented using a
suitable means. The authors introduce a set of generic elements termed: source, distribution,
consumer, and device. These enable the system architecture to be abstracted to capture
the key flows of energy, power, and signals. Such aspects constitute variability in aircraft
system architecture and are important characteristics that inform safety. A mapping of
the generic elements to terminology found in literature and typical system components is
described by Jeyaraj et al. in [16].

3.3.2. Rule Evaluation and Safety-Based Filtering

The safety rules are evaluated by checking if elements in the generic descriptor comply
with the minimum required redundancy in the allocation of power distribution elements,
the independence of each distribution element, and the proper allocation of distribution
elements to consumers. These checks are implemented by evaluating the incoming and
outgoing links between each element based on the requirements of the specific rule that is
being tested.

A large design space of system architectures can be filtered using generative and
evaluative filtering. In generative filtering, the design space is built by applying the
rules to constrain potential combinations resulting in a smaller initial set of architectures.
Evaluative filtering first allows an exhaustive population of the design space, followed by
the safety-based filtering of the architectures.

Each rule is evaluated using a script to check the connections between the generic
elements. A hierarchal approach is followed, starting with the links between device and
consumer elements, progressing to the connections between consumer and distribution
elements, and finally, the distribution and source elements. The algorithm for checking each
connection depends entirely on the rulebase, which can be expanded to accommodate ad-
ditional rules and aircraft systems. Evaluating rulebases for multiple systems concurrently
can introduce additional complexity. Additionally, identifying safety rules for systems
featuring multiple types of exchanges (power, data, etc.) between constituent components
can be challenging to address. In this paper, the authors have considered a case that deals
with power allocation and ensuring sufficient redundancies. However, the framework is
also broadly applicable to the abovementioned complex cases.

3.4. ASSESS L1 Module 1-Functional Hazard Assessment within an MBSE Framework

L1-M1 is a methodology that can be implemented in a typical Model-Based Systems
Engineering environment and, in this case, uses the Capella tool [82]. It also builds on a
modeling framework developed by the authors in [14,64]. The model-based functional haz-
ard assessment seeks to identify emerging safety requirements from the system’s functional
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and logical architecture. The FHA implemented within an MBSE framework combines the
system modeling process with the FHA process. This includes an integration of key steps
in the FHA, such as functional analysis and the synthesis of a functional architecture into
the system architecture modeling process. A benefit of performing the modeling and FHA
simultaneously is that the safety requirements elicited from the FHA can be used to enrich
the model in situ. The system model, enriched with safety information, then serves as a
basis for downstream analysis using MBSA tools that generate artifacts such as fault trees
and reliability block diagrams. This process comprises of system architecture specification
and failure identification and tracing. These are described as follows:

3.4.1. System Architecture Specification and Modelling

The methodology applied in this module is tool agnostic. However, the ARCADIA
methodology and the Capella tool are selected for use in the author’s specific implementa-
tion. The system architecture may be modeled in two ways. The first is a conceptual-level
modeling approach relying on a set of generic functions and a catalog of predefined model-
ing elements developed by the authors [14,64]. Here, the functions, logical and physical
components may be initialized based on the system of interest from an existing catalog of
elements. The second approach is to define system functions and build logical and physical
architectures from the ground up. Both approaches feed into the development of the FHA.

3.4.2. Failure Identification and Tracing

Once the system architecture has been modeled, a set of diagrams within Capella are
developed to highlight the hierarchy and interaction of functions. The hierarchy diagrams
are first applied to delineate which functions are at the aircraft level and which are at the
system level. It can also be used to develop child—parent relationships between functions.
The next step is to trace the impact of functional failures using functional chains to highlight
the interaction between system functions. This is performed at both the aircraft and system
levels.

The analyst then can use the model to examine the impact of known functional failures
in a cause-and-effect analysis. The cause and effect analysis traces the impact of a specific
functional failure at the aircraft, system, and trans-aircraft and system levels. Following
this, a cascading failure analysis can be performed to identify any transverse effect on other
aircraft or system-level functions due to a specific functional failure.

3.4.3. Failure Impact and Function Classification

Finally, at this stage, the analyst can evaluate the impact of a system-level failure at
the aircraft level and determine the appropriate classification. This classification is applied
as a property to the function and color-coded according to the severity. This color code
is visible when the functions are allocated to logical and physical architectures, and the
corresponding safety targets are also applied to the logical and physical components. At
the end of this step, the system model at the logical level is enriched with safety targets,
and at the physical level, characteristic component failure rates can be allocated to different
physical components. Downstream FTAs can be used to quantitatively determine if the
system architecture requires additional redundancies to meet safety targets.

3.5. ASSESS L1 Module 2: System Placement, Particular Risk Assessment, and Zonal Safety
Assessment

ASSESS-L1-M2 is a tool that is developed using an open-source geometrical modeler.
This module deals with system placement and the safety considerations arising from a
Zonal Safety Assessment and Particular Risk Assessment. The overall aircraft geometry,
system architecture, and system placement are required to create a 3D model that includes
the installation of system components within the aircraft. Here, specific aircraft zones are
created, and the assignment of system components to these particular zones is evaluated.
Specific analyses such as rotor-burst and tire-burst are carried out by generating regions
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of exclusion and analyzing if critical components lie within those regions. The output of
this module will result in the potential reconfiguration of the architecture and placement of
system components.

3.6. ASSESS L2 Module 1: System-Level Certification Rules

ASSESS 1.2-M1 is integrated with the architecture evaluation techniques that perform
a physics-based integrated (aircraft and system level) system sizing and performance
estimation. Here, the certification rules pertinent to the sizing of each system are integrated
into the sizing tools and directly influence the system mass. Architecture-based fuel system
sizing and weight estimation methods developed by Rodriguez et al. [83] and the system
sizing methods developed by the Aircraft Systems Lab at Concordia University are also
implemented in this module. Another aspect that is considered is that associated with
the thermal management of system architectures. The techniques developed by Sanchez
et al. [84,85] are applied to determine a thermal risk score of system components, subject to
temperature limits for equipment that are derived from certification regulations.

4. Implementation and Discussion

This section discusses the implementation of the architecture definition and rule-based
safety assessment of the safety-focused system architecting framework. The selected test
case is a landing gear braking system, as this is an example used in the SAE ARP-4761.

For this subsystem, the variability in the design space is characterized by the choice
of actuation technology (hydraulic, electric, or both), the associated allocation of power
distribution systems to actuation systems, and the allocation of power generation to power
distribution systems. These choices result in a large design space of system architectures
(approximately 10,000 based on the number of actuator technology variants and the number
of ways power systems and power sources can be allocated), as illustrated in Figure 4.

Each architecture is automatically generated and represented using a graph-based
descriptor implemented with the NetworkX [86] Python library and is passed to the rule-
based safety assessment module (LO SysArc). Here, the safety rules are evaluated by testing
if the system architecture described by the graph descriptor contains links—between each
generic element—that comply with the system’s safety rules. The authors implemented
two categories of safety rules according to the certification basis (14 CFR Part 23 or 14 CFR
Part 25).

The following is an example of a set of rules (based on 14 CFR Part 25) used to filter
through a design space of landing gear braking system architectures.

Rule 1—Number of independent power supply sources: This rule ensures that at
least two main hydraulic systems supply each hydraulic braking consumer. The backup
system could also derive from an independent power source or be supplied locally (using
an accumulator or human-powered supply). For aircraft to be certified under Part 25, each
braking consumer device must be supplied with at least two independent hydraulic sources
and one backup source.

Rule 2—Symmetry in power allocation: The power supply must be allocated symmet-
rically to prevent asymmetric braking in case of power loss. This rule focuses on preventing
asymmetrical braking due to the loss of specific power systems-this is a case typically
identified during the Aircraft Level Functional Hazard Assessment (AFHA).

Rule 3—Actuator Allocation: At most one power-consuming braking device is allo-
cated to each wheel. This rule filters unfeasible allocations between the braking device and
the wheels for conventional landing gear braking systems.
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Figure 4. Example of rule-based safety assessment for the system architecture definition phase;
applied to a design space of landing gear braking system architectures.

An example of rule assessment in LO SysArc is shown in Figure 5. The connections
between sources (S1 & S2) and distribution (D1 & D2) in SysArch_00007 ensure that two
independent distribution systems always supply the consumer (C1). This is valid because
51 and S2 are independent primary sources. Additionally, C1 is allocated to a unique
device, Dv1, and complies with rule three. However, SysArch_00009, in Figure 5, presents
a case that fails the checks for compliance with rules 1, 2, and 3. Here, the consumer C1
is only supplied by one independent primary distribution, D1. This violates Rule 2 as C1
is supplied asymmetrically to other braking elements (C2—-C4). Finally, C1 is allocated to
both Dv1 and Dv2, which is a violation of Rule 3. Another approach to applying rule-
based safety filtering is comparing the architectures in the design space to those built
using a generative filtering approach. More details on this example, including the link to
a function-based design space definition tool, are detailed in another publication by the
authors [16].
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Figure 5. Rule assessment using generic element descriptor.

The architectures that meet the safety rules are then provided to the architecture
evaluation module to determine weight and performance metrics. This requires that
information required by the evaluation tools is contained within the descriptor. The
descriptor can be enriched with this information, during design space generation or after
the filtering process. Practical enrichment of the architecture descriptor can be achieved by
reading the system sizing inputs from spreadsheets, text files, or directly from python data
structures such as dictionaries and data frames.

In this study, one system architecture was considered in isolation. However, the
algorithm needs to support the evaluation of multiple systems concurrently to filter the
design space effectively.

MDAO Integration

The proposed safety-focused systems architecting framework was developed with
the aim of possible integration within an MDAO environment. The graph-based system
architecture descriptor links architecture definition and rule-based safety assessment with
architecture evaluation and formal architecture specification in an MBSE environment. To
support these aspects, one needs to consider the challenges involved in describing system
architectures.

Architecture evaluation implemented within stand-alone scripts in MATLAB or
Python benefit from the ability to have the architecture description within the script itself,
in addition to importing system architecture descriptions from external files. Text files,
as in Figure 6, and Extensible Markup Language (XML schema) such as CPACS can be
used to describe architectures and also provide system sizing inputs in an automated
manner. However, they do not provide detailed information on the links between system
components.
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SysArc
source_type = "Engine"
power_system_type= "Hydraulic"
power_demand= 500
pressure= 5000
component_type = "EMP 1"
associated_power_system = "D1"
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pressure= 5000 DV1
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associated_power_system = "D1"
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voltage Type= "DC"

voltage=
h############################SySArC######
Text-Based Descriptor Graph-Based Descriptor
Generic El Type Source

Allocations ID |Comp /Par Name S1 S2 S3
Component Allocation SA_1 source_type Enginel | Engine 2 RAT
Component Allocation SA 2 component_type EDP1 EDP 2 Hydraulic Pump
System Parameter Allocation SSA 1 power_system_type Hydraulic | Hydraulic Hydraulic
System Parameter Allocation SSA 2 flow_rate 42 42 15
System Parameter Allocation SSA 3 pressure 3000 3000 3000
System Parameter Allocation SSA 4 eta 0.88 0.88 0.75
System Parameter Allocation SSA_S engine_n2_cruise 0.9 0.9 N/A
System Parameter Allocation SSA_6 engine_n2_takeoff 1 1 N/A
Generic Element Allocation GSA_1 Associated Generic Element D1 D2 D3
Generic Element Allocation GSA_2 Associated Generic Element N/A N/A D3

Spreadsheet-Based Descriptor

Figure 6. Various types of architecture descriptors used in architecture evaluation workflows.

Configurational checks, such as prescribing a minimum number of system architecture
components, can be applied, but describing component linkages, allocations, and sizing
parameters within one file can often be tedious. Furthermore, the evaluation of safety
rulebases will have to be inferential, i.e., that different elements of the architecture must be
considered to test a safety rule instead of directly checking connections between elements.

Spreadsheet-based wrappers for textual architecture descriptors improve the link
between architecture descriptors and system evaluation workflows by providing an un-
derstandable interface between the user and the raw text descriptor used by the workflow.
Furthermore, this process can also be automated and functions well for conventional sys-
tem architectures. However, if the conceptual designer wants to evaluate unconventional
architectures, then the description schema needs to be changed, and the links between the
descriptor elements and the text-based descriptor will have to be manually modified.

The generic-element descriptor addresses the aforementioned challenges by providing
a standard nomenclature of terms at a high level of abstraction, which can be extended
to any type of energy-based system architecture. Furthermore, the generic elements can
encapsulate subcomponent allocations, i.e., specific physical components can be allocated
to each of the generic elements. This aspect helps capture information pertinent to the
system-level sizing of architecture components.

Finally, since the generic elements are used in a graph-based descriptor, the evaluation
of safety rules becomes one of traversing graph nodes based on the type of generic element
and testing the applicable rule. The inherent visual properties of a graph make it much
easier for a system architect to process than a dense text file or even an excel spreadsheet.

Although the graph-based description is a versatile approach to enabling new capabil-
ities such as safety-based filtering and connection to MDAO and MBSE frameworks, there
are still some challenges to the effective implementation of graph-based methods. First is
the generation of graph descriptors. The architect must manually create the graphs within a
specific environment. In the case of this study, the authors used a Python environment and
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defined the descriptor using Python dictionaries. A spreadsheet-based initial description
was also considered and showed promise as an effective means of integrating system sizing
parameters into the MDAO workflow.

The objectives of the system architect and the means of system architecture definition
also impact the choice of the descriptor. Suppose the design space is generated using the
Architecture Design Space Graph (ADSG) technique of Bussemaker et al. [28,50]. In that
case, system sizing parameters may already be assigned to each graph element, and a
mapping between ADSG elements and the generic elements in ASSESS can be created. The
authors in [16] have shown this aspect.

The generic element descriptor and rule-based safety filtering are directly integrated
when the system architecture design space is defined using graphs in a custom environment.
The conceptual designer can apply the rule-based safety filters directly to reduce the design
space without allocating system sizing parameters, as the safety rules are defined to be
generic. One can link the architecture evaluation with the filtered architectures by using
a spreadsheet-based approach to allocating subcomponents and providing sizing inputs,
as shown in Figure 7. However, some manual intervention is involved if the variability in
subcomponents is also considered.

Sample: system sizing inputand componentallocation

Generic Element Type Source
All ions ID |Comp IP: Name $1 S2 s3
Component Allocation SA_1 source_type Enginel | Engine2 RAT
Component Allocation SA 2 component_type EDP1 EDP2 Hydraulic Pump
System Parameter Allocation SSA_1 power_system_type Hydraulic | Hydraulic Hydraulic
System Parameter Allocation SSA_2 flow_rate a2 42 15
System Parameter Allocation SSA_3 pressure 3000 3000 3000
System Parameter Allocation SSA 4 eta 0.88 0.88 0.75
System Parameter Allocation SSA_S engine_n2_cruise 0.9 0.9 N/A
""""""" System Parameter Allocation SSA_6 engine_n2_takeoff 1 1 N/A
Generic Element Allocation GSA_1 Associated Generic Element D1 D2 D3
Generic Element Allocation GSA_2 Associated Generic Element N/A N/A D3
Input parameters System Selected
(Top-Level Aircraft Requirements, | | Architecture | | Certification
Aircraft Configuration) Descriptor rules
) - Optimizer Notional Conceptual
Filtered Architecture | (optimization variables) _l MDAO Framework
A A 4

Conceptual MDA methods

Overall Aircraft
Sizing & Performance] ~  "TTTTTTTTTTTTTTTTTTTR

CAD Geometrical

| External Aircraft Geometry |

I .
o [

CAD Geometrical Modelling
| Internal Aircraft Geometry |

Sub-system Disciplinary
Analyses

Functions to Optimize
(e.g., Maximum Take-off Weight,
Operating Cost, Emissions,...)

Figure 7. Applying system sizing inputs to the generic graph-based descriptor.

5. Conclusions and Future Work

This paper reviews the current state of safety assessment methods for systems archi-
tecting in conceptual design and proposes a safety-focused system architecting framework.
This framework applies elements of the SAE ARP461 safety assessment process to each
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stage of systems architecting and is implemented as a series of modules addressing par-
ticular aspects of the safety assessment process requiring increasingly more detail about
the system architecture. This paper provides more detail about the first module, L0, which
proposes a method to evaluate a large design space of system architectures for safety.
This is achieved due to automation using graph-based descriptors. The filtered systems
architectures can directly be linked to an architecture evaluation in an MDAO environment.
A test case demonstrates the implementation for the landing gear braking system.

The proposed method is deemed to be easily scalable to the complete aircraft system
architecture. Furthermore, the extensibility of the generic descriptor enables the integration
of safety-based filtering with MDAO evaluation. It also allows potentially any system archi-
tecture to be represented and evaluated for safety considerations. However, a hierarchical
approach is required to assess rules for multiple systems simultaneously and treat more
complex interactions featuring simultaneous exchanges of different types (i.e., power and
data).

Future work will demonstrate the scalability at the aircraft level. In addition, the
remaining modules, L1 and L2, will be matured and integrated into the ASSESS tool. All
modules will cover conventional and novel aircraft system architectures.

In summary, this work integrates safety considerations early in the system architecting
process within a model-based systems engineering environment and in doing so, provides
a pathway for novel aircraft system architectures to be effectively developed.
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