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Abstract: The ongoing digitalization in the water sector enables more efficient processes, but also 

comes with new challenges related to potential cyber-physical attacks on the water systems. To manage 

the associated risk, a precise and systematic framework should be adopted. This paper describes a 

methodology that is consistent with the Risk Management ISO (31000-2018) and builds on specific 

tools developed within the H2020 Digital Water City (DWC) project (https://www.digital-water.city). 

The demonstration of the approach concerns a digital solution of the DWC project which allows to 

visualize inflow’s predictions at the Waste Water Treatment Plant (WWTP) in the city of Copenhagen. 

Specifically, the risk assessment and risk treatment options are demonstrated in the case of the spoofing 

of the web interface where forecast data are visualized by operators, leading to a wrong flow prediction 

and thus to a wrong maintenance schedule.  
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1. Introduction 

As part of the planning and implementation of digital solutions to support water 

industry processes, risk management plays a fundamental role in limiting the risk 

associated with economic, social, and environmental losses. In fact, through risk 

management the threats that can emerge from digital tools can be addressed in a 

systematic way, according to the four steps of risk management in ISO standard 

31000-2018 (Identification, Analysis, Evaluation, and Treatment) shown in Figure 

1.1. The presented approach extends and customizes the work of STOP-IT 

(https://stop-it-project.eu/) to the DWC solutions. 

 

 
 

Figure 1.1 Steps of Risk Management (ISO 31000-2018) 
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2. Methods 

 

To address the various steps of Risk Management, specific methods and tools have 

been developed as part of the DWC Project. The Risk Identification Database (RIDB) 

was designed to support water organizations in the first step of the Risk Assessment 

(Ostfeld et al., 2018). It covers the events identified by DWC partners as the most 

relevant risks related to their digital solutions developed in the project. The sentence’s 

structure is the same for each record to ensure consistency, as shown in Figure 2.1 

 

 
Figure 2.1 Records structure in the RIDB 

 

According to the Risk Management framework, the Risk Analysis part should focus 

on estimating probabilities and consequences. Given a digital twin of the analysed 

system, stress testing can be adopted to compute the expected consequences for the 

selected Key Performance Indicators (KPIs) under a wide range of scenarios, once the 

cyber-attack was successful (Nikolopoulos et al., 2020). On the other hand, the 

probability of a successful cyber-attack could be estimated by historical data or by 

structured subjective assessment. Resulting KPIs are compared with target values in 

the Risk Evaluation phase, and potential decisions to take actions to mitigate the risk 

might be taken accordingly. 

Finally, the purpose of the Risk Treatment is to select and implement the best 

options for addressing the identified risk (Mälzer et al., 2019). The DWC project 

provides a Risk Reduction Measures Database (RRMD) where several risk reduction 

measures were gathered and associated to related risks events of the RIDB 

(https://zenodo.org/record/5735537). 

 

 

3. Results and discussion 

 

The DWC Digital Solution “Web platform for integrated sewer and wastewater 

treatment plant control” was selected to demonstrate the discussed methodology. The 

solution allows the manager of the WWTP of Copenhagen to visualize the predictions 

of the inflow at the WWTP, up to 48 hours in advance. Since the water organization 

performs periodically maintenance on one of the four parallel lines of the WWTP, an 

internal attacker could manipulate the data visualization, leading to a wrong flow 

prediction and thus to a wrong maintenance schedule. In the cyber-attack scenario, the 

actual rain information has been hidden, leading to an unexpected discharge overload 

in the three lines left in operation. The reduced capacity might be compensated to a 

certain extent by the existing equalization tanks which may adsorb the generated flow 

overloads. The characteristics of the considered water system and risk event are 

shown in Table 3.1 and Figure 3.1, respectively.  



 
 

Table 3.1 Characterization of the analysed water system 

 
 

 
Figure 3.1 Structure of the selected event in the RIDB 

 

The consequences, illustrated in Figure 3.2, have been assessed in terms of a 

selected KPI (cubic meters of biologically untreated wastewater) through the stress 

testing of a digital twin of the water system with reduced capacity, by considering the 

historical inflows of 2020. 

 

 
 

Figure 3.2 Consequences resulting from the stress-testing procedure  

 

The outcome of the Risk Assessment can lead to the adoption of some mitigation 

measures which should be further investigated through a cost-benefit analysis. From 

the RRMD, the following measures depicted in Figure 3.3, linked to the identified 

risk, are suggested. 
 



 
 

 
 

Figure 3.3 Risk reduction measures in the RRMD associated with the identified risk in the RIDB 

 

 

4. Conclusions 

The described methodology supports the adoption of a risk management process 

covering both safety and cyber security. Due to the increased level of digitalization of 

the operations in water systems, new vulnerabilities are introduced and must be 

addressed. To limit the undesirable effects that digital tools may bring, a set of tools 

and methods developed as a part of the DWC project serves as a guide for other water 

utilities that need to assess the risks associated with digital solutions. 
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