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Agenda BERDenNrDI

On today’'s menue:

* interactive Virtual Assistant: iVA
* History and background
* Navigation

* iVA1:Is the GDPR applicable to your research?

* Use Case Example
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interactive Virtual Assistant: iVA

Why do we need a data protection assistant?

* designing research in a compliant manner

* minimising the resources of researchers required for achieving this
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interactive Virtual Assistant: iVA BERDenrDI

History and background

Data Protection Laws & Regulations:

GDPR

German National Data Protection Law |

Au Verarbeityp,
Thebung der Richejmpe i aim'.;'f;‘“'..,,..: 3 i
(et (UL Grundveag g, e
o0 Bedeurung i dew by dnung)

16 State Data Protection Laws
Many special Data Protection Laws
+ regulations, opinions,

recommendations, essays,
commentaries, etc.
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interactive Virtual Assistant: iVA BERDenrDI

History and background

Data Protection Laws & Regulations:
GDPR
German National Data Protection Law
16 State Data Protection Laws
Many special Data Protection Laws
+ regulations, opinions,
recommendations, essays,

commentaries, etc. /

— which rules and laws are relevant?
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interactive Virtual Assistant: iVA

History and background

rundiagen, -Moglichkeit kummuls

A| B = 8] = F G | H J K I b M (8] P o A
Flecht] Tat| 420 _—_
1 T;f Ikl | Abzchnitt Inhat | & Inbait gholg |best :?3; Abhangig von zusAar-:Ld;:rsngem BarecHigter Werpflichtater Offrungeklausel nationale Regeln Pritungsrelevanz
e |and ra
2 ng Arzahl ort Rechtsfragen
3 Allgs EEE /
11 E:;E 2 | Sachlscher Anwendungsbereich ofs 'verarpeitung personenbezogener Daten Amwendungsbereich
5 T 3 | Raumlicher Arwendunpsbereich o/ Verantwortlicher/Auftragsverarbeiter innerhalb der EU Anwendungsbereich
B o 4 | Begriffzbestimmurgen 1|Nr. 7 Grundsatz
(i 5 | Verarbei ungzprundsatzs 1jam. 2 Grundsatze Verantwortlicher 0 Allgemeine Verarbeitungsanforderungen/ Grundsatz
3 6 | Rechimalighstsgrundlagen 1|Art. 2 Rechisgrundlage Werantwortlicher 3 555,13, 147 LOSG  |Ermachtigungsgrundlage |- erschdpfende R
AN 7 |Einwilligung I|ars1a) Betroffener \Verantwortlicher 0 Ermachtigungsgrundlage
mw 2 &;; B | Einvalligung Kindes 2+ At 6| &) Kind, Informationsgesellschafisdienst Verantwortlicher 11 Erm&chtigungsgrundlages
n 9 | Besondere Kategorien 2|j/ar 61 besondere kategorie von Daten Verantwortlicher 8|11 a), g). b, i), )| 1|56 22, 27, 28 BOSG, §)Ermachtigungsgrundlage
12 10 | Daten uber Straftaten 2061 Daten Ober Verurtzilungen/Straftaten tlicher i Besondere Verarbeitungsbedingungen
13 1 | Idertifik.ali o nichit rehr robwendig 2= AL 6| Identifizierung fiir Verarbeltul Verantwortl icher Verantwortlicher o A Verarbelungsbedingungen
Trarsparen

1 zund 12| Transparerte Kornmirikation J
14 Modalitdlen 2|Art61; 13, 14, 15/ Verantwortlicher, Kommissi{Verantwortlicher 0 Allgemeine Werarbeitung|bedingungen
15 Ireormation [ 43 [TIFErT e ey ETTEer o 2+ AL G | Erhebung bel Betroftenam Verantwortlicher i § 8 LDSG Allgemeing Verarbeiiungsbedingungen
1 2 a‘ﬂ;ﬂ;ﬁd M | Informationzpficht Erhebung bed Drittan 2+ |Ant.6| Erhebung nicht beim Betroffenen Verantwortlicher 2|Vel, d) § 29 BDSG, § 8 LDSG |Besondere Verarbeitungsbedingungen
i7 F— 5 | Aecht auf Auskenft 2+ AML 6 | / Betraffensr, Verantwortliche Verantwortlicher 0jvgl At 89 55 27, 28 BDSE, §5 9, |[Rechie
] Feri ¥ | Recht auf Ehen:ng.ng 2« Art. 6 | Unrichiigkeit der Daten Betroffenar Verantwortlicher 0Ofwgl Art 89 527, 28 BOSG, &5 13, |Rechie
1] A Berichligun 17 | Aiecht auf Loschung 2+ A6 | Laschungsgrinds Betroffensr Verantwortlicher 2|1e); Nib) 510 LDSG Rechte
20 3 Bieirafff 3 gund B :Em,_m-'[ ettt et 2+ At 2 Beschrankungsgrinds Betroffensr Verantwortlicher 71 1, vgl Art. 89 5527, 28 BDSG, § 15 LRechie

- Lischung | 1| ilungspiichi Bei Bericnbgona,
Fal Laschung. Einschrankung 2+ |An 16/171, 18 [VerhaltnismaRigkeit und Mag| Betroffener Verantwortlicher 0]vg! At BS § 14 LD5G Folge einer Rechisausibung
22 20| Recht auf Dateniibertragbarkest F Art. 6 | a), b), 9 I|automatisierte Verarbeitung |Betroffener Verantwortlicher 71l 111, vgl Art. B9 § 28 BDSG Rechte
] 4 21| Aecht auf ‘Widerspruch Art. 6 | &), f), B2 |besonders Situation Betroffenar Verantwortlicher 0|vel Art. 829 §5 27, 28 BDSG, § 13 §Rechie
2 7] Pl bl A6 I beachts IVI Betraftensr Verantwortlicher 11 b) Rechte
OFfriu

3 23| Beschrarkungen durch EUR oder natR | ngskl
=] auisel 0|Art. 12 -32, 34 Mitgliedsstaaren FL
x 24 Verantwartung 1)Art. 6 | Art. 4 Nr. 7 Verantwortlicher o Allgemeine Verarbeltungsbedingungen
& 25 Technikgestaltung und Voreinstellung 1|Vorfeld Art. 2 Verantwortlicher 0 Allgemeine Verarbeitungsbedingungen
28 26| Gemeinsame Veranbworlliche 3 Verantwortlicher & Aufiragsverd 1)1 Allgemeine Verarbeitungsbedingungsn
e} 1 27| Verartwartliche aulerhab der EU At 3l Verantwortlicher a Besondere Verarbeitungsbedingungen
30 20 Aufiragsverarbeiber 3|Art& N B Aufrragsverarbeitung Verantwortlicher & Auftragsvery Al s.1; m a), gl M Besondere Verarbeitungsbedingungen
2 29| Verarbsiurng suf Weizung 1] Aufrragsverarbeiter, untersoeling 1 Besondere Verarbeltungsbed ingungen
r2 30| Verzeschnis dar Yerarbe ungstah glaiten 1] Verantwortlicher, Auftragsverar] 0 Allgemeine Verarbeitungsbedingungzen
33 erant 31| Zussrrmenarbeil mil Aufschisbehorde 3 Bufsichisbehtrde Verantwortlicher, Aufiragsverary 0 Allgemeine Verarbeiungsbedingungen
34 worflic 32| TOM 2+ Verantwortlicher & Auftragsvera ifiv Allgemeine Verarbeitungsbedingungen
B, :::1 2 33| bedel deplicht bes Verletzung P Aufsichtsbehsrde? Verantwortlicher & Auftragsvera ] Pflichten bei Verletung |
% Aufira 34| CETEETRTEr MGG BErarTerier Os 2 Batroffener? Aufsichtsbahbn Verantwortl icher ] §11 LDSG Pflichten bel Verletzung |
£ gsvers 3 35| Daterschutz-Folgensbschatzung Aufsichtsbehdrde? Verantwortlicher, Aufsichtsbeh 1[% Besondere Verarbeitungsbedingungen
] rbeiter 36 ETEI e flal ! sutsichtsbehsrde Verantwortlicher, Autsichtsbeh 1w Besonders Verarbeitungsbedingungen
E:)) Arwsncian ET] [l T Unternehmensgrupoe Verantwortlicher, Auftragsverar] 1|
40 shﬂachg 38 Stellung des Datenzchuizbealfiragten Datenschutzbesuftragrer, BdVerantwortlicher & Auftragsvery 1w
- T R E——— T E—— . E— . -

Tabelle1 | Tabelle2 [ «]

Data Literacy Snacks



interactive Virtual Assistant: iVA BERDenrDI

History and background

Expert assessment

- Comprehensive expert assessment for
answering the main question
("is my handling of data legal”)

- Bundling of all necessary
information

- Resolving legal uncertainties and
problems
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interactive Virtual Assistant: iVA

History and background

Decision Tree

Die DSGVO
findet keine

Liegen Informationen vor?

A A A

. ‘l: Anwendung
Advantages' Personenbezug _
— Clearly comprehensible structure GJ
A
— Legal consequences presented uniformly —
— Reduction of facts to binary questions - Anwendbarkeit?
Disadvantages: Oo
— Information for answering binary questions missing i s
. L. o s e vormendons or Identifizierbarkeit ‘
— no Interactivity
— several decision trees "J

Wurde die betroffene Persol
tatsachlich identifiziert?
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interactive Virtual Assistant: iVA

Process Overview
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Identifizierbarkeit

s, Ugions iunad

BER[BW

1. Scope of
applicability

1 Personal data
a) Information

b) Personal
reference

aa) Content
element

bb) Purpose
element

cc) Result
element

¢) Natural person
d) Identifiability
2 Processing

Intermediate result

GDPR Applicability

Reference to living natural person
Your information should relate to a iving natural person.

Notice:

The natural person to whom the personal data being processed
relates is referred to in the GDPR and below as the "data subject”.

Does the data relate to a living natural person?

O Yes

QO No

@ More information

CC BY Markus
Herklotz, Lan

Nouyen & Lars
Oberfander
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interactive Virtual Assistant: iVA

‘ BERDenrDI

IVA

Interactive Virtual Assistant

BER[@oBW

iVA1
GDPR Applicability

Introduction

iVA1 assists you on your way to achieving compliance with data
protection regulations relevant for your research project.

The European General Data Protection Regulation (GDPR) takes
precedence over federal and state laws (in Germany: BDSG,
LDSG). Therefore, you will be guided step by step through the
regulations of the GDPR to determine whether the GDPR applies to
your case.

For this purpose, iVA1 provides you with questions and the relevant
information to answer them. Please keep in mind your own use case
as well as the exact requirements and specifics of your research
project.

You should discuss the obtained result with the data protection
officers responsible for you. iVA1 is for information purposes only
and does not provide nor replace individual legal advice.

Mext

CC BY Markus

Herklotz, Lan
Nguyen & Lars
Oberlander

IVA

Interactive Virtual Ass

BERI[goBW

ivA1

GDPR Applicability

Navigation tips

For your orientation, you will find a layout on the left-hand side of
the application, in which the respective step of the examination
process is highlightad.

You can find more information on the respective questions under
"More information”.

You can get to the next question by clicking on the "Next" button.
The arrow buttons at the bottom right corner can be used to

navigate through the questions that have already been answered.
At the end, you can create an overview of your given answers with

the "Overview" button and copy it to the clipboard with the "Copy’
button.

‘ Mext ‘

CC BY Markus

Herklotz, Lan
Nguyen & Lars
Oberlander

https://www.berd-nfdi.de/ival/

Data Literacy Snacks
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BERDenrDI

interactive Virtual Assistant: iVA

[ ]
ivVA1
‘ \A GDPR Applicability

interactive Virtual Assistant

B E R I@B .VV Reference to living natural person — Cl’lte rlon

. S‘_:C'pe, F'f Your information should relate to a living natural person.
applicability
1. Personal data Naotice: ' EXp|anatIOn
a) Information The natural person to whom the personal data being processed
. relates is referred to in the GDPR and below as the "data subject”.
b) Personal
reference

Does the data relate to a living natural person? — Questlon
aa) Content

element ) Yes

o Ne ) | A nswer Options
element
cc) Result O o o —— -
element |\/|Ol"e |nf0r'matIOn

c) Natural person

bb) Purpose

d) ldentifiability L t
2. Processing — ayou

Intermediate result <

(@]

CC BY Markus Embedded as an iFrame on the website with the option

Herklotz, Lan

Nguyen & Lars forfU” screen dISp/Oy
Oberlander https://www.berd-nfdi.de/ival/
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interactive Virtual Assistant: iVA BERDenrDI

L]
VA1
|\/A GDPR Applicability

Intera

-
VA1
|\/A GDPR Applicability

Interas

L]
VA1
|\/A GDPR Applicability
[

B E R [@BW B E R [@BW Overview: . B E R [@BW Overview: N

I. Scope of The GDPR does not apply. I. Scope of i Introduction 1. Scope of = __lotoduction
applicability applicability applicability Press Ctrl + C to copy
No relevant processing of personal data takes place on the . L .
1. Personal data basis of your answers. The provisions of the GDPR do not 1. Personal data i Navigation tips 1. Personal data Overview
a) Information prevent your research project. a) Information a) Information
b) Personal b) Personal 1 b) Personal
reference reference reference
i P I data
aa) Content aa) Content 1 ersonal aa aa) Content
You t i f by clicki th
element --Ov:ri?;j- zﬂt;ver\rlew of your answers by clicking on the element > Evics . ; element ederal and state laws (in Germany: BDSG,
n. ? Existence of in . .
bb) Purpose ormation bb) Purpage LDSG). Therefore, you will be guided step by
element > Yes step through the regulations of the GDPR to
determine whether the GDPR applies &
cc) Result > Other possible answers: No . app.la; . your.
clement i clement case. For this purpose, iVA1 provides you with
. questions and the relevant information to
c) Natural person c) Natural person i Personal reference c) Natural person answer them. Please keep in mind your own
d) Identifiability d) Identifiability d) Identifiability use case as well as the exact requirements and
) ? Informatig, ) specifics of your research project. You should
2. Processing 1 2 2. Processing - 2. Processing ioed result with the d % -
Intermediate result ~ Intermediate result ~ Intermediate result IE < ~
< L] [ ¥

CC BY Markus CC BY Markus CC BY Markus
Herklotz, Lan Herklotz, Lan Herklotz, Lan

Nguyen & Lars Nguyen & Lars Nguyen & Lars
Oberlander Oberlander Oberlander

https://www.berd-nfdi.de/ival/
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interactive Virtual Assistant: iVA

BERDenrDI

Applicability of the
GDPR

iVA 1 shows you if the
General Data Protection
Regulation (GDPR) applies
to your research data.

Start here (DE)

Start here (ENG)

Consent as legal
basis

IVA 2 helps you identify

what you have to keep in
mind to get a lawful con-
sent for data processing.

Start here

...other legal
bases

We are currently working
on iVA 3, which is going to
teach you the requirements
of lawfully processing per-
sonal data without consent
of the data subjects.

https://www.berd-nfdi.de/servicestools/legal-questions-in-data-science/

Data Literacy Snacks
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iVA1:Is the GDPR applicable to your research?

BERDenrpi

* Research Data Lifecycle

Re-using

data

Giving

daccess

\

Preserving

Planning

A 4

Is GDPR applicable?
Find out with iVA1

data data

Collecting
data

Processing
data

Analysing

Data Literacy Snacks
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BERDenrDI

iVA1:Is the GDPR applicable to your research?

Data Protection Basics
 Data Protection

GDPR, Recital 1

..."The protection of natural persons in relation to the processing of personal data is a fundamental right.”

* Personal Data
Art. 4 (1) GDPR

“personal data’ means any information relating to an identified or identifiable natural personl...]”
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iVA1:Is the GDPR applicable to your research?

Data Protection Basics
* Personal Data

Art.4 (1) GDPR

“personal data’ means E-Mail Address Names
any(information

@) s-arridentified or
identifiable ”
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iVA1:Is the GDPR applicable to your research?

Data Protection Basics
* ldentifiability
Art. 4 (1) GDPR

“an identifiable natural person is one who can be identified

[f 6 I 0
%) 0h E5 0h Ha
E-Mail Address Names

20
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iVA1:Is the GDPR applicable to your research?

* Use Case Example

As part of your research project, you need to investigate the use of library computers using a pre-formulated
questionnaire. In doing so, the participants have to evaluate the library computers in your university and rank them
according to the following criteria: performance, network stability, user interface etc.

The survey takes place exclusively on the publicly accessible computers of the university library in the respective library
areas and lasts one week. During this one week the survey window is displayed on the screens every half hour.
Participation is voluntary and does not require registration.

It is theoretically possible to identify participants, if they have logged on to the computers with their university ID.

The survey includes questions about age, gender and education level. Contact details such as names or email
addresses are not requested, stored or processed.

At the end, you will have to evaluate the results of the survey. Based on this, the university would like to take concrete
measures to increase library user satisfaction.
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iVA1:Is the GDPR applicable to your research?

* Use Case Example

Question:

Do the regulations of the General Data Protection Regulation (GDPR) apply to this project?

Find out with iVA1: https://www.berd-nfdi.de/ival/
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iVA1:Is the GDPR applicable to your research?

* Use Case Example
Results:
“Itis theoretically possible to identify participants, if they have logged on to the computers with their university ID."

|dentifiability?

* Logged in with University ID * Not logged in with University ID

» Theoretically/ possibly identifiable » Not identifiable

Result: The GDPR applies. Result: The GDPR does not apply.
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Links and further information BERDenrDI

https://www.berd-nfdi.de/

https://www.berd-nfdi.de/newsletter-en/

Overview of iVA:

https://www.berd-nfdi.de/servicestools/legal-questions-in-data-science/

iVAT:

https://www.berd-nfdi.de/ival/

iVA2 (soon available in English):

https://www.berd-nfdi.de/iva2/
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