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Article 8 and Convention 108+
The European Convention on Human Rights



CONVENTION 108+
Views from Strasbourg, 2020

https://www.coe.int/en/web/data-protection/data-protection-views-from-strasbourg-in-visio-1-3-july

See more:
https://www.coe.int/en/web/data-protection/home



Legal 
Applications



Legal Applications:
frameworks that require 

active users!

Good for operation models 
that are

designed for  users’ 
ignorance



Legal Applications in 
MENA 

(personal data)

PDPL
(Personal Data 

Protection Law)

DPL
(Data Protection Law)

Law on Protection of 
Personal Data No. 

669

The Egyptian Law No. 
151 of 2020

PDPL
(Personal Data 

Protection Law)



Legitimate Interests vs Consent

https://vimeo.com/507975440/007aa13057

GDPR about Legitimate Interests?

Article 6 1(f): ‘processing is necessary for the 
purposes of the legitimate interests pursued 
by the controller or by a third party, except 
where such interests are overridden by the 
interests or fundamental rights and freedoms 
of the data subject which require protection 
of Personal Data, in particular where the data 
subject is a child.’
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Queen Mary's Psalter
Public Domain

The Digital Feudalism

https://towardsdatascience.com/
digital-feudalism-b9858f7f9be5



NKTOB: FBCLID
(Facebook Click ID)

https://doi.org/10.48550/arXiv.2208.00710

How ephemeral is ephemera?

“if a user creates for the first time a FB 
account today, the platform could match the 
user’s past web browsing activity, collected in 
anonymous form, to their newly created FB 
profile, from as far back as 2015 and continue 
tracking their activity in the future.”



The Responsibility of Your Institution

Library
Publisher

Funder
University

Research Organisation
Technology Developer

Public
Private

NGO
Government



IMPORTANT to remember!

• You have rights!

• It was hard to build these rights. Hard work remains ahead!

• Institutions have responsibility to protect the rights of

individuals.

• We should all stand strong to protect our privacy rights!

• Legal implementations like GDPR, DPA2018, etc are a good

start, but clearly insuficient to protect our fundamental 

rights!
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The Quintessential of Scholarly 
Communication

• Stimulate curiosity, open new routes, flashlight in 

unknown

• Confront ideas and discoveries

• Communicate the best evidence humans could unveil

• Inform decisions

• Support science translation to society

Next to citizen science, is one of the vectors that 

could broaden the research culture outside the 

Ivory Tower



The Quintessential of Scholarly 
Communication 2030

Rights and liberties for 

machines

Quintessential ?



IMPORTANT to remember
• The role of scholarly communication exceeds Read & 

Write

• It is an organised space for confronting ideas, 

communicate evidence and building trust, and stimulate 

curiosity

• The Research culture didn’t reach the broader public. 
• It’s the right time to push the research culture to more 

humans. 
• It is not the right time to push the research culture to more 

machines.

•Expect Changes at all time. Build 
humane technologies for research that unlock the full 
potential of HI  (Human Intelligence)
• AI must be developed only as a humane technology that 

supports HI
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Is this Trust?



Doesn’t look like building trust…



An editorial platform…



An editorial platform…

“COLLECTION OF PERSONAL INFORMATION: 
There are two primary methods through 
which we may collect personal information 
from you.” 

The first method is in connection with the 
establishment of your user account. The specific 
personally identifiable information that we 
collect in connection with the account 
registration process (“Registration Information”) 
may vary […] but typically includes your name, 
e-mail address, and the name of the institution or 
association with which you are affiliated. During 
the registration process, we may also collect 
other information, such as your address and 
telephone number.

User Account
(Registration Information)

User Activity
(User Information)

The second method is when you make personally identifiable information 
available while using the Website, the Software or the Services (“User 
Information”). You may make UserInformation available in connection with the 
submission, editing, and/or review of a Manuscript, and/or the uploading, 
submission, or transmission of other User Submissions. For example, if you are 
an Author and elect to submit a Manuscript, you have the option of providing 
additional information that you believe may be of interest to the Publisher or 
the Publication, such as your age, gender, race, life or professional experiences, 
and academic or professional qualifications. Alternatively, a Publisher or 
Publication may request that you provide certain information in connection 
with the submission of a Manuscript, including information such as your age, 
gender, race, protected status, life or professional experiences, and academic or 
professional qualifications.



An editorial platform…

“OUR USE AND SHARING OF YOUR PERSONAL INFORMATION: 

Statement 1

OUR ORGANISATION does not claim ownership of any 
of your Registration Information or User Information 
(collectively, “Personal Information”). OUR 
ORGANISATION  collects and stores Personal 
Information on its servers and computer networks 
solely on behalf of the Publisher and/or the 
Publication. All Personal Information is owned by the 
Publisher and/or the Publication and may be accessed 
by the Publisher or the Publication at any time. At the 
request of the Publisher or the Publication, Aries 
Systems will disclose your Personal Information to 
the Publisher or the Publication.



An editorial platform…

“OUR USE AND SHARING OF YOUR PERSONAL INFORMATION: 

Statement 2

In addition to disclosing and making your Personal 
Information available to the Publisher and/or the 
Publication, we may disclose your Personal Information:
(a) to our business partners, service providers and agents, 
such as financial institutions, suppliers, delivery services, 
parties providing hosting services, and web and technical 
support providers, as is necessary or required in 
connection with the operation, maintenance and support of 
the Website, the Software, and/or the Services, in which 
case we will require that such third parties maintain the 
confidentiality of your Personal Information in accordance 
with the terms of this Privacy Policy;



Statement 1

Statement 2

An editorial platform…



Statement 1

Statement 2

An editorial platform…

“CLICKSTREAM DATA; AND COOKIES: 
In addition to the Personal Information that 
you supply to us, we may collect, store and use 
certain, anonymous information known as 
“Clickstream Data” as you access and navigate 
the Website..
The Service collects information through the 
use of “cookies” or similar technologies.” 



Statement 1

Statement 2

An editorial platform…
a spaghetti policy

ADDITIONAL STATEMENTS ….



Statement 1

Statement 2

An editorial platform…
a spaghetti policy

ADDITIONAL STATEMENTS ….



Buildin trust or misleading?



Example from a research library



Example from a research library



Example from a research funder



Example from a research funder



Is this Trust?



Building trust or deviating?



Open Science and 
The Future of 

Scholarly 
Communication: 

Internet Trackers and 
Algorithmic Persuasion

https://doi.org/10.3389/frma.2021.748095



Quantitative Study

148 websites
• 94 – yes, we use cookies
• 54 – no info.
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Qualitative study





What are the essential 
questions for the scholarly 

communication 
community?



Essential Questions (1)

1. How should current 
institutional/national/international codes of 
good research conduct be modified to reflect 
the findings of this and similar studies?

2. Who is governing the development of those 
technologies?

3. How can Open Science help in identifying both threats 
and opportunities

4. What vulnerabilities are brought to the research 
community by any lack of action?

5. What are the real opportunities for researchers and for 
society?



Essential Questions (2)

6. What is realistic and what is utopic in 
these technologies?

7. What are the demonstrated positive effects of 
those technologies?

8. How can we ensure that these technologies 
develop human-centric? 

9. What system could guard the researchers from 
being manipulated by such technologies?

10.What is the impact of such technologies on 
educating the next generations of curious minds?



1. Change the readership.
2. Build and exploit researchers’ 

psychographic profiles .
3. Influence / manipulate the 

hypothesis (refinement).
4. Inhibit curiosity and creativity

What are the risks for the 
scholarly communication



Recommendations for 
the scholarly 

communication 
community



Recommendations for
the Scholarly Comm

community

1.Guidance for best practice
2.Codes like ALLEA: revisions
3.Raise awareness. Educate
4.Joint effort: funders, 

universities, publishers, tech 
companies

5.Global approach
6.Citizen science approach



The importance of 
further research
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Inspired by 

www.csi-cop.eu



https://stoptrackingscience.eu/



IMPORTANT TO REMEMBER
• https://doi.org/10.3389/frma.2021.748095

• It contains recommendations and essential questions

• Libraries, Publishers, tech companies from 
scholarly comm have a lot to improve in their 
digital practices
• For correcting the current practices it is 

recommended dialectic dialogue between 
stakeholders and Public-Private Partnerships

• A more comprehensive study is urgently needed. It 
is fit for citizen science approaches
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TAKE AWAY

• You have rights! It‘s your duty to protect them. Institutions included. Stand 

strong!

• Build your own future! Scholarly Communication Quintessential 2030

• HI  (Human Intelligence) on the priority seat. AI to support that new culture.

• Read & Engage: Open Science and The Future of Scholarly Communication: 

Internet Trackers and Algorithmic Persuasion 

(https://doi.org/10.3389/frma.2021.748095)

• It contains recommendations and essential questions

• A more comprehensive study is urgently needed. It is fit for citizen science 

approaches



THE PATH FORWARD

IMMEDIATE STAKEHOLDERS 
ENGAGEMENT

DIALECTIC DIALOGUE & DECISIONS

CODE OF CONDUCTS
GOOD PRACTICE

AWARENESS
MEANINGFUL RHETHORIC



Tiberius Ignat
Scientific Knowledge Services

@TiberiusIgnat
www.linkedin.com/in/tiberiusignat



QUESTIONS?
Perspectives on Open Science and The Future of Scholarly 

Communication: Internet Trackers and Algorithmic 
Persuasion. Front. Res. Metr. Anal. 6:748095. 

doi: 
10.3389/frma.2021.748095


