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Abstract: 

This study aims to analyze the level of compliance of Yemeni banks' information security management systems 

(ISMSs) with technology and innovation controls, identify strengths and weaknesses in their practices, and 

provide appropriate solutions and treatments to reduce the gap. To this end, drawing on the analysis of previous 

studies, the problem of the study was determined, its dimensions were explained, and the appropriate assessment 

framework and maturity model were selected. A questionnaire was used to collect information from 26 carefully 

selected experts to assess the maturity level of 13 local banks in the Yemeni capital, Sana'a. Through data analysis, 

it was found that the level of security maturity in the banking sector meets only the key requirements of technology 

and innovation security, moving away from the ideal maturity level by a gap of 1.1 out of five. In addition, detailed 

results on maturity levels, weaknesses, and average applied gaps in TI practices were obtained. By interpreting 

the findings, a classification and ranking of indicators that represent the most likely technological weaknesses for 

banks and the average level of security gaps that must be reduced by each of them were determined. Finally, the 

classification and ranking presentations and proposals enable banks to compare their security status with each 

other, and to build appropriate strategies to bridge the gap and improve their competitive position. Accordingly, 

the classification and ranking presentations made by this study will enable banks to compare their security 

situations and take appropriate actions, policies, and technical solutions to bridge the gap and improve their 

competitive position. 

Keywords Banking Sector, Gap Analysis, Information Security Assessment, Maturity Index, Maturity Level, 

Maturity Model, Technology and Innovation, Yemen 

 

I. INTRODUCTION 

The current era is witnessing great development and a qualitative leap in business technology 

and systems, and the success of enterprises' businesses, including those operating in the banking 

sector, has become heavily dependent on the volume of information held by these enterprises and 

on their ability to use modern digital technology in the preservation, addressing, and utilization 

of information in a manner that contributes to improving and increasing the quality and quantity 
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of their business, marketing, and productivity decisions [1] and on their ability to optimize the 

use of such technology in addressing the huge volume of electronic transactions imposed by the 

sector's modern and traditional working environments [2]. 

However, given the importance of information assets, systems, and technology in financial sector 

institutions to achieve competitive advantage, business continuity, and other strategic objectives 

[3], [4], the importance of trade information and data in this sector [5], [6], and the economic, 

commercial, and service advantages and benefits offered by modern technologies [7], banking 

institutions have found themselves in a realistic position to innovate. 

On the other hand, technology's negative impacts are also increasing. The number of people 

engaging in threatening online behavior is constantly increasing [7], particularly those related to 

identity theft, phishing, and exploitation of weaknesses in banking enterprise systems and 

technology [8]. According to the report (X-Force, 2022) [9], the banking sector is the most 

vulnerable industry to cyberattacks and has retained its first position in the list of sectors most 

exposed to these threats throughout 2015–2020. 

In any case, there are multiple motives behind targeting banks and the methods of criminals in 

hacking. Previous studies have indicated that the main motive for cybercriminals, including 

hackers, identity thieves, and blackmailers, is to seek illegal profit [7], [8]. By exploiting the fact 

that financial information and operations are very sensitive and critical in sustaining banks' 

business and in achieving their economic, strategic, and marketing objectives, and their 

confidentiality, integrity, and availability cannot be impaired under any circumstance, at any cost. 

To achieve this, criminals use many methods of attack, notably phishing and fraud, and 

penetrating systems by exploiting weaknesses in organizations' systems and technologies [10], 

[11].  

According to IBM's previously mentioned report (X-Force) [9], weaknesses in enterprise 

information systems and technologies caused approximately one third of the cyber threats faced 

by enterprises worldwide in 2021 (0.34%); However, for several reasons, these threats have 

become a major security concern for the global financial industry around the world. Most 

notably, information systems, regardless of their sophistication, cannot be fully reliable or 

guaranteed and remain vulnerable to penetration as a distinctive target for many cybercrime 

activities, and the continued exposure of banking institutions to cybercrime contributes 

significantly to many strategic, operational, moral, legal, and economic losses [8], [12]. Most of 

these losses result from their contribution to the disruption of financial services essential to 

financial regulations and, to the undermining of the institutions' security and customer confidence 

in their services, which endangers financial stability and affects stakeholders' choices [7] and 

their willingness to participate in banking operations [8].  

Given the importance of technology in banking, the significant risks that may result from 

exploiting weaknesses in its use and management, and banks' concerns about the growing threats 

to this sector's institutions worldwide, adhering to standard technology controls, solutions, and 

tools, and ensuring their effectiveness, have become mandatory, fundamental, and effective steps 

recommended by previous standards, studies, and experiences [7], [8], [13-17]. A Study [10] 
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found that the application of sound strategies and innovative and modern technological solutions 

and the development and implementation of technology use and management policies provided 

by international standards such as ISO 27001 contribute positively to reducing those risks and 

their implications, it was found that there is a correlation between the application of IT protection 

controls provided by this standard and the average value of the critical level of security threats to 

an enterprise's information and systems, which is approximately five levels lower in systems that 

apply the controls of this standard (4.00) than in systems that do not adhere to those controls 

(8.75).  

Based on the foregoing, measuring and evaluating technology and innovation practices in 

Yemeni banks' information security management systems and determining the extent to which 

banks adhere to their normative implementation requirements is a critical topic, but by analyzing 

the literature and identifying the research gap, a local theoretical and applied research gap has 

been found. The only study that dealt with the unilateral identification of the security gap in the 

banks was the process and procedure aspect oriented. Moreover, that study did not address 

vulnerabilities as future challenges for each of the institutions assessed, nor did it identify and 

compare maturity levels or security gaps between those institutions, but rather from the general 

perspective of the banking sector as a whole. Accordingly, the objective of this study is to analyze 

the level of compliance of Yemeni banks' information security management systems with 

technology and innovation controls, identify technological strengths and weaknesses in their 

practices, and provide appropriate solutions and treatments to reduce the applied gap in such 

practices; this can be achieved by answering the following questions representing the problem of 

research: 

Q.1: What is the maturity level of the technology and innovation practices implemented by 

Yemeni banks' information security management systems?  

Q.2 Which banks constitute the weakest link in the banking sector's technological and 

innovation security practices? 

Q.3 which indicators constitute the greatest weakness in the banking sector's technological 

and innovation security practices? 

Q.4 what is the applied security gap that each bank must reduce to reach an ideal maturity 

level at the level of each technology and innovation indicator?  

Q.5 which indicators can be considered as future challenges? Are the Yemeni banks' efforts 

to address them different? 

The remainder of this paper is organized as follows: Section II presents previous studies relevant 

to the research topic and summarizes the theoretical and practical research gaps through which 

we seek to contribute to its closure, and Section III reviews methods and tools for data collection 

and analysis. Sections IV and V present and discuss the results of this study. This followed by a 

summary of the most important conclusions and recommendations in the last section. 
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II. Related Works And Literature Review 

This section reviews the literature on the topic of this study, which devoted to identifying the 

main opportunities and challenges associated with the application of modern technology in the 

banking sector, determining the nature of technological risks, drawing assessment requirements, 

establishing a suitable methodological framework and method to measure compliance with 

technology and innovation requirements in information security practices, and formulating the 

research gaps in the maturity assessment of technology and innovation in Yemeni banks' security 

practices and the role of the current study in reducing them. The following subsections provide 

the most important outputs of this phase: 

A. The Role of Information Technology and Systems in Improving the Performance of 

Yemeni Banks 

In the current period, decision support, data mining, and artificial intelligence tools and 

techniques have become a key part of business information systems [18], [19] and are heavily 

relied upon in management decision-making at all levels in all sectors, including health [20-24], 

tourism [25], [26], education [27], [28], Social [29] and other critical sectors. However, 

information plays a critical role in achieving the objectives of these system [18], [28]. It is 

considered the main driver of business, where the ability of organizations to provide the 

necessary information for business decisions at the necessary time and at the appropriate quality 

has become a set of key enabling standards for the success of these organizations and the quality 

of their competitive business decisions. In the banking sector, the study [30] also indicates that 

banking business models have mainly focusing on promoting consumer satisfaction, which 

cannot be achieved without keeping up with modernity, evolution, and innovation in providing 

appropriate quality services and products that are easy to access, safe, fast, and cheap.  

Globally, this topic has been discussed in several previous studies during the era of the fourth 

industrial revolution. For example, one study [30] addressed the application of blockchain 

technology in the financial sector. In addition, [31] examines financial sector strategies to keep 

up with modern technology. Another Chinese study [32] reviewed the effects of volatility in the 

global financial system under this revolution and its technological financial products, and spoke 

of the role of the Chinese banking sector as one of the major stakeholders causing this technology 

at the local level. 

Many other studies have addressed the importance and role of modern technology in the 

development of this sector by improving its output and services. These studies have found that 

information systems and their technologies have a significant impact on the delivery of banking 

services to customers [33], enhancing the quality and effectiveness of service performance and 

operations [34]; and marketing strategies [35], making it more efficient and effective in 

increasing and improving customer satisfaction with the banking services provided, providing 

new channels of service, and meeting consumer expectations [36].  

Locally, studies [37] and [38] emphasize the importance of their application in Yemeni banks 

and recommend that they should be used to improve the marketing performance of Yemeni banks 

and provide high-quality and low-cost services and products by redesigning banking operations. 
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Other studies have emphasized their effective role in increasing the speed of communication and 

fulfilling customers' demands [39]; and in providing extensive data and information on customer 

consumption patterns quickly, efficiently, and effectively [40]. Another study [41] found that the 

exemplary application of modern information systems and technologies in Yemeni banks 

contributes to the provision of information for decision-making on the development of plans and 

programs; improves the quality of banking service performance; strengthens the management, 

qualification, and training of human resources by focusing on the efficiency of staff performance 

and the skills they possess in implementing banking services, remaining its significant 

contribution to the delivery of services capable of achieving a high degree of customer 

satisfaction and loyalty. 

However, an analysis of literature on the opportunities for the application of information 

technology in the Yemeni banking sector found that: (1) the banking sector represents the 

nervous system of the national economy and contributes significantly to its development and 

growth; (2) this sector is obliged to keep abreast of technological development in all areas 

linked to its performance as a primary financier of all economic and investment activities in 

Yemen. Still, (3) the sector's enterprises can only cope with the intense competition imposed 

by the conditions of globalization at their current capacity by keeping pace with technological 

development and its tools; and in line with the intellectual and cultural changes generated by 

the Fourth Industrial Revolution, which are the creation of new, diverse, and changing desires 

and needs. In addition, (4) the utilization of modern, innovative technology in the banking 

sector is very important for maximizing profit, reducing costs, improving processing and 

production processes, and providing market services, thereby enhancing the sector's role in 

achieving development goals and enhancing its compliance with social responsibility 

requirements. 

B. Information Security Risks in the Banking Sector  

Despite the advantages that technology offers to bank sectors around the world and the economic 

advantages and benefits it offers to the Yemeni banking sector, it has many weaknesses, which 

expose banks and financial sectors globally to many cyber attacks. According to [9], the finance 

and insurance sector is the sector most vulnerable to cyber threats among all other industrial 

sectors and retains its place at the top of this list from 2015 to 2020. In addition, according to this 

report, it held the top spot in 2021 at the Asian level; at 30%. 

With respect to the Middle East and Africa, within which the geographical boundaries of this 

study lie, with a total tally of almost half of the threats to all sectors (48%), finance and insurance 

institutions in 2021 were also the most affected [9], while the health care and energy sectors were 

exposed to a quarter of the threats (25%), occupying second (15%) and third (10%) respectively, 

reflecting the overall risk to financial institutions globally and regionally.   

By analyzing what these studies have presented, cyber threats, in the absence of compliance with 

protection requirements, can be said to pose a threat to banks globally, entailing many strategic, 

operational, moral, and legal losses and negatively affecting banks' performance and continuity. 
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However, the studies on the impact of cyberattacks are numerous, most notably [7], [8], [11], 

[12], [42], [43], and [44]. 

Drawing on these studies, it can be stated that cyber threats, in the absence of compliance with 

protection requirements, could pose a threat to banks globally, entailing many strategic, 

operational, moral, and legal losses and negatively affecting banks' performance and continuity. 

For example, risks arising from the theft and unlawful use of sensitive information, which 

undermine the achievement of the organization's objectives and the implementation of 

competitive advantage plans due to the lack of appropriate security strategies for the use of 

technology, could be considered an example of strategic risks. While risks arising from the 

exploitation of technical weaknesses to compromise the integrity and availability of banking 

systems and services, which render them unable to provide services as usual, may be an 

appropriate example of operational risk, If, for example, an enterprise is sued for failure to 

comply with stakeholder privacy protection laws or failure to comply with customer service 

contracts, these risks become legal. If the situation worsens and information is abused to damage 

the organization's reputation and is disseminated to provide excellent service according to safety, 

confidentiality, and accuracy standards, the risks become reputational. 

Based on the foregoing, Yemen's banking sector, like other international financial sectors, is one 

of the forces of local development and its economic baptism. Its work is based on modern 

technology, and the many information assets it possesses are a major factor in the success of its 

institutions and the continuity of the services and businesses it provides. It will remain vulnerable 

to cyberattacks and cyber risks to other banks globally unless they adopt appropriate protection 

policies and strategies and unless they work to provide and use technological and innovative 

protection tools in accordance with globally applicable standards. 

C. Iso 27001-Based Security Controls  

It is universally recognized that the stronger the application of information security controls in 

an enterprise, the higher the level of security that an enterprise enjoys, and the higher this level, 

the more likely that enterprises will achieve their business objectives.  

Technology and innovation controls are key branches of information security controls [13], [15]. 

They focus on many technical aspects, such as the application of tools, software, and protection 

algorithms. Identification of mechanisms for the design and development of secure systems, 

documentation, monitoring, and control of access to information assets. In addition, they 

contribute to building, developing and documenting policies for the use and management of 

technical security solutions in the enterprise's information security management system [16], 

[17]. 

However, it is not always easy to make decisions regarding identifying, developing, applying, 

and building technical security tools, solutions and associated policies. Where do specialists in 

information security management systems face many relevant questions, for example, what 

technological solutions should be implemented? How can they be devised in line with an ever-

changing security landscape? What should be the focus of specific technological policies? To 
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answer these questions, specialists are looking for reliable and universally accredited sources of 

guidance and standards. 

The international information security standard constitutes the most prominent group of such 

sources [14]. Security standards include a set of officially agreed and recognized rules, practices, 

and controls that can be used to control the organization's operations and procedures to maintain 

information security. It can also be seen as the starting point in defining functions for information 

security departments, defining the basis and requirements for security assessment, promoting 

communication and common and stakeholder actions, and determining the content that security 

policies and regulations must entail. 

Many international information security standards are available, and many recent studies have 

analyzed and compared them, such as [45]; and [46]. The ISO Standard 27001-2013, one of the 

most prominent of these standards, specifies the requirements and obligations necessary for the 

establishment, application, operation, and maintenance of an information security system in 

institutions. It also includes the requirements for assessing and addressing information security 

risks that are commensurate with the organization's needs, the requirements set out in the 

standard, and aims to be applicable to all institutions, regardless of their type, size, nature, or 

orientation. 

According to [14], and [17], the ISO 27001 standard is characterized by taking into account all 

kinds of risks to which an enterprise may be exposed, specifying the necessary conditions for the 

application of security controls that meet each organization's needs, as well as the requirements 

for assessing and addressing information security risks that are commensurate with the needs of 

different institutions. Previous studies have also emphasized the importance of applying these 

criterions' controls to reduce risks, including risks related to weaknesses in information systems 

and technology. 

The study [16] emphasized that the protection of institutional assets is necessary to ensure 

business continuity and reduce business risk. The study [17] also emphasized that maintaining 

information security is vital and requires compliance with the technological controls provided by 

ISO 27001, through which the technology to be used in the enterprise can be known, and the 

mechanism through which it must be innovated to match the changing security landscape.  

In addition, a significant and influential gap has been observed in the level of threats and in the 

system's effectiveness in reducing security threats to information security systems in 

organizations that do not comply with ISO 27001 controls compared to those that comply with 

them. The study [10] concluded that the average security threat level in institutions applying ISO 

27001 protection controls and recommendation is decreased by approximately five units (4.00), 

compared to institutions that do not apply them (8.75). It was also found that the average 

effectiveness of mitigating cyberattacks in them was also increased by approximately 22 units 

(40.74), compared to institutions that do not apply them (18.32).  

From the foregoing, we can conclude that this standard is one of the most important and efficient 

international standards that can be used to reduce risk, and there is a critical need to implement 

technology and innovation protection controls in Yemeni banks to reduce the level of threats and 
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upgrade the efficiency of banking systems. However, this standard contains too many controls 

and indicators (134), grouped into different areas, not all of which are suitable for measuring the 

maturity of technology and innovation practices. Therefore, what is the ISO 27001-based 

framework that is appropriate for measuring information security maturity in the technology and 

innovation domain? This will be addressed in the next subsection. 

D. Maturity Measurement Models Based On Is27001 

Previous studies have contributed to the development of different assessment frameworks and 

models based on the ISO-27001 standard. However, despite the multiplicity of frameworks, the 

aim is to provide flexible frameworks for evaluation with known evaluation categories, allowing 

the institution to focus on specific categories that are consistent with their structures, 

responsibilities, objectives, and orientations. For example, the model proposed by [47] classifies 

these controls into five categories: data, hardware, software, people, and networks. Through this 

model, the security level can be measured according to the type of institutional asset, whereas 

[48] proposed a triple model (administrative, technical, and operational) to measure the level of 

security compliance. In addition, the study [15] used the previous two models along with another 

six-dimensional model (strategy, policy, regulation, human and technology, and facilities) to 

build a multi-architecture assessment framework.  

In addition, [17] proposed a framework for evaluating information security maturity. This model 

covers four security dimensions: processes and procedures; technology and innovation; security 

governance; and risk management. In Addition, this study developed a maturity model to 

measure enterprises' maturity levels with technology and innovation controls in accordance with 

the ISO 27001 standard. This study also proposes a maturity model as a methodological 

framework for the study and analysis of the level of compliance in the technology and innovation 

domain practices according to ISO 27001, which is characterized by quantitative and qualitative 

measures and includes the key requirements for measuring compliance with information security 

practices in this study.  

Local studies on the assessment of information security controls based on the ISO 27001-2013 

standard are limited. The studies [13] and [14] aimed to assess the level of compliance with all 

information security controls in the Yemeni Academy, and a study [15]; proposed and applied a 

hierarchical model to measure controls according to a set of objectives. In [16], relying on the 

evaluation framework proposed by [17], the level of compliance of Yemeni local banks to the 

operations and procedures of security requirements was measured. 

However, by analyzing local and international literature on the topic and environment of the 

study, it was found that (1) there are significant previous scientific contributions, providing 

appropriate and comprehensive frameworks that can be relied upon to solve the study's problem, 

and (2) the framework and model proposed by the study [17] provide indicators and a model for 

measuring maturity in information security practices in four different areas. It has been applied 

in the Yemeni banking environment to measure maturity in bank practices associated with the 

field of operations and procedures. It can also be used to measure maturity in technology and 

innovation security domains. (3) the field of study and its environment have theoretical and 
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applied gaps. Insufficient security studies are available to assess maturity, and identifying the gap 

in information security practices in general and in Yemeni banking institutions in particular. (4) 

Limited studies have focused only on measuring the level of compliance with requirements and 

on identifying the applied gap in banking practices in general, without elaborating on the level 

of maturity or the extent of the applied gap in each bank's practices. 

 

III. METHODS AND MATERIALS 

A. Study Community 

The basic community for this study consists of all 17 Yemeni banks located in Yemen's capital, 

Sana'a. However, in accordance with banking regulations and procedures for scientific research 

practices in this sector, the approval of banks administration is required. For this purpose, at 

the basic stage, a member of the research team conducted 17 individual interviews with the 

directors or deputy directors of the competent departments of all 17 banks to obtain approval 

and permit for gathering the necessary data and identifying of experts responsible for the 

evaluation of technology and innovation practices in each organization. Finally, 76.5 percent 

of the banks approved the researchers' proposals, whereas the remaining banks refused to 

cooperate with the research team.  

The four banks that did not agree to cooperate indicated that their refusal was due to their 

management preventing external research teams from monitoring or evaluating their practices; 

because information security in banking institutions is a sensitive topic; and that gathering 

information about their security situation and knowing the weaknesses in their practices would 

make them vulnerable to threats. Because the study society is limited and all its members are 

accessible, researchers have relied on a comprehensive inventory method intended to collect data 

from all study community members without exception.  

Accordingly, all specialists and information security experts have been targeted at all 13 banks, 

including:  B1 - The Yemen Bank For Reconstruction And Development (2 experts); B2- The 

National Bank Of Yemen (1 expert); B3-Housing Credit Bank (2 experts); B4- International 

Yemen Bank (5 experts); B5- Yemen Kuwait Bank (2 experts);B6- Cooperative & Agricultural 

Credit Bank (5 experts); B7- Rafidain Bank (1 expert);B8-Yemen Commercial Bank (5 

experts) ;9- Islamic Bank Of Yemen (3 experts);B10-Tadhamon Bank (3 experts); B11- Saba 

Islamic Bank (2 experts); B12- Shamil Bank Of Yemen & Bahrain (3 experts); and B13- Qatar 

National Bank (3 experts).   

B. Data Collection Tool 

In this study, the researchers used a questionnaire to investigate experts and specialists. As 

previously explained, the questionnaire's questions and maturity measurement levels were built 

on the tool and maturity model proposed by [17], which was specifically developed to measure 

technology and innovation security maturity in information security management systems. To 

facilitate understanding and provide more explicit research questions, the measurement 

indicators and maturity assessment levels in this model were first translated from English to 

Arabic. To determine the suitability of the questionaries' statements (indicators) for the objectives 
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they measure and for the category to be targeted to answer, and to ascertain the appropriateness 

of the measure used in this study, this step was followed by the implementation of the ostensible 

truthfulness examination of the study tool in its preliminary version. At this stage, the 

questionnaire was presented to a group of 15 scientific committee members, including academics 

and security experts in the banking sector. Based on their opinions and observations, necessary 

adjustments were made, and the final questionnaire version, consisted of two main parts. The 

first part included respondents' demographic data (sex, scientific qualification, specialization, and 

years of experience), while the second part included ten indicators to measure the level of 

maturity. To obtain accurate quantitative results, the indicators in the questionnaire were 

formulated in the form of multiple-choice questions. The respondents’ responses were restricted 

to five options, the weights of which were determined to represent the five levels of the TI 

maturity model and include (weak security (L1)), security awareness (L2), basic security (L3), 

meets the requirements (L4), and robust security (L5)). Table 1 summarizes these components. 

In phase III, to determine whether the scale results were consistent, stable, and unchanged in an 

influential manner if the scale was repeated, Cronbach's alpha coefficient was calculated. The 

stability rate was high and equal (84%), while the credibility rate was very high and equal (94%). 

This means that the tool can be disseminated to the study community and used in practice to 

collect data, as discussed in the following section. 

C. Data Collection  

The data collection consisted of two phases. In the first phase, 37 questionnaires were 

distributed to all experts and specialists in the study community via e-mail, of which 83.87% 

were returned. In the second phase, the integrity and validity of the recovered questionnaires 

were examined, and valid questionnaires were selected for processing and analysis in 

subsequent stages. Consequently, five questionnaires were excluded, and the number of 

processable and analytical questionnaires was 26, representing 83.87% of the total returned 

questionnaires and 70.27% of the total questionnaires sent. The questionnaires were distributed 

as follows: B1(1); B2 (1); B3 (1); B4 (3); B5 (2); B6 (3); B7(1); B8 (3); B9 (3); B10 (2); B11 

(1); B12 (2); and B13 (3).  

D. Data Processing and Analysis. 

1) Maturity criteria 

This study relies on the maturity model proposed by [17] to determine the maturity level in 

applying technology and innovation requirements in the management of banking enterprise 

information security systems. Table 2 presents the five component levels of this model. ML = 

L1 ,... L5), verbal expression (VE), presents a description of each of these levels and also 

explains the scope maturity index (MI) and the applied gap (G) mapped to each level. 
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Table I: Questionnaire Statements and Their Levels of Implementation 

S Statement L Application level  Indicator L Application level 

1 Supporting the 

design of information 

systems for 

innovation 

requirements: 

1 No support whatsoever 6 Authentication 

and 

authorization 

mechanisms 

and controls to 

access the 

network: 

1 There is no 

mechanism to 

ensure effective 

access control. 

2 haven't been matched 

yet. 

2 Resources exist and 

control policy is 

applied, but 

incompletely. 

3 The current 

requirements have 

been matched. 

3 Network access 

control and internal 

resource and 

equipment policies 

are applied only. 

4 All requirements are 

matched and support 

improvement. 

4 There are controls 

and policies in 

place to ensure 

proper 

identification and 

validation of 

network services. 

5 Technology supports 

change and 

improvement at an 

advanced level. 

5 Both internal and 

external network 

access mechanisms 

are constantly 

monitored and 

reviewed. 

2 Technology reflects 

protection 

considerations during 

systems design: 

1 There is no indication 

that security is being 

taken into account. 

7 Average 

readiness rate 

of the bank's 

network per 

year 

 

1 fewer than 30% 

2 Security is considered 

as a modification after 

deployment 

2 30-50% 

3 reflects basic security 

requirements. 

3 51-70% 

4 Demonstrate careful 

security considerations 

during the design 

phase 

4 71–90% 

5 supports flexibility and 

innovation in security 

provisions. 

5 91-100% 
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3 Access Control 

Mechanisms: 

 

1 not available. 8 The policy for 

implementing 

encryption 

techniques and 

controls 

 

1 There is no policy 

or interest in 

information 

security. 

2 weak. 2 There is an 

understanding of 

the role of 

encryption, but no 

plans to implement 

it. 

3 unspecified and 

imprudent. 

3 One form of 

encryption control 

is used. 

4 Ideally used. 4 All controls are 

used according to 

the text of the 

encryption policy. 

5 Implemented 

innovatively and 

always reviewed 

5 Policies and 

techniques are 

constantly 

reviewed and 

improved. 

4 Technical measures 

or controls to ensure 

information security 

 . 

1 Not existed  9 Activity 

Registration 

and Tracking 

Mechanism 

1 Non-existent. 

2 There is only 

awareness of malware 

risks 

2 A limited number 

of operational 

activities are 

recorded and 

tracked. 

3 There are basic 

controls, but they are 

not upgraded. 

3 The activities of all 

sensitive 

information 

systems are 

recorded and 

tracked across all 

departments. 

4 There are constantly 

applied standard 

controls. 

4 A sophisticated 

mechanism is used 

to record and 

monitor 

applications, 

systems, and 

networks. 

5 There are innovative 

controls and 

techniques that are 

constantly adopted. 

5 All activities are 

recorded and 

monitored 

periodically, and 

previous activities 

can be retrieved 

and tracked. 
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5 Tools and measures 

to examine and 

address technical 

weaknesses 

  

1 There are no tools to 

examine weaknesses. 

10 The number of 

security 

attacks that 

occurred and 

hampered the 

bank's major 

operations  

 

1 Several times 

2 There are old and 

ineffective 

combatants. 

2 Two times per 

month 

3 There are only a few 

inspection and 

evaluation tools 

3 once every six 

months. 

4 Assets, vulnerabilities, 

and processing 

methods are assessed 

quantitatively, wholly, 

and on time. 

4 Only about once a 

year 

 

5 Vulnerability 

screening tools and 

malware are constantly 

evaluated 

5 It never happened. 

 

 

Table 2: Maturity Criteria for Technology and Innovation Practices. 

ML VE Description MI G 

From To From To 

1 Weak Security (WS) Technology used is still substandard 

and vulnerable to threats   0 1.5 3.5 5 

2 Security Awareness 

(SA) 

Security investment in information 

systems is as the need arise and 

reactive 1.6 2.5 2.5 3.4 

3 Basic Security (BS) Basic security requirements are met. 

Maintenance and upgrade to match 

standard is lacking 2.6 3.5 1.5 2.4 

4 Meets the 

requirements (MR) 

Full security requirements 

implementation; standard 

cryptographic controls are used. 3.6 4.5 0.5 1.4 

5 Robust security (RS) Innovative use of standard and latest 

technology to ensure security 4.6 5 0 0.4 

 

1) Calculation Of The Average Maturity Assessment And Gap Values  

Suppose that the value of evaluating the performance indicator number  (𝑆) out of a finished 

set of technology and innovation indicators (𝑚) expresses the expert opinion number (𝑟𝑏) of 

the total number of experts or specialists (𝑛𝑏) affiliated with the bank (𝑏) out of all the banks 

studied is equal to  (𝑀𝐼
𝑟𝑏𝑠
𝑏 ). Where 𝑠 = {1.2 … . 𝑚 = 10};  𝑛𝑏 = {1.1.1.3.2.3. 1.3.3.2.1.2.3};  

𝑏 = {1.2 … . 𝑑 = 13}.  Then, eight steps are performed to calculate the average maturity and 

applied gap values in technology and innovation practices, which summarized in Table 3. 
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Table 3: Steps for Calculating Average Maturity and Applied Gap Values in Ti 

Practices 

An equation used The goal is to determine …… Steps 

 𝑀𝐼𝑠
𝑏 =  

1

𝑛𝑏  ∑  𝑀𝐼
𝑟𝑏𝑠
𝑏𝑛𝑏

𝑟𝑏=1      

(1) 

The average value of expert assessment values for the bank's 

performance index (𝑆) 

1 

     

 𝐺𝑠
𝑏 =  𝐸𝑀𝐿𝑆 −  𝑀𝐼𝑠

𝑏           

(2) 

The value of the average applied gap between the ideal maturity 

level of the performance index No. (s) and the average value of 

expert assessment values for this indicator at Bank No. (b). 

2 

 𝑀𝐼𝑏 =  
1

𝑚
 ∑  𝑀𝐼𝑠

𝑏𝑚
𝑠=1            

(3)                

The average value of the evaluation of all technology and 

innovation indicators in the bank number (b) 

3 

          

𝐺𝑏 =  𝐸𝑀𝐿 − 𝑀𝐼𝑏              

(4)                                         

 

The average value of the applied gap between the ideal maturity 

level (𝐸𝑀𝐿) of technology and innovation practices and the 

average value of assessing all technology and innovation indicators 

in the bank (b)  

 4 

𝑀𝐼𝑆 =  
1

𝑑
 ∑  𝑀𝐼𝑠

𝑏𝑑
𝑏=1             

(5)              

 

The average value of the expert assessment of performance index 

No. (s) in all Yemeni banking sector institutions  

5 

𝐺𝑆 = 𝐸𝑀𝐿𝑆 − 𝑀𝐼𝑆               

(6)                                     

 

The average applied gap between the ideal maturity level (𝐸𝑀𝐿𝑆) 

of performance indicator No. (s) and the average value of experts' 

assessment values of this index in the banking sector 

6 

𝑀𝐼 =  
1

𝑑
 ∑ 𝑀𝐼𝑏𝑑

𝑏=1               

(7)                           

 

The average value of the evaluation of all technology and 

innovation indicators in Yemen's banking sector  

7 

𝐺 =  𝐸𝑀𝐿 − 𝑀𝐼                  (8)                         

 

The average value of the applied gap between the ideal maturity 

level of technology and innovation practices (𝐸𝑀𝐿) and the 

average values of evaluating all technology and innovation 

indicators in the Yemeni banking sector  

8 

  

IV. Assessment Model Application And Results 

Through the application of (1), the results of the maturity index assessment averages  (𝑀𝐼𝑠
𝑏) for 

each (S) of the 10 technology and innovation indicators for each of the 13 banks (𝑏) from the 

perspective of security experts and specialists were calculated, as summarized in table 4. For 

example, the value of  (𝑀𝐼1
5 = 4) means that the average maturity index for the first indicator 

measuring "Supporting the design of information systems for innovation requirements" in Bank 

No. 5 is equal to 4. Then, through the use of (2), the applied gap value (𝐺𝑠
𝑏) between the ideal 

maturity level (L5), which represents the ideal state we aim to achieve to reach a robust security 

level at each indicator level, and the actual (𝑀𝐼) for each indicator (S) in each bank (b) were 

calculated, For example, the value of (𝐺1
5 = 1) means that the applied gap between the fifth 

maturity level value (𝐸𝑀𝐿𝑆 = 𝐸𝑀𝐿1 = 5) , "Technology supports change and improvement 

are implemented at an advanced level," which represents the robust security level for the first 

indicator " Supporting the design of information systems for innovation requirements". The 

maturity index assessment average for that indicator in the fifth bank  (𝑀𝐼1
5 = 4) is equal to 1. 
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Table 4: The Results of the Maturity Index Assessment Averages on Each Bank's 

Performance Indicator 

B13 B12 B11 B10 B9 B8 B7 B6 B5 B4 B3 B2 B1 S 

3.7 4.0 3.0 4.5 3.0 2.7 2.0 3.3 4.0 4.0 4.0 5.0 5.0 S1 

4.0 3.0 2.0 5.0 4.0 3.7 2.0 2.7 2.0 4.3 5.0 2.0 5.0 S2 

3.7 4.0 4.0 4.5 4.0 4.0 3.0 3.7 5.0 5.0 4.0 4.0 4.0 S3 

4.0 4.0 4.0 4.5 4.0 4.7 2.0 2.7 2.0 5.0 3.0 5.0 4.0 S4 

4.3 4.0 5.0 5.0 3.0 4.3 3.0 2.7 4.0 5.0 3.0 4.0 5.0 S5 

4.3 4.5 4.0 5.0 4.0 3.3 2.0 3.0 4.0 5.0 4.0 5.0 4.0 S6 

5.0 4.0 5.0 4.5 5.0 3.7 1.0 4.3 4.0 4.7 3.0 5.0 5.0 S7 

4.0 3.5 5.0 5.0 4.0 3.0 2.0 2.7 2.0 4.0 2.0 5.0 4.0 S8 

4.3 3.0 5.0 5.0 3.0 3.0 2.0 2.3 2.0 4.3 3.0 5.0 4.0 S9 

3.3 3.0 5.0 5.0 5.0 4.3 5.0 4.7 3.0 5.0 5.0 4.0 5.0 S10 

Subsequently, using (3) and (4), the maturity index assessment averages (𝑀𝐼𝑏) of the TI security 

domain for each of the 13 banks (𝑏), the applied gap value (𝐺𝑏) between the ideal maturity level 

(L5), which represents the ideal state we aim to achieve in order to reach a robust security level 

at the overall TI security domain level, and the actual overall (𝑀𝐼) for each bank (𝑏) were 

calculated.  Then, using table 2 on criteria for classifying the security maturity levels, each bank's 

overall maturity level was determined as shown in table 5. 

Table 5:  The Results of the Maturity Index Assessment Average, Gap, Maturity Level for 

Each Bank's Security Management System 

B13 B12 B11 B10 B9 B8 B7 B6 B5 B4 B3 B2 B1  

4.1 3.7 4.2 4.8 3.9 3.7 2.4 3.2 3.2 4.6 3.6 4.4 4.5 𝑀𝐼𝑏 

0.9 1.3 0.8 0.2 1.1 1.3 2.6 1.8 1.8 0.4 1.4 0.6 0.5 𝐺𝑏 

4 4 4 5 4 4 2 3 3 5 4 4 4 𝑀𝐿𝑏 

MR MR MR RS MR MR SA BS BS RS MR MR MR VE 

Next, applying (5) and (6), the maturity index assessment averages (𝑀𝐼𝑆) of each (S) of the TI 

indicators in the overall banking sector, and applied gap value (GS) between the ideal maturity 

level (L5) at the indicator level, and the actual overall (MI) on each (S) were calculated. In the 

same way, using table 2, the banking sector's overall maturity level for each (S) was determined 

as shown in table 6.  
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Table 6: The Results of the Maturity Index Assessment Averages, Gaps, and Maturity 

Levels on Each Indicator 

S10 S9 S8 S7 S6 S5 S4 S3 S2 S1  

4.4 3.5 3.6 4.2 4.0 4.0 3.8 4.1 3.4 3.7 MIS 

0.6 1.5 1.4 0.8 1.0 1.0 1.2 0.9 1.6 1.3 GS 

4 3 4 4 4 4 4 4 3 4 MLS 

MR BS MR MR MR MR MR MR BS MR     VE 

Finally, a value of 3.9 out five overall maturity index assessment average (MI) on the whole TI 

security domain in the Yemeni banking sector, with the value of 1.1 overall applied gap (G) were 

estimated using equation 7 and equation 8, respectively. Accordingly, the estimated overall 

maturity level of the Yemeni banking sector on this domain is four.  

 

V. DISCUSSION OF RESULTS 

Q.1 what is the maturity level of the technology and innovation practices implemented by the 

Yemeni banks' information security management systems? 

Based on the final outcome of the study, Yemen's banking sector implements technology and 

innovation security controls, mechanisms, and tools with an average total of 3.9 out of five and 

an average maturity level of four. This means that the sector's banks in general meet only the 

key technological and innovative security requirements with an average application gap of 

approximately one level (1.1). This result can be attributed to the fact that a large proportion 

of banks (61.5%) apply the TI security requirements at the fourth maturity level, which meets 

the requirements of technology security and innovation, versus only two banks that make up 

(15.3%) of the total banks, in which these requirements are implemented at an ideal maturity 

level (see Table 4). These results indicate that Yemen's banking sector lacks robust technology 

and innovation security requirements and still needs to strengthen its security practices through 

the application of appropriate mechanisms that enable enterprises to use innovative security 

standards and modern technological tools and mechanisms [17].  

Q.2 Which banks constitute the weakest link in the banking sector's technology and innovation 

security practices? 

The level of banking institutions' application of technology and innovation requirements varies 

in general from bank to bank and can be arranged according to the average level of application 

of field indicators as: (B10 > B4 > B1 > B2 > B11 > B11 > B9 > B12 > B8 > B3 > B6 > B5 > 

B7). Fig, 1 shows the values of the average maturity index and the average applied gap for each 

bank. 
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Figure 1: The maturity index assessment average, and gap for each bank's security 

management system 

According to the previous figure, the seventh bank implements technology and innovation 

requirements with an average overall valuation of 2.4 out of five and a very large gap of 2.6. This 

means that it is the weakest link in the chain of Yemeni sector banks in terms of meeting these 

requirements. By reference to Table 5, it is also clear that the maturity level of this bank's 

practices is only third-level, which means that this bank only complies with the basic security 

requirements to which it is subject, but lacks maintenance and updating to meet the requirements 

of information security standards. Also, by reference to table 4, it can be observed that this bank 

maintains the 10th lowest rating in the results of the evaluation of 80% of TI indicators and the 

penultimate rating in the results of the evaluation of 10% of them as well.  

This indicates that the bank suffers from a significant implementation gap in the application of 

90% of the requirements of the indicators; the design of its information systems does not match 

any of the current or future requirements for innovation, nor support change and improvement as 

required to reach a robust security level. In addition, the information technology used in its 

systems does not even reflect the basic requirements of security during the design of information 

systems, not to mention the large gap between this level and the optimal maturity level that 

requires the bank's technology to reflect flexibility and innovation in applying security controls 

when designing bank systems. On the other hand, the access control mechanism is undefined and 

unrestricted; the basic technical measures needed to ensure information security are not available; 

and the internal and external network readiness rate is very low, not exceeding 30%. Findings 

also indicate that the maturity level is limited and does not exceed the security awareness level 

in the remaining 70% of indicators. For these reasons, the 7th bank is the weakest security link, 

and it needs to adhere to information security controls at all TI aspects. In addition to the above, 

by a margin not exceeding one level (0.8), the level of gap resulting from the practices of the fifth 

and sixth banks for technology and innovation requirements is lower than that of the seventh 

banks, and therefore, these two banks are second among Yemen's most vulnerable banks in 

applying the requirements of TI security. The main weaknesses they share are a lack of technical 

measures or controls; a lack of mechanisms for recording and tracking activities; and a lack of 

an appropriate policy to use encryption techniques and controls to ensure information security.  

Q.3 Which indicators constitute the greatest weakness in the banking sector's technology and 

innovation security practices? 
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The level of commitment to security requirements for technology and innovation varies 

depending on the nature of the security controls themselves. Indicators can be arranged 

according to the average maturity level in their application by banking institutions as follows: 

(S10 > S7 > S3 > S5 = S6 > S4 > S1 > S8 > S9 > S2). Fig, 2. illustrate the average eligibility 

level values and the average gap in the banking sector's application of these indicators. 

 

Figure 2:The maturity index assessment average, and gap on each security indicator 

According to this figure, with an average overall assessment of no more than 3.5 out of five and 

with an application gap of at least 1.5, the second and ninth indicators are the most significant 

weaknesses in the overall level of technology and innovation practices in the banking sector. This 

means that the banking sector in general applies the requirements of these two indicators at the 

basic level of security, but it still lacks the maintenance and modernization necessary to meet the 

maturity requirements of the fourth maturity level, which emphasizes that security issues should 

be taken into account in the design of banking information systems and that technology can 

reflect this when used, as well as emphasizing the use of appropriate controls and policies to 

create and manage users' identities and applications and control their access to resources. This is 

in addition to the advanced requirements of the fifth maturity level, which emphasize the need 

for technology to be flexible and capable of accommodating innovations and updates in the area 

of security controls, as well as the need for periodic monitoring, updating, retrieval, and tracking 

of all activities and access identities where needed [7].  At the banks level, with a tringle-level 

common gap, at least 23% and 15% of banks shared the security gaps and weaknesses associated 

with the second and ninth indicators, respectively, and by the same ranking, with a double-level 

gap, these weaknesses are shared by at least 53% and 39% of them. 

Q.4 What is the applied security gap that each bank has to reduce in order to reach an ideal 

maturity level at the level of each technology and innovation indicator? 

The proportion and level of Yemeni banks' lack of information technology and innovation 

controls required to ensure a strong level of security maturity vary. Fig. 3 depicts the percentage 

of indicators that are implemented at a high, and robust level of security maturity through the 

incorporation of innovations and modern technological security solutions into Yemeni banking 

business practices(% of S. MLS = 5), It also shows the percentage of indicators that banks still 

need to look for innovative and modern security solutions that enable them to achieve optimal 

maturity in their practices (% of S. MLS < 5). 
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Figure 3:Distribution of indicators according to maturity level in their implementation 

By reference to fig. 3, it can be seen that: (1) There are significant discrepancies between the 

proportions of indicators that Yemeni banks need to strengthen their respective technology and 

innovation controls to improve security; (2) The range of this discrepancy is fairly large (60%) 

and falls between (40%) and (100%); (3) A percentage of (7.7%) of the total Yemeni banks (the 

twelfth bank) need to strengthen TI practices to reach the optimum robust security level, and the 

main reason for this is that this bank's practices at the level of all indicators were not perfect 

enough and were distributed at different maturity levels without attaining the required maturity 

level; (4) Seven banks (54 % of banks) apply optimal level requirements to one (5th, 6th, 7th, 

8th, and 13th) or only two (3rd and 9th) of the ten indicators; and (5) five banks (38 % of banks) 

apply optimal level requirements to five (5th, 6th, 7th, 8th, and 13th) or six (3rd and 9th) of the 

ten indicators. This means that the group of banks in this category needs an average effort 

(addressing only 40–50% of indicators) to achieve total compliance with strong security 

requirements at the level of all indicators, unlike previous groups that require relatively 

significant efforts to address weaknesses of between 80% and 100% of them. 

In detail, these indicators can be classified into four different categories as follows: (1) The first 

category includes indicators with a significant concentration in the range of 60–100% of banks. 

In this category, the proportion of banks that achieve the ideal maturity level is not less than 60%. 

It includes only one indicator (the tenth), which tests "the number of security attacks that occurred 

and hampered the bank's major operations". With an average rating of 4.4, this indicator is first 

among the best applied indicators in the banking sector's practices in general. Its requirements 

are implemented at the level of strong security in 8 banks (62%), while only 5 banks (38%) have 

a gap in the application of its security controls (see table 4). However, the size of the gap in 

applying the requirements of this indicator varies among the banks in this category. Two of them 

(the second and eighth) apply these requirements with a single-level gap, while the other three 

banks (b12, b13, and b5) apply them with a double-level gap, which means that the five banks 

that have weaknesses in the application of the requirements related to this indicator need to fill 

an average application gap of 1.6. 

The second category includes indicators with a significant concentration in the range of 40–60% 

of banks. It also includes one indicator (the seventh), which examines the "average readiness rate 

of the bank's network per year". This indicator ranked second among the most concentrated 

indicators, with an average maturity index roughly equal to the tenth indicator's index, which 

equals 4.2. Unlike the tenth, the proportion of banks adhering to the seventh indicator's 
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requirements at the robust security level is lower (46%) than the proportion of those adhering to 

them within a gap (54%), (see table 4). However, five banks (the fifth, sixth, eighth, twelfth, and 

thirteenth) adhere to these requirements with a single-level gap, while the other two banks (the 

fifth and the seventh) follow them with double-level and four-level gaps, respectively. This 

means that these partially compliant banks have weaknesses in the application of this indicator's 

requirements and they should fill a gap, the size of which is approximately equal to that which 

banks have to fill for the tenth indicator (1.57). 

While the third category covers indicators with a significant concentration in the range of 20–

40% of banks, compared to the previous two groups, this group includes the largest percentage 

of indicators (60%), and can be divided into two subgroups; the first subgroup having one 

indicator is the fifth, while the second contains the second, fourth, sixth, eighth, and ninth 

indicators. The fifth indicator, which tests "tools and measures to examine and address technical 

weaknesses," has ranked fourth among the most concentrated indicators, with an average 

maturity index roughly equal to 4. Like the tenth, the proportion of banks adhering to this 

indicator's requirements at the robust security level is lower (31%), than the proportion of those 

adhering to them within a gap (69%). However, in addition to the second indicator, four banks 

of those who adhere to the second group indicator's requirements with a single-level gap (fifth, 

eighth, twelfth, and thirteenth) adhere to the fifth indicator's requirements with the same level of 

gap, while the third, sixth, seventh, and ninth indicators follow them with a double-level gap. The 

second subgroup's indicators were ranked third, fourth, fourth, fourth, and third, respectively, 

with an evaluation average ranging from (3.4) to (4th). However, 10 banks do not adhere to their 

robust security requirements for these indicators. Overall, all banks in this category have 

weaknesses in the application of these indicators' requirements and they should fill gaps, the size 

of which are bigger or similar to those which the banks have to fill for the first and second 

categories' indicators, and these gaps ranged between 1.4 and 2.  

The last category covers indicators with a significant concentration of less than 20% of banks. In 

other words, with this category of indicators, more than 80% of banks are not fully compliant 

and they should fill the highest security gaps to improve their security status. It covers two 

indicators, the first and third indicators, these indicators ranked seventh and third, with an average 

maturity index equal to 3,7 and 4.1, respectively. Unlike other categories, the proportion of banks 

adhering to these indicator's requirements at the robust security level is lower than the proportion 

of those adhering to them within a gap by 5.6 times. However, six and ten banks adhere to the 

requirements of these indicators with a single-level gap, respectively. with the same ranking, four 

and two banks follow them with a double-level gap. However, these banks have weaknesses in 

the application of these two indicators' requirements and they also should fill gaps of 1.55 and 

1.09 to improve their security status linked to the first and third indicators, respectively.  Table 7 

summarizes the technology and innovation indicators and the number of banks that need to fill 

the applied gap for each indicator. It also summarizes the average level of gap that banks in the 

Yemeni banking sector have to fill to reach an ideal and comprehensive maturity level, as well 

as the ranking of indicators based on this value. Also, Table 8 summarizes the ranking of Yemeni 

banks according to the average level of gap that each bank has to reduce to achieve a strong level 

of security. 
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Table 7: The Ranking of Indicators by the Average Level of Gap Needs To Be Reduced 

By the Banking Sector 

Rank AVG-Gap No of Banks with n - Level gap per indicator S 

Four-

Level Triple-Level Double-Level Single-Level 

4 1.55 0 1 4 6 S1 

9 2.00 0 4 2 4 S2 

1 1.09 0 0 1 10 S3 

6 1.60 0 2 2 6 S4 

3 1.44 0 0 4 5 S5 

2 1.40 0 1 2 7 S6 

5 1.57 1 0 1 5 S7 

8 1.90 0 3 3 4 S8 

9 2.00 0 3 4 3 S9 

6 1.60 0 0 3 2 S10 

 

Table 8: The Average Level of Gap Needs To Be Reduced By Each Bank 

Rank AVG-Gap No of Banks with n - Level gap per indicator B 

Four-Level Triple-Level Double-Level Single-Level 

11 1.00 0 0 0 5 B1 

6 1.50 0 1 0 3 B2 

4 1.75 0 1 4 3 B3 

11 1.00 0 0 0 4 B4 

2 2.00 0 4 1 4 B5 

3 1.89 0 1 6 2 B6 

1 2.89 1 6 2 0 B7 

7 1.44 0 0 4 5 B8 

9 1.38 0 0 3 5 B9 

11 1.00 0 0 0 4 B10 

5 1.60 0 1 1 3 B11 

8 1.40 0 0 4 6 B12 

10 1.11 0 0 1 8 B13 

Q.5 Which of the indicators can be considered as future challenges? Are Yemeni banks' efforts 

to address them different? 

According to the foregoing, all these indicators pose future challenges and security weaknesses 

that Yemeni banking institutions should address and take the necessary measures to address. 

However, in terms of the average gap that needs to be reduced for the sector's institutions, the 

amount of effort that Yemeni banks must make is different. Fig, 4 and Fig, 5 summarize these 

results. 
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Figure 4:Ranking of banks by their average level of gap 

 

 

Figure 5:Ranking of indicators by the average level of gap needs to be reduced by the 

banking sector 

Based on the foregoing, the present study has achieved the objective for which it was set. This 

research significantly contributed to bridging part of the research gap by providing general 

background that include concepts, theoretical foundations, and practical models needed to 

measure the level of security compliance in the fields of technology and innovation. It provides 

a comprehensive and detailed statistical report on the level of maturity and the extent of the 

applied gap in technology and innovation practices to Yemeni banks' information security 

management systems, and identifies the weaknesses of each institution in this sector. In addition, 

it identifies the applied gap averages that each bank must implement to reach an ideal security 

maturity level. The indicators are classified and arranged according to the banking sector's 

efforts. Banks were ranked according to the total average security gap each bank had to fill to 

reach a robust security maturity.  

The provided by this study data, statistics, and recommendations, will help decision makers and 

stakeholders to adopt strategies, solutions, and policies that are commensurate with each bank's 

situation.  As well as, detailed data and statistics on the classification of banks according to their 

security status and according to the average gap, each has to be reduced compared to the other 

banks, in particular, will assist banks in taking appropriate future strategies that enhance their 

ability to ensure their business continuity, earning the trust of their customers, enhance their 

competitive position, which contributes positively to maximizing the economy and reducing 

strategic losses. operational, moral, legal, and cyber risk reduction, which in its entirety will have 

a positive impact on strengthening the social responsibility of those institutions on the one hand, 
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and contribute to the achievement of economic, social, and legal development goals on the other 

hand. 

VI. limitations, applications, and future work 

This study only evaluated and assessed the degree of compliance and the applied gap in 

technological and innovative practices at the level of Yemeni banks in the country's capital, 

Sana'a, where researchers were given permission to conduct data collection activities. It also 

limited by building and developing use strategies and policies to address technological 

weaknesses at the banking level, as well as examining the level of compliance and the applied 

gap of other security aspects, such as risk management and information security, are among the 

main trends that researchers recommend.  

 

VII. Conclusion 

Yemen's banking sector represents the nervous system of the national economy and 

significantly contributes to its development and growth. These institutions rely on modern 

information systems and technologies to achieve strategic objectives. In addition, sectors 

institution's ability to protect the confidentiality, integrity, and availability of the information 

assets involved in these systems and to address their gaps and weaknesses through compliance 

with technology and innovation controls is a key factor in reducing the potential losses and 

risks of increasing cybercrime proliferation under the modern revolution. Therefore, this study 

aimed to examine and analyze the level of maturity in the technology and innovation practices 

of the Yemeni banks' information security management systems, with a view to diagnosing 

weaknesses, quantifying the applied gap and identifying future security challenges faced by 

institutions in the sector. Through the analytical-descriptive methodology adopted to achieve this 

goal, the study has drawn many conclusions, most notably: (1) The Yemeni banking sector only 

exercises the main requirements of the field of technology and innovation, with an average 

maturity level equal to (3.9), and a difference of one level from the ideal level. The study also 

found that (2) the seventh bank constitutes the weakest link among the institutions of this sector 

in terms of general maturity (2.4) and with a large application gap (2.6), it requires a very large 

effort and at the level of 90% of the field indicators (S1-S9). (3) 5th and 6th banks also constitute 

weaknesses in the banking sector, and are more likely to penetrate than other banks because of 

the large applied gap of at least two levels (1.8). They require a relatively large effort to reach 

the ideal level and address weaknesses in their practices, especially in those related to indicators 

(S2, S4, S6, S8, and S9). (4) The S2, and S9 indicators are the main weaknesses practices and 

are used at an average level of security. This means that the banking sector in general needs to 

look for appropriate solutions to improve the maturity level in the practice of the indicators to the 

fourth and fifth levels. Therefore, the study recommends: (1) The banking sector should 

strengthen its security practices through the use of modern and innovative solutions and 

commensurate with the normative controls of the strong level of security of the field of 

technology and innovation, (2) the seventh bank adopt technological and innovative strategies, 

policies and tools at the level of all technological indicators (3) the fifth and sixth banks adopt 

technology that reflects protection considerations in addition to adopting technical measures and 
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controls, registration and tracking of activities and the development of policies to implement 

encryption techniques and controls, as well as policies and mechanisms to validate and authorize 

access to the network in a manner that meets the requirements of strong security at the level of 

these practices (4) banking sector in general by adopting appropriate security practices to address 

the weakness of the second and ninth indicators as the most significant weaknesses by taking 

precise security considerations during the design phase of the systems, To meet the requirements 

of flexibility and innovation in security controls, it remained the use of sophisticated mechanisms 

to record and monitor applications, systems and networks on the one hand, to register and monitor 

all activities periodically on the other. 
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