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The massive amount of data collected by the connected and autonomous vehicles can be used as digital evidence for investigating cyber-
attacks, identifying vulnerabilities and providing response and recovery solutions to increase the security in the Internet-of-Vehicles
ecosystems. In this respect, the investigation of digital incidents, (e.g., cyber-attacks) requires setting appropriate digital forensics
readiness plans for screening data and acquiring those that are more relevant to the incident. Aiming to support the process of creating
and executing digital forensics readiness plans, in this paper, we present FoRePlan, which provides the security experts with means
to prepare, manage, and execute customized digital forensics readiness plans tailored to the detected attacks in Internet-of-Vehicles

ecosystems.
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1 INTRODUCTION

Nowadays, rural and urban environments are transforming to smart contexts, with smart mobility being an important
aspect. A fast growing sector of smart mobility is the use of connected and autonomous vehicles (CAVs). CAVs acquire,
process, and analyze multifaceted data from the surrounding environment, and thus, they navigate with limited or
even no human intervention. As a result, Internet-of-Vehicles (IoV) networks are built. IoV networks are dynamic
ecosystems that include various types of communication, such as Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure
(V2I), Vehicle-to-Network (V2N), and Vehicle-to-Pedestrian (V2P).

IoV is a challenging domain, because it features dynamic topological structures, huge network scalability, non-

uniform distribution of components, complex granularities, and mobile limitations [16]. Focusing on CAVs, they are
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vulnerable to attacks of diverse types (e.g., attacks on autonomous control systems, attacks on autonomous driving
system components, attacks on vehicle-to-everything communications [5]). Their confrontation is critical, considering
that such vulnerabilities can put human safety at risk and have a negative impact on the quality of life.

Towards this direction, nloVe!, which is a cybersecurity framework for the IoV ecosystem, enables the identification
of risks associated with the IoV networks, the recognition of suspicious threat patterns, and the appropriate coordinated
mitigation actions in order to pertain vehicle safety and security. Moreover, it supports the digital forensics readiness
procedure, and thus, it ensures that necessary forensic information will be collected and used as a knowledge base for
the cyber-attacks in CAVs and IoV ecosystems.

A vital part of this process is the development and execution of digital forensic readiness plans, which must be
established proactively (i.e., before the occurrence of an attack or a suspicious activity) aiming to facilitate a cost-
effective and efficient investigation [13] without interrupting the smooth operation of the IoV ecosystem. Therefore, it
is important to provide the security experts with a tool that will enable them to create digital forensics readiness plans
and support their execution to automate the data acquisition/preservation processes and speed up the investigation
procedure. Towards this end, in this paper, we present the design of FoRePlan that supports the management of
customized digital forensics readiness plans for IoV, which are executed when an intrusion has been detected.

The rest of the paper is organized as follows. We first provide background information, then, we review the related
work, and identify the gap in the literature. Next, we present the design, implementation, and evaluation of FoRePlan.

Finally, we provide a discussion about our approach, discuss the future steps, and conclude the paper.

2 BACKGROUND AND RELATED WORK

In this section, we discuss the nloVe framework and the digital forensics readiness procedure, with a special focus on

the planning.

2.1 nloVe Framework

The nloVe framework aims to implement a holistic cyber-security solution for IoV networks, with a primary focus on
CAVs [18]. A core aspect is the real-time and post-incident investigation of the attack, aiming to identify the cause,
the motives, and the characteristics of the attack, to fulfill legal requirements, to determine the cost of the attack and
compliance with regulations, etc. Hence, the Attack Attribution and Digital Forensics Readiness Tool (AAFRT) has been
developed to allow security experts to perform post-incident analysis of an incoming attack [1]. AAFRT supports two

main functionalities:

o Attack Attribution [12], which attempts to identify indicators of compromise, aiming to help security experts to
attribute the incoming attack to known threat actors by identifying common tactics, techniques, and procedures,
with the use of machine learning approaches, and

o Digital Forensics Readiness [1], which attempts to automatically collect digital forensics relative data and to create
a forensics investigation report with all the necessary information, while preserving the soundness and integrity

of the acquired data and maintaining a valid chain of custody.

In IoV, a major challenge is the heterogeneity of the connected devices, which manage and share different types of
information while communicating through diverse protocols. Therefore, customized digital forensics readiness plans

should be prepared that would be selected and executed when specific attacks are detected. Such plans should enable the

!nloVe is a EU-funded project that provides a novel adaptive cyber-security framework for IoV — website: https://www.niove.eu/
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acquisition, preservation, and preliminary analysis of the attack-related data, so that not only the attack is confronted
but also the vulnerability is communicated to the various IoV stakeholders to ensure that it is successfully remedied.
Considering their importance, in the following sections we discuss the digital forensics readiness process, with a special

focus on planning.

2.2 Digital Forensics Readiness for loV

Digital forensics is an evolving domain, which can be defined as the coupling of computer/information systems
knowledge with legal knowledge, aiming to analyze, in a legally acceptable manner, digital evidence that have been
acquired, processed, and stored. Digital forensics are mainly used for investigations with legal or law enforcement
issues, which are likely to end up in court. Hence, there is an emphasis on legal acceptability. Considering that digital
evidence is volatile and can be lost or distorted, there is a need to manage (e.g., acquire, preserve) digital evidence
ensuring that it will not be distorted or destroyed. Therefore, digital forensics readiness tools and techniques have been
developed (e.g., [14, 15]) to acquire, preserve, and analyze evidence that can be used by an organization against other
entities or to defend their assets.

Focusing on the IoV ecosystem, the conventional forensics are not suitable, due to the mobility of the IoV entities,
the distributed nature of the infrastructure, and the massive amount of the potential evidence that can be generated
from such a complex ecosystem [7]. Nilsson and Larson [9] provided a list of requirements for detection, data collection,
and event reconstruction for in-vehicle networks. Hossain et al. [3] introduced Trust-IoV, a forensic investigation
framework for IoVs. Trust-IoV consists of two services: i) Forensics Gateway, which in embedded in the IoV entities and
is responsible for logging all incoming and outgoing interactions, and ii) IoV-Forensic Service, which is responsible for
storing the data and provides read-only access to the evidence. Apart from interaction data, data from infotainment
systems also store information relevant to forensics investigation [6]. Feng et al. [2] introduced a model for collecting
and preserving incident data from automated vehicles. They raised the issue of the easiness of altering evidential data

in vehicular forensics and they proposed the use of hashing and encryption for ensuring data integrity.

2.3 Forensics Readiness Planning

An core part of forensics readiness is the process of planning. According to Valjarevic and Venter [17] and ISO/IEC
27043:2015, planning can be identified in various sub-processes such as planning incident detection (i.e., the plan is
prepared by defining the actions that must be performed when an incident is detected) and implementing incident
detection (i.e., the plan for a specific incident is executed upon the detection of that incident). Therefore, we could say
that planning consists of three main sub-processes: preparation of the plan, selection of the appropriate plan when an
incoming attack is detected, and execution of the plan.

While planning is considered a key to forensic success [10], a few works deal with digital forensics readiness planning:
Pooe and Labuschagne [11] used cognitive approaches for digital forensic readiness planning, Luthfi and Prayudi [8]
included incident response planning as part of a digital forensics readiness scheme for recommendation of evidence
preservation, Kebande and Venter [4] included planning as part of their comparative analysis of digital forensic readiness
models. Considering the importance of planning the digital forensics readiness procedure and given the importance of
acquiring the required data from a complex IoV ecosystem on time and without the risk of overwhelming the network
with requests of massive volume of data transfers, in this paper, we present FoRePlan, which is a tool that supports
the digital forensics readiness planning for IoV by providing the security experts with means to prepare, manage, and

execute customized plans tailored to the characteristics of the detected attacks.
Manuscript submitted to ACM
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Fig. 1. Conceptual architectural model of FoRePlan.

A

3 FOREPLAN
3.1 Design

FoRePlan aims to support the digital forensics readiness planning for IoV environments. The support is active during
the preparation, selection, and execution of the plans. These activities are supported by three different sub-components
of FoRePlan: i) FRPlannerUI is used for the preparation of the plans; ii) FRPlanSelector is used for the selection of the
appropriate plan when an incoming attack is detected; iii) FRStrategyOrchestrator is used for the execution of the
selected plan. To ensure the functionality of FoRePlan, FRPRepository is used, which is a repository that stores the digital
forensics plans for diverse attack types. Figure 1 depicts the conceptual architecture of FoRePlan. The next sections

discuss the aforementioned components.

FRPlannerUl. This component aims to enable the security expert to prepare and manage digital forensics readiness
plans. It features a graphical user interface (GUI), allowing them to create, view, update, and delete plans. Through the
GUIL, the security expert can schedule specific actions to be executed when an attack is taking place in the IoV system.
FoRePlan supports a wide range of attacks including Denial-of-Service on the CAN bus, alteration of camera stream
both in-vehicle and outside of vehicle, GNSS or RTK/NTRIP spoofing, GNSS or RTK/NTRIP jamming, Jamming of V2X
signals, Spoofing of V2X signals, malware detection, Man-in-the-Middle, and sensor false reading. The actions that must
be scheduled include the acquisition and preservation of different types of evidence, such as vehicle log data, malware
file, memory dump, vehicle network analysis, sensor raw data, and vehicle route. The security expert must also select
the IoV component that will provide the requested data. The source components include CAN bus, on-vehicle camera,
GNSS, lidar, network, on-board unit (OBU), road-side unit (RSU), sensor, supervision center, and in-vehicle computer.
Moreover, the security expert has the option to apply sequential, parallel, or mixed scheduling for the selected plan
actions. Besides the scheduling, the security expert chooses a name for the plan and sets it as active or inactive. The

digital forensics plans are stored in FRPRepository.

FRPRepository. Tt is a repository that keeps the digital forensics plans for diverse attack types. As discussed in the
previous section, each plan is characterized by the supported attack type, its status, a series of actions and commands

Manuscript submitted to ACM
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Plan Created by Assessment
+ uuid_plan: text > : + date: datetime + date: datetime
+name: text + actor: string g+ |*actor text
+ attack type: text : + rate: int
+ escalation: text + description: text

1 ' b

Last update

+ date: datetime

ctor: strin:
Action HBCKE: SNg

+ description: string

+ uuid_action: text

+ status: text

1

0.*

Command Run after

+ label: text + Uuid_action: text

* uuid_command: text

+ receiver: text

Fig. 2. The data model of the forensics readiness plan.

that are scheduled to take place sequentially, in parallel, or using a combination of them and target a specific component
of the IoV ecosystem. Moreover, to have a clearer picture on the plans, information about the security expert who
created and/or updated each plan is stored along with information about the date and time of any adjustment actions
made. After an attack is identified and a plan is executed (we will discuss it next), FoRePlan provides the security experts
with the opportunity to assess the plan (i.e., how effective the plan was for the specific forensics readiness process); this

information is also stored to the repository. Figure 2 depicts the data model for the plans stored in FRPRepository.

FRPlanSelector. This component initiates when an attack is detected and attributed in the IoV system. It is responsible
for selecting the appropriate digital forensics readiness plan. In particular, it receives the detected attack profile as input
and then, based on the attack, it retrieves the most suitable plan from FRPRepository. In case that a plan matches the
attributes of the detected attack, then it is retrieved and it is sent to FRStrategyOrchestrator to be executed. FRPlanSelector
also forwards system-specific metadata (e.g., vehicle id, sensor id) to specify the IoV components for which the plan

will be executed.

FRStrategyOrchestrator. This component initiates after a digital forensics readiness plan is selected. It is responsible
for the proper execution of the selected plan. To achieve this, the data acquisition, preservation, and analysis actions
targeted to the corresponding IoV providers are scheduled carefully aiming to ensure the minimization of the cost
of response, recovery, and investigation without interrupting the normal operation of the IoV ecosystem. Various
types of communication (e.g., requests) are made with other IoV components during the execution of the selected plan.
Moreover, this component is responsible for keeping track of the progress of the requests sent to or received from
external components and the required actions.

Manuscript submitted to ACM
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g _ . L
= Listof Plans
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0]
w
[P create a new plan
O
o Name Supported Attack Type Last Update Assessment Status Actions
o Plan for false reading (G1-3) Sensor false reading July 19,2021 at 1:43:40 PM GMT+3 Y View & Edit
Plan for GNSS signal spoofing (A1-2) GNSS spoofing July 20, 2021 at 9:30:10 AM GMT+3 ° View & Edit
Plan for altered information from sensors (A3-1) Man-in-the-middle July 22, 2021 at 12:29:48 AM GMT+3 . View & Edit
Plan for CAN-bus DOS (A3-3) CAN-bus DOS July 19, 2021 at 8:16:46 PM GMT+3 . View & Edit
Malware at vehicle PC Malware July 21, 2021 at 2:40:06 PM GMT+3 . View & Edit
< " " #
= New Forensics Readiness Plan
FORENSICS PLANS  FORENSICS REPORTS
©
w Back to plans list
o)
o Create new Forensics Plan
o . .
Basic Information
Name Supported attack type Status
Enter the name of the plan Select attack type Inactive v
CAN bus
Camera
GNss
Actions
Lidar
D Command Network Run after Remove

Select command v None v ‘ None v ® Remove

Add Action

Fig. 3. The security expert can view all the available forensics readiness plans (top) and can prepare new plans for specific attack
types (bottom).

We should note that the actions performed throughout the digital forensics readiness planning procedure are tracked.
In particular, throughout FoRePlan processes, a MISP-based threat intelligence platform updates the current event with
information (e.g., objects, relationships) about the planning procedure (e.g., which plan is selected, plan performance).
This would allow the analysis, extraction, and sharing of information with other IoV systems and speed up future

investigations and mitigation activities.

3.2 Implementation

To implement FoRePlan, a wide range of technologies were used: Angular was used for the development of the web-
based GUI of FRPlannerUI; FRPRepository is based on MongoDB; Flask was used as the core web framework; RabbitMQ
was used as the message-broker for the communication between the components; Celery was used to schedule the
required plan actions sequentially or in-parallel; Python was used as the main programming language for most of
the processes implemented in FoRePlan. Figure 3 depicts two screenshots of the implementation of the FRPlannerUI
component of FoRePlan.
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[

Acguire GNSS data Preserve GNSS data

Acquire GNSS sensor analysis report ]—>[ Preserve GNSS sensor analysis report

®

I8

Acquire GNSS log file —— Preserve GNSS log file

Fig. 4. The plan for the acquisition and preservation of data when GNSS signal spoofing is detected.

3.3 Performance Evaluation

To evaluate the performance of FoRePlan, a testbed was executed in the deployed infrastructure. In this testbed, the
performance was evaluated in terms of task completion and time of executing the FoRePlan operations. This was
achieved by measuring the time taken for each message to be consumed by each component and the time taken for the
processes that were performed in each component. For the evaluation, a series of ten experiments were performed.
In all experiments, the plans were retrieved and executed successfully with no issues noticed. The mean time for
FRPIlanSelector performance was 6ms and for FRStrategyOrchestrator it was 41ms. FRPlanSelector was activated in
2ms, FRStrategyOrchestrator in 2ms, and the processes followed were activated in 1ms. We experimented with various
scenarios, such as GNSS signal spoofing (Figure 4), sensor false reading, vehicle camera stream alteration, and denial of

service on CAN bus, with FoRePlan having a high performance.

4 DISCUSSION

In this paper, we presented the design, implementation, and performance evaluation of FoRePlan, a tool that aims to
support the digital forensics readiness planning within IoV ecosystems when a threat (e.g., cyber-attack) is detected.
FoRePlan is part of a larger cyber-security solution of the nloVe framework. Its contribution is two-fold: i) from a
legal perspective, the plans that are prepared, selected, and executed ensure that the data acquired and preserved are
forensically sound and that they validate and reconstruct an incident so that it can be presented at court, and ii) from
a technological perspective, the selection and execution of the plans are completed transparently, with no human
intervention, and in real time, enabling the IoV system to respond effectively and instantly to an incoming attack. The
success of the digital forensics readiness is highly dependent on the timing, which is a crucial parameter for safety and
security critical systems, such as the ones developed for IoV. Minimization of the timings leads to higher performance
of response, recovery, and investigation processes, aiming both to return the under-attack IoV system to a previous safe,
stable, and functional state and to ensure a sound digital forensics readiness process.

As a final remark, we should note that FoRePlan incorporates a human-centered philosophy, as it engages security
experts to prepare and manage digital forensics readiness plans that will be selected and executed when an attack is
detected. Through FoRePlan, the security experts can adjust any plan to meet the unique requirements of each threat
identified in IoV, such as attack type, action to take place (e.g., preserve data), type of data (e.g., GNSS data), and source
of the data (e.g., in-vehicle camera). Moreover, the security experts can assess the plan after the investigation (e.g.,
assess whether the identified evidence was suitable), aiming to review how well the plan fitted to a specific attack type
and to improve the forensics readiness process in the future. In this paper, we evaluated the performance of FoRePlan
and ensured that it performed well transparently with minimum timing cost. As a direct future step, we aim to evaluate
the use of the FRPLannerUI component of FoRePlan from security experts though a user study.
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5 CONCLUSION

In this paper we presented FoRePlan, a tool for creating and automatically selecting and executing digital forensics

readiness plans for an IoV ecosystem. We presented its design, implementation, and performance evaluation. FoRePlan

provides the security experts with means to prepare, manage, and execute customized digital forensics readiness plans

tailored to the detected attacks in Internet-of-Vehicles ecosystems.
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