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Planning 

Depositing

1) Qualitative/quantitative data?

2) Data format?

3)  Data Size?

 4) Data creator/curator?

5) Purpose of the dataset in the context of the project?

1) Origin of the data?

2) Data licence?

3)Terms and conditions for reuse?

1) Any re-use of personal data from previous projects or activities is required?

1) Are people involved in the research?

2) Which categories of people (minors, disabled, migrants, employees, etc.)

are involved?

3) Which categories of personal data need to be collected and processed ?

4) Complex processing operations/processing of personal data on a large

scale/systematic monitoring of a publicly accessible area on a large scale are

required?

5) Keep in mind the principle of Data Minimization

6) Collect informed consent for data use/sharing/preservation from research

participants

1) Potential risks for participants or researchers (e.g. social stigmatisation,

persecution, etc.)?

2) Possibility of incidental findings during research?

3) Development/dissemination/use of Artificial Intelligence could raise

ethical concerns regarding human rights?

4) Ethical concerns about the involvement of animals, or use of substances/

processes that may harm the environment, animals or plants?

5) Evaluate the possibility of Data Misuse and consider how to prevent it

1) Research agreements needed to ensure that data collaboratively collected

are available to all of the participating researchers.

1) With which partners (or third parties) it is necessary to share data?

2) In which countries personal data will be collected?

3) To which countries personal data may be transferred?

1) Is the data selection and disposition in the dataset/database original? 

2) Dataset/database generation is the result of major investments (time/

money)?

1) Is the dataset/database protected by trade secret or linked to a patent

application? (Confidentiality obligations/novelty criterion)

2) Does the dataset/database have commercial potential or need to be re-

used in further research activities?

1) How long it is necessary to keep the data in an identifiable form?

2) With which partners (or third parties) it is necessary to share data?

3) Informed consent for data use/sharing/preservation must accompany data

1) Evaluate storage & backup options

2) Establish consistent naming conventions for files and folders

3) Apply Version Control

4) How will you share data with partners (or third parties)? 

Handling

Data management

DECISION TREE FOR 

DATA MANAGEMENT
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Legend: 

DATA DEPOSIT

 SHARING WITH OTHER

RESEARCHERS

LONGTERM AND SECURE

PRESERVATION BUT NOT

PUBLICLY AVAILABLE

1) Be sure to be compliant with IPR/privacy/ethical regulations before

considering deposit

2) Evaluate if embrago or restricted access to data are appropriate

3) Choose a trusted repository (PID, metadata) 

4) Prepare documentation and read-me files describing the dataset

5) Choose the appropriate license

6) Metadata of the dataset should ALWAYS be public


