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During these years the current trends shows a fast expansion in the field of
wireless sensor network (WSN) based applications. Due to this much
vulnerability are created and also coverage optimization becomes essential
to improve overall performance. However, maximum of the model
concentrates only on security or efficiency. In order to create a highly
efficient protocol both concepts need to get concerted. So, we developed a
protocol namely hybrid security in ad-hoc on-demand multipath distance
vector (AOMDV) routing protocol with improved salp swarm algorithm
(HSA-ISSA). This model is sub-divided into three sections. They are,
wormhole attack and gray hole attack construction AOMDV protocol,
improved salp swarm algorithm (SSA) model is used for weighted distance
position updates which leads to improve the efficiency. And to secure the
network from attacks we use hybrid security with the help of Diffie-Hellman
key interchange algorithm and elliptic-curve cryptography (ECC) algorithm.

During performance evaluation the proposed HS-ISSA protocol provide
stable results in terms of message success rate (MSR), end to end delay
(E2E_Delay), network throughput (NT), and average energy efficiency
(AEE). Our HAS-ISSA protocol outperformed all the other earlier works by
providing hybrid security, optimized coverage as well as energy efficiency
to the wireless sensor networks.
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1. INTRODUCTION

Wireless sensor networks (WSNSs) received a lot of attention in real world applications, such as
analyzing conditions, transport planning, surveillance footage, flood forecasting, health management, clinical
issue, environment and climate monitoring, and tracking businesses and organizations [1]. The fundamental
concern is that the assisting nodes may or may not be trustworthy, increased vulnerability to numerous
attacks which have a substantial effect on data security [2]. Implementing effective routing protocol, through
extending lifespan of the network, ensuring reliability and optimal path selection [3] as well as security
connectivity is focused. Due to wireless transmission, security risks such as snooping are very cheap to
implement. Attacker can easily inject bad messages into the network [4]. Many of the most common meta-
heuristic strategies used for the optimal solution are "genetic algorithm (GA)", "particle swarm optimization
(PSO)", "artificial bee colony (ABC)", firefly, "ant colony optimization (ACO)", and security concepts are
implemented in [5]-[7]. Recent days security is healthcare applications are mostly concentrated. So that
secure and medium access control methods are developed [8], [9].
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In this paper a hybrid security in ad-hoc on-demand multipath distance vector (AOMDYV) with
improved salp swarm optimization algorithm is implemented. The highlights of our research work are shown
in: i) the proposed system provides an effective energy model to improve the quality of service (QoS) of the
network, ii) the proposed system mainly concentrated on gray hole attack and worm hole attack, iii) in our
proposed model in order to overcome the attack issues hybrid security is used which is the combination of
Diffie-Hellman key exchange mechanism and elliptical curve cryptography algorithm, iv) the proposed work
includes the multipath routing protocol AOMDV, v) proposed system used improved weight based salp
swarm optimization algorithm to provide optimization in the network which helps to improve the QoS of the
network, and vi) the implementation of the proposed work is done using the software NS2. This simulation
setup is created to analysis the performance of our protocol in terms of security and optimization.

2. EARLIER METHODS

The various proposed authentication solutions fail to concurrently address all known security holes.
In order to retain the broadcaster's lifespan expectation while maintaining assured quality of service, the
nodes energy must be properly utilized. Here a cluster head (CH) selection based on the hybrid artificial bee
colony and monarchy butterfly optimization technique (HABC-MBOA) is suggested for the majority
selection of CH [10]-[13]. The other optimal path selection algorithms which are used in the earlier
researches are adaptive PSO [14], butterfly optimization algorithm (BOA) [15], quasi oppositional butterfly
optimization algorithm (QOBOA) [16], ACO [17], grey wolf optimization (GWQO) [18], the fruit fly
optimization algorithm (FFOA) [19]. Some of the review works show about the security services such as
confidentiality, authentication, integrity, and availableness [20], [21].

3. SYSTEM MODEL
3.1. Representation of energy

All the wireless sensor nodes are energized by battery and hence the consumption of energy by all
nodes is discussed. During transmission, the energy consumption process can be categorized as: energy
generated and energy absorbed and that is indicated in (1),

Ener(i,j) = Ener(consum)(i) + Ener(tras)(i,j) Q)

where, Ener(i, j) indicates the entire amount of energy consumed while transmitting the ‘n’ bits message with
the distance ‘D’. The notations ‘i,j’ indicates the energy consumed by the ‘n’ bits message. Basically, the
distance between the source and destination may vary and hence the model will used based on the distance.

Ener(j) = Eirans ) =j X TJ (2)

where, Ener(j) indicates the total amount of energy consumption while transmitting the data, Epqns (0)
indicates the energy required while transmission, j x T;indicates the time require for data transmission.

Residual Energy = Energy Remained — Energy Consumed 3)

3.2. Channel representation

There may be occurrence of collision in the IEEE 802.11 wireless medium when there is concurrent
transmission during commnication. In view of this, the free space method is evident for finding the signal of
every packet. Moreover, free space propagation method activates when there is possibility of ideal
propagation mode with line-of-sight path accessibility among transmitter and receiver. Under free space
method, transmitted message ‘n’ can travel throughout the distance ‘D’. Hence, the total transmission energy
and received energy can be represented by the (4) and (5),

Enerirans(n, D) = Eneryans—eiec(n) + Enertrans—amp (n,D)
Enerypans(n, D) = Energecn + ﬁaman2 4)

hence the consumped energy Ener;...(n) is,

Eneriec(n) = Eneryec—erec(n)
Enetyo(n) = Energe.n ®)
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where, Eneryyqns—erec indicates the total energy dissipation from the transmitter, Enery,qns—amp indicates the
transmit amplifer energy as well as Enery..._qie. indicates the total energy dissipation from the receiver. By
utilizing (4) and (5), the distance-based energy consumption for every message can be calibrated. WWhen comparing
with receiver side energy consumption, there is more consumption of energy in transmitter side and hence it is
significant to save transmitter energy. The free space method based received signal power as shown in,

_Pt gt Irect?
Ptrans (D)_% (6)

where, the Py, indicates total transmitted power, g, ..s indicates the transmitter gain, g,.. indicate the
receiver gain. The gain is the ratio of the receiving power to the initial transmitting power. In this section, it
is explained the results of research and at the same time is the comprehensive discussion. Results can be
presented in figures, graphs, tables, and others that make the reader understand easily [14], [15]. The
discussion can be made in several sub-sections.

4. HYBRID SECURITY IN AOMDV WITH IMPROVED SSA

In proposed model we introduced multi path concept in ad-hoc on-demand distance vector (AODV)
protocol to overcome the drawbacks in it. And in order to reduce the energy consumption and delay we
introduced improved salp swarm algorithm in multipath AODV which is AOMDV. And to secure the
network malicious activities we used hybrid security model namely Diffie-Hellman key interchange
algorithm and elliptic curve cryptography. By combining all these methods, we developed the new protocol
namely hybrid security algorithm (HSA)-ISSA. The architecture of the proposed model is shown in the
Figure 1. The major sections of our protocol are introduction for AOMDYV protocol with its neighbor
discovery and path selection model, introduction to SSA and the idea of improved SSA algorithm and finally
the concept of hybrid security which is done using the combination of Diffie-Hellman key interchange
algorithm and elliptic curve cryptography.

I
. { AOMDV Routing Protocol
[
. 0 i | ]
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" Improved $5A Hybnd Security
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’ U
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’
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Figure 1. System architecture of the proposed hybrid security in aomdv with improved ssa (HSA-ISSA) protocol

4.1. Ad hoc on-demand multi-path distance vector routing protocol

The base for AOMDV method is route finding process. The source sends a flood of route request
(RREQ) packets to the destination, which is identified by a distinct identifier. Until an intermediate node has
a valid and clean path to the destination, it broadcasts both of the RREQ and route reply (RREP) messages
via the initiator node and hence the replicated RREQ can be demolished by the relay node. When the initial
RREQ message arrives at its destination, it rebroadcasts an RREP control messages, following the backward
direction that is built during the discovery phase by relay node. Any redundant RREQ packets obtained by
destination are discarded. The problem with AODV is that it only generates one path to the destination.
When this one fails, a new path must be found. But AOMDYV protocol is designed in the way of creating
multiple paths to the destination using the same path discovery technique. The duplicate RREQ messages are
exploited by AOMDYV to create numerous pathways within the source and intermediary nodes. Each RREQ
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message received from a different hop and it receives an RREP message from the destination node. HELLO
messages are used by AOMDYV to detect broken links.

The aim of AOMDV protocol is to predict the loop free manifold path of both source and
destination. This process in the network may leads to discard of packets without proper delivery. Route
discovery, route planning, and packet forwarding are the 3 phases of this AOMDV. In addition to this we
have two more modules such as neighbor discovery and path planner which is explained.

4.1.1. Neighbor discovery

The primary aim of neighbor discovery process is to find the appropriate neighboring nodes for
constructing a better network. Initially, the sensor node starts to broadcasts the HELLO packets with the
assistance of network ID. At once the receiving of HELLO packets, the particular node updates its routing
table with the details of ID number, distance, and received signal strength indication (RSSI). Moreover, the
energy levels will be shared by nodes in the location. Finally, this phase ensures that each node has current
updated values of the above-mentioned parameters about its neighborhood nodes.

4.1.2. Path planner

It is critical to install an agent that flows from the base station to the uncovered region in order to
maximize coverage in a wireless sensor network. Here, we concentrate on how to plan an energy-aware path
for agent nodes. For example, static nodes are power limited, and if they continue to send packets via fixed
intermediate nodes, energy will be lost and network life time will be reduced. As a result, an agent node may
choose a routing in which it receives packets from static nodes and forwards them to the base station,
reducing the stress on the intermediary fixed node.

4.2. Salp swarm algorithm evaluations

Here, the basic key constraint is calibrated using NFL formula with the calculation of single-objective
nature based objective function, which further solves the single-objective issues. The key factor of SSA is the
low fitness to regulate complexities of multi level searching, as it would seem in all parameters head for the
combination solution, plus deployed setting up to convert the perfections all throughout optimization process,
which increases the probability of discovering an optimal global solution when solving difficult multi level
issues. The amount of constants reduces the efficiency of salp swarm algorithm noticeably.

The two sections of this algorithm are leader and follower. The chain is considered as the leader and
remainder indicates the followers. The role of leader is to monitor the movement of entire group and then the
followers. Same as else swarm algorithm, the population notation ‘P’ which is mentioned in the
D-dimensional space search concept. The occupancy of the salps is denoted by the matrix x, such as
xp = [xpl, xp2,xp3, ... ... xpD]T, where p = 1,2,3 ...... P. There are two bounds such as upper and lower
bound, where the upper bound is being as Ub = [Ub1,Ub2, .....UbD], lower bound can be denotes as
Lb = [Lb1,Lb2,Lb3 .......LbD], and the food is being as f = [f1, f2,f3 .... fD]. The entire SSA is given as
three sections.

— Initialize the entire population
The initialization process is actually a casual mode as shown in,

Xpxp = Lb +rand(P,D) x (Ub — Lb) @

—  Updating the spot of leader
It is mandatory for a leader to regulate the entire group with the equation of updating in (8),

x? ={fs+ cpl((Ubd — Lby)cp2 + Lbd)cp3 > 0.5f; — cpl((Ubd — Lby)cp2 + Lbd)cp3 <05
(8)

where, from the above equations, x,P indicate the leader p (where,p = 1,2,3,.... P1) with d dimensional
space. The note f,; indicates the food parameter in d dimensional space. The note cp2 and cp3 indicates the
control parameter for the intervals [0,1]. The note cp1 indicates the convergence parameter and its depiction
as shown in.

Cpl — Ze_(4ei/imax) (9)
where, the note ¢; indicates the existing iteration and i,,,,, indicates the maximum iteration parameter.

—  Update the position of each follower
Initially, the follower starts to make the motion of chain and hence it will be updated according to (10).
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xq"=5 (xa” + %P7 (10)

By referring the movement strategy form (8), the head’s position deliberates alloy the space with the
centralization of food. Primarily, the value of cp1 is larger and it is nearby 2 and hence in the later stages, it
may vary to zero range. Once this rage is reached, the leader starts to find food.

4.3. Improved salp swarm algorithm

Here, the control parameters such as cp2 and cp3 will be distributed in random manner and hence it
takes much time for optimization convergence. The enhancement is made in cp3 control parameter for
enhanced SSA which is replaces as follows,

D = /(al —a2)? + (b1 — b2)? (11)

where the terms al = cp1 * Ub, b1 = cpl * Lb,a2 = cp2 * Ub, b2 = cp2 * Lb
By substuting the improved parameter for cp3 in the leader position with the updation of (12) can be
as shown in,

xqP = {fy + cp1((Uby — Lby)cp2 + Lby) D

=./(al — a2)? + (b1 — b2)?

> 0.5f; — cp1((Uby — Lby)cp2 + Lby) D

xs? =+/(al —a2)? + (b1 — b2)2 < 0.5 (12)

here additionally we added weights to the process which leads to improve the speed of searching and
accuracy. The location update technique is altered as a weighted sum of best positions. Weights calculation is
done by using the vectors V1; V2; and V3. The model for location updating is as follows:

—_— —

W1l=V1xV2 (13)

w2=VIxV3 (14)

P = {Wl * fa + cp1((Uby — Lbg)cp2 + Lby) cp3 = 0 (15)
W2 fy + cp1((Uby — Lby)cp2 + Lby) cp3 < 0

XgP = ———— (W2 X xzP + W1 xx,P71) (16)

2(W1+W2)

This weight-based technique achieves a compromise between search agents as well as global search
skills. It also enhances settling time, leads to improve the performance. This approach is explained in detail in
the subsequent Algorithm 1:

Algorithm 1 - ISSA:

1: count the total number of salps (P), each salp is nand maximum iteration ipg,
2: while ipg, do

3: for n do

4: salp fitness calculation for each one

5: end for

6: f shows the food agent

7: update cpl

8: for n do

9: if i==1 then

10: revise the leader salp location using Eqg. (15)
11 else

12: revise the follower salp location using Eq. (16)
13: P, = P, +1

14: end if

15: end for

16: end while
17: revisit f as the finest result
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4.4. Hybrid security algorithm
4.4.1. Encryption

During the encryption process, the input data is transformed into code for better security. At this
point, the algorithm named Diffie-Hellman key interchange algorithm and elliptic curve cryptography can be
carried out for encryption which are explained in steps:

—  For developing the public keys, the algebraic expression oriented finite fields are calibrated with the
addition of non-ECC cryptography least keys with the power of security equal to ECC cryptography
keys. As a result, both the private and public keys are ready with encrypted format. The generic
equation for elliptic curve is given as follows,

This is a technique that converts data into a code, which is used to restrict unauthorized access. At
this point, data encryption can be done to use a combination of the Diffie-Hellman key exchange technique
and ECC. This hybridization system'’s step-by-step method is as follows:

Y? = X3 4+ AX + B(mod C) 17)

where, the notations A4, B, and C indicates random integers from the range 0 ton — 1. By alleviating the
mentioned integers, the value of Y can be interchanged so that we can find the uneven points too. From the
uneven points there is possibility of choosing the private key and public key as indicated in (18),

Pub(key) = Pri(key) X C (18)

where, the note Pub(key) is the public key and Pri(key) is the private key.

Encryption and decryption are accomplished with the help of such keys. The key agreement step is
performed out in our recommended approach once picking the sender's key value. The Diffie-Hellman key
exchange mechanism is used in the suggested strategy for key exchange. The Diffie—Hellman key exchange
method is a method of exchanging cryptography keys. In the world of cryptography, it is the foremost way of
key exchange that consists of two members, who have never met before and are establishing a shared key
over an unsecured conversation. This key will subsequently be used to security systems communications
using a symmetric cypher called C(key).

4.4.2. Final encryption
As already said, encryption is the phenomenon of interchanging the data in to code with better
security with the activity of producing cipher text as follows,

CT1 = CAxC (19
CT2 = message + CA * Cs(key) (20)
where ‘CA’ indicates the coverage area from 1 to n-1, CT1 and CT2 are the cipher text keys.

4.4.3. Decryption

Decryption is just the inverse process of encryption where, the encrypted message is interchanged
into normal message, where this process can be done either manually or technically by utilizing the keys. As
a result, the proper message can be recovered as follows,

Message = CT2 — C4(key) x CT1 (21)

once the unique message is found with the assistance of covert key and then it will be transmitted to the
access point in optimal way. The result and discussion of the HAS-ISSA method is analyzed in the section 5.

5. RESULT AND DISCUSSION

The proposed methodology produces efficient results and it has been explained here with the help of
NS2 software. The efficiency of the projected method is given throughout simulation results with the
following postulation.

5.1. Simulation parameters
The evaluation providing by our HSA-ISSA protocol is mainly to improve the overall performance
of the network. To analysis the betterment of out protocol it is compared with the earlier research works such
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as AOMDYV [22], TC-SSA [23] and society for peace and conflict management (SPACM) [24]. By using the
network simulator-2 (NS-2) simulator the results were made. A protocol named AOMDYV is adopted with
250 meters transmission range, two ray model, 100 numbers of nodes with 1000*1000 m, speed of 5 m/s
[25]. The metrics mainly concentrated to improve the performance are message delivery rate (MDR), end to
end delay (E2E-Delay), network throughput (NT) and average energy efficiency (AEE) our routing protocol
evaluated the performance by calculating the following metrics:
a. MDR

MDR is defined as that it is the ratio that which are the packets received by the receiver node to the
packets sent by the sender node. The unit for the calculation of MDR is percentage. The mathematical
expression for MDR is shown in:

Z'fxl:o NOde;'ECEl'UET

m sender
Zy:(] Nodey,

MDR = (22)

b. E2E-Delay

The time duration which takes by the sender node to send all the packets to the receiver is termed as
end-to-end delay calculation of the network [26]. The unit for the calculation of E2E-delay is ms. The
mathematical expression for E2E-delay is shown in:

received ; transmitted
x — timey )

E2Epeiqy = Lx=o(time (23)

n

c. NT

It is the calculation of the total number of data transmitted during the process of communication
among the sender and the receiver for the entire network [27]. The unit for the calculation of throughput is
Kbps.
d. AEE

AEE is defined as that it is amount of residual energy calculated at the end of the simulation.

5.2. Performance analysis

Figure 2 shows the performance of message success rate (MSR) for the proposed work and
compared results of the earlier models such as AOMDV, TC-SSA, and SEBCS. It can be seen from the
figure that the MSR of the proposed HS-ISSA is comparatively higher than the earlier methods. The MSR
rate of the proposed HSA-ISSA is around 94% whereas the earlier works are 69%, 76%, and 83%. This result
is achieved by the proposed method using both hybrid security and advanced SSA optimization model.
Figure 3 shows the performance of E2E_delay. The E2E_delay created by the proposed work is 191 ms
where the earlier works are 348 ms, 292 ms, and 221 ms.

100 400
50 N 350
B0 =
300 -
70 £ e M -
P Rl il i il £ 250 A
& AOMDV = AOMDV
& 50 —— & 200 " il
g o s TC-S5A & TC-55A
wl A SEBCS 8 150 T | SEBCS
- 100 = = |
s d HSA-ISSA HSA-IS5A
10 44 0 _|_
] 0
0 20 40 60 80 100 120 140 150 o 0 40 60 80 100 120 140 150
No of nodes Mo of nodes
Figure 2. Message success rate calculation Figure 3. End to end delay calculation

Figure 4 shows the network throughput calculation of the network. Our proposed model produces
very high throughput rate compared to the other work. The throughput of the proposed work is 451 kbps
where the other protocols are 188 kbps, 255 kbps, and 287 kbps. Figure 5 shows the comparative analysis of
AEE calculation. The AEE value received by the HSA-ISSA protocol is 89.2% where the others are 56%,
79%, and 85%. AEE is one of the core parameters to increase the QoS of the network. From this calculation
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it is understood that our proposed model performed much better way when compared with the earlier

methods.
500 -
450
400
350
- 300
.E' e ACIADY
2 250 —
= TC-55A
=20 - b SEBCS
150 == .,"'"'"’F
HS5A-I554
100 -
5o [ ,.-—-“"#-‘rr
0 e
1] 20 40 60 80 100 120 140 150
Mo of nodes
Figure 4. Network throughput calculation
100
S0
BD .
70 .
60 — |
B:? R /p e AOMADY
= TC-S5A
1 T r"“ SEBCS
3p e 1
HSA-IS54
0+
10 +25 -
o ,_.—-'""F/—
o 20 a0 60 ] 100 120 140 150
MNo of nodes
Figure 5. Average energy efficiency calculation
6. CONCLUSION

In this research work, we extended the AOMDV protocol in terms of coverage and security.

Reliable and secure communication is done by using hybrid security. It combines both the Diffie-Hellman
key interchange algorithm and ECC algorithm. Which helps to overcome the network from wormhole and
gray hole attacks. To provide optimized coverage we used ISSA method. The results proves that our
proposed HSA-ISSA provides better results in terms of MSR, E2E_delay, NT, AEE, and average energy
consumption (AEC). When compared with the earlier work we can conclude that by introducing both hybrid
security and ISSA in AOMDV protocol the network overall performance got better and stable. But due to the
high rate of retransmitted packets during simulation the routing overhead is high that’s leads to get more
delay and consumption of energy. So, this research can be continued in future by concentrating in efficiency
and delay during the emergency condition in WSN.
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