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Abstract—The integration of intelligent devices in the industry
allows the automation and control of industrial processes, in an
efficient and effective manner. Such systems have contributed to
the rapid evolution of production infrastructures, increasing the
reliability, reducing production costs, and automating the entire
manufacturing operations. However, the utilization of intelligent
devices has led to an increased attack surface in critical infras-
tructures, threatening to compromise regular operations. Attacks
against such environments can have disastrous consequences
in case their goal is achieved, due to the critical nature of
such infrastructures. Thus, the timely identification of vulnerable
spots through high-quality risk assessment, is considered highly
important for avoiding or mitigating potential risks. In this
paper, we focus on Distributed Network Protocol 3 (DNP3),
a protocol with high utility in smart grids. Specifically, we
investigate, identify and describe the vulnerabilities-by-design
of DNP3 through 8 DNP3-centered cyberattacks. In addition,
we present a novel method for conducting risk assessment,
stemming from the combination of two techniques, namely,
Attack Defence Trees (ADTs) and Common Vulnerability Scoring
System v3.1 (CVSS). Through our proposed technique, the risk
of a cyberattack occurring is calculated, thus contributing in
securing the critical infrastructure.

Index Terms—Cybersecurity, DNP3, ICS, Risk Analysis,
SCADA

I. INTRODUCTION

In recent years, the evolution of industrial development has
been extremely noteworthy [1][2]. Demand and supply of in-
dustrial products and services have grown exponentially [3][4].
In order to address the high demand [5], new technologies
have started being created in order to be integrated to facilitate
the manufacturing processes [6][7]. Specifically, contemporary
manufacturing infrastructures call for automation in industrial
operations [8][9]. This has led to the utilization of Supervisory
Control and Data Acquisition (SCADA) systems, as a means
to automate the supervision, control, and data acquisition in
industrial settings [10][11].

Such a technological evolution in the industrial domain has
brought multiple advantages, such as the increase in efficiency
and speed in manufacturing [12][13]. However, at the same
time, the integration of Internet of Things (IoT) devices in
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such Critical Infrastructures (CIs) has led to an escalation of
cyberattacks and incidents in recent years [14][15]. As intel-
ligent devices and SCADA systems are used in highly critical
domains such as power, water, and nuclear plants, malicious
actions can have catastrophic consequences if they succeed
[16][17]. The impact of cyberattacks can range from loss of
revenue to power outages and possibly nuclear disasters, as
the Ukrainian power plant incident [18][19] and STUXNET
[20][21][22] have indicated in the past.

Considering the implications a cyberattack can have on Cls,
the need to identify and describe potential attacks against the
system and their impact in case they complete their objective
has emerged [23]. The process of locating the cyberattacks
the infrastructure is vulnerable against, and assessing the
possibility of the described attack to occur, is called risk
assessment [24]. Through the procedure of risk assessment,
the identification of weak spots in the infrastructure can take
place, thus, appropriate countermeasures can be found and
adopted, in order to ensure regular industrial operations, and
minimize the hazard of a cyber incident [25]. As described,
the identification of possible malicious actions against the
infrastructure, can act as a critical preventative measure against
the identified vulnerabilities. In this paper, we describe and
analyze the Distributed Network Protocol 3 (DNP3), a protocol
highly utilized in the industrial domain and especially, in smart
grids. In addition, we focus on the vulnerabilities-by-design of
DNP3 and exploit the protocol’s aforementioned weak spots
in order to perform DNP3-centered cyberattacks. Finally, we
model and analyze the risk of the attacks, through a novel
method stemming from the pairing of the Attack Defence
Trees (ADTs) and the Common Vulnerability Scoring System
v3.1 (CVSS).

The paper is organized as follows. Section II presents
previous work that has been done in the field. Next, Section
IIT demonstrates DNP3, how it operates, and the layers it is
composed of. Following, Section IV identifies and implements
eight vulnerabilities-by-design, DNP3-centered cyberattacks.
Next, Section V presents our method of combining ADTs and


User
Textbox
This is a pre-print version of the paper entitled "Risk Analysis of DNP3 Attacks. The published version is available in IEEE Xplore: https://ieeexplore.ieee.org/document/9850291" - V. Kelli, P. Radoglou-Grammatikis, T. Lagkas, E. K. Markakis and P. Sarigiannidis, "Risk Analysis of DNP3 Attacks," 2022 IEEE International Conference on Cyber Security and Resilience (CSR), 2022, pp. 351-356, doi: 10.1109/CSR54599.2022.9850291.




CVSS to conduct a risk assessment process in DNP3-enabled
infrastructures, with Section VI concluding our paper.

II. RELATED WORK

SCADA systems are not novel as they have been utilized
since 1950 for controlling industrial operations. Notably, ex-
ploitation gaps of such systems still exist, even in contem-
porary environments. To tackle such issues and mitigate the
implications of potential cyberattacks, a lot of research has
been conducted in the field, ranging from risk analysis and
modeling, to deep learning-based Intrusion Detection Systems
(IDS), able to rapidly detect any malicious attempt.

Radoglou-Grammatikis et.al. [26] address cybersecurity
threats against Industrial Healthcare Systems through the com-
bination of Software-Defined Networking and Reinforcement
Learning. The authors focus on the IEC 60 870-5-104 indus-
trial protocol, which is considered to be of high utility in
healthcare systems. Specifically, the authors investigate and
describe 14 TEC 60 870-5-104-centered cyberattacks; next,
threat analysis is performed based on the aforementioned
attacks, through the combination of ADTs and CVSS. Fol-
lowing, the authors implement an SDN and machine learning-
based Intrusion Detection and Prevention System (IDPS),
capable of performing cyberattack mitigation actions. The
evaluation results of the proposed methodology show a high
detection accuracy of IEC 60 870-5-104 cyberattacks.

Darwish et.al. [27] focus on addressing internal security
threats associated with smart grids, by performing vulnera-
bility analysis on DNP3 and penetration testing the protocol
with Man-in-The-Middle (MiTM)-based attacks. Specifically,
the authors present the identified security threats in DNP3 and
describe the implementation of the attack scenarios. The afore-
mentioned attacks were modeled using game theory analysis
and were used to optimize their RTTD-based attack detection
methods.

Li et.al. [28] focus on the vulnerability analysis of the DNP3
protocol and the utility of the open-source signature-based
IDS ”Snort” to categorize the abnormal behavior of DNP3
[29]. Specifically, they identify the security problems DNP3 is
facing and categorize the abnormal behavior of DNP3 in five
categories based on former DNP3 vulnerability analysis. To
aid in the protection of DNP3-enabled ICS, they constructed
a Snort-based rule template, based on the vulnerability analysis
conducted.

Cherdantseva et.al. [30] provide an overview of risk assess-
ment techniques for SCADA systems. Specifically, the authors
identify and describe 24 methods utilized for SCADA environ-
ments. They provide a summary of the security challenges of
such systems and proceed by describing the aim, application
domains, stages and concepts of risk management addressed,
impact measurements, data sources, evaluation methods, and
tool support for each one of the techniques.

Kalogeraki et.al. [31] propose a novel risk assessment
methodology for application in maritime logistics infrastruc-
tures and specifically, Maritime Logistics and Supply Chain
(MLoSC) services, systems that are characterized by their

highly complex nature. Their risk assessment approach namely
MITIGATE involves the location of vulnerabilities in assets,
and then the estimation of the risk in the entire supply
chain. Their solution supports a total of 8 security assessment
services, validated through real-world maritime scenarios.
Another work in information security of SCADA systems
by H. Kholidy [32] addresses security concerns on Qil and Gas
Transmission SCADA systems (OGTSS). The author suggests
a novel risk assessment model based on Hierarchical Risk
Correlation Trees (HRTC), which is able to assess quantita-
tively the risk in SCADA systems, while it is also capable of
providing appropriate input parameters to response systems.
Justindhas et.al. [33] aim to tackle the disadvantages of
contemporary attack detection techniques, by proposing a
Normalized K-Means clustering hybridized with a Recurrent
Neural Networks (NK-RNN) classifier to detect intrusions in
SCADA systems. The multi-step method proposed, utilizes
Elephant Herding Optimization (EHO) for performing feature
selection and optimization processes in the datasets. Then,
data is classified by the NK-RNN classifier and gets assessed.
Finally, the authors propose a combination of two crypto-
graphic approaches, namely, Caesar ciphering and elliptic
curve cryptography, for security enhancement purposes.
Existing works have covered significant ground on risk
analysis, threat modeling, and Intrusion Detection in SCADA
and Industrial Control Systems (ICS). However, a gap in
DNP3-central vulnerabilities has been identified, despite the
protocol’s high utility in the industry and especially, in the
highly critical smart grids. In this work, we aim to present
our threat analysis of DNP3, by combining two widely used
techniques to perform the risk assessment process.

III. OVERVIEW OF DNP3 PROTOCOL

DNP3 is an application layer protocol, which is heavily
utilized in the industrial domain and especially in the energy
sector and smart grids [34]. DNP3 is mostly used to automate
and control industrial processes, by utilizing a client-server
model, according to which the master station handles the
control and supervision of the various servers, or outstations
according to DNP3 terminology. In detail, DNP3 is used
to enable communications between devices able to perform
control functions, and devices able to act or measure data, such
as Intelligent Electronic Devices (IEDs), Remote Terminal
Units (RTUs), etc. The master or controlling device can
request data or actions to be performed by the outstations,
and the outstations respond to the master station accordingly.

DNP3 messages can be transmitted over serial transportation
media, although it is more common to use Transmission
Control Protocol (TCP) for DNP3 packet transportation. DNP3
is comprised of three layers to perform the data acquisition
and supervision functions, namely, the Data Link layer, the
Transport layer, and the Application layer. In case the packet
transmission occurs via TCP, the information from the three
layers is wrapped in TCP, and Internet Protocol (IP), whereas
in case of serial transportation, data from the three layers is
placed directly on the media.



The Data Link layer functions similarly to Ethernet. Specif-
ically, it transmits frames between the various DNP3 entities,
including source and destination DNP3 addresses, while it
also implements error calculation functions through Cyclic
Redundancy Check (CRC). The Transport layer handles the
fragmentation of large messages generated by the Application
layer, while its header contains the required information to
reassemble the fragments. The Application layer is responsible
for handling the requests and responses for the DNP3 entities.
Specifically, it describes the requests ordered by the masters,
and the outstations’ responses, through function codes, differ-
ent for each entity. Figure 1 demonstrates the data flow for
message creation, through the DNP3 architecture.
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Fig. 1: Flow of data within DNP3

IV. DNP3 ATTACKS

DNP3 is a protocol heavily utilized in highly critical en-
vironments such as SCADA, for automating and controlling
the industrial processes. The utilization of DNP3 is especially
highlighted in power plants, as over 75% of North America’s
smart grids utilize this protocol for device communications
[35]. As such, any cyberattack aiming to compromise DNP3
poses a threat to the entire critical infrastructure’s regular
operations. In this section, we describe the implementation of 8
DNP3-centered attack scenarios, and the impact the malicious
attempts can have on the infrastructure.

A. Disable Unsolicited Messages

The first attack conducted had the aim of instructing the
outstation to disable the functionality of sending unsolicited
messages to the master. This functionality is used by the
outstation to notify the master of detected abnormalities,
without the need for a preceded master request. Ordering the
outstation to disable unsolicited messages means that it is no
longer able to notify the master of emergencies and thus, any
incident may remain undetected. To implement this attack, we
took advantage of the fact that the outstation responds to any
master sending requests, and used a malicious master to send
disable unsolicited requests to the victim outstations.

B. Cold Restart

The second attack executed had the objective of forcing the
outstation to perform a full restart and go through the self-
check processes, through a cold restart packet. This attack
takes advantage of the DNP3 function able to instruct the
outstation to remain offline for some time and cause a Denial
of Service (DoS) as the outstation remains unresponsive to the
masters’ requests. The implementation of this attack follows
the logic of the first attack, where a malicious master sends
cold restart requests to the victim outstations.

C. Warm Restart

The third attack conducted had the aim of instructing the
outstation to restart DNP3 applications only. As a result,
the outstation is unable to respond to master requests for
a while, until the application’s restart process is completed.
To implement this attack, we followed the same logic as the
first and second cyberattacks, where a malicious master sends
warm restart requests to the victim outstations.

D. Slave Discovery

Our fourth and fifth cyberattacks against DNP3 used two
Nmap Scripting Engine (NSE) scripts against the outstations.
The objective of the scripts was to recognize whether the
given Internet Protocol (IP) address was used by a DNP3
outstation. The first script requests the status of the link, with
data link layer function code 9, to the first 100 DNP3 data
link addresses. The second script sends requests to the first
100 DNP3 data link addresses of the target IP address. In case
the outstation produces a response, then the NSE succeeded
in recognizing a DNP3 outstation.

E. Initialize Data

The sixth attack conducted against DNP3 had the objective
of ordering the outstation to reset its data to default values. As
a result, updates sent by the outstation will not reflect its actual
status. This attack was implemented by intercepting a packet
originating from the master via Man-In-The-Middle (MiTM),
manipulating it via scapy [36], a packet manipulation tool, in
order to set the function code of the application layer to 15,
and then re-injecting it back into the traffic.

F. Stop Application

The seventh attack conducted had the aim of ordering
the outstation to stop running the DNP3 application thus
making the outstation unable to respond to DNP3 requests
by the master. The implementation of this attack followed the
same logic as the sixth attack, where a request packet was
intercepted via MiTM, and then the application layer function
code was set to 18 with scapy; following, the packet was
injected back into the traffic.



G. Replay

Our eighth attack had the objective of delaying by a random
time period the transmission of a request packet, thus obstruct-
ing regular DNP3 communications in the SCADA system. To
implement this cyberattack, MiTM approaches were used in
order to intercept, save and delay the transmission of packets
originating from the master by a random time, in the [5, 10]
second interval.

V. DNP3 RISK ASSESSMENT

The continuous increase in the utilization of intelligent
devices in information-sensitive domains such as the industrial
sector has led to an expanding attack surface, threatening
to disrupt normal operations and possibly damage critical
equipment. This has led to the need for identifying, mapping,
and predicting the vulnerabilities of industrial assets and
assessing the severity of possible attacks. In this section, we
model attacks targeting DNP3 and calculate the risk of each
attack, by pairing the two most widely utilized attack modeling
schemes, namely CVSS and ADTs.

CVSS is an open framework for assessing vulnerabilities
against software. It was developed by the National Infras-
tructure American Council, aiming at the development of a
scoring system that helps security professionals assess the
risk level of threats targeting their software. It consists of
three metrics, namely Base, Temporal and Environmental, with
the score ranging in the [0,10] interval. For the purpose of
demonstrating the impact of the attacks presented in this paper,
base metrics were implemented. Specifically, base metrics
refer to the quantitative assessment of the exploitability and the
impact of an attack against a system. Both the exploitability
and the impact of an attack, are described and quantified by a
set of parameters, in order to produce each attack’s base score.

Exploitability refers to the requirements and exploitation
easiness of a system. The parameters that evaluate the ex-
ploitability of a system include Attack Vector (AV'), which
refers to how far an attacker has to physically be in order to
execute their attack, Attack Complexity (AC'), which measures
how complex an attack may be, referring to the conditions
that have to be fulfilled outside of the attacker’s control, in
order for the attack to be successful, Privileges Required (PR),
which describes the privileges an attacker must obtain before
initiating the attack, User Interaction (UI), which refers to
the number of people, excluding the attacker, that have to
be involved for this attack to take place, and finally, Scope
(S), which indicates whether a vulnerability in one system
can impact other systems beyond the first system’s privileges.

Impact parameters measure the consequence a vulnerabil-
ity can have in terms of compromising the Confidentiality,
Integrity, or Availability in a system. Specifically, attacks
targeting the Confidentiality (C) of a system aim in obtaining
information that otherwise should not have been disclosed to
the attacker. Compromising the Integrity (I) of a system means
that its data veracity is impacted as a direct result of the attack.
Finally, attacks against Availability (A) aim in influencing the
accessibility of the targeted system.

ADTs aim in visualizing in a tree format, the flow of actions
an attacker has to follow in order to complete their objective,
and the applicable countermeasures for each action. In detail,
the nodes of an ADT may represent a malicious action, or
a protection technique, utilized to mitigate the impact of
the parent attack node. The objectives of parent nodes are
achievable through the completion of at least one child node’s
objective, depending on the parent node’s characterization.
Specifically, the goal of a conjunctive (AND) node is con-
sidered as achieved, through the successful completion of all
its children’s aims. On the other hand, the objective of a
disjunctive (OR) node is completed if at least one child has
completed its aims. Through these rules, ADTs describe all
actions necessary until the compromise of the system, from
the bottom up.

Figure 2 depicts the ADT generated through our vulnera-
bility analysis of the DNP3 protocol. Each node representing
an attack or an action leading to one is additionally described
by the CVSS score quantifying the severity of the respective
attack. The propagation of the attack risk within the tree is
performed based on whether the parent node is a product
of conjunctive or disjunctive connections. Specifically, we
calculate the CVSS scores for all the nodes and then calculate
the risk based on the propagation Equations (1) and (2) for
disjunctive and conjunctive nodes, respectively. The risk and
CVSS scores for leaf nodes are considered equal, and the risk
is propagated towards the root according to the aforementioned
equations, where N denotes the total amount of children, n
corresponds to one child node at a time, Risk, indicates
the calculated risk of each child node, and RiskpgrentNode
corresponds to the calculated risk for the parent node.

N
RiSkParentNode = H R'LSkn (1)
n=1

RiskparentNode = maxz(Risky, Risks ..., Risky)  (2)

On the other hand, we consider defense measures to be spe-
cific and targeted to the root node, describing the ultimate goal
of the malicious entity, to compromise the system. Similarly,
Table I provides an overview of the actions leading to the
attacks performed, with respect to CVSS and specifically, the
resulting CVSS score and representation string.

VI. CONCLUSIONS

The utility of Industrial Control Systems is undeniable, as
they offer efficient ways to enhance and manage the production
operations. As highlighted in our work, the vulnerabilities
of CIs call for rapid measures, as exploitable spots pose a
threat to the harmonic functionality of the entire infrastructure.
To tackle this issue, we identified the exploitable aspects
of DNP3, by describing and implementing 8 DNP3-centered
cyberattacks. The conducted cyberattacks had the ability to
cause DoS, disrupt communications, and falsify outstation
measurements, in order to interfere with industrial operations.
Furthermore, we suggested a risk assessment process for



[ DNP3 Cyberattack | Description [ CVSS Score [ CVSS Representation |
MiTM The intentional placement of a malicious entity be- | 7.0 AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:.L/A:L
tween two communicational endpoints with the aim
of intercepting their network traffic
Packet assembly Generation of a packet with the desired attributes 5.6 AV:N/AC:H/PR:N/UL:N/S:U/C:L/I:L/A:L
Injection Insertion of the crafted packet in the traffic stream 7.7 AV:N/AC:H/PR:N/UL:N/S:U/C:H/I: H/A:L
Master impersonation The operations and behavior of a legitimate master | 8.1 AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H
is immitated by a malicious entity
Function code modifica- | The desired function code reaches the slave thus | 9.0 AV:N/AC:H/PR:N/UIL:N/S:C/C:H/I:H/A:H
tion resulting in operations including the full or partial
restart of the outstation, initializing data, ceasing op-
erations, and disabling the ability to send unsolicited
messages
Nmap Gathering intelligence regarding whether the targeted | 5.3 AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/A:N
IP address belongs to a DNP3 outstation
Replay scripting Generation of a script to replay or delay packets 5.6 AV:N/AC:H/PR:N/UL:N/S:U/C:L/I:L/A:L
Traffic delay (Replay) The traffic of the targeted endpoint is being mali- | 8.9 AV:N/AC:H/PR:N/UL:N/S:C/C:H/I:H/A:L
ciously delayed to obstruct regular communication

TABLE I: DNP3 cyberattacks, their CVSS score and CVSS representation
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Fig. 2: Suggested DNP3 ADT

DNP3 cyberattacks, stemming from the combination of the
two most commonly used attack modeling schemes, namely
ADTs and CVSS. Specifically, in our approach, we break
down each one of the described 8 DNP3 cyberattacks in
multiple steps and merge the information in a common ADT.
In parallel, we calculate the CVSS score for each malicious
action and proceed with the calculation of the attack risk for
each step. The risk score for each attack gets propagated in
the ADT according to Equations 1 and 2, forming the final
consolidated CVSS-based ADT.
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