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ABSTRACT - Symmetric ciphers are one of the most
famous cryptographic paradigms in cryptography. Its
simplistic set of rules makes it clean to understand, and it has
now no longer very complicated implementation. The use of
a symmetric cipher provides the acquainted project of a way
to proportion the name of the game key among the events
securely, as an normal birthday celebration can also
additionally intercept it and jump in the conversations. As a
result, an uneven cipher is used for the important thing
exchange. One of the important thing about symmetric
cipher is speed. But doesn’t reach that level of expectations
when it comes to safety and management of keys. Due to
this, however, there are few of vital symmetric ciphers in
manufacturing today. Advanced Encryption Standard (AES)
is among one of them. Because of its safety concerns,
however, it's far most used on a single system for encryption
and decryption. This removes the want to percentage the
name of the game key. Symmetric ciphers are a very good
area to get began out while gaining knowledge of
cryptography as they have been the primary significant
structures utilized in cutting-edge computing.

1. INTRODUCTION

Cryptography is a mechanism wherein facts is encrypted or
converted into a few unreadable layout called cipher text.
Only the legal person having the name of the game code can
decrypt or decipher the acquired message. A range of
encryption strategies are to be had in literature.
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In Symmetric key encryption or mystery key encryption,
most effective one key's used for each encryption and
decryption. In uneven key encryption keys are used i.e.
public key and personal key. This form of encryption is
likewise referred to as public key encryption. Symmetric
key encryption algorithms are quicker than uneven key
encryption algorithms. Key must be exchanged among the
speaking entities earlier than the transmission of data. Key is
one of the important elements of those algorithms. Weak
keys may be without problems attacked with the aid of using
the attackers in comparison to longer keys that are difficult
to break. Symmetric key encryption algorithms are still
extensively used as effective strategies in insecure
communique channel.

The symmetric-key set of rules may be very famous in
cryptography. The symmetric key set of rules makes use of
a unmarried mystery key for encryption and decryption; this
is why this set of rules is referred to as a mystery key set of
rules; We most effective proportion the name of the game
key among each sender and receiver. Let us expect that we
have facts that isn't always encrypted. With the assist of the
name of the game key, we encrypt the facts and ship it to the
person. The person will accumulate the encrypted facts, and
through the use of his mystery key person will decrypt the
facts. If we can manipulate the name of the game key poorly
and if it's miles recognized to a few different person, then he
can take advantage of the facts. If the attacker has the name
of the game key, The symmetric-key set of rules may be
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very famous in cryptography. The symmetric key set of
rules makes use of a unmarried mystery key for encryption
and decryption; this is why this set of rules is referred to as a
mystery key set of rules; We most effective proportion the
name of the game key among each sender and receiver. Let
us expect that we have facts that isn't always encrypted.
With the assist of the name of the game key, we encrypt the
facts and ship it to the person. The person will accumulate
the encrypted facts, and through the use of his mystery key
person will decrypt the facts. If we can manipulate the name
of the game key poorly and if it's miles recognized to a few
different person, then he can take advantage of the facts. If
the attacker has the name of the game key, then he can carry
out each energetic and passive attacks. In a passive attack,
attackers can examine the facts the use of the name of the
game key, and we can now no longer hold confidentiality
assets. In the energetic attack, the attacker can modify the
facts the use of the name of the game key, and integrity
assets can be in danger.

A. Confidentiality

Confidentiality is the assets that ensures that our records
isn't recognized to any 1/3 party. If we're sending the
records to a few different man or woman the usage of any
cryptography set of rules and if in among an attacker reads
the records, then we're exploiting confidentiality assets.
Both symmetric and uneven algorithms can offer encryption
via extraordinary mechanisms.

B. Data Integrity

Data integrity is the assets that ensures that statistics is
secure in the course of transmission. Data integrity is critical
when it involves detecting malicious activities. We can
achieve statistics integrity via way of means of growing a
digest of enter statistics via way of means of passing it
through a hash characteristic. Then this digest may be
despatched to any cryptography algorithm, on the way to
shape an encrypted digest. The person will do decryption the
usage of his key. The receiver gets the digest because the
output. He will then compute the digest of its very own the
usage of the equal hash characteristic and compare each the
digest; if each the digest are the equal, then we are assured
that statistics isn't altered if each the digest are now no
longer the equal, then there may be a few alteration
performed to the statistics.

C. Authentication

The records authentication offerings viable the use of
cryptography divided into categories, supply authentication,
and integrity authentication. Through supply authentication,
the proper identification of the individual that is sending the
message is proper. On the opposite hand, integrity assures
that records transmission is safe. In different words,
integrity authentication assessments that the records
integrity is maintained or not.

D. Non-Repudiation
Non-repudiation is the assets of the verbal exchange in
which the events collaborating within side the

verbalexchange cannot run far far from there duties. It
assures that no collaborating entity can deny the transaction
performed. This assets is hired to preserve the respect of the
verbal exchange as it brings believe within side the verbal
exchange and among the speaking events. The time period
non-repudiation is likewise used for virtual signatures and e
mail messages. Whenever we use a hashing set of rules with
public/personal keys, We can reap records origination
authentication. The maximum not unusual place approach of
records foundation authentication is virtual certificates.

Non-repudiation frees the receiver from the opportunity that
the sender might deny the transmission of information.
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by CIA Triad

AVAILABILITY

2. SYMMETRIC CIPHERS

In this section, we're going to see distinctive symmetric
ciphers. These symmetric ciphers are the answer to the
safety offerings stated within side the preceding section. All
the symmetric ciphers makes facts or data greater steady and
robust.

A. DES

DES changed into the primary block cipher. IBM designed
DES and it changed into followed with the aid of using
country wide bureau of widespread in 1977 that's now
referred to as National institute of widespread and
technology (NIST). It changed into declared as an reliable
Federal Information Processing Standard (FIPS) in USA
and it changed into used all around the world. DES
algorithms take sixty four bits plaintext as an enter and
remodel it into sixty four bits cipher textual content as
output. The key duration of DES is likewise sixty four bits.
DES is referred to as a complicated block cipher because it
has sixteen blocks of complicated round ciphers and every
block itself has a complicated function.
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3. DES ENCRYPTION ALGORITHM

DES makes use of the identical key to encrypt and decrypt a
message, so receiver and sender have to use same private
key. DES turned into as soon as the go-to, symmetric key
set of rules for the encryption of digital data, however it's
been outmoded through the greater stable Advanced
Encryption Standard (AES) set of rules.

Some key functions affecting how DES works encompass
the following:

. Block cipher. It is a block cipher, which means a
cryptographic key are implemented to a block of
information simultaneously instead of single bit at a time.
To encrypt a plaintext message, DES works it into 64-bit
blocks. Each block is encrypted the usage of the name of the
game key right into a 64- bit ciphertext via permutation and
substitution.

o Several rounds of encryption. The DES procedure
entails encrypting sixteen times. It can run in 4 distinct
modes, encrypting blocks for my part or making every
cipher block depending on all of the preceding blocks.
Decryption is total opposite of encryption.

. 64-bit key. DES makes use of a 64-bit key,
however due to the fact 8 of these bits are used for parity
checks, the powerful key duration is most effective fifty six
bits. The encryption set of rules generates sixteen specific
48-bit subkeys, one for every of the sixteen encryption
rounds. Subkeys are generated via way of means of
choosing and permuting elements of the important thing as
described via way of means of the DES set of rules.

. Replacement and permutation. The set of rules
defines sequences of substitute and permutation that the
ciphertext undergoes for the duration of the encryption
process.

. Backward compatibility. DES additionally presents
this functionality in a few instances.

A. 3DES

One of the drawbacks of DES is that the important thing
period become too short. To triumph over this hassle DES
become more suitable and 3DES bhecome proposed. The
length of the secret is expanded to 192 bits as opposed to sixty
four bits whilst the block length stays the same that's sixty
four bits. The encryption method of 3-DES s just like DES
encryption however to boom safety level, DES rounds are
implemented 3 times. DES has versions available, (i) DES
with keys and (ii) DES with 3 keys. Many algorithms makes
use of 3DES with 3 keys. In phrases of overall performance
DES is quicker than 3DES.
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4. 3DES ENCRYPTION ALGORITHM
The encryption-decryption system is as follows —

. Encrypt the plaintext blocks use of single DES using
K1.

. Now decrypt the output of step 1 use of single DES
with K2.

. Then encrypt the output of step 2 and use of single
DES with K3.

. Ciphertext is the result you get.

. Decryption of a ciphertext is a total opposite. User
first decrypt K3, then encrypt K2, and decrypt K1.

. Due to this layout of Triple DES as an encrypt—

decrypt—encrypt system, it's far feasible to apply a 3TDES
implementation of single DES by placing K1, K2, and K3 to
the same value. This offers backwards compatibility with
DES.

. Second version of Triple DES is equal to DES
besides that K3 is changed via K1.Sender encrypts plaintext
blocks with K1, then decrypt with K2, and encrypt with K1
again. Therefore, 2TDES has a key period of 112 bits.

. Triple DES structures are stable than single DES,
however those are truely a slower system than encryption
use of single DES.

A. AES

In 3-DES the important thing length became multiplied to
feature protection however the entire manner have become
very slow. So National Institute of fashionable and
generation endorsed AES. It is likewise called Rijndael
algorithm, endorsed after a opposition held in 1997 to
choose the fine encryption algorithm. It is available in 3
extraordinary editions on the idea of its key duration. It has
128, 192 or 256 bits key. It has additionally a couple of
rounds and quantity of rounds relies upon key duration . For
a key length of 128 bits, there are 10 rounds. For 192 hit key
length, 12 rounds are used and for 256 bits key duration 14
rounds are used. Security degree of AES is an awful lot higher
than DES and 3 DES. In AES key can best be braked if the
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attacker tries all of the bit aggregate that is a tough manner.
As in comparison to DES and 3DES, AES is bendy and fast.
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5. AES ENCRYPTION ALGORITHM

The AES makes use of a substitution-permutation, or SP
network, with few rounds to provide ciphertext. The
quantity of rounds depends on the length being used. A 128-
bit key length depicts ten rounds, a 192-bit key length
depicts 12 rounds, and a 258-bit key length has 14 rounds.
Each of the rounds calls for a spherical key, however due to
the fact most effective one secret's inputted into the set of
rules, this key wishes to be able to get keys for every
spherical, which includes spherical 0.
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o Substitution of the bytes

In this step, the bytes of the block content are substituted
based totally on regulations dictated via way of means of
predefined S-boxes.
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o Shifting the rows

The permutation step, in this step, all rows besides the
primary are shifted with the aid of using one, as shown below.

. Mixing the columns

The Hill cipher is used to jumble up the message greater
with the aid of using blending the block’s columns.
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o Adding the round key

The message is XOR with the respective round key.


https://ijrset.in/index.php/ijrset/issue/view/92

ISSN 2394-739X

IJRSET JULY Volume 9 Issue 7

al00) | af0) | al02) | a03) b00) | 601 | 602 |b03)

AddRoundKey

ol o) a2 | afld) b0 b2 | b2 | b(3)
a(20) | of2) a(22) of23) - b(20) b(2) b(22) | b(23)
‘“\ //
aof30) | af3) a(32) o33 \\\\ b(3.0>/([3,'|) b(32) | b(33)
B /
\ 7
KOO kO k02 | k03) 2 )

K10 k() k(L2 k(.3)
K20)  ki2) k22 TKZ3)

k(3,0) k(3,1) k(3,2) k(3,3)

6. DES MODES OF OPERATION
A. Electronic Code Block Mode (ECB)

Electronic Code Book (ECB) could be a easy mode of
operation with a block cipher that' largely used with
bilateral key coding. it's an easy approach of process a series
of consecutive listed message blocks.

The input plaintext is broken into various blocks. The
blocks are separately and severally encrypted mistreatment
the encryption key. As a result, each encrypted block may
be decrypted individually. ECB can support a separate
encryption key for every block type.

In ECB, each block of plaintext encompasses a outlined
corresponding ciphertext value, and vice versa. So, identical
plaintexts with identical keys continually write to identical
ciphertexts. this implies that if plaintext blocks P1, P2 and
then on are encrypted multiple times below an equivalent
key, the output ciphertext blocks can always be the same.

In alternative words, the same plaintext price will always
lead to the same ciphertext value. This additionally applies
to plaintexts with partial identical portions. For
instance, plaintexts containing identical headers of a
letter and encrypted with the same key will have

partly identical ciphertext portions.ECB.
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B. Cipher Block Chaining Mode (CBC):

The CBC encryption mode invented in IBM in 1976. This
mode includes XOR every plaintext block to the ciphertext
block that changed into formerly produced. The end result is
then encrypted by using the cipher set of rules within side
the ordinary way. Due to this, each next ciphertext block
relies upon at the preceding one. The first plaintext block is
brought XOR to a random initialization vector. The vector
has the identical length as a plaintext block.

Encryption in CBC mode can be best executed with the use

of one thread. Despite this disadvantage, that is a completely
famous manner of the use of block ciphers. CBC mode is
used in lots of applications.

During decryption of a ciphertext block, one ought to upload
XOR the output information acquired from the decryption
set of rules to the next ciphertext block. Because the
receiver is aware of all of the ciphertext blocks simply after
acquiring the encrypted message, he can decrypt the
message with use of many threads simultaneously.
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C. Counter Mode

It may be taken into consideration as a counter-primarily
based totally model of CFB mode without the feedback. In
this mode,the sender and receiver want to get to a
dependable counter, which computes a brand new shared
cost whenever a ciphertext block is exchanged. This shared
counter isn't always a lost cost, however mission is that each
facets have to maintain the counter synchronized.
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D. Output Feedback Mode

It includes feeding successive output blocks from the
underlying block cipher again to it. These comments blocks
offer string of bits to feed the encryption set of rules which
act because the key-movement generator as in case of CFB
mode.The key movement generated is XOR with the
plaintext blocks. The OFB mode calls for an 1V because the
preliminary random n-bit enter block. The IV want now no
longer be secret.

IV
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7. COMPARISION BETWEEN AES, DES AND 3DES

Factors AES

IBDES DES

Key Length 128,192, or 256 bits

(k1, k2 and k3) 168 bits (k1 and k2 isj56 bits
same) 112 bits

Cipher Type Symmetric block cipher Symmetric block cipher Symmetric block cipher
Block Size 128, 192, or 256 hits 64 bits 64 bits
Developed 2000 1978 1977

Cryptanalysis resistance [Strong  against

differential [Mulnerable to differential, brute forceVulnerable to differential
truncated differential, linear,attacker could be analyse plain textand linear cryptanalysis;
interpolation and square attacks |using differential cryptanalysis

\Weak substitution tables

character key

Security Considered secure One only weak which is Exit in DES |Proven inadequate
Possible Keys 0128 2192 256 0112 o 2168 56
Possible ASCII printable95%, 952, 95%2 954 or 95% 957

all possible keys at 50
billion per seconds

Time required to checklFor a 128-bit key: 5 x 10% years|For a 112 bit key: 800 Days

For a 56 bit key: 400 Days

CONCLUSION

Cryptography performs crucial function within side the
safety to keep the confidentiality, authentication, integrity
and non- repudiation of the records; and the encryption is
the spine of cryptography. The a few good sized problems in
encryption have been mentioned on this paper like
simulation time, memory utilization and One bit variant for
overall performance estimation of DES and AES algorithms.
The experimental effects are shows in figures and in tabular
shape above on the premise of these problems. In monetary
utility encryption in achieved with the aid of using DES but
Memory utilization is DES is greater than in AES.
Avalanche powerful i.e. One bit variant is greater in
Advanced Encryption Standard (AES) as examine to Data
Encryption Standard (DES). AES is in general utilized in
encryption of message in chat Channel and is likewise
utilized in monumentry transaction. AES presents the
development in safety stage in records global in comparison
DES.
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