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Summaries with Coded Segments - SafeSecMergedFinalCoding_latest.mx22 

Code Coded segments Summary 

System and Its Properties  

 
Engineering safety in swarm robotics: 1 - 1  (0) 
 

 
Engineering safety in swarm robotics: 1 - 1  (0) 

 

System and Its 
Properties\Domain 

 

 
Achieving critical system survivability through software archit: 2 - 2  (0) 
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Approaching runtime trust assurance in open adaptive systems: 1 - 1  (0) 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 1 - 1  (0) 
 

 
Countering targeted cyber-physical attacks using anomaly detect: 2 - 2  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 2 - 2  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 7 - 7  (0) 

 

  

 
Ontology development for run-time safety management methodology: 1 - 1  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 1 - 1  (0) 
 

 
Self-organisation for Survival in Complex Computer Architecture: 4 - 4  (0) 
 

 
Self-organisation for Survival in Complex Computer Architecture: 10 - 10  (0) 
 

 
Self-organisation for Survival in Complex Computer Architecture: 16 - 16  (0) 
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System and Its 
Properties\Domain\Automotive 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 1 - 1  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 2 - 2  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 2 - 2  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 1 - 1  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 1 - 1  (0) 

 

  

 
Know the unknowns addressing disturbances and uncertainties in: 1 - 1  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 1 - 1  (0) 
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Potential cyberattacks on automated vehicles: 1 - 1  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 1 - 1  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 1 - 1  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 1 - 1  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

 

System and Its 
Properties\Domain\UAV & other 
Robotics 

 

 
Engineering safety in swarm robotics: 1 - 1  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 1 - 1  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 1 - 1  (0) 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

 

System and Its 
Properties\Domain\Internet of 
Things 

 

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 2 - 2  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 1 - 1  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 1 - 1  (0) 

 

  

 
Ontology development for run-time safety management methodology: 1 - 1  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 1 - 1  (0) 

 

System and Its 
Properties\Domain\critical 

 

 

 



MAXQDA 2022 7/12/2022 

 

7 

infrastructure & production 
systems 

A simplified approach for dynamic security risk management in c: 2 - 2  (0) 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 2 - 2  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 1 - 1  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 1 - 1  (0) 

 

System and Its Properties\Self-
Adaptation 

 

 
Know the unknowns addressing disturbances and uncertainties in: 2 - 2  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 1 - 1  (0) 

 

System and Its Properties\Self-
Adaptation\Architecture 
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Achieving critical system survivability through software archit: 13: 29|395 - 13: 
386|639  (0) 

  

 
Approaching runtime trust assurance in open adaptive systems: 1 - 1  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 2 - 2  (0) 

 

  

 
Engineering safety in swarm robotics: 2 - 2  (0) 
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Integrated moving target defense and control reconfiguration fo: 1 - 1  (0) 

  

 
Know the unknowns addressing disturbances and uncertainties in: 7 - 7  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 2 - 2  (0) 
 

 
Self-organisation for Survival in Complex Computer Architecture: 4 - 4  (0) 

 

System and Its Properties\Self-
Adaptation\Architecture\Mape-
K or Variant 

 

 
Achieving critical system survivability through software archit: 13: 29|395 - 13: 
386|639  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 2 - 2  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 11 - 11  (0) 

 

  

 
Ontology development for run-time safety management methodology: 2 - 2  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
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Protecting cyber physical production systems using anomaly dete: 2: 318|190 - 2: 
566|306  (0) 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 3 - 3  (0) 

 

System and Its Properties\Self-
Adaptation\Architecture\No 
Specific Architecture 

 

 
Integrated moving target defense and control reconfiguration fo: 2 - 2  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 9 - 9  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation 
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Approaching runtime trust assurance in open adaptive systems: 4 - 4  (0) 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 3 - 3  (0) 

 

  

 
Ontology development for run-time safety management methodology: 3 - 3  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 
 

 



MAXQDA 2022 7/12/2022 

 

13 

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 

  

 
Self-organisation for Survival in Complex Computer Architecture: 2 - 2  (0) 
 

 
Self-organisation for Survival in Complex Computer Architecture: 12 - 12  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Limitation 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 

  

 
Achieving critical system survivability through software archit: 19 - 19  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 6 - 6  (0) 

 

  

 
Know the unknowns addressing disturbances and uncertainties in: 7 - 7  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Increased 
Vigilance\Increase Security Level 

 

 
Achieving critical system survivability through software archit: 15 - 15  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Increased 

 

 
Is your commute driving you crazy a study of misbehavior in veh: 2 - 2  (0) 
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Vigilance\Increase Safety 
Margin 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Increased 
Vigilance\Block Communication 

 

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 8: 33|687 - 8: 
550|791  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 4 - 4  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Stop Operation\Restart 
System 
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Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 
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Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 8: 33|687 - 8: 
550|791  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 4 - 4  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Stop Operation\End 
Cooperation 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 8 - 8  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 2 - 2  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 8 - 8  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 5 - 5  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Stop Operation\Stop 
Operation 

 

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 
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Ontology development for run-time safety management methodology: 7 - 7  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Stop Operation\Return 
to Base 

 

 
VirtualDrone virtual sensing actuation and communication for at: 4 - 4  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Not Specified 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 2 - 2  (0) 
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A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 4 - 4  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Service 
Reduction\Degeneracy 

 

 
Self-organisation for Survival in Complex Computer Architecture: 5 - 5  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Service 
Reduction\Minimal Operation 
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VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Service Reduction\Save 
Energy, Computation Time 

 

 
Know the unknowns addressing disturbances and uncertainties in: 7 - 7  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Service 
Reduction\Remove Component 

 

 
Achieving critical system survivability through software archit: 1 - 1  (0) 
 

 
Achieving critical system survivability through software archit: 10 - 10  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Redundancy 

 

 
Protecting cyber physical production systems using anomaly dete: 8: 33|687 - 8: 
550|791  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Redundancy\State 
Estimation 

 

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Redundancy\Redundan
t Sensor 

 

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 
 

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Redundancy\Redundan
t Controller 

 

 

 



MAXQDA 2022 7/12/2022 

 

24 

Achieving critical system survivability through software archit: 17 - 17  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 4 - 4  (0) 
 

 
Integrated moving target defense and control reconfiguration fo: 7 - 7  (0) 
 

 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 8 - 8  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Other 

 

 
Achieving critical system survivability through software archit: 18 - 18  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
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Protecting cyber physical production systems using anomaly dete: 7 - 7  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 9 - 9  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Other\Grant 
Priviledges 

 

 
Ontology development for run-time safety management methodology: 3 - 3  (0) 
 

 
Ontology development for run-time safety management methodology: 7 - 7  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Strategy\Other\Code Decryption 
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Integrated moving target defense and control reconfiguration fo: 6 - 6  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
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Realization\Adaptation 
Definition 

 
Achieving critical system survivability through software archit: 19 - 19  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Realization\Execute 

 

 
Achieving critical system survivability through software archit: 17 - 17  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 4 - 4  (0) 
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Integrated moving target defense and control reconfiguration fo: 6 - 6  (0) 
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Integrated moving target defense and control reconfiguration fo: 6 - 6  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 3 - 3  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Realization\Plan 

 

 
Integrated moving target defense and control reconfiguration fo: 4 - 4  (0) 
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Protecting cyber physical production systems using anomaly dete: 3 - 3  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 2 - 2  (0) 
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System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Realization\Monitor 

 

 
Integrated moving target defense and control reconfiguration fo: 4 - 4  (0) 
 

 
Integrated moving target defense and control reconfiguration fo: 6 - 6  (0) 
 

 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 8 - 8  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
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Protecting cyber physical production systems using anomaly dete: 3 - 3  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 7 - 7  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Realization\Analyze 

 

 
A simplified approach for dynamic security risk management in c: 5 - 5  (0) 
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Integrated moving target defense and control reconfiguration fo: 4 - 4  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
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Protecting cyber physical production systems using anomaly dete: 3 - 3  (0) 

  

 
Self-organisation for Survival in Complex Computer Architecture: 3 - 3  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 7 - 7  (0) 

 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
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Realization\Adaptation 
Verification 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 3 - 3  (0) 

System and Its Properties\Self-
Adaptation\Way of 
Implementation\Adaptation 
Realization\Adaptation 
Components 

 

 
A simplified approach for dynamic security risk management in c: 2 - 2  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 3 - 3  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 3 - 3  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 3 - 3  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

 

System and Its Properties\Self-
Adaptation\Attack on Self-
Adaptation 

 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 4 - 4  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 

 

System and Its 
Properties\Degree of 
Automation\Manual 

 

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 

 

System and Its 
Properties\Degree of 
Automation\Semi-automated 

 

 
Approaching runtime trust assurance in open adaptive systems: 2 - 2  (0) 
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Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
 

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 
 

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 2 - 2  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 8 - 8  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 7: 308|585 - 7: 563|631  (0) 
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Self-organisation for Survival in Complex Computer Architecture: 14 - 14  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 
 

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 5 - 5  (0) 

 

System and Its 
Properties\Degree of 
Automation\Fully-automated 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 8 - 8  (0) 

 

  

 
Achieving critical system survivability through software archit: 14 - 14  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 3 - 3  (0) 

  

 
Know the unknowns addressing disturbances and uncertainties in: 3 - 3  (0) 

 

  

 
Ontology development for run-time safety management methodology: 7 - 7  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 3 - 3  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 7: 306|631 - 7: 566|674  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 3 - 3  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 3 - 3  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 5 - 5  (0) 

 

Integration\Security 
Attacks\CIA\Confidentiality 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 97|565 - 5: 
295|775  (0) 

  

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 
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Potential cyberattacks on automated vehicles: 5: 77|25 - 5: 156|727  (0) 
 

 
Potential cyberattacks on automated vehicles: 6 - 6  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 

 

Integration\Security 
Attacks\CIA\Integrity 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 97|565 - 5: 
295|775  (0) 

  

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 

 

  

 
Approaching runtime trust assurance in open adaptive systems: 4 - 4  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

 

   



MAXQDA 2022 7/12/2022 

 

48 

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 

  

 
Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 
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Potential cyberattacks on automated vehicles: 5: 85|43 - 5: 157|696  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 13 - 13  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 
 

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 6 - 6  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 

 

Integration\Security 
Attacks\CIA\Availability 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 97|565 - 5: 
295|775  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 
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Achieving critical system survivability through software archit: 14 - 14  (0) 

  

 
Approaching runtime trust assurance in open adaptive systems: 4 - 4  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 2 - 2  (0) 
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Potential cyberattacks on automated vehicles: 5: 83|52 - 5: 154|744  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 
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Integration\Security 
Attacks\Attack Surface\Remote 
Access 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 4 - 4  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 7: 30|65 - 7: 
302|322  (0) 

 

  

 
Achieving critical system survivability through software archit: 14 - 14  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 
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Digital Twins for Dependability Improvement of Autonomous Drivi: 10: 86|189 - 10: 
317|306  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 44|399 - 5: 
173|543  (0) 

 

  

 
Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 
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Network and system level security in connected vehicle applicat: 3 - 3  (0) 
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Potential cyberattacks on automated vehicles: 5: 40|55 - 5: 562|714  (0) 
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Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 8 - 8  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 13 - 13  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Security 
Attacks\Attack Surface\Physical 
Access 
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Potential cyberattacks on automated vehicles: 5: 201|50 - 5: 233|699  (0) 

Integration\Security 
Attacks\Attack Surface\Close 
Proximity 

 

 
A simplified approach for dynamic security risk management in c: 7: 30|65 - 7: 
302|322  (0) 
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Potential cyberattacks on automated vehicles: 5: 197|54 - 5: 231|729  (0) 

  

 
Security vulnerabilities of connected vehicle streams and their: 3: 68|512 - 3: 
588|805  (0) 

 

Integration\Security 
Attacks\Attack Mechanisms 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 1 - 1  (0) 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 4 - 4  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 170|586 - 5: 
299|756  (0) 
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A simplified approach for dynamic security risk management in c: 7: 30|65 - 7: 
302|322  (0) 

  

 
Achieving critical system survivability through software archit: 10 - 10  (0) 
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Achieving critical system survivability through software archit: 14 - 15  (0) 

  

 
Approaching runtime trust assurance in open adaptive systems: 4 - 4  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 10: 134|209 - 10: 
316|295  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 
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Integrated moving target defense and control reconfiguration fo: 8 - 9  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 44|399 - 5: 
173|543  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 3 - 3  (0) 
 

 
Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

   



MAXQDA 2022 7/12/2022 

 

71 

 
Potential cyberattacks on automated vehicles: 5: 41|66 - 5: 564|694  (0) 
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Potential cyberattacks on automated vehicles: 8: 41|315 - 8: 556|703  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 4 - 4  (0) 
 

 
Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 
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SARA Security Automotive Risk Analysis Method: 5: 58|379 - 5: 295|693  (0) 
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Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 
 

 
Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 
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Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 

  

 
Self-organisation for Survival in Complex Computer Architecture: 13 - 13  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 7 - 7  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 
 

 
VirtualDrone virtual sensing actuation and communication for at: 8 - 8  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 9 - 9  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 9 - 9  (0) 

Integration\Security 
Attacks\Attack 
Mechanisms\Abuse Existing 
Functionality 
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Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Security 
Attacks\Attack 
Mechanisms\Collect and 
Analyze Information 

 

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 23|152 - 9: 
327|321  (0) 
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Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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SARA Security Automotive Risk Analysis Method: 5: 12|354 - 5: 290|723  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6: 28|38 - 6: 
576|763  (0) 
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Integration\Security 
Attacks\Attack 
Mechanisms\Subvert Access 
Control 

 

 
Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 23|152 - 9: 
327|321  (0) 
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Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 
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SARA Security Automotive Risk Analysis Method: 5: 12|354 - 5: 290|723  (0) 
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Self-organisation for Survival in Complex Computer Architecture: 10 - 11  (0) 

Integration\Security 
Attacks\Attack 
Mechanisms\Inject Unexpected 
Items 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 1|558 - 5: 
601|791  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 
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Integrated moving target defense and control reconfiguration fo: 8 - 9  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 26|393 - 5: 
176|547  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 
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Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 
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Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6: 28|38 - 6: 
576|763  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Security 
Attacks\Attack 
Mechanisms\Engage in 
Deceptive Interactions 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 33|561 - 5: 
558|790  (0) 
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A simplified approach for dynamic security risk management in c: 7: 16|48 - 7: 
302|325  (0) 
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Integrated moving target defense and control reconfiguration fo: 8 - 9  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 26|393 - 5: 
176|547  (0) 
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Network and system level security in connected vehicle applicat: 3 - 3  (0) 
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Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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SARA Security Automotive Risk Analysis Method: 5: 12|354 - 5: 290|723  (0) 

   



MAXQDA 2022 7/12/2022 

 

103 

 
Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6: 28|38 - 6: 
576|763  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Security 
Attacks\Attack 
Mechanisms\Manipulate 
System Resources 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 301|2562 - 5: 
497|2745  (0) 

   



MAXQDA 2022 7/12/2022 

 

107 

 
A simplified approach for dynamic security risk management in c: 7: 16|48 - 7: 
302|325  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

   



MAXQDA 2022 7/12/2022 

 

110 

 
Potential cyberattacks on automated vehicles: 5: 11|25 - 5: 591|753  (0) 
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Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 
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SARA Security Automotive Risk Analysis Method: 5: 12|354 - 5: 290|723  (0) 
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Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6: 28|38 - 6: 
576|763  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Security 
Attacks\Type of Data\Risk 
Indicators 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5 - 5  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 3 - 3  (0) 
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Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 315|225 - 9: 
471|290  (0) 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
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SARA Security Automotive Risk Analysis Method: 8: 53|381 - 8: 288|598  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

Integration\Security 
Attacks\Type of Data\Threat 

 

 
A simplified approach for dynamic security risk management in c: 4: 36|631 - 4: 
300|781  (0) 
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A simplified approach for dynamic security risk management in c: 6 - 6  (0) 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 3 - 3  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 133|211 - 9: 
319|294  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 3 - 3  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 

 

Integration\Security 
Attacks\Type of 
Data\Vulnerability 
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Countering targeted cyber-physical attacks using anomaly detect: 4 - 4  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

Integration\Security 
Attacks\Type of Data\Asset 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 1 - 1  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 2 - 2  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 2 - 2  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 3 - 3  (0) 

  

 
Know the unknowns addressing disturbances and uncertainties in: 1 - 1  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 2: 45|555 - 2: 
300|725  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 1 - 1  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 
 

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 7 - 7  (0) 

 

Integration\Security 
Attacks\How is Severity 
Measured\Continous 

 

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 

 

Integration\Security 
Attacks\How is Severity 
Measured\Discrete 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5 - 5  (0) 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 

 

Integration\Security 
Attacks\Affected Part of 
Adaptation 

 

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 

 

Integration\Security 
Attacks\Affected Part of 
Adaptation\Database 

 

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 121|467 - 9: 
249|516  (0) 

 

Integration\Security 
Attacks\Affected Part of 
Adaptation\Controller 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5 - 5  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 

 

  

 
Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 

 

  

 
VirtualDrone virtual sensing actuation and communication for at: 9 - 9  (0) 
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Integration\Security 
Attacks\Affected Part of 
Adaptation\Sensors 

 

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 138|450 - 9: 
250|466  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 6 - 6  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 6 - 6  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 3 - 3  (0) 

 

Integration\Safety 
Hazards\Hazard Cause\Other 

 

 
Engineering safety in swarm robotics: 4: 34|213 - 4: 302|287  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 8: 301|92 - 8: 
589|182  (0) 

 

 (i) physical (e.g., fire, heat, radiation); (ii) mechanical (e.g., problems  
in machinery and devices); (iii) electrical (e.g., voltage, current,  
static charge); (iv) chemical (e.g., flammables, toxic elements);  
(v) psychosocial (e.g., stress, fatigue) (see Fig. 5). 
Ontology development for run-time safety management methodology: 5 - 5  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 8: 408|297 - 8: 484|361  (0) 

 

 n the location. The VirtualDrone framework eliminates this   
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possibility by not providing the RSSI information to the NCE. Note  
that RSSI is needed only for the SCE (e.g., switches to the SCE  
and then performs a pre-defined operation such as return-to-home  
when RSSI is low due to the loss of telemetry link). Furthermore,  
because of the telemetry virtualization, the NCE cannot even know  
if the telemetry is communicated through a radio channel or a  
network (e.g., WiFi). In case of the network-based telemetry, the  
SCE can even hide the IP address of the GCS. 
VirtualDrone virtual sensing actuation and communication for at: 9 - 9  (0) 

Integration\Safety 
Hazards\Hazard Cause\String 
Stability Decrease 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 303|540 - 5: 
589|790  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 5: 178|389 - 5: 
319|539  (0) 

Integration\Safety 
Hazards\Hazard Cause\Crash 

) Scenario1: Code Injection Attack: This scenario in-volves an autonomous vehicle 
starting out driving on a straight  
road. At the point where the vehicle starts to take a turn  
at 70 seconds into the simulation, an adversary spoofs a  
malicious RFA packet to exploit a buffer overflow vulnerability  
in the operating neural network controller, and execute a code  
injection attack. The spoofed packet will contain an executable  
instruction payload to start a malicious controller that transmits  
false steering and throttle messages to cause the vehicle to  
drive straight at full speed, failing to turn on the curve, and  
consequently driving into a wall. 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 

 

 For CACC, we consider the attacks identified in [9]. Specifically,  
we focus on the POS attack and VEL attack. The POS attack occurs  
when the attacker has the ability to modify LIDAR (position) sensor  
values. It operates by slowly increasing the distance measured to  
the direct leader so that the follower will overestimate the gap and  
follow too closely. Such attack is able to reduce the safety of the  
algorithm and increase the likelihood of a crash. The VEL attack  
takes place when the attacker can modify RADAR (velocity) sensor  
values, and works similarly. 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

   



MAXQDA 2022 7/12/2022 

 

128 

 



MAXQDA 2022 7/12/2022 

 

129 

Potential cyberattacks on automated vehicles: 5: 396|18 - 5: 504|765  (0) 

 seriously impact the vehicle’s safety as the on-board   
system may make erroneous control decisions   
threatening other vehicles on road causing multiple   
injuries or deaths inflicting reputation and financial 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

 

Integration\Safety 
Hazards\Hazard 
Cause\Component Failure 

[13]) define domain specific processes and methods for development of safety-
critical embedded systems. They minimise systematic failures at development  
(e.g. unimplemented requirement) and to control random failures during opera-tion 
(e.g. component breakdown). These standards rely on quality management 
Digital Twins for Dependability Improvement of Autonomous Drivi: 11 - 11  (0) 
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Potential cyberattacks on automated vehicles: 5: 396|18 - 5: 504|765  (0) 

 To demonstrate this type of attack, we consider an extreme sce-nario in which the 
flight controller is killed by an attacker. The  
attacker can launch this attack by, for example, entering through a  
backdoor, replacing the control program with one that self-crashes,  
or installing a rootkit. We do not assume specific scenario of how  
it is launched. We implemented a Linux kernel module that 1) finds  
the APM autopilot process from the kernel’s process list and then  
2) kills the process. The attacker could achieve the 
VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

 

Integration\Safety 
Hazards\Hazard 
Cause\Overheating 

Let us consider the case in which the CPS is targeted by a multi-stage threat. The 
main purpose of the intruders is to cause damage  
to the production facility. In particular, they aim to compromise the  
cooling process of the manufacturing machine and, at the same  
time, to flood the surrounding area with the cooling liquid over-flowing from the 
tank. To perform this attack, the intruders intend  
to attack the PLC’s ladder logic modifying its control sequence. To  
achieve this they put in place an advanced persistent threat (APT),  
consisting of four stages. After acquiring relevant information using  
social engineering methods, in the reconnaissance phase (stage I),  
the attackers carry out a spear phishing campaign to gain access  
to the enterprise network. In the initial compromise, they infect the  
victim employee’s workstation with DarkComet (a sophisticated re-mote 
administration tool) and enable a back door to allow remote  
access (stage II). Consequently the attackers manage to infect other  
hosts in the local network, performing the so called lateral move-ments (stage III), 
and obtain administrative privilege on an engineer-ing workstation deployed in the 
SCADA network. To intrude the  
production network, the attackers exploit a vulnerability of a net-work switch and 
establish a communication with the field devices,  
including PLCs (stage IV). The attackers are now able to modify the  
PLC configuration through the TIA portal and customize its logic. In  
particular they apply specific changes to the ladder logic, to disable  
the cool and the drain valve, change the fill limit values in the PLC  
memory, and deny the HMI to send any overriding control command  
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to the PLC. Subsequently, they upload the altered configuration set-tings to the PLC. 
Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

 Figure 6 illustrates how the cooling process changes after  
the PLC starts operating following the new logic (compare  
this diagram with Figure 5). Supposing that the new logic is  
uploaded before a new cooling cycle starts (as illustrated with  
the red dashed line), although the temperature sensor will keep  
sending high temperatures measurements to the PLC, the cool  
valve will not be open, and the manufacturing machine will not  
be cooled down. Assuming that no further safety precautions  
are enabled, this will continue until the manufacturing machine  
will overheat and stop operating. Meanwhile, the liquid level  
in the tank will increase because the fill valve will remain  
open, making the liquid overflow the tank, and subsequently  
flood the area around the tank. 
Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 

 

Integration\Safety 
Hazards\Hazard Cause\System 
Failure 

the server is down, a coordinated security attack is launched against the system (a 
bad  
situation getting worse). In that case, the response to the attack might be to shut 
down  
as much of the system as possible. The system would transition to service S3 since 
that  
would permit the best support in the event that the situation developed into a 
govern-mental crisis. 
Achieving critical system survivability through software archit: 10 - 10  (0) 
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Potential cyberattacks on automated vehicles: 5: 396|18 - 5: 504|765  (0) 

 Figure 6 illustrates how the cooling process changes after  
the PLC starts operating following the new logic (compare  
this diagram with Figure 5). Supposing that the new logic is  
uploaded before a new cooling cycle starts (as illustrated with  
the red dashed line), although the temperature sensor will keep  
sending high temperatures measurements to the PLC, the cool  
valve will not be open, and the manufacturing machine will not  
be cooled down. Assuming that no further safety precautions  
are enabled, this will continue until the manufacturing machine  
will overheat and stop operating. Meanwhile, the liquid level  
in the tank will increase because the fill valve will remain  
open, making the liquid overflow the tank, and subsequently  
flood the area around the tank. 
Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 7: 37|70 - 7: 306|155  (0) 

 

 Hazards relate to local or regional failures (systems, communi-cations, power) 
Self-organisation for Survival in Complex Computer Architecture: 10 - 10  (0) 

 

 mitigated by the system as   
system goes into fail-operational mode  
(sufficient vehicle level   
redundancy to continue full   
operation; no reliance on   
the driver; applicable to   
L4 and higher). 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
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Integration\Safety 
Hazards\Hazard 
Cause\Performance Alteration 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 303|540 - 5: 
589|790  (0) 

 

 In (ABCD), given the spoofing attacks on LIDAR, the   
knowledge-based system suggests that attackers aim to spoof   
nearby objects, which is part of a larger aim of slowing down   
the CAV (e.g. see the attack tree in Figure 5). On the other   
hand, LIDAR spoofing is the only attack that is recorded,   
therefore we assume that attacker capabilities equal to system 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 

 

 ) Scenario1: Code Injection Attack: This scenario in-volves an autonomous vehicle 
starting out driving on a straight  
road. At the point where the vehicle starts to take a turn  
at 70 seconds into the simulation, an adversary spoofs a  
malicious RFA packet to exploit a buffer overflow vulnerability  
in the operating neural network controller, and execute a code  
injection attack. The spoofed packet will contain an executable  
instruction payload to start a malicious controller that transmits  
false steering and throttle messages to cause the vehicle to  
drive straight at full speed, failing to turn on the curve, and  
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consequently driving into a wall. 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 178|389 - 5: 
319|539  (0) 

 

 instance, changing the acceleration field might  
have a more significant effect than changing the  
velocity 
Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

 

Integration\Safety 
Hazards\Hazard Cause\Collision 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 303|540 - 5: 
589|790  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5: 178|389 - 5: 
319|539  (0) 

 

 ) Only partial agreement reached. Unsafe to  
merge as vehicles 1 and 2 may collide in the middle lane. (b)  
Global consensus/agreement reached. Safe to merge. (c) Par-tial agreement reached 
among vehicles 1, 2 and 4. Vehicle 2  
may merge into the middle lane based on its own sensors  
and the communication with 4, but the case is not as safe as  
in case (b). (d) Partial agreement reached between vehicles  
1 and 2, and between 3 and 4. Vehicle 2 may still be able to  
merge into the middle lane based on its own sensors, but the  
case is not as safe as the ones in (b) and (c) 
Network and system level security in connected vehicle applicat: 5 - 5  (0) 
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Potential cyberattacks on automated vehicles: 5: 396|18 - 5: 504|765  (0) 

 leading vehicle slows down, the adversary injects  
the old beacon into the system periodically. Fol-lowing vehicles still think that the 
lead vehicle is  
driving at 30 m/s and do not slow down, poten-tially leading to a collision. 
Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

 

 f an accident involving two cars. I 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

 

Integration\Safety 
Hazards\Hazard Source\External 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 4 - 4  (0) 
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A simplified approach for dynamic security risk management in c: 7: 39|43 - 7: 
300|323  (0) 
 

 
A simplified approach for dynamic security risk management in c: 8 - 8  (0) 

  

 
Achieving critical system survivability through software archit: 14 - 14  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 
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Digital Twins for Dependability Improvement of Autonomous Drivi: 10: 57|196 - 10: 
316|296  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 6  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
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Potential cyberattacks on automated vehicles: 8: 410|300 - 8: 500|705  (0) 
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Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 

Integration\Safety 
Hazards\Hazard Source\Internal 

 

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
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Potential cyberattacks on automated vehicles: 8: 405|291 - 8: 485|708  (0) 

  

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 
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Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

 

Integration\Safety 
Hazards\Hazard Cause Old 
(Deprecated)\Collision with 
Another Object 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 300|693 - 5: 
503|739  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 6 - 6  (0) 

 

  

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 9 - 9  (0) 
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Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

Integration\Safety 
Hazards\Hazard Cause Old 
(Deprecated)\Environmental 
Conditions 

 

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 3 - 3  (0) 

 

Integration\Safety 
Hazards\Hazard Cause Old 
(Deprecated)\Hardware Failure 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 296|612 - 5: 
519|646  (0) 

 

  

 
Achieving critical system survivability through software archit: 10 - 10  (0) 
 

 
Achieving critical system survivability through software archit: 14 - 14  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 11 - 11  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 8 - 9  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 9 - 9  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

Integration\Safety 
Hazards\Hazard Cause Old 
(Deprecated)\External attack 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5: 47|560 - 5: 
296|781  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 

 

  

 
Achieving critical system survivability through software archit: 14 - 14  (0) 

 

  

 
Approaching runtime trust assurance in open adaptive systems: 4 - 4  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 9: 65|176 - 9: 
315|305  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 

 



MAXQDA 2022 7/12/2022 

 

152 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 

 

  

 
Know the unknowns addressing disturbances and uncertainties in: 6 - 6  (0) 

 

  

 
Potential cyberattacks on automated vehicles: 3 - 3  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 
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SARA Security Automotive Risk Analysis Method: 6: 30|348 - 6: 307|561  (0) 

  

 
Security vulnerabilities of connected vehicle streams and their: 2 - 2  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 10 - 11  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 4 - 4  (0) 

 

   



MAXQDA 2022 7/12/2022 

 

154 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 2 - 2  (0) 

 

Integration\Safety 
Hazards\Safety Quality 
Factors\Environmental 

 

 
Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 2 - 2  (0) 

 

Integration\Safety 
Hazards\Safety Quality 
Factors\Property 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 8 - 8  (0) 
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Countering targeted cyber-physical attacks using anomaly detect: 6 - 6  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 

 

  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

  

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 
 

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 5 - 5  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 6 - 6  (0) 

 

Integration\Safety 
Hazards\Safety Quality 
Factors\Health 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5 - 5  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 8 - 8  (0) 

 

  

 
Integrated moving target defense and control reconfiguration fo: 8 - 8  (0) 
 

 
Integrated moving target defense and control reconfiguration fo: 9 - 9  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 
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Ontology development for run-time safety management methodology: 5 - 5  (0) 

  

 
Potential cyberattacks on automated vehicles: 7 - 7  (0) 
 

 
Potential cyberattacks on automated vehicles: 9 - 9  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 8: 14|600 - 8: 221|720  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 4 - 4  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 2 - 2  (0) 

 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 
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Integration\Integration of 
Security and Safety\Loosely 
Integrated 

 

 
A simplified approach for dynamic security risk management in c: 4: 302|130 - 4: 
351|265  (0) 

 

  

 
Achieving critical system survivability through software archit: 11 - 11  (0) 

 

  

 
Approaching runtime trust assurance in open adaptive systems: 2 - 2  (0) 

 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 2 - 2  (0) 
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Engineering safety in swarm robotics: 4 - 4  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 3 - 3  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 2 - 2  (0) 

  

 
Network and system level security in connected vehicle applicat: 5 - 5  (0) 

 

  

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 
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Potential cyberattacks on automated vehicles: 3 - 3  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 6 - 6  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 3 - 3  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 12 - 12  (0) 

 

Integration\Integration of 
Security and Safety\Fully 
Integrated 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 4 - 4  (0) 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 6 - 6  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 8: 32|597 - 8: 225|710  (0) 

 

  

 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

  

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 4 - 4  (0) 

 

   



MAXQDA 2022 7/12/2022 

 

164 

 
VirtualDrone virtual sensing actuation and communication for at: 5 - 5  (0) 

Modeling Approach  

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 2 - 2  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 4 - 4  (0) 

 

  

 
Implementation 
Ontology development for run-time safety management methodology: 12 - 12  (0) 
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Potential cyberattacks on automated vehicles: 4 - 4  (0) 

  

 
Implementation 
STUART ReSilient archiTecture to dynamically manage Unmanned ae: 3 - 3  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 5 - 5  (0) 

 

Modeling 
Approach\Model@Runtime 

 

 
Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 6 - 6  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 2 - 2  (0) 
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Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 2 - 2  (0) 

Modeling Approach\Context of 
the Model\Modeling the 
System\State and behavior 

 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 3 - 3  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 3 - 3  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 3 - 3  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 3 - 3  (0) 
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 3 - 3  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 5 - 5  (0) 
 

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 7 - 7  (0) 

  

 
Countering targeted cyber-physical attacks using anomaly detect: 5 - 5  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 8 - 8  (0) 
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Network and system level security in connected vehicle applicat: 4 - 4  (0) 
 

 
Network and system level security in connected vehicle applicat: 4 - 4  (0) 
 

 
Network and system level security in connected vehicle applicat: 6 - 6  (0) 
 

 
Network and system level security in connected vehicle applicat: 6 - 6  (0) 
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Network and system level security in connected vehicle applicat: 6 - 6  (0) 
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Protecting cyber physical production systems using anomaly dete: 5 - 5  (0) 

Modeling Approach\Context of 
the Model\Modeling the 
System\For illustration purposes 

 

 
Integrated moving target defense and control reconfiguration fo: 2 - 2  (0) 

 

  

 
Ontology development for run-time safety management methodology: 8 - 8  (0) 

 

Modeling Approach\Context of 
the Model\Modeling the 
System\State 

 

 
Achieving critical system survivability through software archit: 13 - 13  (0) 
 

 
Achieving critical system survivability through software archit: 17 - 17  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 4 - 4  (0) 

 

Modeling Approach\Context of 
the Model\Modeling the 
System\Behavior 
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Achieving critical system survivability through software archit: 14 - 14  (0) 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 2 - 2  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 3 - 3  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 3 - 3  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 3 - 3  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 4 - 4  (0) 
 



MAXQDA 2022 7/12/2022 

 

174 

 
Is your commute driving you crazy a study of misbehavior in veh: 4 - 4  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 4 - 4  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 6 - 6  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 6 - 6  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 6 - 7  (0) 
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Is your commute driving you crazy a study of misbehavior in veh: 7 - 7  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 8 - 8  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 10 - 10  (0) 
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Towards a Framework for Safe and Secure Adaptive Collaborative: 1 - 1  (0) 

Modeling Approach\Context of 
the Model\Adaptation 

 

 
Achieving critical system survivability through software archit: 17 - 17  (0) 

 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 3 - 3  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 3 - 3  (0) 

 

Modeling Approach\Context of 
the Model\Security 

 

 
A simplified approach for dynamic security risk management in c: 4 - 4  (0) 
 

 
A simplified approach for dynamic security risk management in c: 5 - 5  (0) 
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A simplified approach for dynamic security risk management in c: 5 - 5  (0) 
 

 
A simplified approach for dynamic security risk management in c: 5 - 5  (0) 
 

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 
 

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

  

 
Achieving critical system survivability through software archit: 15 - 15  (0) 
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Digital Twins for Dependability Improvement of Autonomous Drivi: 4 - 4  (0) 
 

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 4 - 4  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 5 - 5  (0) 
 

 
Is your commute driving you crazy a study of misbehavior in veh: 6 - 6  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
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SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 4 - 4  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
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SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 6 - 6  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 6 - 6  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 6 - 6  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 7 - 7  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 2 - 2  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
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TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 3 - 3  (0) 
 

 
TARA Controllability-aware Threat Analysis and Risk Assessment: 4 - 4  (0) 

Modeling Approach\Context of 
the Model\Safety 

 

 
Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
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Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 5 - 5  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 5 - 5  (0) 

  

 
Know the unknowns addressing disturbances and uncertainties in: 3 - 3  (0) 

 

  

 
Ontology development for run-time safety management methodology: 2 - 2  (0) 
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Ontology development for run-time safety management methodology: 4 - 5  (0) 
 

 
Ontology development for run-time safety management methodology: 4 - 4  (0) 
 

 
Ontology development for run-time safety management methodology: 4 - 4  (0) 
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Ontology development for run-time safety management methodology: 4 - 4  (0) 
 

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
 

 
Ontology development for run-time safety management methodology: 5 - 5  (0) 
 

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 
 

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 
 

 
Ontology development for run-time safety management methodology: 6 - 6  (0) 
 

 



MAXQDA 2022 7/12/2022 

 

187 

Ontology development for run-time safety management methodology: 7 - 7  (0) 
 

 
Ontology development for run-time safety management methodology: 12 - 12  (0) 
 

 
Ontology development for run-time safety management methodology: 12 - 12  (0) 

Modeling Approach\Meta-
Model Type / Modeling 
Language\Logic 

 

 
Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 3 - 3  (0) 
 

 
Approaching runtime trust assurance in open adaptive systems: 5 - 5  (0) 

 

  

 
Engineering safety in swarm robotics: 3 - 3  (0) 
 

 
Engineering safety in swarm robotics: 4 - 4  (0) 

 

  

 
Ontology development for run-time safety management methodology: 7 - 7  (0) 
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Ontology development for run-time safety management methodology: 12 - 12  (0) 

Modeling Approach\Meta-
Model Type / Modeling 
Language\Functional 
(Fault/Attack Tree) 

 

 
A simplified approach for dynamic security risk management in c: 4 - 4  (0) 
 

 
A simplified approach for dynamic security risk management in c: 6 - 6  (0) 
 

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

 

  

 
Achieving critical system survivability through software archit: 17 - 17  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 7 - 7  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 3 - 3  (0) 

 



MAXQDA 2022 7/12/2022 

 

189 

 

 
SARA Security Automotive Risk Analysis Method: 5 - 5  (0) 
 

 
SARA Security Automotive Risk Analysis Method: 6 - 6  (0) 

Modeling Approach\Meta-
Model Type / Modeling 
Language\Structural 
(Component Diagram) 
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Ontology development for run-time safety management methodology: 5 - 5  (0) 
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Engineering safety in swarm robotics: 3 - 3  (0) 
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Engineering safety in swarm robotics: 3 - 4  (0) 
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Standards\Safety\IEC 61508  
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TARA Controllability-aware Threat Analysis and Risk Assessment: 1 - 1  (0) 
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Engineering safety in swarm robotics: 4 - 4  (0) 

 

  

 
Self-organisation for Survival in Complex Computer Architecture: 1 - 1  (0) 
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Self-organisation for Survival in Complex Computer Architecture: 2 - 2  (0) 

  

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 4 - 4  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 4 - 4  (0) 
 

 
Towards a Framework for Safe and Secure Adaptive Collaborative: 4 - 4  (0) 

 

Challenges\Open\Other  

 
Network and system level security in connected vehicle applicat: 3 - 3  (0) 

 

Treatment   
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Potential cyberattacks on automated vehicles: 5: 422|45 - 5: 575|724  (0) 
 

 
Potential cyberattacks on automated vehicles: 8: 469|299 - 8: 568|728  (0) 

Treatment\Hazard Elimination   
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A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 

  

 
Integrated moving target defense and control reconfiguration fo: 2 - 2  (0) 

 

  

 
Is your commute driving you crazy a study of misbehavior in veh: 8 - 8  (0) 
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Ontology development for run-time safety management methodology: 6 - 7  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 8 - 8  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 

 

Treatment\Hazard Reduction  

 
A Functional Co-Design towards Safe and Secure Vehicle Platooni: 6 - 6  (0) 

 

  

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 
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Achieving critical system survivability through software archit: 4 - 5  (0) 

  

 
Approaching runtime trust assurance in open adaptive systems: 2 - 2  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 11 - 11  (0) 

 

  

 
Protecting cyber physical production systems using anomaly dete: 8 - 8  (0) 

 

  

 
SARA Security Automotive Risk Analysis Method: 10 - 10  (0) 
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VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

 

Treatment\Hazard Control  

 
A simplified approach for dynamic security risk management in c: 7 - 7  (0) 

 

  

 
Digital Twins for Dependability Improvement of Autonomous Drivi: 11 - 11  (0) 
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Know the unknowns addressing disturbances and uncertainties in: 7 - 8  (0) 

  

 
Protecting cyber physical production systems using anomaly dete: 8 - 8  (0) 

 

  

 
Security vulnerabilities of connected vehicle streams and their: 6 - 6  (0) 
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STUART ReSilient archiTecture to dynamically manage Unmanned ae: 6 - 6  (0) 

  

 
VirtualDrone virtual sensing actuation and communication for at: 1 - 1  (0) 

 

Other  

 
Know the unknowns addressing disturbances and uncertainties in: 8 - 8  (0) 

 

 


