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Abstract. The Internet is becoming more centralized, more asymmetric
in terms of knowledge and power distribution, more biased, less privacy-
preserving and less trustworthy. Blockchain technologies already enable
the safe and fair exchange of digital assets in a decentralized man-
ner; however, its application to information exchange remains largely
unexplored. This article exposes our vision for a semantically-enriched
blockchain software ecosystem named ONTOCHAIN, that enables the
development of trustworthy distributed applications that can empower
users, guarantee both their privacy and high quality of service, and ulti-
mately support pluralism and democracy. ONTOCHAIN aims primarily
to attain trustworthy service exchange and trustworthy content handling
by means of advanced knowledge management mechanisms for several
domains such as health, economy, public services, energy and sustainabil-
ity, news, media, entertainment, Industry 4.0 and tourism. We present
the main components of the ONTOCHAIN architecture and their func-
tionality. Finally, the validity of our approach is exemplified by describ-
ing how decentralized applications can be enabled by the ONTOCHAIN
ecosystem.

Keywords: Trust - E-commerce - Anonymity - Smart Contract - De-
centralized Apps.

1 Introduction

The success of the Internet lies in free speech, open innovation and interoperabil-
ity. However, there are growing concerns that openness, trustworthiness, privacy
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and security are being threatened by the seek of high performance and profit.
More specifically, multiple threats have been identified when people interact with
online services: centralization of power (i.e., information and knowledge being
in the hands of only few actors), unknown provenance of information (e.g., fake
news), anonymity in favor of criminal activity, personal privacy violations and
personal data exploitation (e.g., Cambridge Analytica scandal), biases in AT al-
gorithms (e.g., under-representation of certain social groups in training data can
make AI algorithms discriminate against those social groups), no fair rewards
for quality contributions (e.g., provision of credible reviews), and more threaten
the fundamental rights of users.

Decentralization is a key property enabled by Distributed Ledger Technolo-
gies (DLT), such as blockchain [13]. Blockchains are “trustless”, i.e., the mech-
anisms in place allow all parties in the system to reach a consensus on what
the normative truth is without requiring any trust in any third party. Thus, the
various stakeholders of the network (e.g., developers, miners, and consumers)
share power and trust, instead of placing it to a single individual or entity (e.g.,
banks, governments, and financial institutions). However, so far, blockchain does
not deal with identity management, trustworthiness assessment of data and en-
tities, trustworthiness of data handling, smart contracts that understand data
semantics, secure data exchange or secure storage. Moreover, while being run on
a shared decentralized infrastructure, it suffers from the Scalability Trilemma, a
term coined by Vitalik Buterin (founder of Ethereum), that refers to the trade-
offs among decentralization, security and scalability that crypto projects must
make when deciding how to optimize the underlying architecture of their own
blockchain.

In this papeIEL we describe our vision to shape a multi-layer and modular
blockchain framework, to enable the implementation of a number of different
next-generation real-world solutions, such as trustworthy web and social media,
trustworthy crowdsensing, trustworthy service orchestration, unsupervised, de-
centralized online social networks, etc. and to empower practitioners to address
the various challenges of the Internet (e.g., centralization of power and knowl-
edge, unknown provenance of information, anonymous and unreliable identifiers,
personal data exploitation, AI biases, data censorship, fraud, etc.) through the
use of multiple ledger and semantic technologies. Our use-cases are intended to
be built upon different protocols and interactions among different blockchain
components. The proposed blockchain-based framework is expected to enable
higher performance and scalability, through the engagement of different busi-
ness logic, access methods and governance models, whereas to present scalable
solutions for ensuring secure and transparent content and information exchange
as well as service interoperability. Moreover, our use-cases will rely on success-
ful Semantic Web approaches such as Linked Data, OWL Lite, OWL DL and
other approaches and formats that will deliver a trustworthy, privacy-preserving,
secure, transparent, democratic and traceable approach to manage access and
operations over ontologies, metadata, data, knowledge and information in the
ecosystem. Our technology framework will constitute a building block of the next
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generation Internet towards a more human-centric Internet that supports values
of openness, decentralisation, inclusiveness and protection of privacy as well as
giving the control back to the end-users to be able to benefit from democratic,
transparent and trustworthy decision making mechanisms.

The remainder of this paper is organized as follows: In Section[2] we overview
the background and related work. In Section [3] we describe our approach to-
wards a semantically-enriched, trustworthy blockchain ecosystem. In Section []
we overview the architecture of our framework under development and describe
its main component. In Section [5] we exemplify how our technological frame-
work enables promising use-case scenarios that tackle fundamental user needs.
Finally, in [6] we conclude our work and outline future work.

2 Background and Related Work

Blockchains became popular in 2008 after Satoshi Nakamoto released the Bit-
coin white paper [I3], but their applications span far beyond monetary transac-
tions; energy, mobility, logistics, supply chain, healthcare and insurance are just
a few domains that drive the growth of Distributed Ledger Technologies and
make it one of the most important trends in the IT industry. A blockchain is
a append-only ledger of records, grouped into blocks after validation by a dis-
tributed consensus across the networks participants [915]. Each block typically
contains a timestamp, a cryptographic hash value of the previous block and a
sorted list of validated transactions. This technology builds on a combination
of older technologies, e.g. peer to peer protocols, cryptographic primitives, dis-
tributed consensus algorithms and game theory. As such, the blockchain is more
of a paradigm shift in the way networked applications will be built, deployed,
operated, consumed and marketed than just a technology. Unlike Bitcoin which
supports only simple value transfers, modern blockchains like Ethereum [19] sup-
port smart contracts, i.e., self-executing decentralized programs that can read
and write the state of the blockchain on top of which they are deployed. Smart
contracts [6] enable the specification of advanced logic and the automation of
business workflows. Whereas programs used to imply trust in one or several third
parties from its user, a smart contract is transparent by design: its result (i.e.,
the new state of the blockchain) requires a consensus of the participants, and
once committed on the ledger, it cannot be forged. Depending on implementa-
tion and deployment choices, many other key properties can be insured, e.g.,
the resistance to censorship and tampering, pseudo-anonymity, fault-tolerance,
resilience, and non-repudiation.

In this context, blockchains are foreseen as the core backbone of novel, large,
inter-connected environments such as smart cities and IoT applications where
security and trust in information and data processing services are paramount
to adoption and to the respect of users rights. So, the suitability of blockchain
technologies has been demonstrated in numerous works [11], e.g., for the manage-
ment of medical records [12], for notary [I6] and public services [17], identity [20]
and reputation [7] and data traceability [I8]. Several initiatives are aiming to
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bring the benefits of DLTs to different business domains in an attempt to disrupt
virtually every aspect of life. GATA-X [2] is building a European data infrastruc-
ture for developing innovative trustworthy and sustainable data economy, by
relying on standards and open-source software. The project federates services
from participating providers within one user-friendly ecosystem which supports
federated entities, access-control and privacy-preserving processing by design.
Hyperledger Fabric [4] (HLF) is a permissioned blockchain project originally de-
veloped by IBM and distributed as free software. HLF follows a flexible modular
design which allows to simply replace components (e.g. consensus, smart con-
tract language) and adapt to various application domains. Although HLF has
demonstrated fast transaction throughput, its limited scalability to a maximum
of about 16 peers [14I8] and its vulnerability to compromised nodes [5] limits
its applicability to small to medium enterprise consortiums. The exploitation
of Hyperledger Fabric as SaaS by IBME] contributes to its adoption by a large
variety of industries to deploy entreprise blockchain networks. EOSIO [1] offers
a modular framework for creating industrial-scale permissioned or permission-
less blockchains and implements a 2-layer consensus protocol which combines
a Byzantine Fault Tolerant protocol and a delegated Proof-of-Stake protocol.
According to its developers, EOSIOs protocol allows the chain to achieve up to
8,000 Transactions Per Second, way ahead of Hyperledger Farbic [g], although
no scientific evaluation of EOSIOs performance have been conducted.

ONTOCHAIN considers several challenges to unlock the tremendous poten-
tial of blockchain technology and make it technically, economically and legally
viable in business environments for ensuring trust and accountability in infor-
mation sharing and data processing. The first set of challenges are technical
ones; although several solutions partly address the topics of identity, privacy-
preserving data processing, trustworthy information handling and data prove-
nance, no blockchain ecosystem supports web semantics natively and enables
the development of information-centric applications like ONTOCHAIN intends
to. The second set of challenges is related to the development of viable busi-
ness models and incentives, i.e., creating an environment of peers that all profit
from fair data production and data usage and makes unfair or malicious be-
havior unprofitable. The last sets of challenges are of legal nature; sitting at
the intersection of finance and data processing, ONTOCHAIN must incorporate
the recent General Data Protection Regulation as well as upcoming and quickly
changing regulations aimed at strengthening the privacy of citizens within the
EU.

3 The Vision and Approach

Today, the Internet is involved in all aspects of our lives. With the number of
services available constantly on the rise, we are witnesses to an ever-increasing
information overload. In addition, poor content aggregation mechanisms and

" https:/ /www.ibm.com /blockchain
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stovepipe systems are making effective collaboration and smart decision making
an even bigger challenge.

Notwithstanding the ability of advanced technologies to distinguish factual
from non-factual data, existing large or small WWW services are used today
with the purpose of spreading misleading information that usually serve a cer-
tain purpose: to damage ones reputation, win an election, make people buy
products and services. With the confluence of the WWW with the Internet of
Things, the ubiquitous Artificial Intelligence, the existence of Cloud, Fog and
Edge computing platforms and similar, it becomes apparent that the existing
problems of misuse of information can soon achieve even more dangerous levels
of potential manipulation of the people that must be prevented.

As a response to these challenges a new vision has arisen. A vision where
Internet (WWW, social networks, social media and IoT, etc.) data are under-
stood by the machines and made accessible to an array of semantic technologies,
therefore allowing the machines to do more effective and value adding work when
responding to service requests.

Technically, this is achieved by using ontologies, that is, “formal, explicit
specification of shared conceptualizations”. Ontologies make it possible to in-
tertwine the data and information into a Web of Knowledge. Several successful
companies have built on the Semantic Web ideas in the past decades and have
had enormous success, with the most popular applications being in the form of
knowledge graphs such as Google Knowledge Graph or IBM Socrates. However,
the Semantic Web does not execute uniformly for all. In such a system actors
can sometimes make completely opposed assertions, such as “that apple is red
and “that (same) apple is yellow. This concept becomes especially important in
crowdsensing which allows anyone to contribute the data acquired by their own
connected objects in order to build collaborative knowledge. What is currently
necessary, is to be able to establish the truth from several assertions.

With the emergence of the Internet of Things (IoT), the new wave of Ar-
tificial Intelligence (AI), Orchestration and novel Cloud Continuum approaches
(Edge, Fog, Data Center), we now have the potential to reach a new level of
decentralization, but also of cooperation between various cyber-physical sys-
tems based on the Semantic Web principles. Blockchain technologies with their
main properties of decentralisation, traceability and transparency fit perfectly to
this agenda, and may contribute to achieving trusted operations of such smart
applications and systems [I0]. The hypothesis of this work is that with these
intrinsic properties of blockchain, it is possible to establish a common, shared
ledger for the management of shared ontological concepts including instances of
such concepts. An important aspect of ONTOCHAIN is the ability to interlink
off-chain data, information and (AI) services with on-chain information in a way
that reduces the need for costly on-chain operations and provides significant new
properties, such as traceability, privacy, mechanisms for democracy and other.

Membership of different entities (e.g. specific objects, persons), in specific
ontological concepts can be established, for example, by means of independent
evaluation of various stakeholders with the use of Al methods. These entities
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Fig. 1. Our vision and approach.

can be anonymous, but at the same time, they are able to be linked to real-
word identities, when law demands it. Not only ontological concepts may be
well-agreed among the participants, but also they can be directly ”executable”
through the employment of various semantic reasoners, operating directly on
blockchain, potentially also employing trustworthy offchain real-world data (e.g.,
IoT) with the use of Smart Oracles and Decentralized Oracles that establish facts
by using democratic, decentralised means. Overall, ONTOCHAIN’s vision is
depicted in Fig. |1l where trustworthy services, data and knowledge are exchanged
in privacy-aware and traceable manner based on a layered approach on top of a
semantically-enriched distributed ledger infrastructure.

4 The Architecture

A multi-layer approach to reach the envisioned ONTOCHAIN framework and
to serve the defined use-cases and applications is followed as described in Figure
This framework will enable the implementation of a number of innovative
different next-generation real-world solutions, such as trustworthy web and so-
cial media, trustworthy crowdsensing, trustworthy service orchestration, unsu-
pervised/decentralized online social networks, etc. Eventually, we predict that
the diversity, the complexity and the specialization of different real-world ON-
TOCHAIN applications will lead practitioners to use multiple ledger technolo-
gies for implementing different solutions. This will enable higher performance
and scalability, while enabling different business logic, access methods and gov-
ernance models that require specific chains. ONTOCHAIN use-cases will be built
upon the different protocols shown in Figure [2| It is important to note that most
of the components of the proposed architecture do not exist into any of the com-
petitive platforms mentioned in Section 2]} ONTOCHAIN Application and Core

WHO41V1d
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Fig. 2. The ONTOCHAIN architectural framework.

protocols will implement the interactions between different blockchain frame-
works, while hiding them from the use-cases to support effortless inter-service
process cooperation. Moreover, data stored at different chains, may be linked
together. This linkage will be stored in new ONTOCHAIN chains.

For enabling scalability, openness and high performance, we employ a mod-
ular approach. Each of the modules and functionality of each layer is built upon
functionality offered by the lower layers. The functionality of the modules at
each layer is described in a top-down manner below, along with the dependen-
cies among them.

Use-Case Layer

Trustworthy Information Fxchange: This use case encapsulates the tools and
libraries for the secure exchange of trustworthy data among trustworthy parties.
It employs and combines data provenance mechanisms, decentralized oracles
and user trustworthiness to assess trustworthiness of information. Decentralized
reputation models are employed to assess the trustworthiness of data sources and
that of the data itself, while the secure data exchange mechanisms are employed
to transfer the data securely among transacted parties through cryptographic
mechanisms.

Trustworthy and Transactional Content Handling: This use case enables trust-
worthy data handling by means of any combination of the following: authorized
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access/handling of the data, data credibility assessment, implementation of copy-
rights, secure and privacy aware querying of the data (e.g., by means of secure
multiparty computation and data sanitization approaches). This use case also
deals with the secure transfer of any financial assets among involved parties in a
data transaction. Regulatory alignment of data transactions, as a part of Trust-
worthy and Transactional Content Handling, will define and develop tools and
mechanisms that would allow regulatory, judiciary and law enforcement agen-
cies to introspect and otherwise influence data transactions in strictly defined
circumstances envisioned by legislature.

Application Protocols Layer

Data Provenance: This module will provide graphical and programming inter-
faces for querying and presenting provenance information from ONTOCHAIN
about on-chain and off-chain data. Provenance information will include the com-
plete trail of transactions that resulted in a record.

Reputation Models: This module will provide the functionality of building dif-
ferent decentralized reputation models over the blockchain, so that reputation
feedback is genuine, credible and anonymous. This module is built upon Identity
Verification mechanisms.

Decentralized Oracles: This module will facilitate Smart Contracts to operate
with off-chain data, although by design, Smart Contracts can only read and
write data that is stored on their blockchain. To avoid centralization, some ap-
proaches (e.g. Substrate, ChainLink) apply multiple instances to look at a data
source, and then run a consensus algorithm on-chain to validate the result. This,
however, only displaces the point of centralization from the Oracle to the data
source. While the idea of Decentralized Oracles is simple, its implementation
is not trivial: every use-case requires different data sources, and the consensus
algorithm based on multiple data types can become complex.

Market Mechanisms “as a Service: This module provides the basic support mech-
anisms for enabling data/service transaction, and thus enables market mecha-
nisms. For example, this module will support trading of physical assets (e.g., to-
kenization) and price determination (e.g., auctions, negotiation protocols, etc.),
billing, customer support, inventory management services and more. It also pro-
vides functionality for enabling the sharing economy, such as value chaining,
value/cost sharing and DeFi support.

Secure Data Exchange: This module comprises the functionality of exchang-
ing data among distributed parties, while verifying the ownership of the data
and access rights, authenticity of transacted parties, the integrity of the data
exchanged and the confidentiality of the data through blockchain underlying
mechanisms. Most often, off-chain data will be exchanged in data transactions,
while on-chain data will store public cryptographic keys and access control lists
based on which elevated data access to different portions of data is authorized
for specific transacted parties.

Ontology Representation: This module seeks to define new ways for implement-
ing ontologies with the use of blockchain. Semantic agreements can be commonly
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agreed based blockchain-based consensus, similarly to the establishment of ax-
iomatic statements. Moreover, new ontologies will be defined for smart contracts
and decentralized services to enable service searchability and matching with ser-
vice requests. This module will also include any reasoning approaches, tools
and methods that can help deduce new knowledge arriving from a sensing IoT
empowered environment.

Multi-source Identity Verification: This module seeks to register and verify in-
dividual digital identities of physical objects via newly designed ONTOCHAIN
services. For instance, various Al methods could be introduced to operate on
sensing data (IoT based, sensors, cameras and similar) to assert whether an
individual belongs to a specific ontological concept.

Value Sharing and Incentives: ONTOCHAIN ecosystem is to be, by nature, a
public good built upon the resources and efforts of a great number of people.
Proper incentive mechanisms for rewarding the people involved, according to
their contribution, should be in place. Such mechanisms could include: i) the
generation of a certain number of cryptocurrencies for block mining and execu-
tion of smart contracts, ii) contribution assessment.

Core Protocols

Certification: This module refers to the confirmation of certain characteristics
of an object, person, or organization. For example, a government may decide to
offer certificates to cloud providers that have verified GDPR~compliant handling
of private citizens data [3]. In such case, certificates can be issued on-chain (i.e.
implemented within Smart Contracts), and can be used as conditions for per-
forming specific transactions, for example, using Al methods to analyse private
data.

Secure/Privacy Aware Storage: This module encapsulates solutions already ex-
isting on blockchain. Together with decentralisation they help reduce the risk
of one party having access to all private data. Moreover, various partitioning,
fragmentation and redundancy methods will be used (e.g., StorJ).

Identity Management: This module deals with technologies and solutions to ad-
dress parts of the digital identity puzzle. There are two conflicting requirements
that drive this development: i) ability to identify oneself in specific interac-
tions (e.g., withdrawing money in a bank), ii) preservation of ones privacy (e.g.,
healthcare data, online buyers habits).

Gateways/Bridges: This module will support connections between the ONTOCHAIN
blockchain and the outside world, including other blockchains in the form of
Smart Contracts, as well as several higher-level wrappers for commonly used
languages (e.g. JavaScript, Java and Python). Our prototype will be imple-
mented using the Ethereum software stack, because of its important community
of adopters and developers.

Data Semantics: Since ontology engineering is a complex work that usually takes
many years to complete and test, this module intends to stimulate reuse of this
body of generated knowledge in order to foster the use of various schemata and
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ontologies when describing the semantics of data. Ontologies are core build-
ing block of the Semantic Web |https://www.w3.org/]. The W3C consortium
provides mechanisms for their standardisation in order to foster their use in ap-
plications world-wide, with the potential to build various artificial agents that
can cross-link the information, and perform advanced queries via SPARQL. Sup-
porting these standards in the blockchain and providing data semantic annota-
tion, semantics extraction, linking, inference, alignment and reasoning on top of
blockchains will significantly boost the business viability of future applications
involving knowledge management.

Authorisation: Blockchain has stimulated the idea of self-sovereign digital iden-
tity. Various Role-Based Access Control (RBAC) systems have also existed for
decades. With this module, one could easily see systems where a patient is self-
identified on blockchain, while a medical doctor gains access to the medical
records based on her/his role (e.g., surgeon, general practitioner).

Distributed Ledger

Blockchain Consensus Engine: Consensus making mechanisms are at the core
of any blockchain. ONTOCHAIN will be designed to be scalable, open, cost
and energy-efficient, and when possible even as a much improved new consensus
engine. Regarding openness, ONTOCHAIN does not aim for a silo blockchain
ecosystem, but for an open distributed ledger that in principle can be combined
with different blockchain environments.

Decentralised Storage: Various decentralised repositories, such as Peer-to-Peer
and Content Distribution Networks have existed for decades. With the emer-
gence of blockchain, we have witnessed a new wave of participatory storage
repositories that can help address the security and privacy needs, and may help
store practically any kind of data (e.g., StorJ). In the near future, one could
imagine new storage services, that can help store private data in encrypted and
decentralised way, that can help manage data replicas for reliability and Quality
of Service, while balancing the trade-offs with the storage costs.

5 Use Cases

ONTOCHAIN will enable many forthcoming applications, from B2B to C2C to
G2C, in different verticals, including;:

— Arts - Remunerate artistic work

— Commerce and Trading P2P eCommerce - Proprietary data trading

— Education - Credible and authentic eScience

Finance - Decentralized borrowing and lending

Healthcare Access to patient data Drug control Privacy-aware data ana-
lytics

— Industry - Privacy-aware data analytics

Insurance - Decentralized, Transparent and Trustworthy Insurance


https://www.w3.org/

Blockchain for trusted, traceable and transparent ontological knowledge 11

e-commerce Ontology Decentralized Reputation Market
[ dApp } [Reuresentatwn} [ Data Storage ] [ Models Smart Contract Mechanisms

query search for
services/products

< products/services| J

reputation query -

reputation retrieval

response

reputation value

Buy Service/Product

inventory update

confirmation

Rate Service/Product

update reputation |

Fig. 3. P2P commerce distributed application scenario.

— Manufacturing Supply Chain Management Maintenance tracking

— Public Sector Smart cities Traffic control

A use-case scenario related to P2P e-commerce is detailed as example here-
after. In this use case, users are able to search for products/services provided
by business entities based on data semantics. Users receive the matching prod-
uct/service from the most reputable provider. The product/service transaction
is then recorded in the blockchain as well as the changes of ownership of the
product or the access provision to a service. In parallel, the product/service
is removed from the inventory of the seller and an invoice is automatically is-
sued. Finally, users may submit rating data on their past transactions. Fig. 3
summarizes the main interactions of this application.

Another use-case scenario concerns prorpietary-data trading. Individuals or
data aggregators collect personal/proprietary data that are subject to privacy
concerns and their handling is governed by GDPR. In this application, data is
securely stored, uniquely identified and access to it is restricted to authorized en-
tities for pre-specified handling. Data handling can be realized in secure enclaves
through predetermined algorithms, also part of the smart contract, without any
disclosure of the original data to any third party. The validity of the smart con-
tract against GDPR is automatically validated and any processing activities to
the data are recorded in the blockchain. Any data transformations that produce
new data, are being treated as tradeable assets, while their provenance can be
established based on their link to the original data (which has not been disclosed)
and the processing algorithms.
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6 Conclusion

In this paper, we presented an overview of the challenges of todays Internet, and
how ONTOCHALIN platform by combining ontological knowledge and blockchain
technology plans to tackle them. We described the architecture and the main
functionality of our innovative blockchain ecosystem. Moreover, using two use
case scenarios, we exemplified how the proposed platform enables innovative
and promising distributed applications. As a future work, we plan to define the
ONTOCHAIN architecture in more depth with detailed APIs among the differ-
ent components and implementation details. Additionally, we will demonstrate
prototype implementations of exemplary distributed applications enabled by the
proposed platform.
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