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Abstract—Synchrophasor technology contributes significantly
to the power system transformation into smart grid since it
enables the wide area monitoring and control concept. At the
same time, its integration to the smart grid imposes new cyber
security challenges in these cyber-physical systems. The key
element of the synchrophasor technology is the Phasor Measure-
ment Unit (PMU) which provides synchronized measurements
to the control center with a fast reporting rate. The PMU
measurements are kept in a Phasor Data Concentrator (PDC)
which collects and time aligns measurements from different
PMUs. The communication between PMUs and PDC is defined
by the synchrophasor communication standard, C37.118.2-2011,
which lacks security mechanisms and hence it is vulnerable to
cyber-attacks. Consequently, an intrusion detection system (IDS)
that can detect PMU measurement manipulation is necessary to
maintain the integrity and reliability of the PMU measurements.
In this paper, a Synchrophasor Specific Intrusion Detection
System that utilizes a PMU’s behavioral model to detect data
manipulation attacks against PMU measurements is proposed.
The proposed IDS approach is tested and validated using a
hardware in the loop setup for power systems considering an
actual PMU.

Index Terms—Behavioral modelling, IEEE C37.118, Cyber
attacks, Intrusion detection system, Phasor Measurement Units

I. INTRODUCTION

One of the main enablers of the smart grid concept is
the synchrophasor technology which enhances considerably
the situational awareness of the power system operators. The
Phasor Measurement Units (PMUSs) are the main devices of
a synchrophasor application and they are installed in sub-
stations (usually at the transmission system). Among other
quantities, a PMU can provide time-stamped measurements
for the voltage and current phasors, frequency and rate of
change of frequency, all in high reporting rates (i.e., 50 or 100
measurements per second). In addition, the measurements are
transmitted to the PDC that is installed in the control center.
The communication system in the synchrophasor technology
is established by the IEEE C37.118 standard [1]. One of the
drawbacks of the C37.118 communication framework is the
lack of security mechanisms [1].

The integration of new components to the power grid
enabled the appearance of sophisticated malware [2], [3].
Nevertheless, sophisticated malware that targets synchrophasor
technology has not been identified yet but authors in [4]
have analysed the threats of BlackEnegry malware against

synchrophasor technology. As the synchrophasor technology
poses a high cyber-attack risk, cyber security analysis has
been conducted for the C37.118 communication system in [5].
The authors performed different cyber-attacks (reconnaissance,
man in the middle, denial of service and replay) to demonstrate
the vulnerabilities of the C37.118 communication system and
how the synchrophasor technology is impacted. The authors
in [6] demonstrate that an attacker can compromise an IEEE
C37.118-2 compatible phasor device in a stealthy manner
with ramp and step attacks. The PMU vulnerabilities have
been categorized into four different groups in [7]: interruption,
intercept, modification and fabrication. The security issues
of the synchrophasor architecture due to the C37.118 are
highlighted in [8] while the authors in [9] investigate how
data integrity attacks can be carried out in the components of
a generic synchrophasor architecture.

Motivated by the lack of cyber security features in the
synchrophasor communication system, several mitigation tech-
niques have been proposed to detect and prevent cyber-attacks.
To identify known and unknown cyber-attacks in synchropha-
sor systems, Synchrophasor Specific Intrusion Detection Sys-
tem (SS-IDS) have been proposed in [10] and [11]. The
authors in [10] have implemented a whitelist categorization
with behaviour-based intrusion detection approaches while
model-based rules defined for IEEE C37.118 are used in [11]
to detect cyber-attacks. An IDS that relies on PMU network
logs and phasor measurements as part of a self-healing and
attack-resilient PMU network is proposed in [12], while dif-
ferent techniques (monitoring the equivalent impedances of
transmission lines, using Thevenin equivalent parameters of
the system and deep learning) to detect PMU manipulation
attacks are proposed in [13], [14], [15].

Although a wide-range of cyber-attacks in the synchropha-
sor systems can be detected by the SS-IDSs proposed in the
literature, the PMU data manipulation attacks (PDMAs) are
only detected if a measurement value is not in the expected
range, as defined by the normal operating conditions. In con-
trast to the above-mentioned state-of the-art detection systems
for PDMAs, this work proposes an approach which alleviates
the normal operating condition requirement and it does not
trigger any false positive alarm in case of a grid fault. This is
because the proposed IDS is based on the behavioral model of
a PMU. Furthermore, the proposed approach does not require



redundant PMU(s) operating under an attack-free assumption
in order to detect an attack. The proposed behavioral model-
based approach utilizes analytical redundancy relations, to
define new detection rules. The performance of the proposed
SS-IDS is validated in an experimental testbed using an actual
PMU and manipulation of measurements regarding the voltage
phasor, frequency and rate of change of frequency (ROCOF)
are detected.

The rest of the paper is organized as follows. In Section
II, the synchrophasor system is described and the considered
threat model is defined. Section III describes the behavioral
model of a PMU used to derive the analytical redundancy
relations. These relations are then used to formulate the
detection rules and the algorithm for the proposed SS-IDS
which is capable to detect PMU data manipulation attacks. The
experimental validation along with the results are presented
in Section IV, while the main conclusions of this work are
reported in Section V.

II. SYSTEM DESCRIPTION

In this section, the overall system architecture of a syn-
chrophasor system is described (Fig. 1). In this work, we
consider that an attacker can compromise the communication
link between the PMU and the Local PDC which is installed in
the substation. The proposed approach in this work considers
that a Local PDC is installed in each substation (Fig. 1).
However, an architecture where a single Local PDC exists,
to which all PMUs send their measurements can also apply.
Functionalities of both a PMU and Local/Regional PDC are
briefly presented. Further, a high-level description of how an
attacker can intercept the traffic between the PMU and Local
PDC and manipulate PMU measurements is also provided in
this section.

PMU is an advanced measurement device installed mainly
in substations of the transmission system. A PMU receives
analog signals from current and voltage transformers (installed
in the substation), which are discretized through an analog
to digital converter in order to calculate through Fast Fourier
Transform algorithms voltage and current phasors. As a PMU
is connected with a Global Positioning System (GPS) clock,
the PMU can provide synchronized (time stamped) voltage
and current phasor measurements, frequency and ROCOF.

The main functionalities of a PDC are the collection, time
alignment and forwarding of a set of PMU measurements
with the same time stamp to the control center. It usually
has large storage facilities to archive PMU data for event
analysis and for health monitoring. Some PDCs also have a
bad measurement rejection functionality, where if some PMU
measurements do not arrive after a certain time (maximum
waiting time) the PDC discards the delayed measurements.
In a synchrophasor system, there might be more than one
Local PDC installed in different substations. A Regional PDC
is typically installed in the control center, responsible for the
collection of all the PMU measurements from the Local PDCs.

The IEEE C37.118 standard is widely adopted for syn-
chrophasor applications and defines the communication frame-
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Fig. 1. Architecture of a synchrophasor system

work between the PMU and the PDC. Four types of messages
can be exchanged between PMU and PDC; Data, Configura-
tion, Command and Header messages. These are mapped to
either Transmission Communication Protocol (TCP) or User
Data Protocol (UDP). All message types have a standard
format (Fig. 2) but each type transfers different information.
A C37.118 message starts with SYNC, which defines the type
of message. Next, FRAMESIZE defines the total number of
bytes in the message and it is followed by IDCODE that
gives the PMU/PDC ID number. FRACSEC is the fraction of
the second that the message is transmitted and SOC is the
message’s transmission time stamp. The next fields, DATA
(1,2,..,N), hold the message payload, which depends on the
message type. Lastly, a 16-bit cyclic redundancy check is
used in CHK to ensure the integrity of the entire message.
In a C37.118 communication system, PMU measurements are
transferred to a PDC via a Data frame which contains the
PMU measurements in the message payload (DATA) fields.
As this work concentrates on PMU data manipulation attacks,
we only consider C37.118 Data type messages.

One of the vulnerabilities of the C37.118 standard is the
lack of security mechanisms to provide confidentiality. In this
work, we focus on PMU data manipulation attacks (PDMAs)
in a local substation. We consider that an attacker is able to
eavesdrop the Data frames that are transferred from a PMU
to a Local PDC, if a Man in The Middle (MiTM) attack
is successful on their communication link (as shown in Fig.
1). Moreover, the considered cyclic redundancy check code
used to provide data integrity, is not based on a cryptographic
function and, thus, it is easily reversible [16]. Consequently, a
PDC would not discard the modified data message packet as
the attacker is able to re-generate the CHK bits. In this sense,
the validity of the PMU measurements can be safeguarded
by introducing an IDS system in each substation of the
synchrophasor system to alert the operator before the PMU
measurements are stored to the Local PDC.



‘ SYNC ‘ ‘ FRAMESIZE ‘ ‘ IDCODE ‘ ‘ FRACSEC ‘ ‘ SOC ‘
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Fig. 2. Message format of a C37.118 frame, where most significant byte (first
byte of SYNC) is transmitted first

III. INTRUSION DETECTION SYSTEM

The IDS proposed in this work is based on the behavioral
model of a PMU. Detection rules are specified, based on
analytical redundancy relations derived from the behavioral
model, to detect data manipulation attacks against PMU mea-
surements. In this section, the behavioral model as well as the
detection rules are presented in detail.

A. Behavioral Model

The proposed IDS uses a behavioral model of a PMU
to estimate the measurements that the PDC receives. It is
assumed that a PMU provides the following measurements:
phase voltage phasor, sequence voltage phasor, frequency
and ROCOF. Each sample transferred to a PDC contains
these measurements. A corresponding behavioral model can
be applied for the current phasors as well and is not limited
to the voltage phasors considered in this work.

Let us denote a voltage phasor of the k' sample as v, (k),
z € Sand S = {0,1,2,a,b,c}, where 0,1,2 corresponds
to zero, positive and negative sequence, respectively, and
a,b,c corresponds to each phase of a three-phase system,

respectively.

Let V. be the amplitude and 6, be the angle of a phasor z.
The frequency and ROCOF measurements of a sample k are
denoted as f(k) and as %(k), respectively.

After the IDS receives a sample from a PMU, it uses (2)
to calculate a redundant estimation of the phase voltage as a
function of the sequence voltage, and (3) the sequence voltage
as a function of the phase voltage.

Va(k) 1 1 1] [vo(k)
k)| =1 o®> af |vi(k) )
Ve(k) 1 a o |va(k)

{’O(k) 1 Va

11 (
¥1(k) =3 1 a o vbg 3)
1

Va(k) o« ve(k)
where « is a phasor with magnitude equals to 1 and phase
angle equals to 120°

a = [1£120°] 4)

The equations for estimating current phasor measurements
can be derived in a similar manner as above. Without loss
of generality, in this work, we concentrate on the voltage
phasor measurements. For the proposed IDS, the ROCOF is
estimated based on the reporting period (7") which is defined

by the reporting rate of the PMU and the current and previous
frequency measurement as shown in (5).

dt T
Furthermore, an estimation of the angle of phase voltage is
calculated by considering the previous phase angle measure-
ment and the current frequency measurement as given by,

&)

Ba(k) 0a(k — 1)
dy(k) | = |0(k — 1) | + 2nf()T (6)
(k) Oc(k —1)

B. Analytical Redundancy Relations

The behavioral model described in Section III.A is used to
formulate Analytical Redundancy Relations (ARRs) that can
be used by the proposed IDS to detect PDMAs. In general,
ARRs have been used in the model-based fault diagnosis field
as an indication of a fault or abnormality when the difference
between an estimation and a measurement is exceeding some
predetermined threshold. In this work, four different categories
of ARRs are defined and a PMU measurement is considered
valid when all relations in each of the four categories are
satisfied. If any of the relations considered is not satisfied,
a PDMA is detected. The four categories of ARRs are given
below (7)-(10), where, y € R, R = {a,b,c} and z € S,
S = {0,1,2,a,b,c}. For each relation category ARR;, a
predefined threshold 7;, i = {1,2, 3,4} is used for the purpose
of an attack detection.

ARR1 : 1V, = |V.(k) = V.(k)| < (7)
ARR2 : 10, = |0.(k) — 0.(k)| < 7o (8)
ARR3 : r¢, = |, (k) — 0,(K)| < 73 ©)
LY A
ARRA4 : ror = (k) o (k)] <74 (10)

Relation category ARRI considers the difference between
the reported (by the PMU) and estimated amplitude of se-
quence or phase voltage phasor while relations of category
ARR?2 examine the angle difference between the estimated
and the measured angle of sequence or phase voltage phasor.
An additional phase angle residual is considered for each
phase voltage vector according to the phase angle estimation
presented in (6) by the relations in ARR3. Finally, the residual
between the estimated and the measured ROCOF is considered
in ARR4.

It should also be noted that the thresholds, 7; are defined
based on the accuracy of the PMU measurements and how
the estimated variables are impacted by uncertainties. More
details on these are provided in Section IV.A.

C. Detection rules based on ARRs

Given the ARRs defined above, a set of detection rules
is derived for detection of PDMAs. As the proposed IDS is
specification-based, certain criteria must be met to trigger a
rule and thus to detect an attack. Without loss of generality,



in this work it is assumed that an attacker is only able to
manipulate a single type of measurement in each PMU sample.

The proposed detection rules are tabulated in Table I and
they are grouped into five detection categories (C1-CS5).
The first column is the Detection Category (Det.Category)
where C1 and C4 are derived from ARRI, C2 and C5 are
derived from ARR2 and C3 is derived from ARR3 and ARR4.
The second column defines the Detection Rule (Det.Rule)
and the next column describes its condition. Lastly, the
last column (Det.PDMA) shows the type of PDMA A,,,
m = {Va, Vi, Ve, Vo, Vi, Vo, 0, 0, 0c, 00, 01, 02, f, %} that is
detected.

The first four rules (R1-R4) belong in category C1 where
Vo, rV7 and rV5 are examined. It should be noted that R1 is
not used to detect any PDMA but it is supplementary to other
rules. If any of R2, R3, R4 is satisfied, the IDS concludes
that the amplitude of a sequence voltage phasor is modified
as a result of an attack on V{, or Vi, or V5. The next category
(C2) includes four rules (R5-R8) related to the angle of the
sequence voltage phasor and examines 76y, r6; and 6. Thus,
a manipulation of the sequence voltage’s angle can be detected
by rules R6-R8 while RS is supplementary to other rules.

Rules RO9-R12 of detection category C3 examine
r%,o, ba, Pb, P to detect attack on frequency or ROCOF.
A pre-requisite to R11 and R12 to be satisfied is that R9
is also satisfied. Moreover, o denotes a flag variable and is
initialized to FALSE.

Lastly, rules R14-R16 of category C4 are used to identify
if any of rV,,rV;, and rV, exceed its threshold while R13 is
supplementary to other rules. Consequently, an attack on either
V,, or Vy, or V., can be detected. The rules of category (C5)
are used by the IDS to examine rf,, 6, and 6. to detect an
attack on either 6,, or 0, or 6..

TABLE I
DETECTION RULES OF THE PROPOSED IDS AND THEIR CONDITIONS OF
SATISFACTION

Det. Det. Rule Det.

Category | Rule Condition PDMA
R1 =((rVo VrVi VrVsa) < 71) -

c1 R2 =(rVo < 1) A((rVi ArVa) < 71) AVO
R3 =(rVi < 1) A((rVo ArVa) < 71) Avl
R4 —(rVo < 11) A((rVo ArVi) < 71) Av,
RS —R1A ((r01 Ar61 Ara) < T2) -

i) R6 —R1IA=(r0y < m2) A ((r01 Ar02) < T2) AGO
R7 “RIA=(rf1 < 12) A((rf0 Ar82) < 12) [ Aoy
R8 “RIA=(rf2 < 12) A((rfo Arb1) < T12) [ Ao,
R9 R5 A (~(rZ < m4) Vo) B

c3 R10 ROANo A((rdpa ATy ATde) < T3) -
RIT | ROA -0 A ((rda Ardy ATde) < 73) Adf
R12 RIN((rga Vrep Vree) < 73) Afc'“
R13 RIN=((rVoVrV, VrV.) < 71) -

ca R4 | RIA=(rV, < t) A((rV, ATVe) < T1) | Av,
R15 RIA=(rV, <71) A((rVa ArVe) < 71) Av,
RI6 | RIA-(rV. < 71) A (("Va ATVh) < T1) | Av,
R17 | RIBA =(r0, < 72) A (10, A7T0.) < 72) | Ag,

C5 RI8 R13 A —‘(’I“eb < T2) A ((’l‘oa A ’I“Gc) < TQ) Agb
R19 RISA=(rf. < 12) A (10, AT6,) < T2) Ao,

D. Detection Methodology

Based on the detection categories and rules described in
Table I, a new intrusion detection algorithm is proposed which

can detect PDMAs for all the PMU measurements. Further-
more, the algorithm can identify the type of measurement
which has been manipulated. The flowchart of the proposed
algorithm is given in Fig. 3.

Firstly, R2-R4 are used to detect an attack on either Vj, or
Vi, or V. If none of the rules of the category C1 are satisfied,
the detection algorithm proceeds to examine the rules of the
category C2. It can determine whether 6, or 67 or 65 has been
modified utilizing R6-R8, otherwise, the rules of category C3
are examined.

R11 and R12 are able to identify whether the measurement
of ROCOF or frequency is modified respectively. As it is,
the flag variable o is initialized to FALSE. Variable o is set
to TRUE when R12 is triggered and is set to FALSE when
R10 is triggered. In addition, rules of the category C4 are
examined when R1 is triggered. Attacks on V,, or V4, or V,
can be detected when one of R14-R16 is satisfied. Lastly, if
R13 is triggered, the rules of category C5 are examined and
concludes that 6,, or 6, or 6, has been modified.

The detection algorithm concludes that a sample of PMU
measurements has not been modified when RS is not satisfied
or R10 is satisfied. Otherwise, the detection algorithm alerts
about the exact PDMA based on the rule that is satisfied. The
proposed detection algorithm is an efficient and quick method
to locate the type of the measurement that is manipulated using
the ARRs.

1V. EXPERIMENTAL VALIDATION
A. Experimental Setup Description

An experimental power system setup using an actual PMU
device has been developed to perform the attack and to validate
the performance of the proposed IDS, as shown in Fig. 4. The
IEEE-9 bus system is simulated using a real-time simulator
(OPAL-RT) and voltage measurements are connected to the
PMU (1133A Power Sentinel-Arbiter) through the analog
output of the simulator. The PMU is configured to send the
following measurements to the PDC: phase voltage, sequence
voltage, frequency and ROCOF. In addition, the OpenPDC ap-
plication [17] runs on a server and receives the measurements
from the PMU. It is assumed that the attacker has access to the
same network that the PMU and Local PDC are connected.

For the attacker we use the python library scapy [18] that
allows manipulation of network packets. The C37.118 data
messages can be modified by the attacker when the Address
Resoultion Protocol (ARP) table of both PMU and PDC are
poisoned. Consequently, an ARP poisoning attack is launched
and thus, the C37.118 packets with the PMU samples are
forwarded to the attacker’s machine, manipulated and then
forwarded to the Local PDC. In this experimental setup, six
different PDMAs are launched on a set of PMU samples.
Each of the six PDMAs (Ay,, Ay,, Ag,, Ag,, Ay and A%)
affect two consecutive PMU samples and are performed in a
consecutive way.

During the PDMAs for V; and V}, they are increased by
0.5% of their nominal value, respectively. 6. is increased by
7° while 6y is increased by 5°. The measurement of f has been
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Fig. 3. Flowchart of the proposed rule-based detection algorithm.

increased by 0.2% of its nominal value. Lastly, Z—J; is decreased
by 0.108 Hz/s in the first sample, followed by an increase of
0.166 Hz/s. The proposed IDS runs on the Local PDC within
a substation, and uses pydivert [19], a python library to filter
and analyse the C37.118 packets received by the PDC.

The thresholds of the behavioral model have been set
according to the measurement specifications of the considered
1133A Power Sentinel PMU [20]. Specifically, the threshold
of amplitude, 7 is set to 15.2 V since the maximum voltage
error is given as 0.02% of the reading value (nominal voltage
V,, =76.2kV) for this PMU. The thresholds of the phase angles
(12 and 73) have been set to 0.54° in order to satisfy the 1%
of Total Vector Error (TVE) according to [1]. The threshold
of r%, 74 is set to 0.005 Hz/s by considering the worst-case
measurement error between two frequency measurements, and
the time base error according to
_2 0.0001%1;frequency (11
where timebaseerror is 1us, frequency is 50 Hz and T is the
reporting period that is equal to 0.02s. [1].

+ timebaseerror

T4

B. Results

Eight different plots are presented in Fig. 5 where the first
seven show the residual of specific measurements as calculated
through the ARRs. The last plot shows the type of PDMA
detected by the proposed IDS. The x-axis gives the different
PMU samples.

The proposed IDS is able to detect the manipulation of 1}
between the samples 1-2. As it can be seen from the first
subplot, V7 is under attack since only 7V violates 71. Next the
value of V}, is manipulated between the samples 6—7. The first

OPAL RTS DS
T 1133A Power Sentinel PMU
b T 5 C37.118 packets | N
Analog — J Database
measurements y— N =
Local PDC with
Attacker OpenPDC

Fig. 4. Illustration of the experimental power system testbed

and fourth subplots show that rVj, V1, 7V5 and rV}, exceed 7y
while 7V, and rV, are below ;. Between the samples 11-12,
the value of 6. is manipulated. The first subplot shows that
rVo, Vi, rVy violate 7 but rV,,rV,, rV,. do not violate 7.
Therefore, the IDS proceeds to examine r6,, 8, and r6. and
concludes that 6. is under attack since only 6. violates 7o.

Phase angle of zero sequence has been modified between the
samples 16-17. As rVy,rVi,rV5 do not violate 71, 78y, 761
and 70, are examined. The second subplot shows that rf; and
rfy do not violate 79 but 76y does.

As proceeding to the samples 21-23, rule RS is triggered.
The frequency measurement is modified in the 21°¢ sample
as r% exceeds 74 while r¢,, ¢y and r¢. are greater than
73. Even if the r% is below 74 in the 22™¢ sample, the IDS
detects that the frequency measurement is modified. This is
because variable ¢ = True (updated in the 215t sample) and
rdq, TPy and r¢,. are greater than 73. In addition, as the ri—’;
is above 74 but both ¢ = True and r¢,,rdp, rd. are less
than 73 (R10 is triggered), the IDS concludes that the 2374
sample contains valid PMU measurements. Lastly, the 7’% is
greater than 74 between the samples 26-27 and as ¢ is set to
FALSE, the ROCOF measurement has been altered. In terms
of scalability, the proposed SS-IDS could run in parallel to
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detect PDMAs for multiple PMUs.

V. CONCLUSION

In this paper, we proposed an SS-IDS that uses a behavioral
model to detect PDMAs. In order to safeguard wide area mon-
itoring and control applications of smart grids, it is imperative
to detect and discard timely and reliably modified PMU data.
The experimental validation of the proposed IDS demonstrates
that it is capable of detecting attacks even with minor manip-
ulation of the measurements. Since the SS-IDS is based on
behavioral model, a false positive alert is not generated in
case of grid faults. As future work, we intend to investigate
the detection of multiple PMU measurements manipulations
in a single sample, as well as extending the overall approach
to consider both voltage and current measurements.
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