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 The accessibility of cloud storage over the internet as a result of cloud 

computing technology provides the opportunity to store, share and upload 

data online with the use of digital devices which can be accessed anytime 

and anywhere. These benefits can also be exploited by the cybercriminals to 

perform various criminal activities including storing and exchanging of 

illegal materials on cloud storage platforms. The logs of malicious usages 

can be obtained from the cloud service providers for forensic investigations 

but the privacy issue among other factors make it difficult for such logs to be 

shared. Therefore, there is a need to perform client-side forensics to be able 

to carry out forensic investigation on digital devices as related to the 

activities on cloud storage. This study identifies relevant artifacts that can be 

forensically extracted from the registry of a window 10 device that accessed 

iDrive cloud storage. The study explores different experimental setups for 

the forensic analysis and adopted an integrated conceptual digital forensic 

framework in the investigation process to detect relevant forensic artifacts 

from the registry of a windows 10 device. This study increases the 

knowledge of cloud storage forensics and the significance of registry 

analysis during digital investigations. 
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1. INTRODUCTION 

The innovation of cloud computing has revolutionized the way information technology (IT) services 

are being provisioned and deployed [1]. It is a service delivery model that enables its subscribers to access 

the cloud service using a thin client such as web browser through the internet at anytime (24/7), from 

anywhere and anyplace [2]. The service models in cloud computing as stated by national institute of 

standards and technology (NIST) includes: software as a service (SaaS), platform as a service (PaaS) and 

infrastructure as a service (IaaS) [3]. Storage as a service (STaaS) is an addition to these traditional service 

models [4] and is included in the IaaS model of cloud [5], [6]. 

The storage as a service (STaaS) allows cloud users to store their files online (that includes personal 

health records, emails, government sensitive files among others) and access the files anytime, anywhere, 

everywhere (24/7) through the internet digital devices as a result of their flexibility, affordability, and 

portability. Despite the benefits associated to the usage of cloud storage services, the security and privacy 

issues in the cloud domain are the major concerns to its subscribers, the forensics researchers, law 

enforcement agents and the practitioners [7], [8]. The increasing popularity of cloud storage platforms with 
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their easy accessibilities on the Internet using digital devices such as mobile phones and computers couple 

with various malicious usages have made investigations into cyber domain difficult [9], [10]. 

Examples of cloud storage include google drive, media fire, onedrive, idrive icloud, dropbox, 

ubuntu one, pcloud and sugarsync among others. Different factors including the physical inaccessibility to 

the digital artifacts on the cloud servers that span across multiple jurisdictional areas, the integrity of the data 

artifacts that can be provided by the cloud service providers, the cloud architectures, the growing popularity 

of cloud storage platforms among others have increased and encouraged various forms of criminal activities 

these factors are also be identified to pose various challenges to the conduct of forensic investigation on 

cloud storage services [11].  

As a result of the mentioned challenges, it is therefore essential to explore clients side forensics to 

identify, extract, analyze forensic footprints (artifacts) from digital devices malicious usages on cloud 

storage. Windows registry has been identified as one of the locations where forensic artifacts can be located 

to determine the various activities carried out on devices that are built on windows operating systems. It 

stores all hardware and software configurations, user activities and transactions [12], that allows it to provide 

relevant artifacts to assist in forensic investigation.  

The purpose of this research is to identify the relevant artifacts from the registry of a windows 10 

operating system device when an idrive cloud storage is used as a storage and deployment media and to show 

the behavior of cybercriminals in relation to the cloud storage usage. iDrive cloud storage offers online 

backup functionalities for all ranges of digital devices that run on windows, iOS and android operating 

systems but its features can also be exploited by the cybercriminals to carry out malicious activities. Forensic 

analysis on windows 10 devices that have accessed iDrive cloud storage is very limited in literature and 

needs to be further investigated to provide forensic guidelines for cybercrimes investigation on cloud 

storages. 

 

 

2. RELATED WORK 

Investigating cloud client devices are becoming a standard component of contemporary digital 

investigation cases as a result of various locations on the devices that provide useful evidential artifacts in 

relation to the cloud storage services usage [13], [14]. Many studies have been carried out on diverse 

strategies and techniques to perform forensic investigations on windows system, mac system, iphone and 

android smartphone to determine various usages on different cloud storage services [15]-[17].  

The artifacts related to Google drive client was forensically extracted from windows 7 operating 

systems [18]. It was found that useful forensic artifacts can be located on Google drive after the usage of 

windows 7 and apple iPhone devices. Artifacts extracted include the username, the password, filenames of 

the documents accessed, dates and times the cloud storage was accessed. Blakeley et al. [19] investigated the 

different artifacts on microsoft windows 8.1 that can be found after the usage on hubic cloud storage. The 

authors presented different artifacts that were extracted when operations including upload, download, 

installation, and uninstallation were carried out. Satrya and Shin [20] analyzed and documented the different 

types of volatile and non-volatile data that were retrievable from windows 8, Mac OS X 10.9, android 4 and 

iOS 7 devices when a user carried out different activities such as upload and download of files and folders 

after the usage with sugarsync cloud storage. The authors were able to recover a number of useful artifacts 

with the traces of sugarsync after carrying out related activities on the cloud storage. Yang et al. [21] 

extracted the data remnants from the use of cooperative cloud storage services using symform as a case 

study. The authors investigated the terrestrial artifacts on the mobile devices and personal computers running 

various popular operating systems such as windows 8.1, Mac OS X mavericks 10.9.5, ubuntu 14.04 LTS, 

iOS 7.1.2, and android kitkat 4.4. Their research focus was to determine if the file contents and timestamps of 

the uploaded and downloaded files to and from the cloud storage were altered after the operations. The 

potential artifacts recovered during the research included data relating to the installation and un-installation 

of the cloud applications, log-in to and log-off from symform account using the client application, file 

synchronization as well as their timestamp information. Three cloud storages namely SpiderOak, JustCloud 

and pCloud on windows 8.1 and IOS 8.1.1 devices were investigated to locate the footprints left on them 

after the usage [22]. The focus of the research was to determine the forensic artifacts that can be retrieved 

from the random access memory (RAM), hard drive (HDD) on windows 8.1 devices after the usage of the 

SpiderOak, JustCloud and pCloud with the web browsers (internet explorer (IE), firefox (Fx) and google 

chrome (GC) and the client windows application on each of the cloud storage being examined. Data artifacts 

that could be extracted from dropbox cloud storage with the use of smartphone (android lollipop and android 

nougat) was investigated [23]. The common activities carried out in this work included installing, signing up, 

uploading, downloading and sharing operations. The artifacts extracted included the username, password, the 

modified files used during the activity, time and date of the activity, list of files uploaded by the user with 
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information. Aggarwal et al. [24] described the design and implementation of data extraction system from 

mobile devices. The authors described the complete targeted data extraction system (TDES) and presented 

the results of the experiments conducted with both iOS and android based systems. The author based their 

experimental design on data identification, data acquisition and data validation based on online metadata 

based filtering, On-device content based filtering and off-device (backup) based filtering. using this 

approach, the authors were able to extract the following artifacts from the mobile devices being investigated; 

the contacts and address book, short message service (SMS), multimedia messaging service (MMS), 

calendar, voice memos, notes, photographs, video/audio, maps and location info, voice mails stored files, the 

browsing history, emails, social networking data, messaging data (text, voice, video, pictures) from 

whatsapp, facebook and skype. Rochmadi and Heksaputra [25] investigated artifacts that can be detected 

from the random access memory (RAM), logical drive and google chrome database from windows 10 device 

that was used to access adrive cloud storage. the national institute of standards and technology (NIST) 

forensic framework (comprising the acquisition/collection, examination, analysis, and conclusion/reporting 

stages) was used during the investigation process, while the methodology used involved literature review, 

preparation and identification, simulation and scenario, forensic investigation and reporting. The RAM and 

Windows logical system analysis with the use of autopsy 4.11.0 tool revealed the installation path of the 

application. 

 

 

3. RESEARCH METHOD 

It is very essential to follow forensic guidelines that provide concise, reliable and verifiable forensic 

results during forensic investigation. The research methodology proposed in this study will assist forensic 

investigators to be able to detect and extract forensic artifacts from the registry of a device running on 

Windows 10 operating systems that are related to the malicious usages on iDrive cloud storages and also 

provide guidelines to assist forensic examiners in the real-life examination of other cloud client applications 

on other digital devices. 

 

3.1.  The proposed digital forensic framework for cloud client devices 

This research adapted the integrated conceptual digital forensic framework investigation used by 

[26]. The framework is depicted in Figure 1 as a four stages processes while the descriptions of the stages are 

presented in Table 1. The process is divided into four stages.  
 

 

 
Figure 1. An integrated conceptual digital forensic framework 

 
 

Table 1. Description of the activities in the proposed framework 

 

 

3.2.  The procedure for cloud storage client forensic in implementing the proposed framework 

The activity workflow process that provided the necessary guidance in this research is depicted in 

Figure 2. 

 

3.2.1. Experimental setup 

The experimental setup was based on virtualization technique with setting up of different virtual 

machines to simulate different activities that can be performed on cloud storage. The procedures were carried 

Stages Description 

Evidence source identification 

and preservation stage 

This phase identifies the registry on a Windows 10 device as the main source where the digital 

artifacts can be located and extracted. 
Collection This phase is concerned with the actual capturing of the evidential data from the registry on the 

Windows 10 device identified in the previous phase. SysTracer utility tool was employed to locate 

the relevant artifacts from the registry keys.  
Examination and analysis  This phase is concerned with the examination and analysis of the registry keys to examine and 

extract the identified traces of iDrive in the previous phase.  

Reporting  This phase is concerned with the process of preparing and presenting the detailed reports of the 

findings.  
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out on a Dell laptop with windows 10 64 bit operating systems with the following specifications: 32GB 

RAM, Intel Core™ i-7-4810MQ, CPU@2.8GHZ and 1TB Hard drive. A virtual based machine named 

windows 10 Based VM will be created on the virtual host machine and will serve as the control system for 

this research using VMware players 15.5.014665864 with this configuration: windows 10 professional  

(64-bit operating system, with 2.80 GHz CPU, 2 GB of RAM and 35 GB of hard disks).  

 

 

 
 

Figure 2. Activity workflow of the study 

 

 

3.2.2. Forensic analysis setup 

To perform Windows 10 application-based experiment in this study, six virtual machines were setup 

(VM1-VM6) as shown in Figure 3 representing the common activities that can be carried out on any cloud storage. 

 

 

 
 

Figure 3. Activities on windows 10 application based VMs 

 

 

3.2.3. Implementation procedures 

The forensic analysis of registry to locate the relevant artifacts related to the usage of iDrive cloud 

storage on windows 10 device is presented in Figure 4. 

 

 

 
 

Figure 4. The workflow process during the extraction of artifacts from the registry on windows 10 devices 

 

 

The tool and the datasets used for the forensic analysis the registry of Windows 10 device to detect 

the traces of iDrive cloud storage is presented in Table 2.  
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Table 2. Forensic analysis of IDrive using registry keys analysis from windows 10 device 
Task/activities performed Description of the task Version 

Installation of SysTracer  Installation of SysTracer tool for the registry analysis  SysTracer version 2.10 
Installation of the downloaded 

iDrive client app from the internet 

Identification of relevant artifacts related to the 

installation and logon activities of iDrive usage 

iDriveWinsetup.exe version 6.7.154 

Upload, download and delete 
operations with the downloaded 

datasets 

Datasets (pdf and mp4 files with terrorism contents) 
downloaded from the internet were used to determine 

the locations on the registry keys where the uploaded, 

downloaded, uninstallation and deletion activities can 
be detected  

Nuclear-Security-Fact-Sheet.pdf, 
money-laundering-and-terrorist-

financing-awareness-handbook-for-tax-

examiners-an.pdf and Neutron Bombs 
Used In War of Yemen2015.MP4 

 

 

3.2.4. Experimental results 
Table 3 presents the activities carried out on the different virtual machines (VM1-VM6) setup for 

the experiment, it presented the registry locations where relevant forensic artifacts related to the usage of 

iDrive can be obtained from Windows 10 device. As shown in Table 3, the experiment performed on VM1 

showed that forensic artifacts related to the installation of iDrive Cloud Storage application can be obtained 

from the registry on Windows 10 device using appropriate forensic tool like SysTracer. The interface showed 

the extracted artifacts (Figure 5), the figure showed the different registry keys that contained the instances of 

the installation. The experiment on VM2 showed that the credentials (username) that user used to access the 

cloud storage can be identified from certain registry keys as presented in Figure 6. The experimental results 

on VM3, VM4, VM5 and VM6 showed the upload, download, delete and uninstall operations carried out on 

the respective virtual machines as related to the iDrive cloud storage usage with the extracted datasets as 

presented in Table 3 and illustrated in Figure 7 and Figure 8 respectively. Figure 7 revealed the uploaded 

dataset and the registry key that hold the data value. Figure 8 showed the downloaded dataset with the 

corresponding registry key. 

 

 

Table 3. Experimental results 
Virtual machine examined with the activities 

performed 
Registry key searched Result obtained 

VM1: The downloaded iDrive app was installed 

on VM1. SysTracer was installed on VM1 to 

determine the relevant artifacts related to the 
installation. 

HKEY_LOCAL_MACHINE\software\mic

rosoft\windows\ 

currentversion\installer\folders  
HKEY_CURRENT_USER\SOFTWARE 

HKEY_USERS\S-1-5-18\SOFTWARE 

HKEY_CLASSES_ROOT\installer 

Traces of iDrive client installed were 

identified on VM1 (Figure 5) 

VM2: The installed iDrive client was accessed 

with a username (pstadesina@outlook.com) with 

a password. SysTracer was used to identify the 
username and password from the registry keys. 

HKEY_CURRENT_USER 

HKEY_LOCAL_MACHINE\SOFTWAR

E\IDRIVEW 
HKEY_USERS\S-1-5-

18\SOFTWARE\IDRIVEW 

Username used to install the idrive 

client was identified on VMS 

identified. No traces of the password 
used was identified  

(Figure 6) 
VM3: The datasets employed in this experiment (as 
presented in Table 2) are Nuclear-Security-Fact-

Sheet.pdf, money-laundering-and-terrorist-

financing-awareness-handbook-for-tax-examiners-
an.pdf and Neutron Bombs Used In War of 

Yemen2015.MP4) were uploaded to the iDrive 

Cloud Storage to the possibility of identifying the 
datasets. The SysTracer tool was employed to 

identify or locate the registry keys where the 

uploaded documents and clips were located. 

HKEY_CURRENT_USER\SOFTWARE\
Microsoft\ 

Windows\CurrentVersion\ 

ExploreRecentDocs\. 
HKEY_CURRENT_USER\SOFTWARE\

Microsoft\Windows\ 

CurrentVersion\Explorer\RecentDocs\mp4 

Uploaded documents and the video 
clip files were identified 

(Figure 7) 

 

VM4: The uploaded documents and video clips 

(as presented in Table 2) were downloaded from 

the idrive into VM4. SysTracer tool was used to 
determine the registry keys where the 

downloaded documents and video clips were 

located. 

CURRENT_USER\SOFTWARE\Microso

ft\Windows\CurrentVersion\Explorer\Rece

ntDocs\. 
HKEY_CURRENT_USER\SOFTWARE\

Microsoft\Windows\CurrentVersion\Explo

rer\RecentDocs\.pdf\ 
HKEY_CURRENT_USER\SOFTWARE\

Microsoft\Windows\CurrentVersion\Explo

rer\RecentDocs\mp4\ 

Downloaded documents and video 

clips identified 

(Figure 8) 

VM5: The uploaded documents and video clips 

were deleted from the iDrive. SysTracer were 

used to locate the registry keys where the traces 
of the deleted items resided. 

CURRENT_USER\SOFTWARE\Microso

ft\Windows\ 

CurrentVersion\Explorer\RecentDocs\. 

Deleted documents identified 

VM6: The installed iDrive client was uninstalled 

from the control panel. SysTracer was used to 
determine the registry keys where the traces of 

the uninstallation operation were located. 

HKLM\SOFTWARE\Microsoft\Windows\

Current\Version\Uninstall 

Uninstalled program identified 

mailto:pstadesina@outlook.com


                ISSN: 2302-9285 

Bulletin of Electr Eng & Inf, Vol. 11, No. 1, February 2022: 521-529 

526 

The result of the registry keys analysis on the Windows 10 device when various cloud storage 

activities (including installation, login, upload, download, uninstallation, deletion operations) were carried 

out are presented in Table 3. The artifacts discovered from the different registry subkeys included the 

installation path of the iDrive, traces of the iDrive cloud storage installed, the account that was used to access 

the iDrive cloud storage, the documents and files(datasets) that were uploaded, downloaded, deleted, the 

traces of the uninstalled process. The experimental results show that valuable forensic artifacts of cloud drive 

activities can be identified from the registry of Windows operating system devices. The same relevant 

forensic artifacts can also be extracted when similar experimental activities are carried out on other cloud 

storages when used with other digital devices. 

 

 

 
 

Figure 5. Artifacts related IDrive installation 

 

 

 
 

Figure 6. Artifacts related to login credential to the IDrive cloud storage 

 

 

 
 

Figure 7. Artifacts related to the upload operation from windows 10 device to the IDrive cloud storage 
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Figure 8. Artifacts related to the download operation from IDrive cloud storage to the windows 10 device 

 

 

3.2.5. Results presentation  
The experiment with the registry analysis on iDrive cloud storage when windows 10 device 

accessed the cloud storage revealed the user’s behavior. The extracted or identified artifacts can be 

categorized based on 5Ws1H approach (what, who, where, why, when and how). This categorization can be 

used to present the forensic expression of the investigation and also illustrate the holistic view of the 

activities in relation to the cloud storage usage.  

The identified artifacts in this research paper were categorized based on the principle of 5Ws1H as 

presented in Table 4. In Table 4, the WHAT represented the particular cloud storage that the investigator 

identified during the forensic analysis (iDrive), and the operations that were investigated (installation, upload, 

download, deletion and uninstallation operations). The WHO presented the account used to access the cloud 

storage (pstadesina@outlook.com) as identified during the analysis. The WHERE identified the path location 

on the device where the cloud storage was installed on. The WHY presented the assumed reason why the 

user carried out the operations on the cloud storage (all the datasets identified showed that the user was 

interested in terrorism materials (assumed reason). The HOW presented the approach the user used to access 

the cloud storage (client installation of the iDrive). The WHEN showed the day and time when the operations 

were carried out (In this experiment, no registry key was identified to hold these values). The categorized 

artifacts can be expressed using the 5Ws1H forensic expression to present the results of the identified 

artifacts as related to forensic investigation. 

 

 

Table 4. Categorization of the identified artifacts based on 5Ws1H approach 

 

 

4. CONCLUSION 
In this paper, the registry of a windows 10 device was forensically examined to identify relevant 

artifacts that were related to the usage of iDrive cloud storage when used with windows 10 device. The 

results showed that registry keys hold valuable forensic artifacts that are related to the usage of iDrive Cloud 

Storage when Windows 10 device is used. The extracted artifacts were also categorized based on the 5Ws1H 

approach to present the results of the investigation in such a way to assist forensic investigators to provide 

holistic and accurate evidence of the investigation. The study shows that the footprints of cloud storage 

The 5Ws1H of 

forensic investigation 
Description Instance (s) 

What Cloud Storage accessed with the Windows 10 device 
What are various operations performed on the Cloud 

Storage 

iDrive instances found on registry keys 
Installation, Upload, Download, Deletion and 

Uninstallation operations. 

Who Credential that accessed the Cloud Storage pstadesina@outlook.com 
Where the installation paths of the installed Cloud Storage C:\ProgramFiles(x86)\IDriveWindows 

Why The assumed reason why the operations were 

performed 

The nature of the recovered 

documents/files(datasets) revealed the interest of 
the user; the datasets discovered during the 

upload, download and uninstallation activities 

carried out on the Windows 10 device are 
terrorists’ materials which the user was working 

on. If the user is not interested in such activities, 

illegal files should not be found on his device. 

How The mode of accessing the storage Client installation of the iDrive 

When The time of the operations  None 

 

 

Registry Keys 

Downloaded 

document 
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activities can be forensically extracted from the digital devices that was used to access it, the extracted 

artifacts can also be reconstructed to determine the manner or patterns of its usage to determine the malicious 

usage. The study also shows that valuable artifacts can be obtained from digital devices without necessarily 

obtain the raw data or log from the concerned cloud service provide. The research enhances the efficiency of 

client forensics and crime investigation on cloud storages which can be extended to other digital devices and 

cloud storages to determine any form of malicious usages. 
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