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 IPv6 extension headers (EHs) contain additional information utilized by 

network devices (such as routers and firewalls) to determine how to direct or 

process an IPv6 packet. However, the use of excessive and unknown EHs 

can lead to the security implications such as evasion and denial of service 

(DoS) of the target firewall. Study revealed that there is no permanent 

remediation that prevents the IPv6 EHs attack from invading the open-

source firewalls by default. Using IPv6 packet manipulations technique, the 

attacker can evade the target network including the firewall and target host 

that can lead to a complete unavailability of network service. The common 

vulnerability scoring system (CVSS) also indicates that the base, temporal, 

and environment metric groups of IPv6 EHs vulnerabilities were in the 

critical level of severity. Quick and dirty solutions such as denying and 

allowing packets and IP addresses as preventive measures is still one of the 

effective ways of defending against the EHs packet manipulation attacks, as 

a temporary solution to date. 
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1. INTRODUCTION 

The first COVID-19 outbreak was detected between late 2019 in Wuhan China, the pandemic has 

had an enormous impact on people’s lives and society. Most affected countries are facing an extraordinary 

health crisis that has a great impact on their economic and social structures for a long time. Society urges us 

to respect lockdown and social distancing to limit the spreading of infection. However, shifting to online 

sessions and adopting flexible workplace solutions are the best solution so far seen by the government to 

limit the people's movement and to continue to live into the new normal [1]. One of the interesting impacts of 

the pandemic has been its influence on the internet, and this effect can be observed in the historical IPv6 

traffic volume measurements [2]. As reported by Asia pacific network information centre APNIC, the 

distribution of IPv6 has expanded from 15% in 2018 to 20% this year, but security issues have become the 

number one challenge. Denial of service (DoS) attacks, phishing, spam, ransomware, and malware remain 

the biggest network security issues faced. Forty-one percent (41%) of respondents indicated that DoS attacks 

are one of the main network security threats that their organization faces [3]. 

The implementation of IPv6 offers major improvements in the development of the new protocol 

which includes the extension headers (EHs) [4]. EHs provide supplementary information that will help 

network devices like routers, switches, and end-devices to decide how to direct or process an IPv6 packet 

along the network [5]. However, many threats that are associated with EHs have been discovered and it is 

used by the threat actor as a new attack vector nowadays. As an early adapter, preparing what will be the 
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security measures to prevent the emerging threats of IPv6 from the time of deployment. As a security 

measure, the most typical way to secure the network is by implementing a firewall as the first line of defense 

[6]. Firewall imposes security policies using ingress/egress packet filtering. Firewalls generally inspect 

network layer and transport layer traffic but can often assess the traffic flows of the application layer. 

However, processing of IPv6 EHs become a huge challenge to a network firewall, because: EHs are not 

“processed, inserted, or deleted by any node along a packet's delivery path until the packet reaches the node 

identified in the destination address field of the IPv6 header” [4], this kind of characteristics, with proper 

packet exploitation will lead to the evasion at the IP level. The attacker will use these characteristics to hide 

the attack by manipulating IPv6 packets by inserting an EHs chain payloads to create a covert channel. 

Validating the contents of the packets through EHs manipulation can waste CPU resources and possibly 

perform a DoS. While, the security implications of the fragment header packet manipulation, based on 

flooding a target with IPv6 fragments could be subject to DoS attack to information leakage attacks [7]. The 

massive increase of such unknown EHs can decrease the firewall's capabilities to process Layer 4 

information [8]. Moreover, the evasion of security controls, DoS in line with processing requirements, and 

DoS in line with implementation errors are some of the security implications produced by mishandling of 

IPv6 EHs [9]. 

Several pieces of research publications have shown that most of the popular firewalls today were 

vulnerable to EHs manipulation [10]-[12]. A number of firewalls still cannot handle IPv6 traffic or it has 

limited abilities to filter IPv6 traffic but still, some can filter IPv6 traffic to approximately the same extent as 

IPv4 traffic [13]. Many widely used stateful firewalls do not support IPv6 at all, or the implementations are 

lacking. Some later implementations have not yet been tested in the network environments of organizations. 

Due to the problems during the deployment stage of stateful filtering, some organizations have ended up 

implementing stateless filtering for IPv6 traffic [14], [15]. 

The goal of this paper is to provide clarity and revisit if the firewalls today are capable of handling 

IPv6-related attacks in general, particularly EHs packet manipulation attacks. The study will assess the 

impact of IPv6 EHs packet manipulations threats to two of the most popular open-source NIDS/NIPS 

firewalls. The result of this study will also expose the limitations of the chosen firewalls and recommended 

solutions on how to mitigate the attacks. This research is the continuation of our IPv6 EHs security research 

series. 

 

 

2. METHOD 

2.1.  Experimental set-up 

This study was conducted at Central Luzon State University Network–network operation center 

(NOC). Two popular stateful firewalls were also deployed and evaluated, see Figure 1. For the reason of 

convenience, snort and suricata were installed in the Pfsense platform because it is one of the popular open-

source firewall routers especially in the Philippines and it has built-in stateful firewall functionality. 

Emerging threats and snort community rules were uploaded on both firewalls as a default ruleset for the two 

firewalls. The research methods were crafted using 2 systematic approaches that combine with the practical 

vulnerability analysis/penetration testing of VAPT approach and common vulnerability scoring system 

(CVSS) analysis for the risk assessment. 

 

 

 
 

Figure 1. Experimental setup 

 

 

The attacker's goal is to send layer 4 payloads alongside ping6 and get a reply back from a target 

without being detected by the IDS. The penetration testing was performed on the existing network 

configuration of the host university, the security tests were performed after office hours to assure that no 

network disruptions happened during the experiment. To carry out the process of VAPT, the researcher 
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established an actual network in which will provide an environment for the analysis of network behaviour 

during the new security model designing and development. For the IPv6 EHs attack vectors, twelve (12) 

malformed packets are used and crafted to test the security performance of the chosen firewalls during the 

evasion attacks in Table 1. Python-Scapy and Chiron are the scripting tools used in developing IPv6 packets. 

Figure 2 presents the sample script of a rouge packet with multiple EHs. Most of the attack vectors used in 

this study were adopted to [10] since this study is a continuation of the IPv6 EHs security research series. 

 

 

Table 1. IPv6 EHs attack vectors 
Test Id Attack vectors 

EH.A1 Hop-By-Hop extension header with multiple large arbitrary payload in PadN option data at the IP level-covert channel 

EH.A2 Hop-By-Hop extension header mixing with multiple fragmentation header and destination header with large arbitrary data 

at the IP level covert channel 
EH.A3 Destination options extension header with multiple large arbitrary payload in PadN option data at the IP level-covert 

channel 

EH.A4 Mixing of multiple fragmentation header and destination header with large arbitrary payload at the IP level-covert channel 

EH.A5 Mixing multiple and various EHs per datagram in atomic fragments 

EH.A6 Mixing of multiple EHs at the 1st fragment combining with upper-layer protocol header at the 2nd fragment 

EH.A7 Mixing of different EHs in fragment and unfragment part with a layer 4 payload 
EH.A8 Fragmentation overlapping using Paxson/Shankar model 

EH.A9 Router alert within the hop-by-hop options header 
EH.A10 Router alert within fragmentation and ehs in both the fragmentable and the unfragmentable part. 

EH.A11 Type-0 Routing header (RH0)-CISCO model 

EH.A12 Type-0 Routing header within hop-by-hop extension header and a fragmented destination options header. 

 

 

 
 

Figure 2. Sample script 

 

 

2.2.  Packet analysis 

Active measurements were performed on the victim link, observing to which and how EHs are 

actually used by the attacker. The captured packets will be examined and extracted using the protocol 

analyzer tool wireshark. The captured packets will be used as evidence that even to this day, this EHs will be 

used as attack vectors to create a DoS and become a potential threat that the networking society needs to 

consider in their future IPv6 implementations. 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Firewall evasion 

The main functionality of network intrusion detection systems (NIDS) is to analyze, detect and 

evaluate the traffic patterns that might be associated with network-based attacks. This middle-box system 

generally attempts to inspect both application-layer traffic (if possible) and layer 4 traffic flows but, at the 

bare minimum [16]. When an attack activity happens, it alerts the administrator for potential intrusion 

attempts. Similarly, the network intrusion prevention systems (NIPS) also works like NIDS but it also 

prevents intrusions by reacting to detected attack attempts by triggering packet filtering policies at firewalls 

and other devices [17]. 

Table 2 presents the complete list of firewall vulnerability tests against IPv6 EHs attack vectors. The 

overall result shows that nine out of twelve (9/12) attacks successfully evaded the firewalls, see Table 2. 

Figure 3 shows the network behavior of two firewalls was flooded by malformed packets performed by the 

attacker. The researchers combine different variations of hop-by-hop extension header, destination options 

extension header, fragmentation with multiple large arbitrary payloads in PadN option data at the IP Level to 
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form a covert channel attack (EH.A1-EH.A4). As a result, the firewalls were tested vulnerable in this kind of 

attack until today. Results also show that four of the IP fragmentation attacks successfully landed on the 

target firewalls (EH.A5-EH.A6). One of the green lights on the chosen firewalls, the router alert, and router 

header 0 (RH0) were not viable today. The two firewalls reject the packets containing the Router Alert and 

RH0 (EH.A9, EH.A11, EH.A12). However, combining or hiding the router alert within fragmentation and 

EHs in both the fragmentable and the unfragmentable part of the IPv6 packet, the attack becomes successful 

(EH.A10). 

 

 

Table 2. Complete list of firewall tests summary 

Test Id 
SNORT SURICATA 

Results Remarks Results Remarks 

EH.A1 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 

EH.A2 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 
EH.A3 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 

EH.A4 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 

EH.A5 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 
EH.A6 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 

EH.A7 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 

EH.A8 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply With alert 
EH.A9 No router alert received No alert No router alert received With alert 

EH.A10 With ICMPv6 echo request and reply No alert With ICMPv6 echo request and reply No alert 
EH.A11 No RH0 received No alert No RH0 received No alert 

EH.A12 No RH0 received No alert No RH0 received No alert 

 

 

 
 

Figure 3. Network behavior during attacks 

 

 

Moreover, the tests revealed that snort did not issue any single alert, see Table 2 (Snort), while Suricata 

generated an alert to the user while performing a security evasion, see Table 2 (Suricata) and Figure 4. In this 

case, Suricata performed much better against Snort in terms of alerting the users about the EHs attacks. 

However, even though Suricata produced an alert to the users, the tests also revealed that the victim OS is 

still receiving attacker payload, see Figure 5, the firewalls didn’t do anything to reject or stop the malformed 

packet in penetrating the network by default.  

Further, results also showed that the NIDS/NIPS (open-source) obtained false-positive or false-

negative findings. In this case, the NIDS/NIPS provide the administrator a wrong signal that affects the way 

to organize, tune and understand relevant network audit trails and other logs that are otherwise difficult to 

track or parse [18]. False-positive and false-negative are NIDS/NIPS serious mistakes because it misses the 

threats and allows a large number of illegitimate payloads to enter the network. The administrator has no idea 

that the attack is in place until they discover that the network has been affected and exhausted. 
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Figure 4. Suricata alert during attacks 

 

 

 
 

Figure 5. Suricata sample packet capture with attacker payload 

 

 

3.2.  Impact of IPv6 extension headers to open-source firewall 

The researchers utilized the common vulnerability scoring system version 3.1 (CVSSv3.1), an open 

industry standard to assess the severity of computer system security vulnerabilities which includes the 

scoring of three metrics groups, the based, the temporal, and the environmental metrics and each of them has 

an underlying scoring component [19]-[21]. As a result of the CVSS assessment, the overall severity of IPv6 

EHs threat was rated 9.6, in which the severity is categorized as in the critical level and the base score was 

computed as 8.6 which is assessed as a high level, see Figures 6 and 7. This vulnerability is remotely 

exploitable and the malicious code can be executed from network hops away or across network layer 3 

boundaries from one or more routers as long as the internet is present. In terms of attack complexity, the 

attacker can expect repeatable attacks against the vulnerable network. Privileges and user interaction are not 

required to perform this attack. Anyone who has the knowledge, tools, and know the IP address of the target 

network, the payloads can deliver repeatedly. 

However, for the impact metrics, confidentiality and integrity were not greatly affected by this 

attack but, there is a total loss of availability resulting in the attacker being fully denied access to network 
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resources through DoS attack and affecting not only the target system but all systems connected in the same 

subnet. Loss of availability presents a direct adverse effect to the affected component, if the attacker cannot 

deny current connections, it can deny a new one; this attack is repeatable, every instance of a successful 

attack will lead to leaking of a small amount of memory causing the service to become completely 

unavailable. The temporal score was computed as 8. 3 which concludes that it is also in the High level, see 

Figures 6 and 8. The exploit code maturity in this attack worked in every situation. The exploitation tools are 

widely available on the internet and are easy to use. While the remediation level is very limited and no fix is 

permanently offered by the vendors. Further, the environmental score was also rated as Critical stage (9.6), 

see Figures 6 and 9. Moreover, the successful attack is likely to have a catastrophic adverse effect not only on 

the individual but on the organization environment as a whole. The vector string below was derived based on 

the inputs from the CVSS which serve as a metric value to determine its scores. 

CVSS v3.1 Vector  

AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:H/RL:T/RC:C/CR:L/IR:L/AR:H/MAV:N/MAC:L/MPR:N/MU

I:N/MS:C/MC:N/MI:N/MA:H 

 

 

 
 

Figure 6. CVSS of IPv6 EHs vulnerabilities 

 

 

 
 

Figure 7. CVSS of base metrics 

 

 
 

Figure 8. CVSS of temporal metrics 
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Figure 9. CVSS of environmental metrics 

 

 

3.3.  Mitigation and countermeasures 

From the time of writing, the researchers found out that the vendors do not have any permanent 

remediation on the security issues containing the IPv6 EHs threat. However, some of the traditional 

approaches seem useful until today. A quick and dirty approach should be considered as one of the effective 

ways of defending against the threat, but it is also considered as only temporary. The approach can be applied 

by discarding the inbound/outbound of specific IPv6 EHs using the firewall policy rule [22]-[24]. IETF also 

advises and recommends this approach, discarding such IPv6 packets can help mitigate the security issues 

that arise from the use of excessive IPv6 EHs [21]. But, be careful in this approach, because discarding 

packets containing specific EHs has an operational and interoperability impact on the network operation that 

would break some of the protocols that rely on it for proper functioning [25]. 

 

 

4. CONCLUSION 

The study revealed that up to date, there is no permanent remediation that prevents the IPv6 EHs 

attack from invading the open-source firewalls by default. By the use of the IPv6 packet manipulations 

technique, the attacker can easily evade the target network including the target host. Also, CVSS scoring 

revealed that the base, temporal, and environment metric groups of IPv6 EHs vulnerabilities were in the level 

of severity. Total loss of network availability presents a direct serious concern in this study. The attack can 

seriously affect the target component's network connectivity by repeatedly exploiting the vulnerability in 

each instance of a successful attack, leaking only a small amount of memory, but after repeated successful 

exploitation causes a network service to become completely unavailable. The successful attack is likely to 

have a harmful effect not only on the individual but on the organization environment. The network 

administrator should address these issues seriously by finding the right remedy to counter the threat before 

the deployment or before the attacker launches the attacks. However, the study has shown that the quick and 

dirty solution is still one of the effective ways of defending against the EHs packet manipulation attacks, but 

this is only a temporary one. This study also recommends that the vendors should consider IPv6 EHs packet 

manipulations as a serious threat, and it should be included in their default/community security ruleset. 
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