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C02-Challenges of collaboration, compmmication & coordinzhon—P12 -Improving collaboation, commmmeshon & cooparation; POS-Continuous feadback koop; P10-Trust within and between the teams; P11-Shamelass retrospectives

C03-Meglerting semunty—P06-Secunty chanmmons; P12-Contimuous improverment mindset

O08-Lack of secuntty awareness and responsibiliiv—=>F03-5hared and collechve responsibality for secumity; P15-Pragoatc implementation; P16-Be reactive and responsive

C08-Boundary between specialist & generalist—P{4-Shared knowledze

C01-Coltwzl resistance, orgamzational oppostiion
to change—P01 -Cultural shaft to secunty

C04-Lack of secunty knowledee and sklls, mead
for traming—P05-Trammg, leammg znd
education for seounty—M01-Secunty-traimed rate

C05-Recmubimg challenges—P07-Hinng new

persormel and recnuting success

C06-Challengze= m deri=ien level —POS-Ct
leadershap’s supports and buy-mn from
stakeholders to make secunty a priority

C07-Lackng confidence—P13-Conmitment S

Agresment

C10-Insufficrent level of povermznce on
DevSecDps adoption—P14-Enhance transparency

C11-Dhifficulties m intesrating securtty mio Devlps wathout losmg speed—P17-Shufiing secunty to the lefi—W04-Time spent comecting mostzkes i each category; MOIT-Whether secumty review slows down the development cvele

C12-Ihfficulfies in ransformung to DevbecOps without affechng cwrent process—PL7-Shifting secunty to the lefi— W05 -Moumber of contimions delinrery cyeles per month; MOS-How well zacunty 15 mtegrated mio the delivery hifecyele

C22 -Interconnectedness of the DenvDps process—FP1 7-Shifting secunty to the lefi—h05-Number of confirmous delmvery cycles per month

C15-Lacking secunty standards=—P33-Common

C13-Compliance requirements—F2 1 -Compliance

C23-Continzouns deployvment chaos—P45-Fault

C24-Poor visithility of securify track record—F1%9-Increase the visibility; F2-Good dooumentation

C42-Conflicting appreaches to secumsy and business
TEquTemens—rdT-Busimess~driven
sacurity—D3I02-Busimess metmics (DevierOps EPIs)

weaknesses emmmaration (CWE}—303-Top contral; P39 -Comphance-as-Code—tools: Napec, myection (chaos enminesnng}—M13-Penstration logmng and reporting—L ogsing tools: PaperTrail Logstash Loggly, Sphmk, Sumel ope
vulnerabihty ServerSpec, OpenSCAP test pass rate
C16-Imnonng processes and secunty essenfizls C19-Using un=ntable C14-Meglecting chanze control in
1] leading to techmical and secunty metries—FP2 8-Measwrement—DenOps security—P22-Rick. wulnerability snd incident
E debt—P18-Secuity by Design parformance meamunng tool: SAFe Devlps management—Vilnerability management tools:
E Health Radar Deefect Doje. ArcherySec, Fapid? Nexpose.
;"j HackerOne, Claire, Stathoscope, Smyk—313-Critical
E risk profiline: M16-Doint of risk per device
E C17-Ladkang process and platform for PH-Seomity reviews—I06-Whather features C21-Tradeoff between secunty measures and C1
~ conmmmncation, collaboration, and shaamg undergo a secunfy review system performance—P34-Operzhonal controls
information and feadback vahdaton and improvernent
C18-Onat-of-syne domams and cross team P31-Secunty evaluation—M07-Whether secunty C25-Inadequate prvileged aredentials and access
dependencies cansing 155ues in adophng review slows down the development cycle; Howr controls causing cyber attacks—P23-Teast
DevSecOps well secunty 15 integrated mito the delivery privilege controls and prileged access
DenvOps; P35-Eeep credentials zafe
C20-Inconsistent security polices P32-Veraion confrol, metadata. and orchestration
design—FP29-Polcies; P46-Policy-as-Code
C27-Challengzes of legacy system C26-Lack of matuwre tools for amtomation and secunty—F36-Automation—Auntomation tools: Anuible, Chef Jenlans, Puppet, Gamtlt, SaltStack—M13-Whether auwtomated testmg covers secunty requuements.
refactorins—P61-Infegrate secunty 1:5ues within
your general bug tracker
C289-DevSecOps 15 mustaken for 3 set of C31-Complesaty in manazme different tools=—P36-Antonation—Automation tools: Ansible Chef JTenkms. Puppet, Gauntit, SaltStack—219-Whether sutomated testing covers secunty requrements.
tools—P05-Trammg, leamng and education for
securtty—20-The uze of preapproved hbranes,
packages, tool chains and processes
C30-Lack of too] standards 2 5-Sequre coding—Automated code review tools: P32-Adoptmg DeviecTps in mmeroseniaces-based apphications
“erzcode Greenliht, DMD, Devakim
FindSecBuzs—10-Code scanmine detection rate
:r'.:i' C32-Dhfficulty m smmlatms P37-Secmitv-as-Code C34-Femaining mamal security testing and need for | PA3-Appheation-level assessment—M14-Mumber | C35-Asvmlabality and rehiabibty of nfrastcture C28-Uze of cloud and serverless computing brings secunity comphications—P&4-CTCD for
—z produchon—F38-Threat modelmg—foals: - amomated testing performance mezstres—P40-Red of adversanes per applicabon resources, tools, automation, and netweork patching ; P65-Venfy cloud mfrastrectmre —Cloud secunty tools: Terraform, Snorby threat stack
.E TriusRizk, Microsoft threat modelnz P46-Policy-as-Code team security drills—{17-Nummber of issues during bandwidth for £ast deployment cycle—P47-Detect | AppScan on cloud, AWS Security service, ThreatModsler Cloud Edition, Trend Micro Cloud One;
E‘E tool—A14-Mumber of adversanes per PAY Fmimatabile a5 Code red teaming drills; P48-Combination of static and exsting security flaws; P31-Micro-segmentation: P38-Conhnuows momtonnz—honitornns and alerting tools: Mew Belic, Nagpos Ionga, Graphate,
apphicztion; M15-Adversary rehm 1ate dynamic analytical methods; P57-5AST—tools: Pi-Conmumzble semmity semices with APT=: angha Cacti, Pager Dty Sensu. Boumdry, Pmpdom Suncata; P33-Advanced maboare
T Deigres e Kiuwan, Flawfinder, Graudir, Bandit, Spotbugs, P62-Configuration management; P41-Mzke sure | detection—tool: CodeAL P36-Sensitive information scan—tools: TruffleHog, GitSecrets, Talisman
P39 Connpliznce. 45 Code SomarQube; B43-DAST—tools: OWASPZAD the basics of host and network secunity e m
Arachini, Security, Nikto, Radamea FuzzDB, place—Cyber sacunty tools: Tnpwire,
Fortify Webinspect: P44-F A 5P—tools: Fortify Snort—M16-Point of risk per device
Application Defender P38-145T—M09-Secuity test
st mate
C33-Threat modeling scalababty P34-Software compositon analysis—tools: C36-Contamers and other tools come with thew own n=ks—P42-Contamer secunty—Containen=ation tools: Docker, Eubernates; Contaimer secunity tools: Tanstlock, Notary, Aqua Secunity
izzue P38-Threat modeling— Threat modshing Fetire js, 055 Andis, OWASE Dependency
tools: InusFick Microsoft threat modeling too!l | Check—3411-Defact densiryM12-Defect burn rate
C37-Restraciuring due to high cost and considering Pob-Separation of dubies C39-Difficulty it trainmg users for usmg Cdl-Insufficient resouree 1= not able to cope with
ROl —P&7-Business-driven seoaminy—MI2-Business advanced tools; €33-Customer readmess for zhundance of mformation—P69-Availabality and
metrics (DevSecOps EPIs) frequent releases—M02-Business metrics busines: contmnty management—M02-Business
3 C41-Dilemms in selection of business processes for {DevSecOps EPL) metrics (DevSecOps EPL)
= DevSecOps mansformation—P67-Business-driven
= sacurirv—M02-Business metrics (DevSecOps KPL:)




