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A Framework for Seveso-compliant Cyber-Physical Security Testing
in Sensitive Industrial Plants

Luigi Coppolino?, Salvatore D’ Antonio?, Vincenzo Giuliano?, Giovanni Mazzeo®”*, Luigi Romano?*

“University of Naples ’Parthenope’
Centro Direzionale, Isola C4, 80133 Napoli

Abstract

The InfraStress-EU framework was defined in the context of the H2020 project InfraStress, to provide operators of sensitive industrial
sites — i.e., industrial plants where dangerous substances are handled and are thus subject to the Seveso III Directive (2012/18/EU)
— with a technically sound approach and an accompanying simulation tool for the prevention of accidents. The framework enables
reliable and effective cybersecurity testing of industrial infrastructures, with the ultimate goal of improving the resilience of critical
processes to cyber-physical attacks. It takes a cue from the TIBER-EU initiative, of which it extends the core penetration testing phases to
“hybrid”—meaning consisting of a mix of real and simulated components—setups. By doing so, it relieves operators from their main
concern, i.e., the risk of compromising the normal functioning of control systems when performing key security testing activities, such as
gathering information on cyber-threats and/or trying out alternative response strategies. InfraStress-EU was implemented and evaluated in
close cooperation with five operators, who contributed the requirements of real setups in their respective industrial sectors.

Keywords: Seveso, Sensitive Industrial Plants, Industrial Control Systems, Security Testing, Simulation

1. Introduction 25 infrastructures, where the testing activity may adversely impact
the normal operation of industrial systems supporting critical
processes, possibly violating the directive. It is worth emphasizing
that security breaches may well result in safety cases, since the
misuse of critical systems might go far beyond service interruption
or data loss, and include destruction of expensive machinery, harm

The Seveso Directives are the main EU legislation [1]]
dealing with the control of major accident hazards involving
dangerous substances to protect human health and the environment.
Specifically, Seveso Directives oblige member countries to ensure
that operators of Sensitive Industrial Plants (SIPS) adopt well- people, or damage to the environment [@][3][6].
defined procedures to prevent major accidents. While the directives In the literature, there are plenty of works, proposing:

provide clear strategies for ensuring infrastructure reliability i) methodologies for risk management [7][8][O][10N[IT];

when hardware or software faults occur, they lack well-defined ii) supporting tools and solutions for security evaluation

approaches for pyotecting sprvice continuity against cyber attacks s [T2)I3IIZI[I5)[T6]; iii) approaches and guidelines for planning
[2].. SIPS are quite attractl.v? targets — due to factor§ such as the and performing security testing campaigns [17][I8][I9][20].
availability of large quantities of hazardous materials, and the  poyever, some of these techniques are only applicable to a specific
posmblc‘i presence O,f chem%cals which may be used to manufacture of Industrial Control System (ICS) context [TOJ[I3][TT], some
Improvised Explosive Devices (IEDs) [3] —as well as an easier and cover a limited set of industrial technologies [T9][201[T7][16],

Casier one, as a consequence of the Increasing use of automated | oe produce simulation-based evaluations but fail to provide
controls and ICT-based instrumentation, which expose systems to details on how the simulation approach they propose can be
cyber attacks. In such an increasingly thregtemng tf:chnolc?gy integrated in a real infrastructure [9][8][12][Z]. To the best of
landscape, the deeper and the more extensive security testing our knowledge, there is no previous work featuring a complete
procedurﬁis, the hlghef th? ch.ance of suc.ceédl'ng In surviving security testing procedure — compliant with legislation — that
attacks, since security testing is the only discipline that actually copes with operators’ concerns about conducting live testing on
enables organizations to identify where systems are vulnerable, o infrastructures

to take proper corrective actions, and — ultimately —to make  p, this paper, we propose a framework — namely, InfraStress-EU —
the cyber-physical world of SIPS compliant with Seveso. The  fo.cafe security testing of Seveso infrastructures. Safety is achieved

inherent complexity of security testing is exacerbated in Seveso by executing potentially invasive tests on the simulated parts of
so a hybrid (meaning combining real and simulated components)

*Corresponding author testbed. This approach ensures accuracy of the results, while
Email addresses: 1uigi.coppolino@uniparthenope. it (Luigi enabling live testing on critical processes subjected to the Seveso
Coppolino), salvatore .dantonioCuniparthenope. it (Salvatore directive. Our work takes a cue from the TIBER-EU project [21]],
D’Antonio), vincenzo.giuliano@studenti.uniparthenope.it . he EU fi K devel d for intelli dri . £
(Vincenzo Giuliano), giovanni.mazzeoQuniparthenope. it (Giovanni l'e'".t € - ramewgr eveloped for inte .lger.lce'. r1v§n testing o
Mazzeo), luigi . romano@uniparthenope. it (Luigi Romano) ss  critical live production systems, whose objective is to improve the
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cyber resilience of financial institutions, standardize the way tests11o
are performed, and share results across the EU. In the context of the
InfraStress project [22] , we extended and adapted the three core
phases of the TIBER-EU framework to meet the requirements of
Seveso operators. We defined the processes and the rules to perform
penetration testing on the infrastructure, thus evaluating the capacity:1s
of detection and response of operators against cyber-physical
threats. Our work is the result of a thorough requirements elicitation
process conducted with five sensitive industrial production and
storage plants belonging to the InfraStress project. More precisely,
we collected the needs of: (a) an oil refinery managed by theizo
motor oil company [23]; (b) a medical manufacturing industry
managed by DePuy Synthes [24]; (c) a chemical storage site
managed by the Attilio Carmagnani “AC” S.p.A. company [25]]; (d)
achemical plant managed by the Municipality of Barreiro [26]]; and
(e) an oil storage site managed by the petrol company [27]. One
important end goal of the requirement engineering phase was that'®
the framework must support testing procedures on target systems
with an increasing degree of criticality, and that there should be
no interference on systems with the highest Safety Integrity Level
(i.e., SIL4). Our hybrid security testing approach meets the needs
of operators while also ensuring an accurate testing process. The,,,
framework is composed by three core phases, which were validated
in the chemical storage case study managed by Attilio Carmagnani
“AC” S.p.A.: i) Preparation, where internal and external teams
are defined, critical processes are identified, and supporting tools
are selected; ii) Testing, where threat intelligence operations are
performed and attack scenarios are executed; iii) Closing, where
reports are drawn, results are shared, and possible remediation
plans are defined. In order to provide a self-contained solution, the
framework comes with a reference implementation of a simulator
for industrial infrastructures. Also importantly, the paper features

a best of breed selection of available technologies, which can be'
used for extending the simulator and/or to build an alternative
implementation of it.

The remainder of this work is organized as follows. Section
provides a background on both Seveso directives and on the TIBER-
EU framework. Section [3|presents the related work. Section 45
reviews the requirements elicitation phase conducted in cooperation
with the five aforementioned Seveso operators. Section[S]identifies
the current problems and outlines the goals of the study. Section 6]
presents the proposed testing framework. Section[7]discusses the
architecture of a reference simulator that can be used to support,
the testing activity and provides pointers to available technologies
for possibly extending it. Section[8]deals with a use case of the
framework with respect to a chemical storage infrastructure. Finally,
Section [9]discusses the main achievements of this study and its
future directions.

155

2. Background

2.1. Seveso Directive

The Seveso III Directive [1] is an European Parliament

directive relating to the control of major accident hazards involving
. . . 160

dangerous substances. The Directive establishes rules and measures

for the prevention of major accidents whose consequences may

have an impact on human health and the environment, with the aim
of achieving an improvement in the level of protection throughout
the European Union. The final recipients of the Directive
are European industrial establishments whose activities concern
dangerous substances; lower-tier and upper-tier establishments are
distinguished according to the quantity of hazardous substances
present in the plant. The operators, i.e., the natural/legal persons
who manage and control the establishments, are obliged to take
all the necessary measures to prevent major accidents, and limit
and mitigate their consequences. Member States designate the
national competent authority responsible for the implementation
and performance of the tasks set out in the Directive.

Member States shall ensure that the operator submits the following
report to the authority:

o Notification (art.7): it contains a general description of the
establishment, information on hazardous substances, main
plant activities, the surrounding environment and factors that
can cause a major accident.

e Major accident prevention policy—MAPP (art.8): it
describes the operator’s overall aims and principles of action
in terms of accident prevention, role and responsibility
management, the commitment to continuously improve the
control of major accident hazards and ensure a high level
of protection. The MAPP must be proportionate to the
complexity of the organization and activities of the plant and
must be implemented by a safety management system.

o Emergency Plan (art.12): itis a requirement for upper-tier
establishments and establishes the procedures to control
or contain the effects of a major accident, the measures
necessary for the protection of the human health and the
environment from the effects of major accidents as well as
for the restoration and clean-up of the environment following
a major accident.

o Safety Report (art.10): it is a requirement for upper-tier
establishments and serves to demonstrate the implementation
of the MAPP and the safety management system, the
development of internal emergency plans, the identification
of possible major accident scenarios and the communication
to the competent authority of all information related to the
preparation of external emergency plans and the location of
new plants around the establishment.

Member states establish or appoint one or more competent
authorities to ensure compliance with the requirements of the
Directive. The authority is responsible for:

e Developing an external emergency plan which specifies
the provisions for receiving alarms sent by operators in
the event of an accident, implementing off-site mitigation
actions and providing information to the public and nearby
infrastructures.

o Evaluating the domino effect due to an accident, and
identifying all the establishments whose geographical
position can increase the risk and consequences of an
accident.
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o Planning periodic inspections at the plants with the aim of
monitoring the uptake of all preventive measures by the
operator. 220

In the event of a major accident, the operator shall inform the
competent authority by providing details about the accident (art.16),
while the Member State shall inform the Commission (art.18).
The Seveso Directives are made complete through other articles
that explain further aspects on the exchange of information
among parties, land use, public participation on relevant decisions,
sanctions, and specify —through the annexes— the classification
of dangerous substances and the essential data to be included
in reports. In order to support the Seveso Directives, the Major
Accident Hazards Bureau of the Joint Research Centre of the
European Commission has created the MINERVA portal to provide,
access to all information on ongoing activities, relevant publications
and control tools of main chemical hazards, with the overall goal
of improving the prevention of major accidents and mitigating the
potential consequences.

235

2.2. TIBER-EU

We designed INFRASTRESS-EU starting from TIBER-EU
[21] since this is the reference framework adopted by the European
Central Bank for developing security testing procedures. TIBER-
EU delivers a controlled, bespoke, intelligence-led red team test ofz,
critical live production systems. The framework was created for
being used on infrastructures and institutions within the financial
sector. It cannot be applied as-is in the field of Sensitive Industrial
Plants since it could threaten their reliability and lead to the violation
of Seveso directives. Our work fills this gap. 25
In TIBER-EU, intelligence-led red teams conduct tests which
mimic the tactics, techniques and procedures of real-life threat
actors who are perceived as posing a genuine threat on the basis
of threat intelligence. Testing aims to evaluate the protection,
detection and response capabilities of a given entity by usingss,
several techniques to simulate an attack on its critical functions
and underlying systems, e.g., people, processes and technologies.
Ultimately, the overall objective of the framework is to strengthen
the cyber resilience of entities, standardize the way these entities
carry out tests across the EU, support cross-border testing, promotess
mutual assessments carried out using TIBER-EU, as well as the
sharing of results and analysis. The framework is adopted by
the authorities that decide which entity, under their responsibility,
should participate in the test. Even if the entities conduct internal
tests with their own red teams, a TIBER test is validated only ifys
it is carried out by external teams, that are expected to provide a
new and independent perspective. The TIBER-EU framework is a
process consisting of three phases of different duration: preparation,
test, and closure.

Several stakeholders are involved throughout the process. Theses
competent authority that decides to implement the framework
constitutes a tiber cyber team, which provides support and
supervision during all activities. The entity creates the white
team—the only party aware of the test—to establish the scope and
objectives to be achieved, collaborate with third-party teams and,r,
manage escalations during the attack phase. The institute’s staff
who is not included in the white team constitutes the blue team,

who is informed of the test in the closing phase to evaluate the real
capability of detection, response to and mitigation of a cyber attack.
The external third party providers are the threat intelligence team
and the red team, who perform threat intelligence operations and
launch the attack on the entity’s live production systems.

3. Related Work

In this section, the research work on ICS security evaluation and
assessment has been grouped into the following three categories: 1)
methodologies for the risk management; ii) supporting tools and
solutions for the security evaluation; iii) approaches and guidelines
for planning and performing security testing campaigns.

Many researchers proposed ICS modelling frameworks to facilitate
the setting up of proper risk management policies. Amin et
al. [[7] presented a framework for assessing security risks in cyber-
physical systems, which is designed to benchmark security risks
when inter-dependencies of physical and logical components may
result in correlated failures. dos Anjos et al. [8]] leveraged a tool
called Ponder to create a policy-based ICS security management
model enabling formal policy specification, rule validation, policy
distribution and application, as well as conformity check with
current standards on information security of critical systems. Hieb
et al. [9]] proposed an ontology framework that allows formal
representation of process control systems, together with a fault
diagnosis algorithm capable of identifying process faults induced
by a cyber intrusion. Langer [10] proposed an approach to risk
management based on concepts of robustness, fragility, reliability
and maintainability. The author also presented a UML-based
solution for creating ICS models and supporting risk management.
Castellanos et al. [[11] proposed a model-based testing methodology
to analyse the security of cyber-physical systems such as the ICS.
They leveraged a data flow graph to highlight interactions between
internal entities throughout the system under test. Moreover,
authors proposed an algorithm and an attack diagram to highlight
the dependencies between cyber and physical domains, thus
enabling the human operator to identify attack vectors, and, most
importantly, to identify the dependencies and the related attack
propagation.

The second category of related work comprises solutions to
automate or facilitate the security evaluation process out of
traditional risk management schema. Tools have been designed to
meet requirements of specific use cases and to have little or even no
operational impact on the real industrial process. Wang et al. [12]]
presented a hybrid testbed for security assessment composed of
real control network devices and simulated enterprise network
equipment in a ns-2 network simulator environment. Davis et
al. [14] proposed a power grid virtual testbed based on PowerWorld
and RINSE simulators. Genge et al. [13]] developed a simulation
framework whose goal is to ease simulation of cyber-physical
attacks on physical systems. Suthors used Emulab to emulate cyber
components, and MATLAB Simulink to simulate the physical
processes. Mallouhi et al. [15] designed a different type of virtual
testbed, which uses simulation technologies such as PowerWorld,
Modbus RSim and OPNET to enable safe security testing. Reaves
et al. [28]] implemented a virtual testbed capable of interoperating
with (real) physical industrial control systems. Queiroz et al. [16]
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proposed SCADASim, a solution that uses the discrete event
simulator OMNET++ to reproduce real-like ICS components
and allow inter-connections with real industrial control systemaso
components.

Finally, there are a number of publications providing guidelines and
approaches to ICS security assessment. Caselli et al. [[18] expanded
standardized security testing methodologies, such as the Open
Source Security Testing Methodology Manual (OSSTMM) [20] 335
NIST SP800-115 [29] and ISSAF [30], by defining a penetration
testing approach tailored to ICS. The authors proposed different
changes to the security testing flow of these standards. They
included an emergency plan in the testing phase that could help in
case of accidents. They extended the analysis phase and assignedso
the ICS operator the task of establishing an overall criticality score
to the units, which need to be checked if the system returned to
anormal state after being tested. NIST SP 800-82 [19] provides
cross-industry guidelines for hardening industrial ICS and identifies
procedures for developing and deploying industrial control systemass
security management programmes. The Swedish Emergency
Management Agency (SEMA) also released general guidelines
for enhancing ICS security [17]. It deals with security at both
organizational and operational level. The guidelines propose the
adoption of the well-known Demming Cycle (i.e., plan, do, checksso
and adjust) and suggest 15 recommendations for ICS security
enhancement.

Different types of limitations affect the aforementioned

categories. The majority of articles are either tailored to a particular
ICS domain or to a limited set of industry technologies. We noticed
that some relevant aspects of security testing procedures enabled®®
by hybrid real-simulation approach are not addressed. The only
contribution in this direction is the work of Reaves et al. [28]], which
provides details on how the simulator could be implemented, but
no guidelines on how to use it for performing security assessment.
Another limitation is related to the guidelines provided by the®®
community. They guarantee that critical parts of the system are
tested with caution. However, they contains no clear guidelines
on how to manage the operators’ concerns about conducting live
testing on their infrastructures.
In this paper, we provide a framework for safe security assessment®®
applicable to different ICS contexts, which also comes with a hybrid
testing methodology that ensures accurate results and, at the same
time, a solution to the problem of live testing. In order to provide a
self-contained solution, this work also presents a tool for setting up
the simulation of industrial processes and identifies a plethora of,
technologies to be used for the simulation.

70

4. Consultation with Seveso Operators

The testing framework we describe in this work is the result_
of a thorough requirements elicitation phase. As a first step,
we conducted a stakeholder consultation to gather feedback and
insights on the importance of a cyber and physical security testing
framework compliant with Seveso directives. Our goal was to
identify the limitations perceived by operators in applying a testing__
framework similar to TIBER-EU. We submitted a questionnaire to
five industrial European plants managing critical substances and
products:

Motor Oil (Greece) — Petroleum Refinery. Motor Oil Hellas
(MOH) is located close to the city of Corinth and around 60
km west of Athens. MOH owns and operates one of the largest
refineries in South-Eastern Europe with a high complexity rating
(Nelson Complexity Index of 11,54). The Refinery, along with its
ancillary plants and off-site facilities, forms the largest privately
held industrial complex in Greece. Due to its versatility, it can
process crude oils of various characteristics and produce a full range
of petroleum products. MOH has an installed storage capacity of
2.5 million cubic meters (crude oil & products) and its own private
sea terminal which can accommodate vessels up to the size of a
Ultra Large Crude Carrer, making it one of the few ports in the
Meditarranean that can accommodate such a capacity. The refinery
comprises several capabilities such as: (a) Fuels Production: Crude
Oil is processed to produce LPG, Naphtha, Kerosene, Diesel and
Fuel Oil; (b) Gasoline Production: Naphtha is treated here to
produce gasoline of a high octane number, thus eliminating the
need for adding lead in gasoline; (c) A Hydrocracking Complex:
to produce the new clean fuels with low sulphur; (d) A Fluid
Catalytic Cracking Complex: Atmospheric Fuel Oil is fed to the
FCC complex to produce LPG, gasoline, diesel, and Fuel Qil; and
(e) Lubes Production: Atmospheric Fuel Oil is also fed to the Lubes
Vacuum Unit.

DePuy Synthes (Ireland) — Medical Device Manufacturing.
DePuy Synthes is based at the medical device manufacturing site in
Ringaskiddy on the shores of Cork Harbour, just outside Cork city,
on the south coast of Ireland. The site covers a total of 23.5 ha across
two buildings as shown in the following picture. The two marked
blue buildings occupy a total area of 47,380 m?, of which 31,401
m? is manufacturing space. The site houses approximately 1,000
employees and runs 24-7, manufacturing orthopedic implants for
knee, hip and shoulder replacements, which are a cornerstone in the
orthopedic supply chain for Johnson & Johnson. Building 2 is also
physically adjacent to a pharmaceutical plant (pharma ingredients)
and operated by Hovione Ltd, with the physical boundary marked
by ared line. The site has a large perimeter area, some of which is
open to the sea, and is located near a number of other pharmaceutical
plants, all within a 3 km radius.

Attilio Carmagnani “AC” S.p.A. (Italy) — Coastal chemical storage
terminal. The terminal covers an area of about 30, 000m? and
includes a set of 31 semi-buried or underground tanks with a total
capacity of 26,840 cubic meters, distributed as follows: five tanks
of 3,000 cubic meters, four tanks of 1,000 cubic meters, six tanks of
700 cubic meters, two tanks of 400 cubic meters, six tanks of 300
cubic meters, eight tanks of 130 cubic meters. The tanks normally
contain Aromatic Hydrocarbons, Aliphatic Solvents, Acetates,
Alcohols and Ethylene Glycols. The terminal is connected to Porto
Petroli via three stainless-steel pipelines and is equipped with trucks
and rail loading platforms connected to the main road, highway
and railway, allowing for the easy transportation of goods towards
national and international main commercial hubs. The plant is in a
densely populated area, and for this reason, the relationship with
the public entities and local communities is very important.

Fisipe (Portugal) — Special acrylic fibres producer. Located in
Barreiro, Fisipe is a company that produces standard textile fiber,
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Question

Response

Semantic Reatl¢

1 Cyber-security is important for the infrastructure security.

Strongly agree: 85.7%

Mostly agree: 14.3%

Neither agree nor disagree: 0%
Mostly disagree: 0%
Completely disagree: 0%

Likert

2 | Physical security is important for the infrastructure security.

Strongly agree: 87.1%

Mostly agree: 12.9%

Neither agree nor disagree: 0%
Mostly disagree: 0%
Completely disagree: 0%

Likert

Yes: 42.9%

. 0 . .
3 Have you ever executed a Penetration Test on Cyber Systems? Differential No: 57.1%
Yes: 14.3%

. . ) o o . .
4 | Did you include cyber-security in the Seveso Safety Report? Differential No: 85.7%
Yes: 71.4%

. . ) o 5 . .
5 Did you include cyber-security in the Seveso Emergency Plans? Differential No: 28.6%
Yes: 28.6%
6 Security testing can be performed live. Differential | No: 28.6%

Partially: 42.9%

7 Security testing interferes with accident prevention policies.

Strongly agree: 40.2%

Mostly agree: 31.9%

Neither agree nor disagree: 0%
Mostly disagree: 20.5%
Completely disagree: 7.4%

Likert

8 | The misuse of the system can entail unexpected chemical reactions.

Strongly agree: 36.1%

Mostly agree: 24.9%

Neither agree nor disagree: 12%
Mostly disagree: 17.5%
Completely disagree: 9.5%

Likert

9 | Results of security testing can be shared with other Seveso operators.

Strongly agree: 28.6%

Mostly agree: 20.2%

Neither agree nor disagree: 18.9%
Mostly disagree: 27.7%
Completely disagree: 4.6%

Likert

The infrastructure can go under security testing without

10 the knowledge of employees.

Yes: 14.3%
No: 42.9%
Partially: 42.9%

Differential

11 | The organization shares sensitive information for threat intelligence.

Strongly agree: 0%

Mostly agree: 9.7%

Neither agree nor disagree: 20.4%
Mostly disagree: 32.6%
Completely disagree: 37.3%

Likert

12 | Does your infrastructure have simulators/emulators software?

Yes: 42.9%

Differential No: 57 1%

Table 1: Questionnaire responses

and has gradually become a producer of special acrylic fibres,
namely pre-dyed fibres, functional fibres and fibres for technical
application, being, more recently, also a carbon fiber precursorso
producer. Fisipe has been classified as a Seveso industry, since
dangerous substances are used as raw materials that are stored in a
tank farm inside the facility. A firefighting brigade (with a total of
36 members) is continuously present in the facility. The plant is
equipped with a fire fighting system such as foam spreaders, wateraos
curtains, fire detectors and other prevention and fire extinguishing
equipment. Fisipe has 320 employees, with some undertaking
normal working hours and others on shift rosters, as the plant works
24-7.

410
PETROL Luka Koper (Slovenia) — Coastal petrol storage.
PETROL represents an important critical infrastructure (CI) in
the energy supply sector and shares the same location with the Port

of Koper (also known as Luka Koper, the Slovenian translation of
Port of Koper), which is also another important transport CI. Both
companies are also categorized as ’upper-tier” sites according to
the provisions of the national legislation implementing Seveso III
(EU directive 2012/18/EC). The PETROL site comprises storage
facilities for consumer oil products (fuels) and a distribution tank
farm situated at the Sermin industrial zone, close to the city of
Koper, where it neighbors the Luka Koper site. PETROL shares
pipelines, piers and other logistical, communication and control
infrastructure with Luka Koper. The Terminal Instalacija Sermin
(TIS) is the largest and most modern equipped petroleum storage
facility in the northern part of Adriatic Sea. Itis located between the
river RiZana, Adriatic Sea and §kocjanski zatok (Natura 2000 site —
Special Protected Area). With its 23 aboveground tanks (reservoirs),
TIS has a total capacity of 480.000 m3. In 2017, TIS surpassed 3
million tons’ throughput of petroleum products for the first time.



415

420

425

430

435

440

445

450

455

460

465

In our requirement elicitation, we submitted a questionnaire to 12
participants consisting of the five previously mentioned Sevesosro
operators and their supporting providers. The questionnaire was
defined in accordance with all the project consortium partners, and
submitted in January 2021. It is composed by a total of 12 questions,
whose responses can be of differential or likert semantic. Besides
the questionnaire, we also conducted bilateral meetings with the
operators to better discuss and identify their requirements.

A summary of questions, responses, and the related semantic is
reported in Table[T] It can be observed from resp. 1 and resp. 2 that
both cyber and physical security are extremely important for all the
participants. However, only a small fraction of operators included
cybersecurity in the Seveso Safety Report and Seveso Emergency
Plans (i.e., 14.3% and 28.6%, respectively). The majority of«o
respondents accepted live security testing only on a specific part
of the production system (resp. 6). Hence, it is important that
our framework enables representative testing and, at the same
time, meets the requirement of Seveso operators. Usually, testing
methodologies such as the TIBER-EU only take into account
testing on the sole production environment. The Seveso context
is particularly critical as a misuse of the monitoring infrastructure
could interfere with policies of accident prevention (resp. 7).
Thanks to the questionnaire, we also know that the majority of
respondents (resp. 10) accept that a subset of employees is not
aware of an ongoing security testing campaign. This is important,,,
as it allows us to obtain testing results with a higher degree of
accuracy. On the other hand, operators seem skeptical in sharing
the outcomes of the testing (resp. 9). Another piece of useful
additional information relates to the availability of simulation
software. The 57% of respondents do not own any tool that could
simulate specific parts of the physical industrial process (resp. 11).
All of them think it is acceptable to use third-party simulation*”
platforms and also share sensitive information with the external
teams under a Non-Disclosure Agreement.

475

485

5. Problem and Requirements Elicitation

The outcome of the consultation phase led us to the conclusion
that the adoption of the TIBER-EU framework as-is, is not5
feasible. In fact, all the involved Seveso operators raised their
concerns about doing live testing on their infrastructures, especially
when employees were not aware of it. Live testing under these
circumstances introduces the possibility of causing a denial of
service incident, systems crash, release of hazardous substances
into the environment, and modification or disclosure of datasos
Security, safety and availability could all potentially suffer from
systems’ misuse, which could ultimately result in a violation of the
Seveso Directives. More precisely, the directive asks the operator
to communicate the dangerous substances present in the plant,
a forecast of the substances that can be generated following ansto
accident, and a description of the possible accident scenarios. Given
the complexity of the chemical reactions involved, it is not always
easy to carry out forecasting operations. [31]. Carrying out a
test on a live production system could destabilise the plant, and
place it in unstable and difficult to predict state. In the event of ansis
accident, this could trigger irreversible chain reactions with the
consequent release of unexpected dangerous substances, without

00

the presence of adequate mitigation actions as required by the
Seveso directive. A different testing framework that includes a
robust risk management and a reliable testing procedure is needed.
The requirements we set for the framework are the following:

e REQ-I: activities and processes of the plant must be
evaluated by identifying which critical elements cannot go
under live testing.

e REQ-2: the infrastructure must be adequately prepared in
order to support a hybrid testing environment that accurately
reproduces the real activities of the plant, and guarantees a
high level of safety for people and the environment.

e REQ-3: third-party solutions that allow simulations
or emulations of processes and sub-processes must be
integrated with technologies in use at the plant.

e REQ-4: operations of Threat Intelligence and the
development of attack scenarios must take into account
the accident prevention policies provided for by the Seveso
directive.

e REQ-5: roles and responsibilities of all interested parties
must be clearly defined, the operator must implement all the
procedures provided for in the accident prevention policies
and accurately define the scope of the test and related flag.

e REQ-6: third party suppliers must also possess specific
requirements in terms of skills, experience in industrial
security and must be approved by the competent authority.

e REQ-7: teams must agree on the management and
destruction of sensitive plant data, on prohibited activities
and on any insurance and liability.

6. The InfraStress-EU Framework

In this section, we present our security testing framework
designed for sensitive industrial plants, which ensures controlled
and safe testing strategies in compliance with constraints and
requirements that emerged during the consultation with industrial
Seveso operators. The framework (Figure[I)) was defined starting
from the fundamental principles of the TIBER-EU methodology
and is composed of three main phases:

1. Preparation. In this phase, internal and external teams
participating in the testing activity are identified. A crucial
aspect of this phase is the plant analysis; the operator
defines the test objectives, carries out risk management
and evaluates the best approach to preparing the environment
by identifying critical infrastructures activities. After
recovering tools and technologies, the preparation phase
ends with the testing scenario setup.

2. Testing. External teams perform threat intelligence
operations by retrieving information on the plant
technologies used, staff organization, infrastructure
activities, and also evaluate the general national context on
the main threats relating to the sector of interest. Based on the
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Figure 1: High-level view of the InfraStress-EU Framework

CLOSING

intelligence report, possible attack scenarios are developed.
The team inside the plant validates the proposed scenario®®
and the testing operations begin.

3. Closing. The teams involved during the test phase draw
up reports with strategies used and objectives achieved.
In the final meeting the whole process is reviewed and
discussed. Based on the results obtained, the operator
implements a remediation plan, updates internal Seveso
incident prevention policies by including scenarios triggered575
by cyberattacks and shares the testing experience with other
Seveso operators.

The framework is adopted by the competent authorities who decide
which operator should participate in the test. In the following
sections, we will describe in detail the foreseen operations of each®®
phase.

6.1. Preparation phase

Launch activities. The launch phase begins with the creation of585
the teams that will participate in the various activities, the authority
creates a coordination team that supervises and provides support
for all phases of the test, the Seveso operator establishes the White
Team, i.e., the staff plant aware of the test. The White Team

collaborates with third-party providers, sets the scope of the test
and carries out the risk analysis, managing any escalation during
the attack phases. The parties have a kick-off meeting to discuss the
overall project activities and objectives, roles and responsibilities
and expected results, establish a timeline for each phase and to
formally start the test.

Overall Infrastructure analysis. The competent authority and the
operator, through the members of the white team, define the scope
of the test and set the objectives (flags) to be achieved by the attack
team. Based on the scope of the test and the accident prevention
policies set out in the Seveso directive, the white team carries out
risk management, identifying and mitigating possible risks and
implementing the necessary procedures to perform the test safely.
In order to meet REQ-1 and REQ-2, the operator assesses whether
the test can take place entirely on live production systems or a
hybrid environment, identifying critical components and processes,
which could trigger unpredictable chain reactions in the event of an
accident. The preparation of the hybrid testing environment can
follow different approaches:

e Use external third party solutions for the IT/OT
(Information Technology and Operational Technology)
scenario virtualization and for the development-simulation
of critical components and processes.

o Adapt internal simulation tools on virtualization platforms;
consider, for example, the development of business process
simulation tools necessary for any certifications.

e Equip and prepare a “digital twin”, i.e., a digital replica of
a physical entity in a virtual space, in order to observe its
functioning, simulate behaviors and solve problems.

Third party procurement. This activity concerns the involvement
of external teams for the activities envisaged within the framework.
The participating external teams are the following:

o Threat Intelligence Team: identifies threats and proposes
intelligence-based attack scenarios.

o Red Test Team: prepare and performs the attack.

o Technology provider: provides tools and platforms to prepare
the Seveso plant for testing operations.

As previously mentioned, to guarantee the validity and effectiveness
of the test, attack and threat intelligence operations are committed
to external third party providers rather than an internal team inside
the plant for the purposes of producing a fresh and independent
perspective. To meet REQ-4, thus ensuring a controlled and safe
test, external teams must have proven experience in the areas
of threat intelligence, cybersecurity and knowledge of industrial
control systems, in particular regarding activities and processes
involving dangerous substances.

The technology provider supports the Seveso operator in the
hybrid environment setup. The technologies supplied must meet
technical requirements (REQ-3), in detail:

e Virtualization of IT-OT scenarios.
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Figure 2: Preparation Phase

TEAM COORDINATOR

| WHITE TEAM | |

RED TEAM |

| THREAT INTELLIGENCE TEAM | |

WHITE TEAM |

1. THREAT 2. SCENARIO

INTELLIGENCE DEVELOPMENT

ATTACK PLAN REVIEW &

INFORMATION GATHERING OUTPUT: ATTACK PLAN

OUTPUT: TTI REPORT

4. ATTACK

3. VALIDATION EXECUTION

DISCUSSION STEP BY STEP APPROACH

ESCALATION
MANAGEMENT

Figure 3: Testing Phase

e Support for standard communication protocols used ineos
industry.

e Ability to perform simulations of physical processe.

o Interaction between simulated data and software already in
use in the plant, e.g. simulation data output to SIEM or IDS.
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The Seveso operator and the external teams must agree on
prohibited actions and operations during the attack phases, the
protection of people, the management of sensitive data, and non-
disclosure agreements regarding the critical assets of the plant.

615
Environment Setup. The operator, after choosing the best approach
for the hybrid environment setup, collaborates with the technology
providers for the use of virtualization and simulation tools. In this
phase, simulation models of physical processes are developed and
all technologies integrated into the business workflow. Test secrecy,,,
is a crucial aspect of the framework, in addition to the white team,
the plant personnel are not aware of the ongoing operations. The

operator must, therefore, divide the staff in a manner consistent with
the hybrid environment, with a number of the employees working
on the simulated systems.

6.2. Testing phase

Threat Intelligence. The first activity of the testing phase is the
threat intelligence operation. Based on the scope of the test and
the objectives set in the preparation phase, the external Threat
Intelligence Team (TI) identifies possible threat scenarios for
the establishment under test and provides a realistic description
of the threat landscape. During the information gathering step,
the TI team collects information on the technologies, activities,
staff organization and physical infrastructure of the plant. Due to
time constraints and, or, ethical limitations that separate the TI
team’s approach from real attackers, the white team can share
information with this team. For the elaboration of the threat
scenarios, the team can use the GTL report in the first analysis,
multiple input sources such as Open Source Intelligence (OSINT),
Human Intelligence (HUMINT), and consult the information
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contained in the MINERVA platform of the European Commission
to gain an overview of major accidents. The result of this activity is
a targeted threat intelligence-led report.

660
Scenario Development. The external red team uses the target threat

intelligence-led report provided by the TI team to develop attack
plans, detailing all the steps necessary to reach the flags. The entire
attack plan is written from the attackers’ point of view, trying to
mimic the techniques and methodologies used by cyberterrorist in
the real world, but also experimenting with innovative and neveress
used approaches. The red team must consider the hybrid nature
of the scenario in drafting the plan; in this case, the white team
can again share information of a technical nature, e.g, the internal
network organization. The result of this activity is the Red Team
Test Plan.

670
Validation. The attack plan is discussed and reviewed together
with the Seveso operator, the approach used is analyzed and the
risk management procedures are validated. The attack plan must
be compatible with the accident prevention policies adopted by the

operator in the plant.
675

Attack execution. The red team executes the attack plan defined
and validated in the previous activities. The entire execution of the
attack is carried out in a controlled manner following a step-by-step
approach in order to limit and reduce the risks for the plant and
its critical functions. The red team informs the white team aboutsso
the status of operations, the flags captured and the next moves,
while the white team manages any escalations resulting from the
execution of the attack based on the risk management carried out in
the preparation phase and on Seveso emergency plans. Please note
that the blue team represents the plant personnel who are not awareess
of the test, therefore, in this phase, it is possible to evaluate their
real ability to detect, respond and mitigate cyber attacks.

6.3. Closing phase

Reporting. The red team draws up a summary report which
describes the approach used in the test phase, the objectives

and flags achieved and suggestions for improvement in terms of
technical controls, policies and procedures, useful for the Seveso
operator in the subsequent drafting of the remediation plan. The
red team also indicates any help received by the white team to
overcome obstacles during the test. Only during this phase is the
blue team informed of the test. The red team draws up a report
describing the actions, measures and responses taken in case of
detection of the attacks.

Attack Replay. After the drafting of the respective reports, the
red and blue teams organize a debrief workshop whereby both
teams re-analyze the steps of the attack and evaluate what further
measures could have been implemented, both regarding the attack
and defensive measures.

360 Feedback. All teams participate in the final meeting by
providing feedback on the overall process, with the aim of
improving the activities and critical points of the framework.
Evaluations are also made on the performance achieved by external
third-party providers.

Remediation actions. The Seveso operator, based on the results
observed during the test, draws up a remedy plan with the
aim of correcting all vulnerabilities and improving security
policies. Regarding the Seveso directive, the operator updates
the accident prevention reports—such as MAPP and the Safety
Report—including scenarios triggered by cyber attacks. The third-
party tools used to create the hybrid scenario could become part of
the industrial workflow in order to continue to carry out internal
penetration testing exercises and cyber security assessments.
Finally, the test results are shared with other Seveso establishments
in order to draw useful lessons for improving the level of cyber
resilience within the European Union.

7. A Reference Implementation of the ICS simulator

The availability of technologies and tools that enable the
proposed hybrid security testing is fundamental. According to the
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outcomes of the consultation activity, some operators already have
their own simulators that can be used for this purpose. Conversely,
others need a dedicated solution to be defined as the framework
cannot be applied without it. For this reason, in this section, we
report a reference implementation of a simulation platform that
would ease the InfraStress-EU usage. We propose an approach
which takes advantage of cyber-range platforms to ensure flexibility,
configurability, and ease of deployment. These provide virtual,
legal, economic and controlled environments to perform security
operations, organize attack and defense challenges and develops
cybersecurity skills. Typically, these platforms provide simulations
of IT systems reproducing the full range of information processing
technologies such as software, hardware, network communications
and related services. However, the cyber range as-is is not enough
for an ICS. In fact, in this context, support for the virtualization?+
of OT solutions and the simulation of industrial processes is
required. The literature in this field establishes ICS-oriented cyber
range solutions [32]] [33]], which are built on a specific physically
simulated process with limited tuning possibilities in terms of
scenarios and ICS components customization.

Figure[5]shows the architecture of our implemented solution. At
the core of the industrial simulator there is a KVM-based Virtual
Machine Manager (VMM), which is responsible for spawning three
categories of VMs and the related inter-connected networks. The
first category of VMs comprises IT-related units (i.e., application
server, database, firewall), which are virtualized in the same Way750
as cyber-range tools. The other two categories of units needed
for the simulation are specific of the industrial domain, i.e., OT
units and the critical process simulator. OT units communicate
with IT machines and devices via TCP, while the OPC protocol is
used to exchange data between the critical process simulator and’™
the OT units. OPC is also leveraged by the simulator to consume
data produced in the real infrastructure. The reason in the adoption
of OPC is in its widespread use in the industrial automation field,
which enables an easier interoperability with existing systems and
devices. In our solution, any critical process simulator can be,,,
easily plugged in thanks to OPC, which ensures a loosely coupled
integration with the surrounding units. It can either use a set of
models defined offline, or interact with an external simulator that
may be provided by the infrastructure administrator.

In the following, we give an insight on the solutions we adopted,,
for the simulation of industrial-related units. At the same time, we
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AVAILABLE SOFTWARE LICENSE PROTOCOLS

ModRSsim2 GPLv3 Modbus

RTUs Modbus-tk LGPL Modbus

Pydnp3 Apache Software License DNP3

Ignition Commercial Modbus, DNP3, S7, BACnet

AdvancedHMI GPLv3 Modbus, RS-232

M ScadaBR
HMI

GPLv3 Modbus, DNP3, OPC, IEC 61850, HTTP

OpenSCADA GPLv3 Modbus, OPC, HTTP

oTr
SIMULATION

Promotic Commercial Modbus, OPC, KNX, MQTT, BACnet

OpenPLC GPLv3 Modbus

Matlab Toolbox Commercial Modbus, OPC, RS-232, EtherCAT

QEMU GPLv2

NETSim Commercial COAP, MQTT

NS-3 GPLv2 maQtT

Cooja simulator BSD COAP, MQTT

Matlab / Simulink Commercial Modbus, OPC, RS-232, EtherCAT
INDUSTRIAL
PROCESS

SIMULATION

OpenModelica OSMC Public License opPC

Tecnomatix Plant Simulation Commercial OPC, TCP

LabVIEW Commercial

Modbus, OPC, DeviceNet

Table 2: Tools supporting ICS simulation

report other tools available in the market (see Tablem), which can
be a useful reference for to a security engineer willing to set up a
simulator.

OT Units. The way of simulating OT units varies depending on
their typology, i.e., weather it is a machine or a device. HMI and
MTU can be simulated via VMs equipped with a general-purpose
OS and with a dedicated simulation software. RTUs and PLCs,
instead, need to be deployed using VMs equipped with hardware
emulators and with an embedded OS. Regarding the simulation of
the bus for OT-related communications, it is clearly dependent on
what is actually used in the real infrastructure.

e PLC: these microprocessor-based industrial controllers were

simulated using the OpenPLC tool [34], which offers the
possibility of writing PLC code using the IEC 61131-3
standard language. OpenPLC is also composed by a multi-
platform runtime module that executes the PLC code easily
on any platform. It provides support for open communication
buses (e.g., Modbus), while it lacks support for other
commercial industrial protocols.
As an alternative PLCs can be reproduced with non-
free platforms such as LabView [35] or Simulink [36],
which allow to write PLC driver code and interface using
commercial PLC devices available in the market. The
advantage of this software is in the availability of a large set
of supporting code and comprehensive documentation, at
the cost of expensive license fees. In terms of free solutions,
we suggest the

o RTUs: the simulation of remote terminal units that acquires
in real-time inputs from the physical world and transmits
to one or more master SCADA server is highly influenced
by the adopted ICS communication protocol. In fact, the
available simulators always provide the pair RTU-Bus. We
used ModRSsim?2 [37], which is for RTUs sending data over
the Modbus protocol.

An alternative is Modbus-tk [38]], and other tools for
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proprietary communication protocols such as DNP3, namely
Pydnp3 [39].

o MTU-HMI: the master terminal unit communicates with low-
level devices, such as RTUs and PLCs, to monitor/control the825
infrastructure, while the human-machine interface allows
human operators to interface with the monitoring system. In
simulation contexts, it is common to find solutions where
the HMI and MTU are put together offering a all-in-one
product that ease the users’ experience. Different software_
solutions exist in the market, mainly with commercial license.
The AdvancedHMI project [40]—based on Microsoft
.NET—allows the user to build a dedicated customized
HMI and develop additional modules, relying on the support
of a large community. In terms of open source solution, we
highlight ScadaBR [41]], which allows users to view, record g,
graph, create alarms on sensors data, RTUs and PLCs. This
solution is supported by major industry standard protocols.
However, there are limitations in the scripts handling and in
triggered actions when a certain event occurs.

e IIoT Network & Device Emulator: Generic 110T devices™
needs to run on top of emulated hardware. In our solution
we leveraged the open-source QEMU [42] emulator, which
offers emulation support for the majority of ARM-based
embedded architectures. Our approach was to spawn a VM
containing Qemu and the related device software on top of it
In terms of network, instead, we used the open source NS-3
[43] network simulator, which supports most accepted IIoT
networks such as LoRa, SigFox, ZigBee.

A valid commercial alternative is NetSim [44], which
supports all layers of typical IoT stacks and provides an
environment to run simulated experiments via a user-friendlysso
interface. Otherwise, another open-source solution is the
Cooja [435]] simulator.

Critical Process Simulator. The critical process simulation is
crucial for accurate testing. Our approach was to reproduce the
dynamic of the industrial process via a model-based representationsss
of real physical components working together. Based on the
physical properties of components, as well as mathematical models,
the software can reproduce the dynamic of the particular process.
Among simulation and modeling tools available in the market, in
our solution we used the following simulators, which are bettersso
documented and accompanied by different sample codes:

o Simulink: it is the widely-known commercial software of the
Matlab ecosystem for modeling, simulating and analyzing
stationary and dynamic systems using a graphical interface
that allows users to build models using block diagrams,
The wide availability of toolboxes for specific technical
domains (e.g. Simscape, Robot Control, Signal Analysis)
provide good versatility in model development and make
it one of the best choices for systems control. On the other
hand, some specific areas (e.g., load and power flow) can_,
be difficult to simulate and it may be preferable to use third
party software dedicated to these purposes. Simulink comes
with a commercial license that can be expensive.
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o OpenModelica: [46] it is an open source environment
based on the Modelica language for modeling, simulating,
optimizing and analyzing complex dynamic systems.
Modelica is an object-oriented language designed to model
the dynamic behavior of engineering systems. The strengths
of the software are the causal modeling and the concept
of connectors, which allows easier interconnection of
various physical domains (e.g., mechanical, electrical,
hydraulic), and makes OpenModelica the best choice for
multi-domain physical modeling. Compared to Simulink,
the documentation of OpenModelica and its external libraries
is often less comprehensive, and moreover, it is less intuitive
and easy to use.

It is important to highlight that the interoperability of the
simulator is crucial. It is the enabler for the co-existence of the
real and simulated worlds. There is a large and diverse set of
communication protocols usable at different levels of the ICS
such as Profinet, Modbus, EtherNet/IP, MQTT, LoRa, AMQP. The
simulator has to be equipped with a standardized communication
protocol that allows the different tools to communicate with each
other within the virtual network, and—most importantly—interface
and transmit information with the real systems installed in the
plants. As already mentioned, we used OPC. Both Simulink and
OpenModelica support the protocol and allow simulation data to
be exposed through OPC nodes, thus facilitating interconnection
with real devices and tools. Most of the suggested tools support,
for example, communication via Modbus; therefore, it might be a
good choice to interface virtual components of a SCADA system
such as PLC, RTU, HMI through this protocol.

8. The Chemical Storage Case Study

In this section we demonstrate the use of the InfraStress-EU
framework in a chemical storage infrastructure. Specifically,
we refer to the terminal managed by the Attilio Carmagnani
“AC” S.p.A. company (presented in Section[d)), which covers an
area of about 30, 000m? and includes a set of 31 semi-buried or
underground tanks with a total capacity of 26, 840m?>. Attilio
Carmagnani “AC” S.p.A. is connected to Porto Petroli (Genoa -
Italy) via three stainless-steel pipelines and is equipped with trucks
and rail loading platforms connected to the main highways and
railways, allowing for an easy transportation of goods towards
national and international main commercial hubs.

8.1. Preparation phase

Launch activities. The preliminary and organizational aspects of
the testing campaign were discussed with the Attilio Carmagnani
“AC” S.p.A. staff. Before starting the actual test it was necessary
to set-up teams. For this case study, our university team played
the role of the red team, whereas Attilio Carmagnani “AC” S.p.A.
identified the personnel to be included in the white team, which,
according to the framework specification, was in charge of setting
test objectives and defining risk management activity.
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Overall Infrastructure Analysis. At this stage, preliminary

meetings with Attilio Carmagnani “AC” S.p.A. took place to detail
the organization of the overall IT-OT infrastructure, identify critical
processes of the industrial plant, and analyze the Seveso plans
currently adopted by the company. The ICS of Attilio Carmagnani,,

“AC” S.p.A. is composed of: 14 RTUs and 9 PLCs spread throughout

the infrastructure, 1 MTU, a control room equipped with one
Siemens SCADA system including an HMI, 2 database servers
configured in High-Availability mode for the storage of historical

12

sensor measurements, and 2 replicated application servers. It is
important to notice that we provide no details of devices, systems,
OS versions for confidentiality reasons.

Among different industrial processes, one was considered as
extremely critical for the overall infrastructure safety. It refers
to the loading/unloading procedure of dangerous chemicals (highly
flammable and hazardous to the aquatic environment) whose
alteration could indeed result in catastrophic consequences. The
critical process involves stainless-steel pipelines connected to the
facility of Genoa Oil Terminal, which are used to transfer the
chemicals from vessels to above-ground tanks (Figure[§). One
specific flow is dedicated to highly flammable products and it
involves a special tank equipped with sensors and radars to control
the level of stored chemicals. If thresholds are reached, a three-way
valve is activated by the ICS and the chemicals flow is switched to
a secondary reservoir. Based on Attilio Carmagnani “AC” S.p.A.
requirements, it was agreed that this process would have been
simulated and integrated with the real infrastructure to guarantee a
safe security testing.

Environment Setup. Setting up of the hybrid environment required
interactions between the white team and the red team (i.e., our
team). Since Attilio Carmagnani “AC” S.p.A. does not have a
simulator of the identified critical process, we used — and properly
configured — our solution described in Section[7] We modeled
in OpenModelica the critical process, including the vessel, pipes,
valves, and the primary-secondary tanks belonging to the identified
process. The final structure is shown in Figure[6] The white team
provided information regarding the dynamic behaviour of process
components, e.g., tanks capacities, opening/pressure values of
valves, thresholds. This allowed to define and tune the dynamic
model into OpenModelica. As an example, Figure [7]shows the
behavior of the primary tank during loading and unloading stages.
Based on the provided technical documents, we selected a subset of
OT units of Attilio Carmagnani “AC” S.p.A. to be recreated through
the simulator. In particular, we integrated: 5 PLCs for controlling
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automatic valves and pumps, emulated through OpenPLC running

a custom PLC program using IEC 61131-3; 6 RTUs for monitoringso
the status of valves, vessel’s pumps, and tanks, which were emulated
via ModRSsim2; 2 buses for supporting communications among
OT units, i.e., Modbus and OPC.

The emulated process was thus configured to exchange I/O data
with the real system. In particular, it was connected to the,,
corporate Siemens SCADA server in order to provide it with the
simulated field sensors’ data, and to the IT machines installed in
the Attilio Carmagnani “AC” S.p.A. control room. In this way, the
critical process has been integrated with real systems and devices.
The setup phase was then completed by partitioning the Attilio980
Carmagnani “AC” S.p.A. staff in two dedicated teams of operators

— one aware and one unaware of the on-going testing activity
— responsible for monitoring the infrastructure status. This was

possible by interfacing the Siemens HMI with two different versions
of the back-end: one providing only real data (used by the test-
aware subgroup), and another one providing real-simulated data™
(used by the test-unaware subgroup).

8.2. Testing Phase

Threat Intelligence and Scenario Development. Threat
Intelligence and Scenario Development activities were carried out
by the red team in parallel. The threat intelligence activity was’
driven by the current cyber-physical security procedures as shared
by the Seveso operator with the red team.

The most representative attacks on ICS - e.g CrashOverride, a
framework designed to attack power grids, Triton/Trisis, a rootkit
designed to target a specific model of Schneider Electric’s Triconex™
and used in a Saudi Arabian oil and gas facility, BlackEnergy,
a trojan used to attack power utility companies in Ukraine -
were revised to exploit sector-relevant vulnerabilities. The
implementation of the attack scenario required an in-depth study
of the targeted physical process and some preliminary tests were
performed to gather additional information, e.g. the interaction
between PLCs and valves was reproduced and tested at the
red-team premises.

Validation and Attack Execution. The attack scenario has beer®
defined in collaboration with the Seveso operator and focused on
a multistage attack whose ultimate goal is to alterate sensitive
process data. The attack mimics the lateral movements typically
observed in Advanced Persistent Threat (APT) and was performed

as follows:
1010

1. IT Discovery: we executed a TCP/UDP scan and an
OS fingerprinting to collect information about machines,
devices, and services communicating over the network.

2. DMZintrusion: we exploited a remote software vulnerability
and got access to the application server

3. Privilege Escalation: we performed a privilege escalation
on the application server machine by leveraging CVE-2017-
16995 vulnerability.

4. Information gathering: we gathered credentials from within
the compromised machine using a dictionary attack.

5. ICS discovery: once entered the internal network, we
performed a network scan searching for ports typically usedez
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in an OT environment, thus identifying available devices and
related communication protocols such as Modbus.

6. ICS intrusion: we created an SSH tunnel towards the PLC
device using the Metasploit tool and the stolen credentials.

7. Evasion: we installed a rootkit on the compromised
ICS machine to remove system indicators (i.e., network
connections and services) and make the attacker
undetectable.

8. ICS Sniffing and Data exfiltration: we captured and analyzed
the ICS network traffic using network probes.

9. Attack execution: we attempted two types of attacks, i.e.,
injecting a number of malicious Modbus packets in the
communication flow, and injecting a malicious firmware in
the PLC device. The first attempt failed, while the second
one was successful.

10. Response Inhibition: finally, we disabled the alarm
notification to prevent the intervention of the plant operators.

8.3. Closing phase

Reporting and Attack replay. The execution of the attack, although
performed on the simulated physical process, occurred during
a real chemical transport operation inside the plant. The attack
actions performed in stage 9 involved generating malicious Modbus
TCP packets to change the open state of the valves. However,
the authentication mechanism implemented for data exchange
prevented the attack. The second attempt targeted the PLC. The red
team was able to reprogram the PLC and execute a custom code
thanks to the possibility of uploading a new firmware. The PLC was
successfully tampered with, thus causing a malfunctioning of the
three-stage valve, and inhibiting the chemicals flow to the reservoir
tank. This has led — in the simulated environment — to the main
tank overflow, with a consequent leakage into the surrounding
environment. Although the overflow was not occurring in the
real world, the Attilio Carmagnani “AC” S.p.A. internal team —
unaware of the testing activity (i.e. the blue team) — implemented
the procedures foreseen in the emergency plans to avoid explosions
and chain reactions. Once the attack finished, the blue team was
informed of the test and both the teams involved drew up the reports
as required by the framework.

360 feedback and Remediation actions. We had a final meeting
with Attilio Carmagnani “AC” S.p.A. to discuss the achieved
results. The blue team managed to correctly apply mitigation
measures to avoid a serious emergency, but failed to prevent the
tank overflow and chemical leakage. If the attack had occurred
on the real physical system, it would have disastrous effects. The
Seveso operator leveraged the testing experience to remove the
vulnerabilities, which were exploited to perform the successful
attack. Then, we jointly established a work plan in order to further
improve the infrastructure’s cyber-physical security.

9. Summary and Conclusions

This paper presented a framework, called InfraStress-EU,
which provides operators of sensitive industrial plants (SIPs) —
i.e., industrial plants where dangerous substances are handled and
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are thus subject to the Seveso III Directive — with a technically
sound approach for cybersecurity testing. The approach driving
the testing activity was inspired by a project with similar goals o
but in a completely different context, namely: TIBER-EU — and
developed based on the requirements contributed by five operators
managing sensitive industrial plants in Europe. In addition to this
important methodological contribution, the paper also makes a_,
major contribution in the technological plane. The framework
comes with an accompanying tool, enabling penetration testing
on “hybrid”—meaning consisting of a mix of real and simulated
components—setups, with the ultimate goal of improving the
resilience of critical processes to cyber-physical attacks. By
relieving operators from their main concern, i.e., the risk of
compromising the normal functioning of control systems when
performing key security testing activities, the tool enables a leap,,,
forward in security testing practice. The InfraStress-EU framework
and accompanying tool was then validated in the context of a real
case study, specifically the chemical storage infrastructure managed
by the Attilio Carmagnani “AC” S.p.A. company. Experiments,,,
demonstrated that the proposed solution has the advantage of
allowing accurate and non-intrusive evaluation, and was thus very
well received by the operators who participated in the campaigns.
We focused on the most critical processes, which were analyzed,
using the hybrid simulator. Further validation experiments will be
done with respect to the other four Seveso plants, which took part
to the requirements elicitation phase. It is worth emphasizing that
our work was very well received by the standardization community,,
too. In fact, it is now part of the DIN SPEC 91461 standard
proposal [47]], namely: ”Framework for stress-testing resilience
of industrial plants and sites (critical entities) exposed to cyber-

physical attacks”. 1115
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