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Abstract: In recent years, cloud computing has emerged as a revolutionary technology that offers several
benefits to businesses; nevertheless, like any other technology, it comes with significant risks. Firms can
gain a competitive advantage by investing in cloud computing while simultaneously exploring new
opportunities and leveraging their existing knowledge and capabilities. Cloud computing dangers, on the
other hand, may limit these capabilities. We have shown that prospective cloud computing risks have a
considerable impact on organizations’ performance in two key areas of explorative and exploitative
innovation using the ambidexterity theoretical lens. To achieve these goals, the Neutrosophic
VlseKriterijumska Optimizcija I Kaompromisno Resenje in Serbian (VIKOR) and multi-attributive border
approximation area comparison (MABAC) techniques were used, in which the Neutrosophic approach aids
experts in expressing their opinions using linguistic variables, and the VIKOR and MABAC techniques
rank cloud computing risks based on ambidexterity criteria. There are eight criteria and ten alternatives are

used in this study.
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1. Introduction

Firms have placed a greater emphasis on public computing infrastructure in recent years [1]. Based on
cloud computing, it is estimated that organizations have experienced a $3.3 trillion shift in their computer

performance [2]. Cloud computing is a computing model that involves the deployment of enormous data
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centers with efficient processor equipment [3]. By implementing cloud computing technologies, businesses
can reap numerous benefits, including reduced investment costs [4]. Cloud computing has also improved
the firm's agility by providing flexibility and on-demand services [5-6]. Cloud computing has been cited
as a good example of how to improve your business [7]. Though cloud computing is gaining a lot of traction
in many industries, it, like any other technology, comes with significant hazards [8]. The most significant
hazards of cloud computing implementation, according to past research, are "authentication," "data
security, and privacy." [9-11] “confidentiality,” “integrity,” “availability” [12], “accountability,” and
“accessibility” [13]. Because risks can have direct and indirect negative effects on service quality, it's critical
to have a thorough awareness of them, especially for a newly created technology [10]. Cloud computing
plays an important role in strong company innovation since it provides a huge number of innovation
opportunities, such as novel computing capabilities and solutions [14]. Though, cloud computing systems'

innovative performance is affected by unpredictability and risk issues.

Exploration and exploitation are two methods for obtaining innovative results. The former relates to
gathering information and benefiting from new opportunities by investigating new possibilities; the latter,
on the other hand, focuses on producing value by taking into account current prospects [15]. Businesses
that use both exploration and exploitation at the same time might profit from ambidexterity performance
in this way [16]. To put it another way, while exploitation focuses on increasing business productivity and
efficiency by deploying current knowledge, exploration focuses on getting innovative and recent
technologies and resources by producing and acquiring new knowledge [17-18]. Exploration and
exploitation innovations rely heavily on information technology, which may lead to the development of
new goods and services for new consumers as well as the extension of existing products and services for
existing customers. As a consequence, businesses may achieve long-term success in a changing

environment [19].

Exploitation competency may be gained by conserving and leveraging current innovative skills,
processes, and knowledge, whereas exploration competency can be gained through recreating knowledge
and abilities [20]. The capacity of a company to explore and exploit new opportunities while reacting
quickly to market changes results in ambidextrous success [21]. Ambidexterity characteristics help cloud
computing corporations to be flexible in an unpredictable market, suggesting that businesses can gain a
competitive edge by leveraging dynamic skills. In moderately dynamic markets, exploration capabilities
such as deploying routines and codified knowledge are expected; however, in high-velocity markets,

exploration capabilities should be strengthened [22]. Because risks influence how businesses spend their
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dualities (exploration and exploitation) [23]. To ensure that cloud computing systems work well,
researchers focused on limiting the influence of risk factors [24]. For example, the cloud computing
environment's cyber security risk results in poor service level performance [25]. Another research found
that IT infrastructure improves ambidexterity performance and helps firms function more efficiently [26],
[27]. Firms' flexibility, agility, cost-effectiveness, and scalability may all benefit from cloud computing,
according to it is cited. Furthermore, it can be beneficial in facilitating the rapid introduction of startups to
the market, although cloud computing risks might have a detrimental impact on a firm's performance [28].
According to another research, organizations place a high value on data kept in cloud computing
infrastructures, which are vulnerable to a variety of dangers. As a result, if such risks materialize,
corporations will encounter major problems in carrying out their exploratory and exploitative performance
[29]. Furthermore, successful cloud computing adoption may have a favorable impact on a company's
performance since it merges internal IT skills, human, and physical resources to operate and improve
operations [2]. When security concerns are taken into account, cloud computing encourages inventive
performance, particularly when it comes to bringing new goods and services to market [30]. Indeed, cloud
computing may lead to inter-organizational innovation that makes use of external knowledge, skills, and
production facilities while also maximizing internal knowledge and production capabilities. Various cloud
computing concerns, including as economic risks, service availability risks, and data security risks, might
be overlooked. It will be steered toward a low adoption rate [31]. It is reasonable to assume that if cloud
computing infrastructure is exposed to hazards, this will have a negative influence on business

performance.

As a result, the primary purpose of this study is to identify cloud computing risks, followed by a gap
analysis of the influence of risks on company performance using organizational ambidexterity theory. As
a result, the given theory is used to answer the following research question: what are the top cloud
computing risks? To answer the study's main issue, we first assemble previously researched cloud
computing risk indicators, then rank them using neutrosophic VIKOR and MABAC approaches based on
ambidexterity measurements (Exploration and Exploitation). In various fields, neutrosophic VIKOR and
MABAC have been effectively employed to solve neutrosophic multi-criteria decision-making problems
[32-39]. However, it has never been used to mitigate the hazards associated with cloud computing. This
research makes several contributions. For starters, cloud computing risk concerns have been discovered

from a much broader perspective. Second, selected risk variables are prioritized using ambidexterity
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measures using the neutrosophic VIKOR and MABAC approaches, which is the first research of cloud

computing risk factors.

Section 2 provides the related works of cloud computing risks. Section 3 shows the methodology of

this paper. Section 4 shows the case study and application of methodology. Section 5 refers to the

conclusion of this paper.

2. Related Works

Table 1. show the previous research on the risks of cloud computing.

Table 1. Prior study on cloud computing risk ranking

Reference

Prioritizing cloud computing risks

Dutta et al .[40]

Cloud computing dangers were found in this study, and the ten most significant
ones were chosen by creating a risk score based on three factors: chance, effect,

and frequency.

Elzamly et al. [41]

Based on Delphi research, the study identified and prioritized important

security concerns in cloud computing for financial firms.

Boutkhoum et al. [42]

In this study, a fuzzy AHP-PROMETHEE is employed to determine the best

appropriate cloud computing for large data.

Boutkhoum et al. [43]

The authors employed the AHP-TOPSIS approach to assessing cloud

computing services to better manage big data in this study.

Amini et al. [44]

To rank cloud computing hazards, fuzzy logic was used in this study. The

severity and likelihood criteria were used for assessment.

Henriques de

Gusma“o et al [45]

The authors of this work examine cyber security threats using fault tree analysis

and fuzzy decision theory.

Patel and Alabisi [46]

Cloud computing threats were classified in this study into many categories.
Customers, service providers, and the government are all taken into account

when identifying hazards.

Krishnaveni and

Prabakaran [47]

Researchers used machine learning classifier methods to classify cloud
computing network intrusion and assaults in this study. SVM, Naive Bayes, and
Logistic regression algorithms were used, and the approaches were assessed

based on accuracy and reaction time.
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Swathy Akshaya and | A taxonomy of cloud computing dangers has been presented in this work. The
Padmavathi [48]

"non

service delivery paradigms "software as a service," "platform as a service," and

"infrastructure as a service" were used to create the categorization.

Jouini et al. [49] Security threats associated with cloud computing infrastructures were
categorized in this study, and new information security metrics were provided

based on quantitative analysis.

Sheehan et al. [50] The cyber security risk of cloud computing has been categorized in this study.
In addition, proactive and reactive obstacles to minimizing such hazards have
been identified. To assess cyber security risk, likelihood and severity/impact

criteria have been implemented, which aid in quantifying those risks.

Mohammad Taghi This study used the Fuzzy VIKOR Technique to identify cloud computing risks

Taghavifard & based on a firm's ambidexterity performance.
Setareh Majidian [51]
This study In this study, we used the neutrosophic sets hybrid with the MCDM methods

like neutrosophic VIKOR and MABAC to compute the weights of criteria and

rank of risks (alternatives).

3. Methodology

In this section, we provide some definitions in neutrosophic sets and we introduce the neutrosophic VIKOR
and MABAC methods. we use P, ={1,2,....,a} and P, = {1,2, ....,b} as an index set for a € Nand b € N,

respectively.

3.1 Definitions

Definition 1: [52] Make X become a universe. The definition of a neutrosophic set Y over X is:
Y ={<V,(Ty(N, V), F(V)) >:V € X}.

where Ty(V), Iy(V), and Fy(V) are the truth-membership, indeterminacy-membership, and falsity

membership functions, respectively. They are described as follows:
Ty:X —] 07,17 [ [,:X —] 07,1 Fy: X —] 07,17

Such that 0~ < T, (V) + (V) + F, (V) < 3.
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Definition 2: [52] Assume X be a universe. A single-valued neutrosophic set (SVN-set) over X is a
neutrosophic set over X, but the truth-membership function, indeterminacy membership function, and
falsity-membership function are respectively described as:

Ty:X —[01], Iy:X — [0,1],Fy:X — [0,1]
Suchthat0 < T, (V) + I, (V) + F,(V) <3

Definition 3: [52] Assume hz, gz, jz € [0,1] be any real numbers, n,,m,,0,,q,, € Rand, n, <m, < o, <

qw (w = 1,2,3) Then a single valued neutrosophic number (SVNN)

y= (((np my,01,q1), hz ) , ((nz» my, 02,42), Ix% ) , ((n3, ms, 03, %)JE ))

is a special neutrosophic set on the set of real numbers R, whose truth-membership function bz,
indeterminacy membership function c; and falsity-membership function dj are respectively described as:

fbl(V): n <V <my
hs m <V <o

R—)[O,h]b(v) {fb(v) 0=V <q

k 0, otherwise

S
=1

Lo, n, <V <m,
-, m, <V <o
‘R — [gp 1] (V) = !g’:, 2 2

-
« fEW), 0=V <q,
k 1, otherwise
{d(V) ny <V <my
. . I mz; <V <o;
d-: R — |j, d %4
R R V), sV <q
L 1, otherwise

Where the functions fj:[n,,m; ] — [0, hg] , fE:]0s,q, 1 — [g;, 1 ], fiilos,q3]1 — [jz, 1] are continuous
and non-decreasing , and satisfy the conditions: f, (ny) =0,f;(my) = hg, f2(0,) = g% f2(q2) =
1,fi(03) = ]'E,fde(%) = 1 functions f;’: [01,q; | — [0, hz] ,fding,my ] — [gg, 1 ]r fdl: [ng,m3] — [J'E' 1 ] are
continuous and nodecreasing , and satisfy the conditions: f; (0,) = hg, fy (q1) =0, fl(n,) =1, f1(m,) =
9w f1(n3) = 1,f1(m3) = jz. [my, 0, ],n; and g, For the truth-membership function, the mean interval and
the lower and higher limits of the general neutrosophic number k, respectively. [m,, 0, ],n, and g, For the
indeterminacy-membership function, the mean interval, and the lower and higher limits of the general
neutrosophic number k, respectively. [ms, 03 ], n3 and g3 For the falsity-membership function, the mean

interval, and the lower and higher limits of the general neutrosophic number k, respectively. The maximum
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truth-membership degree, minimum indeterminacy-membership degree, and minimum falsity-

membership degree are hg, gz, and jz, respectively.

Definition 4: [53] Assume k = ((ny, my, 041, q4); hz, 9%, J%) kk = {(ny,m,,0,,q,); hz 9% J7z) be two SVNNs
and a constant s # 0 be any real number then:
k4 kk =((n, + n,,my + my,0, +0,,q, + q2); hg Nhig 9% V 9% % Ve

__ ((nyng, mym,, 010, ,41q2); hz ANhi 9% V 9% J% V]ﬁ) (1> 0,9, > 0)
k kk = {{(n1q2, M0, ,0,m;, q1N3); hz AN 9% V 9% % V]ﬁ) (1 <0,q, >0)
(9192, 010, ,mymy , ML) h Ay, 9% V JioJz Vi) (@1 < 0,92 > 0)

- {((Snlrsml »S$01 'Sql):hE ' Ix ’]E) (S > 0)
sk = ,
((sq1,50;, ,smy,sn1); hy, g%, j7) (s <0)

Definition 5: Assume k = ((ny, my,04,); hz, 9% J7), kk = ((ny, my, 0,,); iz, 9z J) be two SVNNs and a
constant s # 0 be any real number then:
k +kk = ((n; + ny,my +my, 0, + 0, ) hy A 9% NV e Jw V)

L ((nyny, mym,, 010, ); hz Nhgg 9% V 9% J% V]ﬁ) (0 >0,0,>0)
k kk =< ((ny0,,mymy,, 011, ); hy Ahig, 9% V 9z dz Ve (01 < 0,0, > 0)
(Co10, ,mymy ,nyny); hy Az, 9% V 9 Jz Ve (01 < 0,0, > 0)

- {((Snllsml ,SO]_ )l hE)gE l_]E) (S > 0)
sk = .
((sq1,501 ,smy ); hi , gz jz ) (s <0)

Definition 6: A single valued trapezoidal neutrosophic number k= ((n,m,0,q); hz, 9%, J%)

is a special neutrosophic set on the set of real numbers R, whose truth-membership function,

indeterminacy membership function and falsity-membership function are respectively described as:

hE’ m<V <o

(@q—v)hz/(@—0), 0=V <q
t 0, otherwise

(v —n)hg/(m —n), nsV<m
bE(V) = {

f(m—v+cE(v—n))/(m—n), nsV <m

(V) = o m<V <o
, (v—0+cE(q—U))/(q—o), 0V <q
0, otherwise
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If(m—v+dE(V)(v—n))/(m—n), n<V <m
(V) = Ceo m<V <o
) (v—o0+dz(")(q—v))/(q—0), 0<V <q
0, otherwise

respectively.
Definition 7: A single valued trapezoidal neutrosophic number k = ((n,m,0); h, 9% j7)

is a special neutrosophic set on the set of real numbers R, whose truth-membership function,
indeterminacy membership function and falsity-membership function are respectively described as:
(v —n)hz/(m —n), nsV<m
bz (V) = { (0 = v)hz/(0 —m), m<V <o
0, otherwise
(m—v+c;(v—n))/(m—n), nsV<m
)= 1 (m=-o0)cz(o0—m))/(0—m), m<V <o
0, otherwise
(m-—v+dz(Nw—-n))/(m-n), n<V<m

de(V) =3 (v —m)dz(N)(0—v))/(0—m), m<V <o
0, otherwise

respectively.

3.2 Phases of the proposed model for Cloud Computing

In this subsection, we provide two phases

Phase I: The Neutrosophic VIKOR Procedure

Stage 1: Form a committee of experts to decide on the aim, alternatives, and criteria.

Stage 2: Draw and create the language scales that will be used to characterize experts, as well as the

alternatives.
Stage 3: Collect the opinions of the experts on each component.

Stage 4: Covert opinions of experts to the SVNNs
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Stage 5: Compute the score function, by converting the three values of SVNNs into a one value by

2+TWV)—I1(V)—F()
3

sSW) =

Stage 6: Compute the weights of criteria by the average method as:

W, = 51(V) + Sz(V) + "'-Sa(V))

a a

Where a refers to number of criteria.

Stage 7: Construct an evaluation matrix by opinions of experts then average these opinions to obtain one

decision matrix

Stage 8: Compute the best and worst solution
L," = maxV,, for positive criteria
L,” = minVj, for negative criteria

Stage 9: Compute the Z,, U, values:

a Lt =V,
b=1 L," =L,

Ly" =V,
Uy = max(W, * ——22
b L, -1,
Stage 10: Compute the value of R, as:
Za_mirgza U, —milr)lU
Ry=d|—————|+(1-d
@ max Z, — min Z, ( ) max U, — min U,

b b b b

Where d =0.5
Stage 11: Rank alternatives according to ascending order of the previous step

Phase II: The Neutrosophic MABAC Procedure
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Stage A: Use the previous steps to obtain the opinions of experts then convert them into a single value by

a score function, then aggregate these opinions into one matrix.

Stage B: Normalize the decision matrix as:

Vba—La~ i S
Ny, = LZ_‘:T:_ for positive criteria

7t
Npq = 228724 for cost criteria
Lg —La
Stage C: Compute the weighted normalized decision matrix as:

WNba = W(l + Wa * Nba

Stage D: Compute the border approximation area as:

b
Bot, = (| [ Wiy
a=1

Stage E: Compute the distance from the Bor,
DISba = WNba—BOrba

Stage F: The alternatives are ranked based on the descending value of the previous step.

Discovery ‘

Fig 1. The eight criteria used in this study

Innovation

4. Case Study: Results and Analysis
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Based on the literature, cloud computing risks have been highlighted in this study. The case study is
made in a firm in Egypt, which is a new cloud computing company. Experts are a group of three people.
Experts will evaluate eight criteria and ten alternatives. The criteria and alternatives in Fig 1 and Fig 2.
Then replace their opinions with the scale of SVNNs as in [54]. Then apply the steps of neutrosophic VIKOR

and MABAC methods to obtain the weights of criteria and rank of alternatives.

Phase I: Obtaining the weights of criteria by applying the score function to obtain one value then applying

the average method. The weights of the criteria are presented in Table 2.

Table 2. The weights of criteria.

Phase II: Rank alternatives by the VIKOR and MABAC. Let experts evaluate the decision matrix, then apply
the score function to obtain one value, then aggregate three decision matrix into one matrix, Table 3 show
the aggregated decision matrix. All criteria are positive. Then apply steps of the neutrosophic VIKOR
method to obtain the values of Z,, U,, R,, then rank alternatives. Data security and privacy is the highest
rank and Business continuity is the lowest rank by the VIKOR method. Table 4 show the values of Z;, U,, R,

and rank of alternatives. Fig. 3 shows the rank of alternatives.

Table 3. The aggregated decision matrix.

Table 4. The values of Z,, U,, R, and rank of alternatives.

0.127915 | 0.051025 0

0.552401 | 0.192184 | 0.972253 10
0.357762 | 0.109915 | 0.464308 2

Mahmoud Ismail, Naif El-Rashidy and Nabil Moustafa An Intelligent Model to Rank Risks of Cloud Computing based on Firm’s
Ambidexterity Performance under Neutrosophic Environment



Neutrosophic Sets and Systems, Vol. 48, 2022 183

0.514447 | 0.174461 | 0.86725

0.539084 | 0.174461 | 0.894659
0.559294 | 0.174461 | 0.917143
0.478351 | 0.126017 | 0.655498
0.577341 | 0.140514 | 0.816979
0.368216 | 0.157403 | 0.644143
0.400119 | 0.113567 | 0.524365

(SR Ko XN N6l ANeR Re N N |

Then apply the neutrosophic MABAC method. Start with the Table 3. Then normalize the decision
matrix and obtain the weighted normalized decision matrix, then obtain the border approximation area to
attain the distance from the border approximation area in Table5, then obtain the total distance and rank
alternatives according to the descending value of total distance in Table 6. According to Table 6 Data
security and privacy is the highest rank and Provider lock-in is the lowest rank alternative. Fig. 4 shows

the rank of alternatives.

Table 5. The distance from the border approximation area.

Table 6. The values of Z,, U,, R, and rank of alternatives.

0.127915 1
0.552401 8
0.357762 2
0.514447 6
7
9
5

0.539084
0.559294
0.478351
0.577341 10
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0.368216 3
0.400119 4

\./‘
& @

Fig 2. The ten alternatives are used in this study.

H Rank by VIKOR Method

10
7
A

RCOM1 RCOM2 RCOM3 RCOM4 RCOM5 RCOM6 RCOM7 RCOM8 RCOMS RCOMI10

Fig 3. The rank of alternatives by the VIKOR method
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H Rank by MABAC Method

IIﬂIn

RCOM1 RCOM2 RCOM3 RCOM4 RCOM5 RCOM6 RCOM7 RCOM8 RCOMS9 RCOMI10

Fig 4. The rank of alternatives by the VIKOR method

5. Sensitivity Analysis

In this section, we would change the weights of criteria to show the robust of the model. When we
change the weights of criteria, the rank of alternatives will change. In this section, we used five cases
changes of weights of criteria. We applied these cases in the neutrosophic VIKOR and MABAC model and
show the rank of alternatives. Table 7. Show the five cases. In the neutrosophic VIKOR method, case 1,2,4,5
is agreed in highest rank (RCOM,), but in case 3 the height rank is RCOM;. In the neutrosophic MABAC, all
cases agreed (RCOM,) is the highest rank. Table 8. Show the rank of alternatives after changing in weights

of criteria.

Table 7. Five case changes of weights
COoM, COM, COM; CoM, COM; COM¢ CoM, COMg

Case 1 0.125 0.125 0.125 0.125 0.125 0.125 0.125 0.125
Case 2 0.0714 0.0714 0.0714 0.0714 0.0714 0.0714 0.5 0.0714
Case 3 0.5 0.0714 0.0714 0.0714 0.0714 0.0714 0.0714 0.0714
Case 4 0.0714 0.0714 0.0714 0.0714 0.5 0.0714 0.0714 0.0714
Case 5 0.0714 0.0714 0.0714 0.0714 0.0714 0.5 0.0714 0.0714
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Table 8. Rank of alternatives based on five cases

RCOM, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM,

RCOM,, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM, | RCOM; | RCOM, | RCOM,
RCOM, | RCOM, | RCOM, | RCOM; | RCOM, | RCOMy, | RCOM, | RCOM, | RCOM,
RCOM, | RCOM; | RCOM,, | RCOM,, | RCOM,, | RCOM, | RCOM, | RCOM,, | RCOM,,
RCOM; | RCOM, | RCOM; | RCOM, | RCOM, | RCOM; | RCOMy | RCOM; | RCOM,
RCOM, | RCOM,, | RCOM, | RCOM, | RCOM, | RCOM; | RCOM,, | RCOM, | RCOM,
RCOM, | RCOM; | RCOMg | RCOM, | RCOM, | RCOM, | RCOMs | RCOM, | RCOM,
RCOM, | RCOM, | RCOM, | RCOMy | RCOM: | RCOM, | RCOM, | RCOM; | RCOM,
RCOMg | RCOM, | RCOM, | RCOM, | RCOM, | RCOMg | RCOM, | RCOM, | RCOM,
RCOM, | RCOM, | RCOM, | RCOMs | RCOMy | RCOM, | RCOM, | RCOM, | RCOM;

6. Comparative Analysis

In this section, we made a comparison with the neutrosophic TOPSIS method to show the robust of this
model. We use this data to apply with the TOPSIS method. After applying this comparison, we found
that the heights rank is constant in two method. Table 9. Show the comparison between VIKOR, MABAC
and TOPSIS methods.

Table 9. Rank of alternatives based on comparative analysis.

7. Managerial Implications

Cloud computing surround many risks. That effect on market, companies, good and other. So, these
risks should be identified and ranked. The hybrid model introduced by this study to identify and rank
alternatives. The hybrid model contains the VIKOR and MABAC methods. This study provides the rank

of risks of cloud computing.
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8. Conclusions and Future work

Risks associated with cloud computing might limit a company's exploration efforts, such as entering a
new market, generating new goods and services, locating new clients, and absorbing new information.
Furthermore, cloud computing hazards might obstruct a company's exploitation operations, which include
competing in the present market with current customers, current goods, and current expertise. In this
study, we used eight criteria and ten alternatives. The SVN is used to obtain the rank of alternatives. The
neutrosophic set is hybrid with the VIKOR and MABAC methods to obtain the weights of criteria and rank
of risks. In future work, we suggest this model be used with other problems like energy selection and others

and can use other MCDM methods such as TOPSIS, AHP, and others.
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