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Now - a- days, the exchange of sensitive information, such as credit card numbers, over the internet 

is common practice. Protecting data and electronic systems is crucial to our way of living. 

Cryptography deals with the study of communication over a channel may not be secure and 

problems related with them. One such well known algorithm is RSA algorithm. This paper displays 

the classical RSA algorithm and modifies the work in generation of keys. There will be two 

assignments for the alphabets. Here the only interest is on messages with two letters.   
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I. INTRODUCTION 

Cryptography is a concept of protecting information and 

conversations which are transmitted through a public source, 

so that the intended persons only read and process it. There are 

several encryption and decryption algorithm which involves 

mathematical concepts to provide more security to the text 

which has to be shared through a medium.  

RSA algorithm is a well- known asymmetric cryptography 

algorithm which uses public and private keys. Public key is 

visible to all but private key is used by intended persons only. 

The idea of this algorithm depends on the fact that 

factorization of large integers into primes is hard. The larger 

the chosen primes, the more is the security. Initially, an 

example dealing RSA algorithm was provided.  

Already there are some works regarding the Gaussian integer 

application on RSA algorithm [1,2,3]. Motivated by them, this 

work was built. The main idea in this paper is to just remodel 

the classical RSA algorithm by using Gaussian primes. 

Making use of Gaussian primes with large real and imaginary 

parts will leads to a difficulty in factorizing. Also for the 

process of key generation, assignment based on Gaussian 

primes is employed whereas for encryption, usual alphabet 

assignment is used. Furthermore, the differences between both 

the algorithms were provided. This paper was developed 

mainly for sharing two lettered messages.  

II. PRELIMINARIES 

Euler 𝝓 function on ℕ: Euler phi function 𝜑(𝑛) is defined 

on natural numbers which counts the numbers which are less 

than 𝑛 and prime to it. 

1. 𝜑(𝑛) = |{𝑘 ∈ ℕ: 𝑘 < 𝑛 and (𝑘, 𝑛) = 1}|. 

 

2. For a prime 𝑝, 𝜑(𝑝) = 𝑝 − 1. 

3. If 𝑛 = 𝑝𝑞 and (𝑝, 𝑞) = 1, then 

 𝜑(𝑛) = (𝑝 − 1)(𝑞 − 1). 

Gaussian integers: 

Gaussian integers are complex numbers 𝑧 = 𝑎 + 𝑖𝑏 

where 𝑎, 𝑏 are integers and it is denoted by ℤ[𝑖]. The norm of 

𝑧 = 𝑎 + 𝑖𝑏 is given by 𝑁(𝑎 + 𝑖𝑏) = 𝑎2 + 𝑏2. 

Gaussian primes (G- primes): 

 𝑧 = 𝑎 + 𝑖𝑏 is a Gaussian prime if one of 

the following holds: 

1. If 𝑎 ≠ 0, 𝑏 ≠ 0, then 𝑎 + 𝑖𝑏 is a Gaussian prime if 

and only if 𝑁(𝑎 + 𝑖𝑏) = 𝑎2 + 𝑏2 is an integer 

prime.  

2. If 𝑎 ≠ 0, then 𝑏𝑖 is a Gaussian prime if |𝑏| is an 

integer prime and |𝑏| ≡ 3(𝑚𝑜𝑑 4). 

3. If 𝑏 ≠ 0, then 𝑎 is a Gaussian prime if |𝑎| is an 

integer prime and |𝑎| ≡ 3(𝑚𝑜𝑑 4). 
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Note:  If 𝑝 is an integer prime such that 𝑝 ≡ 1(𝑚𝑜𝑑 4), then 

𝑝 = 𝑥2 + 𝑦2. Thus 𝑥 + 𝑖𝑦, 𝑥 < 𝑦 is a Gaussian prime 

corresponding to 𝑝. 

A.  RSA Algorithm 

Generating public key: 

1. Select two integer primes 𝑝 and 𝑞. 

2. Find 𝑛 such that 𝑛 = 𝑝𝑞 and 𝜑(𝑛). 

3. Choose 𝑒 such that 1 < 𝑒 < 𝜑(𝑛) and 

gcd(𝑒, 𝜑(𝑛)) = 1. 

4. The public key is given by (𝑛, 𝑒) 

Generating private key: 

The private key is 𝑑 which is found from 𝑒𝑑 ≡

1(𝑚𝑜𝑑 𝜑(𝑛)). 

Encryption: 

1. Consider the two lettered message which have to be 

sent. Convert the letters to numbers by assigning 

1 − 26 for 𝐴 − 𝑍 and take it as 𝑚. 

2. Solve 𝑐 ≡ 𝑚𝑒(𝑚𝑜𝑑 𝑛)for 𝑐. This 𝑐 is the encrypted 

data. 

Decryption: 

1. Solve 𝑚 ≡ 𝑐𝑑(𝑚𝑜𝑑 𝑛) for 𝑚 which is the decrypted 

data.  

2. Convert the digits to alphabets. 

All paragraphs must be indented as well as justified, i.e. both 

left-justified and right-justified. 

Example 1: 

Consider the message "𝐻𝐼". 

Generating public key: 

1. Let 𝑝 = 61 and 𝑞 = 71. 

2. 𝑛 = 𝑝𝑞 = 4331, 𝜑(𝑛) = 4200. 

3. Choose 𝑒 = 11. 

The public key is (4200,11). 

Generating private key: 

𝑒𝑑 ≡ 1(𝑚𝑜𝑑 𝜑(𝑛)) ⟹ 11𝑑 ≡ 1(𝑚𝑜𝑑 4200) 

           ⟹ 𝑑 = 2291. 

Encryption: 

1. The message to be sent is "𝐻𝐼". From its positions, 

one can see that 𝑚 = 89. 

2. 𝑐 ≡ 𝑚𝑒(𝑚𝑜𝑑 𝑛) ⟹ 𝑐 ≡ 8911(𝑚𝑜𝑑 4331) 

    ⟹ 𝑐 = 1802. 

Decryption: 

1. 𝑚 ≡ 𝑐𝑑(𝑚𝑜𝑑 𝑛) ⟹ 𝑚 ≡ 18022291(𝑚𝑜𝑑 4331) 

⟹ 𝑚 = 89. 

2. Converting it to alphabets one can get "𝐻𝐼". 

 

III. REMODELED RSA ALGORITHM FOR TWO 

LETTERED MESSAGES 

Here is a little modified RSA algorithm which employs 

Gaussian primes. Some places of RSA algorithm is modified 

and this algorithm is created to improve the secrecy of 

messages. The discussion is made only for messages of length 

2. Before entering into the algorithm, the differences of both 

algorithms are presented. 

S. No RSA Algorithm  Modified RSA 

Algorithm 

1.  For a message to be 

sent, there is only 

one assignment of 

digits which is 

made only on 

encryption phase. 

There are two assignments 

for messages. One is made 

when generating public 

key and other happens on 

encryption phase.   

2.  𝑒 is chosen such 

that it is relatively 

prime to 𝜑(𝑛) 

𝑒is chosen such that it is 

relatively prime to 

𝜑(𝑁(𝑛)) where 𝑁 is the 

norm of Gaussian integer.  

3.  Modulo 𝑛 is used 

on both encryption 

and decryption. 

Modulo 𝑁(𝑛), ie., norm of 

𝑛 is used on encryption 

and decryption.  

 

B. Assignments: 

Assignment – 1: 

This is used in public key generation. Let {pn} be the 

sequence of all integer primes in ascending order. Make a 

short- term assignment by fixing any 26 elements in {pn}to 

A − Z. If the assigned prime p is of the form 4k + 3, the 

alphabet is given the name p + 0i. If the assigned prime p is 

of the form 4k + 1, then p = x2 + y2. So name the alphabet 

as  x + iy  where x < 𝑦. 

Assignment – 2: 

 This is used on encryption phase.  It is the usual 

assignment for 𝐴 𝑡𝑜 𝑍 as 1 𝑡𝑜 26.     

C. Modified RSA Algorithm: 

Generating public key: 

1. Assign positions of alphabets by Assignment – 1. 

2. Consider two G- primes p and q such that p and q 

are the positions of alphabets on the message to be 

sent based on Assignment – 1. 

3. Find n such that n = pqand N(n). Also find 

φ(N(n)). 

4. Choose e such that 1 < 𝑒 < 𝜑(N(n)) and gcd 

(e, φ(N(n))) = 1. 

The public key is given by (𝑛, 𝑒). 

Generating private key: 

The private key is 𝑑 which is found from 𝑒𝑑 ≡

1 (𝑚𝑜𝑑 𝜑(𝑁(𝑛))). 

Encryption 

1. Consider the two lettered message which have to be 

sent. Convert the letters to numbers based on 

Assignment - 2and take it as m. 

2. Solve c ≡ me(mod N(n))for c. This c is the 

encrypted data. 
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Decryption 

1. Solve m ≡ cd(mod N(n)) for m which is the 

decrypted data.  

2. Convert the digits to alphabets based on Assignment 

– 2. 

Example 2: 

 Consider the message "𝐻𝐼" 

Generating public key: 

1. Suppose the short- term assignment is taken as  

2 3 5 7 1

1 

1

3 

1

7 

1

9 

2

3 

2

9 

3

1 

3

7 

41 

A B C D E F G H I J K L M 

N O P Q R S T U V W X Y Z 

4

3 

4

7 

5

3 

5

9 

6

1 

6

7 

7

1 

7

3 

7

9 

8

3 

8

9 

9

7 

10

1 

This gives Assignment 1. 

 

2.  

A B C D E 

1 + 𝑖 3 + 0𝑖 1 + 2𝑖 7 + 0𝑖 11 + 0𝑖 

F G H I J 

2 + 3𝑖 1 + 4𝑖 19 + 0𝑖 23 + 0𝑖 2 + 5𝑖 

K L M N O 

31 + 0𝑖 1 + 6𝑖 4 + 5𝑖 43 + 0𝑖 47 + 0𝑖 

P Q R S T 

2 + 7𝑖 59 + 0𝑖 5 + 6𝑖 67 + 0𝑖 71 + 0𝑖 

U V W X Y 

3 + 8𝑖 79 + 0𝑖 83 + 0𝑖 5 + 8𝑖 4 + 9𝑖 

Z     

1 + 0𝑖     

 

Choose 𝑝 = 19 + 0𝑖 and 𝑞 = 23 + 0𝑖. 

3. 𝑛 = 𝑝𝑞 = 437 + 0𝑖, 𝑁(𝑛) = 4372 = 190969. 

𝜑(𝑁(𝑛)) = 𝜑(190969) = 173052. 

4. Choose 𝑒 = 7. 

The public key is (𝑛, 𝑒) =  (437 + 0𝑖, 7). 

Generating private key: 

𝑒𝑑 ≡ 1 (𝑚𝑜𝑑 𝜑(𝑁(𝑛))) ⟹ 7𝑑 ≡ 1(𝑚𝑜𝑑 73052) 

          ⟹ 𝑑 = 98887 

Encryption: 

1. The message to be sent is "𝐻𝐼". From its positions 

(Assignment-2), one can see that 𝑚 = 89. 

2.  𝑐 ≡ 𝑚𝑒(𝑚𝑜𝑑 𝑁(𝑛)) ⟹ 𝑐 ≡ 897(𝑚𝑜𝑑 190969) 

  ⟹ 𝑐 = 117620 

Decryption: 

1. 𝑚 ≡ 𝑐𝑑(𝑚𝑜𝑑 𝑁(𝑛)) 

⟹ 𝑚 ≡ 11762098887(𝑚𝑜𝑑 190969) ⟹ 𝑚 = 89 

2. Converting it to alphabets one can get "𝐻𝐼" 

Example 3: 

Consider the message "𝑇𝑁". 

 

Generating public key: 

1. Suppose the short- term assignment is taken as  

3 7 13 19 29 37 43 53 61 71 

A B C D E F G H I J 

K L M N O P Q R S T 

79 89 10

1 

10

7 

11

3 

13

1 

13

9 

15

1 

16

3 

17

3 

19

1 

19

7 

2 7 11 17     

U V  W X Y Z          

 

2. Assignment -1 as 

A B C D 

3 + 0𝑖 𝟕 + 𝟎𝒊 𝟐 + 𝟑𝒊 𝟏𝟗 + 𝟎𝒊 

D F G H 

2 + 5𝑖 1 + 6𝑖 43 + 0𝑖 2 + 7𝑖 

I J K L 

5 + 6𝑖 71 + 0𝑖 79 + 0𝑖 5 + 8𝑖 

M N O P 

1 + 10𝑖 107 + 0𝑖 163 + 0𝑖 2 + 13𝑖 

Q R S T 

191 + 0𝑖 1 + 14𝑖 1 + 𝑖 1 + 2𝑖 

U V W X 

11 + 0𝑖 1 + 4𝑖   

Y Z   

 

Choose 𝑝 = 2 + 𝑖13 and 𝑞 = 107 + 0𝑖. 

3. 𝑛 = 𝑝𝑞 = 214 + 139𝑖, 𝑁(𝑛) = 65117. 

𝜑(𝑁(𝑛)) = 𝜑(65117) = 60096. 

4. Choose 𝑒 = 5. 

The public key is (214 + 139𝑖, 5). 

Generating private key: 

𝑒𝑑 ≡ 1 (𝑚𝑜𝑑 𝜑(𝑁(𝑛))) ⟹ 5𝑑 ≡ 1(𝑚𝑜𝑑 60096) 

           ⟹ 𝑑 = 48077 

Encryption: 

 

1. The message to be sent is "𝑇𝑁". From its positions 

(AS-2), one can see that 𝑚 = 2014. 

 

        2.  𝑐 ≡ 𝑚𝑒(𝑚𝑜𝑑 𝑁(𝑛)) ⟹ 𝑐 ≡ 20145(𝑚𝑜𝑑 65117) 

                                               ⟹ 𝑐 = 11751 

Decryption: 

1. 𝑚 ≡ 𝑐𝑑(𝑚𝑜𝑑 𝑁(𝑛)) ⟹ 𝑚 ≡

1175148077(𝑚𝑜𝑑 65117) 

⟹ 𝑚 = 2014. 

 

2. Converting it to alphabets one can get "𝑇𝑁". 

 

IV. CONCLUSION 

In this paper, the classical RSA algorithm was displayed 

along with an illustration. Then its remodeled form is 
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provided with the same example which was dealt previously. 

Decryption is difficult in large cases since the prime 

factorization is hard. Here the concentration is only on 

messages of length two. One can initiate to extend this 

algorithm for messages of any finite length.  
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