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 

Abstract: Threats involve various risks and threats are 

associated with the embedded SIM technology, for instance, the 

Internet of things (IoT) identity. IoT refers to the working 

capabilities enabling the allocation of unique identifiers (UID) to 

effectively connect with the related devices thus enhancing 

communication. An e-SIM application cannot produce reliable 

and actual data used to obtain the subscriber’s anticipated 

outcome. The SIM technology does not provide some reliable data 

that can be employed by the user to formulate some serious 

productive outcomes. Failure by the technology to process and 

automatically provide the user with the notification suppose of 

any infringement or hacking. SIM-jacking is the other notable 

threats facing the embedded universal integrated connectivity 

card (e-UICC). Incompetent Log Rhythm Al Engine influences 

the fraudster hacking experience due to failure protections within 

the operational surrounding. The e-SIM technology system lacks 

timely threat, risk, and other various vital operations predictability 

to react to the experienced unbearable operations challenges 

induced by the fraudsters. Similarly, the embedded SIM incurs the 

insider threats whereby the service providers fail to secure the 

much-needed privacy concerning an individual’s vital 

information. The situations of personal data leakage are 

witnessed within the system operations.The e-SIM hijacking 

enables the fraudsters to secretly obtain the victim’s vital data of 

the subscriber, hijack, and receive the information intended to the 

individual to his/her personal phone. The process results to 

complete mobile account operations by the hacker resulting to 

further access to the victim’s bank information and transfer of 

cash. The other threat experienced by e-SIM users is the provision 

of false information. The SIM subscribers normally fall into traps 

of the fraudsters by receiving short messages (SMS) citing 

assistance kind of news from the service providers, thus drawing 

the victim’s bank amount. Identity fraud and device poisoning are 

other additional threats encountered in the application of e-SIM. 

Generally, the entire process of fraud invasion and victimization 

influence the victim’s business decisions of the affected 

individuals. Protections focuses on the embedded SIM provides 

greater security in addition to a re-programmable technological 

system, unlike the physical SIM card. The subscriber's personal 

information is not contained within the e-SIM but with the service 

providers, thus enhancing its effectiveness. An e-SIM enables the 

consumers to effectively shift carriers between the T-Mobile and 

Sprint without physical movement, thus supportive of security 

systems. Despite the security measures put into place, e-SIM like 

any other SIM card experiences information theft. Therefore, the 

service providers should encounter the emerging fraudster effects 

by proper monitoring of the network system to enable security 

restrictions. The system should induce strict conditions that 

enable the evaluation and differentiation between the IoT and the 

non-IoT devices during their operation. 
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I. INTRODUCTION 

An embedded subscriber identification module (e-SIM) 

refers to a programmable electronic card implanted into a 

phone or electronic gadgets to facilitate connection, for 

instance, machine to machine (M2M) or cell phone 

connections. The inbuilt SIM enables the identification and 

validation of the user’s personality as well as his/her carrier. 

Contrary to the physical SIM card, the embedded card permits 

the employer to tenuously alter the operator from their device 

without securing another SIM card. The technology enables 

mass storage of various profiles within the distinctive device, 

thus enhancing both personal and business applications. 

Despite the perceived scalable, secure, and reliable 

connectivity, e-SIM technology still faces numerous 

operational challenges. In the context provided, the paper 

focuses on discussing various threats and protections on 

e-SIM. 

II.  PROPOSED METHODOLOGY BLOCK 

DIAGRAM 

 
Fig. 1: 4G network architecture with IoT support 

Source: https://doi.org/10.1109/tmc.2020.2984192 

As stated by the Communications Fraud Control Association 

(CFCA), SIM-jacking is the most common threat experienced 

in information technology. SIM cards are the primary source 

of communication networks, thus, remains to be the attacking 

target of the fraudsters. The experiment was done using the 

internet of things devices such as the hotspots and 

smartwatch. An additional non-IoT device like the e-SIM 

cards and Android phones were employed in the practical [3]. 

The hotspots were installed into two different cars to provide 

network signals. For the security of the carriers and 

minimization of injuries during the study, the contained data 

was applied in the buying of plans. Thereafter, a fresh security 

weakness was tested through operative attacks on the mobile 

IoT amenities without the involvement of the damages 

induced. From the experiment, it was found that the cellular 

charging was affected by the masking of IoT and the 

application abuse [2], [4].  
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On testing the liability of IoT devices, three major 

vulnerabilities were determined from the induced masked 

attacks whereas the non-IoT devices showed two exposures 

from the masqueraded attacks. The exposures were noted to 

have originated from the absence of reciprocated connections 

between the devices, for instance, cellular devices and the IoT 

cards as well as cell devices and the infrastructures [1]. The 

attacks impacted the identification inability between the IoT 

and non-IoT plans. As a result, both the two devices had a 

successful camouflage attacking effect without any 

recognition by the carriers. The impact shows that, for 

effective verification of cellular devices, mutual agreement 

between the devices is a key factor. The subscriber’s presence 

and confirmation are primarily determined by the 

reciprocated pact with the service providers, for example, the 

international mobile subscriber identity (IMSI). It is the IMSI 

in addition to the subscriber’s secret key that enables the 

authentication of the user’s cellular device since they are 

documented on the SIM card. 

 Flow Chart 

 
Fig. 2: The chart demonstrating TCP link throughput at 

10
th

, 50
th

, and 90
th

 percentiles for an IoT device  

 
Fig. 3: The chart showing TCP output outcome at 10

th
, 

50
th

, and 90
th

 percentiles plots. 

 Source: https://doi.org/10.1109/tmc.2020.2984192 

III. RESULT AND DISCUSSION  

From the experiment conducted, the two combinations 

involving the IoT devices and cellular devices in addition to 

cellular devices and the infrastructure were exposed to the 

masking attacks (Jang, 2020, p. 1176). However, not only 

were they exposed but could also not identify the origin of the 

threat induced. Even though the two combinations of mobile 

phones shared network infrastructures with IoT devices, 

additional security support was needed for protection 

purposes. The radio accessory network (RAN) permitted the 

transmission of IoT information from IoT plans to the 

services providers through the usage of IoT technology. In the 

IoT machinery, there existed mobility management entities 

(MMEs) network system facilitating the subscriber’s 

authentication, mobility, and infrastructure reservations [11]. 

The other system included a home subscriber server (HSS) 

that enhanced documentation of the user’s profile data in 

addition to the subscription. The other operating system 

involved was the 4G gateway data that facilitated the 

information transmission amongst cellular device, internet, 

and random accessory network. Cellular devices vulnerability 

was exposed and similarly validated whereas the cards 

operated for the IoT plans. Despite the configuration of 

network settings, mobile phones effectively accessed the 

network after the acquisition of the IP addresses [10]. The 

cellular devices are commonly identified and detected by the 

service providers with their various international mobile 

equipment identities (IMEI). It is through the process that the 

fraudsters employed their hacking techniques to access the 

subscriber's profile data. There is much exposer when the 

service providers offer network services to both the IoT and 

non-IoT plans simultaneously. It is through the camouflaging 

process that the attackers find their pathway to hack the 

networking system of the subscriber. The applied devices 

expressed an equivalent presentation on both the uplink and 

downlink network operations. The network operators did not 

subject enough limitations on the IoT plans during the 

information transmission [12]. The network resources are 

normally shared by numerous electronics across the web 

system that enhances its ineffectiveness in relationship to the 

subscribers. Some notable causes of vulnerability within the 

random accessory networks include the usage of IoT SIM 

cards in equal measure as the non-IoT devices. Through this, 

the system weakness is determined and equally detected by 

the perceived fraudsters, thus enabling them to have their 

unwanted hacking motives. As such, no appropriate and 

mutual connection is witnessed between the IoT cards and the 

non-IoT devices thus enhancing the vulnerability state of the 

perceived SIM-jacking and information theft [5], [9]. The 

other influence of the witnessed insecurity cases in the 

inability of the service providers to detect and differentiate 

between the IoT and non-IoT devices during the service 

delivery. 

The effect is primarily subjected by the lack of proper 

authentication mechanisms to incorporate the needed 

connections between mutually programmed devices 

according to the IoT device's standards. The service providers 

are also considered the cause of certain threats received by the 

SIM operators, for instance, their failure to restrict the data 

application by its subscribers [6], [8]. Failure by the 

infrastructure to regulate the data usage in their systems 

facilitates the operations slip within the IoT devices. As such, 

the device operators are primarily compelled to rely on the 

provider's operational effects. Therefore, the perceived 

attacks are impacted by the inability of the infrastructure to 

identify between the IoT and non-IoT plans. As a result, both 

the two devices had a successful camouflage attacking effect 

without any recognition by the carriers. The impact shows 

that, for effective verification of cellular devices, mutual 

agreement between the devices is a key factor [7]. The 

subscriber’s presence and confirmation were primarily 

determined by the reciprocated pact with the service 

providers, for example, the international mobile subscriber 

identity (IMSI).  
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It is the IMSI in addition to the subscriber’s secret key that 

enables the authentication of the user’s cellular device since 

they are documented on the SIM card. 

IV. CONCLUSON AND FUTURE SCOPE 

Even though the application of the embedded universal 

integrated connectivity card (e-UICC) is witnessed across the 

globe, security remains a challenging factor. As such, the 

fraudsters have initiated the hacking of e-SIM technology 

system to seek vital personal information from the 

subscribers. Therefore, the security of the system is noted to 

be a significant factor in its advancement because the 

subscriber’s privacy is protected. From the experiment 

conducted, safety implication is significant during the IoT 

service charging process. It is through the IoT device service 

is whereby the perceived threat originates from various 

vulnerabilities and attacks. However, the vulnerabilities are  

induced by a lack of reciprocated connections between the 

cellular devices and the service providers/infrastructure or  

IoT cards. To encounter the security challenges, the 

application of the anti-abuse resolution to alleviate the 

vulnerability witnessed due to lack of shared authentication 

effect would be the most appropriate action. Nevertheless, 

e-SIM is considered more secure than a physical SIM.  
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