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Analysis of user Awareness for Saudi State
Mobile Applications
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Abstract: In this article, we analyze the perception of Saudi
state application users about password selection from real-world
data. A total of 1,082 participants provided information about
their behavior on state applications. The study extracts useful
information related to the users’ weak practices. The findings
include useful information representing thousands of minds and
individual behaviors in using state applications. As a contribution
to the area, it is found that the state applications were developed
properly regarding security practices. However, users still
represent the weakest party, and they are not aware of the proper
practices they should follow. Thus, extensive effort is required to
be spent on user education. On the other hand, the diversity of
state applications may represent an extra effort to users in the way
that they have separate passwords for each application, which
makes a unified login portal for all the state applications the
appropriate solution.
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I. INTRODUCTION

| n this paper, an awareness analysis is designed to address

the challenges that Saudi Arabian people currently face while
accessing and using state applications and also to analyze the
strength of usernames and passwords for mobile phones. The
analysis looks at different scholarly studies on security
analysis for Saudi Arabia mobile applications. The resultant
data majorly revolves at investigated theoretical analysis; that
is, users' awareness in identifying and understanding the
official applications on security significance, more so
through password and username privacy when using state
mobile applications in Saudi Arabia. The general objective of
the study is to identify a literature gap in the topic. The
world is gradually navigating to a technological era where
business, education, meetings, banking, and other credential
activities are done online [1]. Over the last decade, mobile
applications have rapidly expanded, owing to the heightened
use of smartphones. As stated by [2], in the modern world
most operations can be done at the convenience of their
clients wusing different online platforms in mobile
applications. Unlike a century ago, today, people do not have
to queue for a whole day for services that can be done over
the Internet. According to [3], technology has played a
significant role in providing the infrastructure needed to host,
develop, and design mobile applications to be interactive and
user-friendly. A growing number of these online applications
are the result of the larger number of people who have access
to mobile devices such as laptops and mobile phones [4].
Author in[5] stated that the development and emergence of
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such state mobile applications have revolutionized how
people access state services and information. However,
according to [6], security concerns such as cybercrimes affect
users and may cause devastating effects to them if not well
mitigated. In most applications, users must log in using their
passwords and usernames to ensure authentication. This
verification process is designed to ensure that only the
owners can access the application [7]. Leaking of login
details to a third party may give them the opportunity to
access all the information in the application [8]. As [9]
suggest, users who receive password guidelines and are
aware of the importance of developing strong passwords
create strong authentication codes that are less likely to be
hacked. Despite the importance, there is little awareness by
the public about the significance of using passwords and
usernames as security measures to protect one's data.
According to [10] when people use weak passwords or leak
their access information to third parties, there is a danger of it
leading to cybercrimes. In conjunction, [11] claimed that
many people who rely on online transactions had fallen
victim to application cybercrimes due to leaking passwords
or using relatively weak access passwords. According to
recent research, most people are less concerned today with
storing their data in systems and whether they might be
accessible to unauthorized persons [12]. There is a growing
number of fraudsters that hijack individual information
secretly and use it for malicious gains. According to [13],
users should use strong passwords and unique usernames that
cannot be guessed; for instance, using names or telephone
numbers should be avoided. Back-up storage space should be
maintained so that data can be accessed even if it is lost.
Mobile applications are also prone to security threats,
especially where fraudsters guess the username and password
multiple times. In [14] suggested that the human factor is the
weakest security link, as most end-users are not efficient at
securing their authentication codes. Application users should
continually change their passwords, making it harder for a
third party to guess them. A lack of awareness in
safeguarding personal usernames and passwords can increase
the number of cybercrimes. In a study conducted by [15] on
smartphone users' security behavior, they found that most app
users have confidence in their data being in the application.
According to the research, most application subscribers will
provide personal information and other credentials when
asked without giving it a second thought. In another study,
[16] reveals that most Saudi Arabian people trust state mobile
applications. The application enforces the responsibility of
creating a strong password and unique username, and thus the
user has no personal responsibility to protect the data [15].
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In recent research, results reveal that, despite mobile
application end users having the required knowledge, they
lack appropriate behavior, such as the adoption of relevant
security practices [17]. Mobile security is an integral part of
today's information and technology world. According to
research by [18] mobile security is concerned with botnets,
spyware, malicious links, and malicious applications. In
Saudi Arabia, ransomware is termed as the most common
threat to cybersecurity, as stated by [19]. Fraudsters and
hackers use ransomware to track someone’s account created
in various mobile applications, and hence access personal
information. After gaining access, they can edit, alter, or
delete the information with the intention of harming the user.
In some cases involving sensitive data, the data can be used
against the users' wishes, such as tarnishing their good
reputation. Despite securing login accounts with usernames
and passwords, [20] states that people should be cautious
about the data they share in public and choose mobile
applications they can trust with personal information. As a
solution, [21] suggest that awareness of ransomware threats
and updating security applications could play a significant
role in dealing with the situation. Personalized security
indicators such as the use of passwords and usernames can
also help in detecting Phishing in mobile applications [22].
According to [23], despite the rise in cybercrimes in Saudi
Arabia, there is no specific approach to increasing
cybersecurity awareness in the region. In addition, the study
reveals that, despite the growth in IT experts, the awareness
of mobile cybercrimes and the threats associated with them is
minimal. Furthermore, the role of government and
organizations in ensuring information safety across the
Internet and mobile applications is small. There are relatively
few federal laws and regulations that seek to address data
privacy and security standards, and, as a result, cybercrimes
have escalated [21]. It would, therefore, be essential to
investigate the identity and understand the awareness of users
of official applications in Saudi Arabia about the importance
of security, especially through the username and password
and privacy when they use state mobile applications, which
this paper aims to highlight and address.

Il. METHODOLOGY

This study aims to investigate awareness levels regarding
username and password used for formal Saudi mobile
applications based on research questions in a survey.
According to previous studies, questionnaire-based survey
studies on information privacy are the most popular method
of data gathering. Some studies have included open-ended
questions [24] and selective interviews [25] to obtain
additional data. A few questionnaires have been paper-based
while most were web-based [26-29]. For this study, it was
decided to use a web-based approach because many
respondents will be able to manage an online questionnaire.
Also, our target demographic are people who are eligible to
use technology. The questionnaire was developed based on
closed-ended questions using some available questionnaires
as the development basis [30-32]. The developed
questionnaire has been reviewed by professional colleagues
in the computer field for confirmation of effectiveness.
Furthermore, a statistical consultant and English and Arabic
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language expert also reviewed it to ensure clarity, proper
language structure, and elimination of language ambiguities.
A pilot test was performed on seven participants resulting in
minor modifications. The participants were presented with 23
closed-ended questions and three demographic questions. All
participants were guided to select one or more answer(s)
based on the type of the question within a limited frame of
options. With a Saudi Arabian population of approximately
30 million, the confidence level of 95% and a margin of error
of 5% were found to be appropriate. Thus, a minimum of 385
responses would be required for the survey to be valid.

I1l. RESULTS AND DISCUSSION

Data are collected by sharing the questionnaire link with
people who live in Saudi Arabia. All the participants were
provided with Arabic language information sheets and the
questionnaire. This survey link was active for two weeks. In
this survey, a total of 1,091 questionnaires were returned.
After filtering, the researcher included 1,082 (99.2%)
complete responses, which were later used for analysis.

A. Demographic characteristics

Out of the 1,082 respondents in terms of gender, 738
(68.2%) were male and 344 (31.8%) were female. Regarding
participant qualifications, 130 (12%) had a high school
education or less, most respondents had a diploma or
bachelor’s degree, comprising734 (67.8%), and 218 (20.1%)
were in postgraduate degrees. The respondents comprised
129 (11.9%) between 18 and 24 years old, 262 (24.2%) were
between 25 and 34 years old, 379 (35%) were between 35 and
44 years old, 228 (21.1%) were between 45 and 54 years old,
and 84 (7.8%) were over 55 years old. 218 (20.1%) of
participants were specialists in a computer field; however,
most participants, 864 (79.9%), were not involved in this
field. Table | presents the summary of the demographic
profile of the respondents.

B. Information about state applications

The results revealed that Absher was the dominant state
application with a response rate of 95.2% (1030).
Tawakkalna, one of the newest among the applications, had
the second-highest percentage of users at 65.9% (713).
Mawid had a response rate of 51.2% (554), 34.9% (378) use
KollonaAmn Fifty-seven-point seven percent (624) of
participants use identity & authentication management. Najiz
had a response rate of 18.6% (201), and finally, about 6.5%
(67) of participants use other state applications. Table Il
represents the findings and rankings of the state applications
used by the survey participants. Analysis recorded in Fig. 1
shows that 46.4%)of the people have used state applications
for more than four years, (19.6%) have used them for
between three and four years, (19.7%) have used them for
between 1 and 2 years, (9.4%) have used them for less than a
year, and just (4.9%) have used them only over the period of
the COVID-19 crisis.
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Variables = Answers Responses Table- I11: What methods do you use to access state
Frequency Percent applications.
g Y Device Type Frequency Percent
18-24 129 11.9%
0,
2534 262 24.2% Smartphone 1052 97.3%
% 35-44 379 35% Laptop 484 44.8%
- 0,
4595 228 21.1% Tablet 111 10.3%
More than 55 84 7.8%
5 Male 738 68.2% Desktop 263 24.3%
c —
[<5] [<5]
Femal 344 31.8% . L
© emale ° Fig. 2 shows the frequency of use of state applications by
o . High School or less 130 12% participants. About 40.2% of participants never use state
§ © Diploma or Bachelor 734 67.8%  applications, or they only check their sta’ge.appllcatlons twice
5 2 a month or less. About 24.9% of participants check state
o c 0, . .
w Postgraduate 218 20.1%  applications more than once a week. About 22.9% of
Specialist in Computer p:_:lrticipants use their s_tate applications once a week i_it m_ost.
G = ] 218 20.1%  Finally, 12% of participants use and check state applications
= g fields at least once a day.
o Different field of study 864 79.9%

Table-11: Chosen state applications by the users in the

sample
Social Media Frequency  Percent
Absher 1030 95.2%
Tawakkalna 713 65.9%
Mawid 554 51.2%
KollonaAmn 378 34.9%
Najiz 201 18.6%
Identity & Authentication

624 57.7

Management
Other 67 6.5%

Corona crisis time only

Less than a year
9.4%

More than 4 years
1102 years 46, 4%
lto2years & 4%
19.7%

Jto4 years
19.6%

Fig. 1.How long have you been using state applications?

Table [l illustrates that 97.3% of users are on
smartphones, 44.8% use a laptop, 10.3% use a tablet and only
24.3% are using a desktop for social media.

Retrieval Number: 100.1/ijrte.D4996119420
DOI:10.35940/ijrte.D4996.119420

316

More than once a week

Twice a month at most

Once a week at most

Once a day at least
12,0%

Fig. 2.The frequency of use of state applications by
participants.

Fig. 3 illustrates that 86.7% depend on themselves to
register for their state application account, whereas 0.9% ask
a technical person, 0.6% rely on a service office, and 11.8%
rely on friends or family members.

I rely on service Office
0.6

Ask a technical person
0.9

Depend on myself
86.7

Fig. 3.To register for your account (s) on state
applications.

Fig. 4 shows that only 25.2% of participants who get
registration help from a technical person change their
password after registration, while
74.8% do not.
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Fig. 4.Change the password after completing the account
registration by technical person

Fig. 5 shows that 98.2% using their email address and
mobile number to create their account while 1.8% do not.

Yes
98.2%
Fig. 5.Using participant’s email and official mobile
number to create your account.
Fig. 6 shows that 17.7% change their password

periodically, and 82.3% do not.

Fig. 6.Periodically change the password for accounts in
state applications.

Regarding the frequency of changing the password for
state applications, Fig. 7 shows that 12.6% of participants
who change their passwords periodically change it monthly,
30.4% change it every three months, 30.4% change it every
six months, and 26.7% change it annually.
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A month
12.6%

annually

6 months

3 months
30.4%

Fig. 7.The frequency that passwords of state applications
are changed.

Fig. 8 shows where new users read the terms and
conditions or ignore them. It can be clearly seen that 42.4%
agree that when they log in as a new user, they ignore terms
and conditions and do not even read them. Only 18.2% of
people read the full details when they login to a state
application, while 39.4% of participants sometimes read the
terms and conditions.

Always read the terms
18:2%

Inever read terms of service but agree to join
42.4%

Sometimes | read the terms tojoin
30.4%

Fig. 8.When you join a state application, what is your
best description for being a user?

However, Fig. 9 shows that if anyone discloses their user
information, about 57.8% of them think it has a high impact,
27.7% see it as somewhat difficult, 11.5% see it as not very
effective, and 3.1% ignore it.

Not effective at all R

3.1% .
Not very effective .
11.5%

Somewhat effective

very effective
57.8%

Fig. 9.The effectiveness of disclosure of user information
on a state application.

Fig. 10 shows that 98.1% of users agree that their privacy
has not been violated before, whereas only 1.9% think that a
violation has occurred.

Fig. 11 shows that where a violation has occurred, four
participants contacted a government official, three changed
their password directly, six discussed it with friends, two
contacted a family member, and six did not react and ignored
it.

Published By:
Blue Eyes Intelligence Engineering
and Sciences Publication

Exploring Innovation



International Journal of Recent Technology and Engineering (IJRTE)

Yes
1.9%

Fig. 10. Has your privacy been violated on state
application before?

Ididnottakeany  Ifiledareportwiththe  Youchanged the I called one of my Icalled one of my
action competent authorities  password directly friends family

Fig. 11. How did you react to a violation?

As shown in Table IV, most users, 85.6%, use numbers to
create their password. The second-highest choice is
uppercase letters, with 81.8% using those to create their
password. 76.2% of participants use lowercase letters, while
40.7% of users choose symbols to create their password.

ISSN: 2277-3878, Volume-9 Issue-4, November 2020

Fig. 12. Do you repeat the use of some characters in the
username in the password?

Table V shows that 30.9% of users use letters next to each
other on the keyboard to create their password, 28.3% of
participants use consecutive numbers, 28.2% use their mobile
number or the mobile number of someone close to them, or
some part of it, 26.1% of participants use their national ID
number, or some part of it, while 13.6% of users use the date
or year of their birth as a password or some part of it.

Fig. 14 shows that just 6.2% of users use famous or
common words in their password.

Fig. 15 shows the most commonly used words used to
create a password. 31.3% of users use their family or tribe
name, the second most common word used is a city name
with 23.9% doing that. 23.9% of users use a famous character
name as a password, or part of it, 10.4% users use a TV
program name to create their password, 3% use a website
name, 1.5% use a famous player’s name, and the same
percentage use some other special name.

Table- V: The construction of the state application

Table- 4: Construction of the state application password. password.
Password Consist Frequency  Percent Password consists of Frequency  Percent
Uppercase letters 885 81.8% Letters next to each other on
334 30.9%
keyboard
Lowercase letters 825 76.2%
Consecutive numbers 306 28.3%
Symbols 440 40.7%
Mobile number or the mobile
Numbers 926 85.6%
number of someone close to you, 305 28.2%
Fig. 13 shows that 52% of participants repeat some of the part of it
characters in the username and password, while the rest do
not. According to participants, most users have a password of - ~Njational 1D number, or part of it 282 26.1%
between 8 and 12 characters.
Date or year of birth 147 13.6%
Other 171 17%
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Yes
6.2%

No
93.8%

Fig. 13. Using common or famous words in the
password

Aname for me

Th‘e ﬁame ofthe TV program _——

City's name
10:4% 23.9%
Websites
3.0

A famaous player

The name of a famous character
23.9%

Family or tribe name

Fig. 14. The common or famous word used in the
password.
Figure 16 shows that 73.7% of users use the same
password for more than one application.
Fig. 17 shows that 54.2% of users think their password
used for state applications is strong, 44.7% think it is
medium, and just 1.1% think it is weak.

Fig. 15. Do you repeatedly use the same password for
more than one application?

Medium

Fig. 16. User opinion about the password they use to log
in to state applications.

Table VI shows the reasons preventing users from using a
stronger password. Fifty percent of users do not use a strong
password because they find simpler passwords are easier to

Retrieval Number: 100.1/ijrte.D4996119420
DOI:10.35940/ijrte.D4996.119420

319

remember. 33.3% of participants get familiar with their
current password, 8.3% log in using a two-step verification
method, so think they do not need using a strong one, and
finally, 8.3% of users do not care about their password.

Table- VI: Reason preventing users from using a
stronger password

Reason Percent
Familiar with current password 33.3%
Login by two-step verification

J Y P 8.3%
method
Ease of remembering 50%
Don’t care 8.3%
I don't know how to make my

0%

password stronger

From these statistics, we can derive useful discussions. It
seems from the analysis that most of the users have a good
awareness level about using web applications in general.
However, only small percentages are aware of how to protect
their privacy. One of the biggest weakness’s users have is that
about 75% of them do not change their application passwords
after they have received assistance from someone else, which
makes their passwords very vulnerable. Another concern is
that most users do not change their password regularly. This
weakness may be related to the fact that these applications do
not require users to change their password after a specific
period of time. Moreover, about 18% of participants pay
attention to the terms and conditions of use provided by the
state application during the sign-up process, which makes
them miss some valuable information. A positive process that
this kind of state application uses is the two-factor
authentication, where the user is required to insert a
temporary pin sent to a registered mobile number along with
doing the normal user authentication, i.e., username and
password. This step promotes secure logins. Consequently,
only very few users have reported some violation of their
privacy. Although developers always use the best security
practices during application development, users themselves
still represent the greatest challenge to security. Many users
are still not aware of the consequences of using weak
passwords. About 52% of participants repeat some of the
characters in their username and password, 30.9% of users
use consecutive letters, and 28% use consecutive numbers to
create their password. To summarize, it is found that the state
applications were developed properly regarding login
authentication. However, users still represent the weakest
link. Users are not aware of the correct security practices to
follow. On the other hand, the diversity of state applications
may represent an extra effort to the users in the way they have
separate passwords for each application. One solution for this
concern is to have a unified portal for all of the state
applications. Hopefully, this could help users to choose
proper passwords and pay more attention to the instructions
which accompany the
applications.
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IV. CONCLUSION AND RECOMMENDATIONS 11
In this article, usernames and passwords in Saudi state

applications were analyzed to understand the human 1

perception of password security. The results shed valuable '

light on the way users choose passwords. Unfortunately,

most users are not aware of the fact that passwords can be 13

vulnerable to others. We believe that this paper will assist '

with the weak practices of using passwords, which make 14,

them easily predictable. We believe that an in-depth analysis

is required and will be performed in future to seek more

possible solutions that can overcome the weakness of user

awareness. Based on the results and analysis, as well as our 15

earlier works (Khan &Albattah, 2017; Albattah, 2018) on the

analysis of username and password selection, it is strongly 1.

recommended that in addition to the standard restrictions

given by state application providers on password choice, the 17

following table VI of behaviors are avoided by users during '

their selection of password.
18.
Table- VII: Common password behaviors
Common password Examples
behavior 19.
1 Familiar words society Covid-19, 20.
McDonalds 21

2 Numbers and/or symbols not ajsixvr, wkifht '
included

3 Ascending or descending order of 34567, 987654 22
numbers

4 Years and birthdays 1975, 11-10-1995 23,

5 Using" "and"-" Dr_Stephens,

Prof-Melton

6 Family names Haagen, Albattah 24.

7 Individual names Waleed, John, David

8 Feelings Happyguy, 25.

smartman 26.
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