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1 Selection of Modeling Approach

Framework Orientation: Goal-Oriented and Agent-Oriented

Software Development Phases: Early Requirements Specification and Analysis, High-level
design

What is modeled:

« The single system (not including Section 4 Alternative and Exceptional Scenarios®)
« Changes to the models which capture all of the variants are either included or described
(when changes are trivial or similar to previous changes).

Modeling Approach Used:

The i* Framework is intended to facilitate exploration of the system domain with an emphasis
on social aspects by providing a graphical depiction of system actors including their intentions,
dependencies, responsibilities, alternatives and vulnerabilities (Yu, 1997). The social aspect of i* is
represented by actors, including agents and roles, and the associations between them, (is-a, part-of,
plays, covers, occupies, instantiates), which can be represented in an Actor Association (AA) model.
Actors depend upon each other for the accomplishment of tasks, the provision of resources, the
satisfaction of goals and softgoals. Softgoals are goals without clear-cut criteria for satisfaction.
Dependencies between actors are represented in Strategic Dependency (SD) models. Actors can be
“opened-up” in Strategic Rationale (SR) models using actor boundaries containing the intentional
elements (intentions) of an actor: desired goals and softgoals, tasks to be performed, and resources
available. The interrelationships between intentions inside an actor are depicted with Decomposition

! These scenarios could be modelled in i* by decomposing some of the leaf-level tasks and goals in the bCMS and
the FSC and PCS. This would include the addition of new, more-detailed dependencies (timeout, new ETA, etc.)
We have chosen to keep this information on a higher-level, encompassing it in existing elements and
dependencies. Although i* can capture the tasks required for alternative scenarios, it takes the design-time
perspective of everything being implemented. Alternative scenario tasks are not alternatives in the model;
therefore it’s not especially interesting to add these details to the model, unless they have a significant impact on
model softgoals. More detailed expansions could be done in separate views for scalability reasons.



links, showing the elements which are necessary in order to accomplish a task; Means-Ends links,
showing the alternative tasks which can accomplish a goal; and Contribution links, showing the effects of
softgoals, goals, and tasks on softgoals. Positive/negative contributions representing evidence which is
sufficient enough to satisfy/deny a softgoal are represented by Make/Break links, respectively.
Contributions with positive/negative evidence that is not sufficient to satisfy/deny a softgoal are
represented by Help/Hurt links.

In this modeling exercise, we use a version of the modeling methodology described in (Horkoff & Yu,
2010).

Website or paper describing approach:

e Yu’sRE’97 Paper  http://www.cs.toronto.edu/pub/eric/RE97.pdf

e i* Wiki Guide istar.rwth-aachen.de/tiki-index.php?page=i*+Guides

e J. Horkoff, E. Yu, Interactive Analysis of Agent-Goal Models in Enterprise Modeling
International Journal of Information System Modeling and Design, IGI-Global, 2010.
http://www.cs.utoronto.ca/~jenhork/Papers/lJISMD HorkoffYu.pdf

Tool support: The OpenOME tool was used to develop all of the case study models. OpenOME .ood
files are available upon request. https://se.cs.toronto.edu/trac/ome

2 Description of Methodology as Applied to
the bCMS Case Study

In this section, we describe briefly how the modeling methodology described in (Horkoff & Yu, 2010) is
applied to the example case study.

Apply the following steps iteratively:

2.1 Stage 1: Purpose and Elicitation

Identify scope or purpose of the modeling process.

>> Scope: The entirety of the available Case Study document: REQUIREMENTS DEFINITION DOCUMENT

FOR A SOFTWARE PRODUCT LINE OF CAR CRASH MIANAGEMENT SYSTEMS. However, as i* is aimed
at early, high-level requirements, coverage of all aspects of the document will not be complete. For
example, low-level functional details or temporal information is not captured well in i*. We model
everything that can be reasonably expressed using the i* notation.

Identify modeling participants and/or model sources.

>> The provided document: REQUIREMENTS DEFINITION DOCUMENT FOR A SOFTWARE PRODUCT

LINE OF CAR CRASH MANAGEMENT SYSTEMS. Additional questions arising from the modeling process
will be recorded.

2.2 Stage 2: Model Creation

Identify relevant actors and associations.
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>> We will do so in a table for convenience

Actor Name

Description

Type

Associations

bCMS

Crash Management
System

Agent

Fire station coordinator
(FSC)

Role/Position

Police station
coordinator (PSC)

Role/Position

Police personnel Role PSC is a police
personnel
Fire personnel Role FSCis a fire personnel

Coordinators

Role/Position

FSC and PSC are
coordinators

Human distributed Agent Plays coordinator role

coordinators

Fire station Agent Fire personnel is part
of

Police station Police personnel is
part of

Fire station database Agent Part of fire station

Police station database Agent Part of police station

Fireman Role A police personnel

Victims

Witnhesses

Policeman/Police

Officer

Government Agencies Agent

Communication Malicious role Role

Compromiser

We create an Actor Association Diagram (bCMS_ActorAssociation.ood).

Identify relevant dependencies.

We identify dependencies in a Strategic Dependency Diagram

(bCMS_StrategicDependency_withoutbCMS, bCMS_StrategicDependency withbCMS).

Identify actor intentions.

Identify relationships between intentions.

We identify intentions and relationships in several Strategic Rationale Files (0CMS_SR_FSC,
bCMS_SR_PSC, bCMS_SR_Policemen, bCMS_SR_Fireman, bCMS_SR_Victim, bCMS_SR_Witness,
bCMS_SR_GovernmentAgency, bCMS_SR_CommunicationCompromiser, bCMS_SR_bCMS).

(Identification of Dependencies, intentions and intention relationships done simultaneously)




Additional Points:
Document Identification:

Model elements extracted from the source document are highlighted in the document, when
possible.

Before and after bCMS

As the goals and interactions of the actors were described independently of the bCMS system,
we have created models showing these interactions without the bCMS system, and then have
created a new set of models showing how the bCMS system takes over some of the
dependencies. These sets of models could be seen as as-is and to-be or before and after.

2.3 Stage 3: Analysis

Alternative Effects (Forward Analysis)
Identify all leaf intentions in the model, evaluate:
Implementing as much as possible.

>> As the case study did not present alternatives beyond the software
variations, we evaluated the case where all functionality was implemented
Implementing as little as possible

Reasonable Implementation Alternatives.

>> Without modeling the software variations, the description in the document
does not provide design alternatives.

3 Developed Models

3.1 Description of Views

As described in Section 2, three types of i* models were created: Actor Association (AA), Strategic
Dependency (SD), and Strategic Rationale (SR). Each model can be seen as an expansion of the previous
(SD expands AA, SR expands SD). As the SR models become complicated, we have created a series of SR
models, each one focusing on the internal details of a particular actor, and the dependencies of that
actor to and from other actors.

SR models not focusing on bCMS do not show interactions with the system, but only interactions with
other system actors. bCMS is added to the system in the bCMS_SR_bCMS and
bCMS_StrategicDependency withbCMS show how the bCMS system is added to the domain.

Here, we provide screenshots of each view, including the model title, a short description, and any issues
derived from the model.



As the strength of i* lies in part in its ability to perform strategic analysis, we provide forward analysis
results for each SR model. These results are explained briefly. More details on i* analysis can be found
in (Horkoff & Yu, 2010).

bCMS AA
Diagram

Diagram Diagram
without with bCSM
bCSM

Expands
Expands

bCMS_SR_
bCMS

bCMS_SR F bCMS_SR _ bCMS_SR bCMS_SR F bCMS_SR bCMS_SR _
SC PSC Policeman ireman Victim Witness

bCMS_SR_Gover bCMS_SR_Communic
nmentAgency ationCompromsmiser

Figure 1: Overview of Model Views



3.2 Single System Models

3.2.1 Actor Association

Coordin
ators

ommun
ication
Compro

miser

154

Plays

Station
Coordin
ator

Station
Coordin

Coordin
ator

NT—

Figure 2: bCMS_ActorAssociation

NT—
ISA
Fire Fire Station
Personn L part o station | "P""°" | Databas

el

e

Station
Databas
e

Police
Personn
el

Police

Is part of Ts part of

Station

154

Police
Officer
(Policem

This view lists all the actors provided in the source document, including their actor associations.



3.2.2 Strategic Dependency (without bCMS)
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Figure 3: bCMS_StrategicDependency_withoutcBMS

This view gives an overview of all of the dependencies derived from the source document between
domain actors. The dependencies to the cBMS system are not yet included, with communication
occurring directly between the FSC and the PSC. As this diagram can be difficult to digest, it may be
useful to come back to after viewing each individual SR diagram. We could also create an SD diagram
corresponding to each SR view, building the SD diagram gradually, but avoid doing so for brevity.
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3.2.3 Strategic Rationale PSC

Police
Officer
(Policem

=

Help

Provide clear,
executable
instructions to

appropriate staff

Maintain a feeling
of control over the
aisis

Some +

minimize stress level by
providing and receiving crisis
information to and from other

coordinators in a timely
fashion

Collate and distrube
updated information
and instructions back
o the police officers

This view looks at the motivations and actions of the PSC, including its relationships to other actors.
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Figure 5: bCMS_StrategicRationale_PSC_Evaluated

Here a forward evaluation alternative is applied to the model. We evaluate the alternative where all of
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the functional requirements/tasks are satisfied. We can see that there is disconnect between the



functional requirements/tasks of the actor and the softgoals. It is not clear how the softgoals will be
accomplished by the current responsibilities of the actor. This indicates that further elicitation may be
needed to discover new contributions between existing responsibilities and softgoals, or new high-level
design elements which will contribute to softgoals.

Because it is not clear how well the model softgoals are currently satisfied, it is also not clear why the

new system is needed. What goals are not being met by direct communication that the bCMS system
could satisfy?
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Fire
Personn

154
el
Coordin
IsA ators
EC T
Handle a crisis
efficiently and ——
effectively
Updates ~——
P Iihpeated
Informatiotand
Help Help Help Help Help Instructions
Wl Help
Get resources to (73 LV Provide clear,
the crisis location estimation of resource executable
i e needs and time of instructions to
_ shortest arrivals for resources appropriste staff -
Maintain s et - Dependable olice
control overa Have effective communication Maintain a feeling Strategy for Station
isis s negatiation with invelved handling crisis I
erisis situation e y d of control over the Coordin
skills Rl sis
AN S ator
<P Help
Some+ Keep up to date on
a - a . nature of crisis and
ommunicatin ommunicatis
g with the PSC (— e minimize stress level by deployed resources

providing and receiving crisis

with the PSC on how information to and from other

i ] coordinators in a timely
fashien Introduction

. Receive updates Collate and distrube

keep PSC up to date ﬁ“!’:*; o] “;93’ regarding the updated information

Introductions reqarding nature of or handiing the cirisis from T
crisis and deployad AN e ividual firem 7

to the fireman.
resources

Determine where,
when and how Strategy for

many fire trucks to handling crisis
i andling crisis

Keep up to date on
nature of crisis and
deployed resources

{ Introduction )

Figure 6: bCMS_StrategicRationale_FSC

This view looks at the motivations and actions of the FSC, including its relationships to other actors. The
model is very similar to the PSC model.
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Figure 7: bCMS_StrategicRationale_FSC_Evaluated

Here a forward evaluation alternative is applied to the model. We evaluate the alternative where all of
the functional requirements/tasks are satisfied. As with the PSC model, we can see that there is
disconnect between the functional requirements/tasks of the actor and the softgoals.
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Figure 8: bCMS_StrategicRationale_Policeman
The figure provides the motivations, responsibilities and dependencies for a policeman (police officer).
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Figure 9: bCMS_StrategicRationale_Policeman_Evaluated

We evaluate the alternative where all functional requirements and dependencies are satisfied. Similarly
to the PSC and FSC models, the link between the functional responsibilities and the softgoals are not
present. It is not clear from the document how the actions of a police officer will, for example, minimize
damage, or how confidence in the coordinator will be achieved. Further elicitation is needed to answer
“how?” for these softgoals, or to determine that the satisfaction of softgoals is out of the scope of the

system functionality.
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3.2.6 Strategic Rationale Fireman
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This model is similar to the SR for a Policeman, showing the internal rationale of a Fireman.
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As with the Police SR evaluation, the link between the functional tasks and softgoals is mostly missing.
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3.2.7 Strategic Rationale Victim
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Figure 12: bCMS_StrategicRationale_Victim

The model shows the intentions of the Victim, including relationships to other actors.
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Figure 13: bCMS_StrategicRationale_Victim_Evaluated
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In the forward evaluation we can see that the goals
This could be because a “victim” is a well-known rol

of the victim can be better connected to its actions.
e with well-understood goals and relationships.

However, in the current model, when the Victim interacts with the Police Office and Firemen (Fire
Personnel should be Fireman in this model), its goals are at least partially satisfied. It is not very clear

why a new system is needed from the point of view

3.2.8 Strategic Rationale Witness
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Figure 14: bCMS_StrategicRationale_Witness
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The Witness model is similar to the Victim model, but with less explicit intentions.
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Figure 15: bCMS_StrategicRationale_Witness_Evaluated

In the Witness model, it is not clear how or why the Witness would provide accurate information, what

motivates them to do so?

3.2.9 Strategic Rationale Government Agency
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Figure 16: bCMS_StrategicRationale_GovernmentAgency

The model shows the goals of the government agency, and its perceived dependencies to and from the
Police and Fire stations. From the description in the document it’s not clear how the policies provided
from the Government Agency are enforce, do they effect funding? It’s also not clear how the policies
are linked to the actions of the PSC or FSC. What action are related to or derived from policies? How
do they policies influence the goals of the actors? Are the non-functional requirements derived from

these policies?
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Figure 17: bCMS_StrategicRationale_GovernmentAgency_Evaluated

As with other models, it’s not clear how some of the goals of the Government Agency will be achieved.

Providing funding may achieve the policies, but not without some form of reinforcement. Does the
Government Agency implement the bCMS system and depends on the system for effective response
time, or is the implementation supervised by the various stations, who themselves have to ensure

response times mandated by the government?
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3.2.10 Strategic Rationale Communication Compromiser
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Figure 18: bCMS_StrategicRationale_CommunicationCompromiser

The model shows the identified goals and responsibilities of the Communication Compromiser. The

Compromiser depends on the various parties for confidential information, however, it’s not clear what

means the compromiser may use to access this information, or how successful these attempts may be.

A further consideration of possible attacks may add additional security requirements to the system. It is

also not clear how the Compromiser intends to disrupt communications; although we can show which

communication dependencies may be affected.
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Figure 19: bCMS_StrategicRationale_CommunicationCompromiser_Evaluated
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If the Compromiser is able to access confidential information and disrupt communications, they could at

least partially satisfy their goals.

21



3.2.11 Strategic Dependency (with bCMS)
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Figure 20: bCMS_StrategicDependency_withbCMS

The addition of the bCMS system changes the dependencies between the PSC and FSC, routing them
through the new system. Note that the bCMS agent depends on the PSC and FSC for the 3 dependums
(introduction, strategy and keep up to date) and the FSC and PSC depends on the bCMS agent for the
same dependums. However, these dependums are separate individual elements (one direction could be
achieved while another is not) so are modeled twice.
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3.2.12 Strategic Rationale bCMS
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Figure 21: bCMS_StrategicRationale_bCMS

The model shows the internal goals of the bCMS agent. The dependencies between the FSC and PSC are
now routed through this actor. In the SR diagram, it was not clear why the bCMS is needed, why the
FSC and PSC could not communicate with each other directly, perhaps using a simple phone. Here we
see the need to maintain and update crisis information, goals which are the responsibility of the new
system. However, information could also be updated and maintained via a paper system, and
information integrity, availability, and response time could also be satisfied with a non-software system
(although the speeds would be difficult to achieve manually). Generally, the introduction of the bCMS is
not well-motivated in the document with existing problems (goals which are not achieved). The
document does not consider potential disruptions to the current system, which are life and safety
critical, by introducing a new system. There are no requirements for usability or user acceptance. i*
modeling would encourage the analyst to go back to the stakeholders for further elicitation, asking
“why?” to ensure that the system is actually necessary and would actually provide a satisfactory balance
between stakeholder needs in practice.
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Note that the dependencies on the bottom of the diagram are very messy. We have not decomposed
the various sub-elements of facilitate communication to distinguish between sending and receiving for
each of the FSC and PSC. This would make the dependency links clearer, but add many more elements
to the actor. Generally, the model does not contain “how?” information on high-level design, as it is
developed from a document focusing only on requirements.
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Figure 22: bCMS_StrategicRationale_bCMS_Evaluated

Although the functionality of the bCMS is defined at a high-level, it is not clear what mechanisms will
ensure the satisfaction of the various goals of the bCMS. This may come into play during design phases,
when various technologies and configuration are considered in order to achieve required levels of
integrity, information availability and response times.

3.3 Variant Models

When modeling variants in i*, we use basic i* syntax as described in the i* Wiki. Other work has
focused on using goal models to model software variation specifically, modifying and extending typical
goal model syntax (for an overview see “A Comparison of Goal-Oriented Approaches to Model Software
Product Lines Variability” http://dl.acm.org/citation.cfm?id=1694373)
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7.1 Police and Fire Station Multiplicity
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Figure 23: bCMS_StrategicDependency_MulitiplicityVariant

i* models are intended to represent the class level. In operation, each actor can have multiple
instances. Thus the single system model already encompasses this variant, with the exception of the
Lead Coordinator. We add this actor to the existing SD model. However, this variant will also involve
new dependencies between the Lead Coordinator and other coordinators (in the SD models), and will
likely produce new goals and tasks for the FSC and PSC (in the SR). As these goals and dependencies are
not included in the document, we omit these modifications.

7.2 Vehicles Management

This variation is somewhat confusing, as it uses new terminology. Previous descriptions described
communication to and from police officers, firemen, witnesses and victims, but this variant describes
communication with police vehicles, fire station trucks, and citizen vehicles. Is communication with a
police vehicle the same as communication with a police officer? Citizens are witnesses and victims?
Communication with a citizen vehicle is the same as communication with a witness?
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Variant 1 is handled by the models as is, as the PSC and FSC are not communicating with vehicles.
Variant 2, 3, 4 and 5 can be modeled together. We do so in a modified SD model, adding vehicles;
however, the relationship between a “vehicle” and a role played by a human agent remains unclear (in
the model we will incorrectly use “occupies”). If vehicles do not have intentionality, their own unique
goals, they may just be a type of communication for citizens, firemen, and police officers, in which case
they will not change the SD model.
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Figure 24: bCMS_StrategicDependency_VehicleVariant

7.3 Vehicles Management Communication Protocol

This variant can be modeled in two steps. First, the SD model from the previous variant can be changed
such that the communication between PSC/FSC and the vehicles goes through a bCMS system. Second,
the bCMS actor can have alternative means to implement messaging infrastructure within its SR
diagram. As the first change is conceptually simple, we omit the resulting diagram. We include a
modified SR diagram for the bCMS system. The model would be more useful if it could explore the
differences and tradeoffs between the two protocol alternatives, e.g., one may be more expensive but

more secure.
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Note that the style of the model reflects design-time variation more than run-time variation, as the
means-ends link implies that one (or both) alternatives are selected during design. If the variation was
run-time, both alternatives would be implemented, and the link would be a decomposition link.
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Figure 25: bCMS_SR_bCMS_VehicleCommicationVariant
7.4 Crisis Multiplicity

Similar to the first variant, i* is intended to have multiplicity built-in, allowing for multiple instances of
each actor in practice. In addition, we have not modeled “the crisis” as an actor, as it does not have its
own intentionality or autonomy. This variant may produce changes in the internal responsibilities of
the actors (e.g., route vehicle from one crisis to another, manage information on multiple crisis), but
otherwise will not affect the models.

7.5 Crisis Multiplicity

This variant can be modeled in similar way as variant 7.3, adding alternatives to the SR diagram of the
bCMS to represent the different levels of encryption. These alternatives could be added in multiple
places if it is necessary to distinguish between encryption for different types of communication (e.g.
communication to PSC is encrypted while communication to FSCis not). As with variant 7.3 and 7.4,
adding these alternatives to the model is only really useful if the model considers the non-functional
tradeoffs between these alternatives, helping to aid selection between variants.

7.6 Authentication of System’s Users
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We show how this variant could be shown in the bCMS SR model below. The new authorization
dependency is very general; realistically each authentication alternative would have a differing

dependency on the PCS/FSC (password, fingerprint, etc.). Asin the other variants, the model would be

richer if the effects of the options on non-functional requirements could be explored.
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Figure 26: bCMS_SR_bCMS_AuthenticationVariant

7.7 Communication Layer
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If the communication layer had its own intentions and was autonomous, it could be modeled as another

actor. However, it is likely only a means of communication, and can be modeled using different design

alternatives within bCMS SR, similar to the variant 7.3, 7.4, or 7.6.
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4 Appendix: SRS with Markup
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1. Introduction

HE purpose of this document is to define the requirements of a Software Product Line (SPL)
called bCMS-SPL' and aimed at managing car crash crisis. Basic features along with desired
variations are proposed such that it results in a small SPL definition. The primary focus of the
proposed variations is to allow for static and dynamic variations (i.e., dynamic change between
variants at runtime). The software product line is described in the following manner: the
specification of a "reference variant" of the SPL referred to as bCMS is first provided; in a specific
section, we then include all the information concerning possible variations that could be applied to
bCMS. In this way, all the variation points and their possible implementations are introduced.
bCMS-SPL serves to illustrate the individual advantages and disadvantages of aspect-oriented
modeling (AOM), feature-oriented (FOM), object-oriented modeling (OOM), service-oriented
modeling (SOM), and other approaches at the Second International Workshop on Comparing
Modeling Approaches (CMA) to be held at Models 2012. The CMA workshop will bring together
practitioners of different modeling approaches including AOM, FOM, OOM, SOM, and other
approaches to discuss and evaluate their various approaches in the context of the bCMS-SPL and
provided comparison criteria. Practitioners can choose to either specify the bCMS-SPL or to focus
on bCMS only. In either case, the modeling community is invited to demonstrate their approaches
on the entire bCMS system or on the entire bCMS-SPL, thus providing a basis for discussion,
comparison, and evaluation. For the bCMS-SPL, not all variations have to be modeled depending
on their priority (see the beginning of Section 7 for more details on the priorities of variations).

While there are many AOM approaches, from requirements to low-level design, it is still difficult
to compare them and know under which conditions different approaches are most applicable. This
comparison, however, is crucially important to unify existing AOM and more traditional OOM as
well as FOM, SOM, and other approaches and to generalize individual approaches into a
comprehensive end-to-end method. Such a method that spans from early requirements to low-level
design and that includes validation does not yet exist, and it is not readily evident how such a
method would actually work in practice. As part of identifying potential comprehensive
methodologies, we must be able to evaluate on a focused example different AOM approaches with
each other and also against more traditional OOM as well as FOM, SOM, and other approaches,
and apply the same criteria to each approach. The comparison criteria will be made available on
the CMA workshop website well before the CMA workshop is held.

Experiences with the original case study crisis management system” indicate that a large scope
for the case study leads to different researchers exploring different parts of the system. When
different parts of a system are modeled using different approaches, it becomes difficult to compare
these approaches. Hence, while the bCMS-SPL is based on the original, it is much more focused
and comprises only one use case, a few non-functional requirements, and a few variations.

The approach chosen in this requirements document is rather "agnostic", thus we tried both in
terms of terminology used and document structure followed to be as "clergy independent” as
possible. The abstraction and completeness levels chosen are supposed to be sufficient to reach our
main goal as described above.

'"The 'b' of bCMS stands for Barbados, the country to which this case study is historically related, but also for the
second version of the car crash crisis management system.

2 Kienzle, J., Guelfi, N., Mustafiz, S. (2010) Crisis Management Systems: A Case Study for Aspect-Oriented
Modeling. Katz, S., Mezini, M., Kienzle, J. (eds.) Transactions on Aspect-Oriented Software Development VII,
LNCS 6210, pp 1-22, DOI: 10.1007/978-3-642-16086-8_1.
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We suppose that the execution of the services of any product line variant may be concurrent.
This will depend on the constraints on the execution order described for each service definition.
Nevertheless, we do not use any modeling notation to this aim and the concerned constraints are
hence spread over the textual descriptions”.

This document introduces first the scope and stakeholders of the system in Sections 2 and 3,
respectively. Then, functional and non-functional requirements are specified in Sections 4 and 5,
respectively. While Section 6 discusses hardware and standards, Section 7 highlights variation
points. The document concludes with a data dictionary in Section 8 and a glossary in Section 9.

2. Scope @

HE bCMS system is a distributed crash management system that is responsible for

coordinating the communication between a fire station coordinator (FSC) and a police station
coordinator (PSC) to handle a crisis in a timely manner (see Figure 1). Internal communication
among the police personnel (including the PSC) is outside the scope of the desired system. The
same assumption applies to the fire personnel (including the FSC). Information regarding the crisis
as it pertains to the tasks of the coordinators will be {@pd@aed and @&iftaifed during and after the
crisis.

Police Station Fire station
r r
PS database FS database
o I
bCrash
PS system [Fs .
coordination coordr’naﬁonii-i =
_process J lprocess “~\— |
ﬂ; %
PS coordinator communication FS coordinator
channel

Figure 1: Overall view of the environment and the desired system.

There are two collaborative sub-systems. Thus, the global coordination is the result of the
parallel composition of the (software) coordination processes controlled by the two (human)
distributed coordinators (i.e., PSC and FSC). There is no central database; fire and police stations
maintain separate databases and may only access information from the other database through the
bCMS system. Each coordination process is hence in charge of adding and updating information in
its respective database.

For simplicity, the context of the b(CMS system is an accident involving an overturned oil tanker
on a highway, where the tanker is on fire. The actual execution of the mission (e.g., rescue victims
or remove obstacles) is outside the scope of the bCMS system except for specific information
about the mission as required by the coordinators. This information includes the crisis details and
the route plan as defined in the data dictionary in Section 8. Furthermore, the current version of the

*mainly in the use case scenario descriptions
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bCMS system assumes that sufficient resources are available (e.g., fire trucks). Finally, there is
only one fire station and only one police station and only one crisis at a time.

bCMS starts operating at the point when a given crisis has been detected and declared both at the
fire station and the police station, independently. The coordinators (i.e., PSC and FSC) have
already defined the parameters necessary to start handling the crisis. The initial emergency call of a
witness and any subsequent notifications of the crisis from additional witnesses through either the
police station and/or fire station call centers are outside the scope of the desired system.

A number of policies exist governing the timing for actions to be completed, the number of
vehicles to be deployed for different types of crises, etc. The development and compliance checking
of these policies are outside the scope of the desired system.

Any variation of the system detailed in Section 7 may be either selected at design time or
activated at run time.

3. Stakeholders

LL stakeholders of the system are detailed in this section. After a brief description of a

stakeholder, the objectives of the stakeholder are first stated. Thereafter, the responsibilities
of the stakeholder are detailed which help to achieve the stakeholder’s objectives to a certain
degree. While the objectives characterize the general problems addressed by the bCMS system, the
responsibilities describe concrete actions that are expected from a stakeholder. Some of these
responsibilities can be traced to the use case in Section 4, and hence must be supported by the
bCMS system. Responsibilities that cannot be traced to the use case are outside the scope of the
system. All stakeholders listed in this section have an interest in the system or are affected by the
system in some way, but only a subset of the stakeholders are directly involved in the use case
described in Section 4.

3.1. Fire Station Coordinator (FSC)

A FSC maintains control over a crisis situation by communicating with the police station
(COOTdifatomBS @) as well as firemen.

The objectives of a FSC are:

In order to achieve these objectives, the responsibilities of a FSC are:
® to determine where, when, and how many fire trucks to send,
to communicate with the PSC to introduce herself,
to keep PSC up to date regarding the nature of the crisis and the deployed resources,
to propose a strategy for handling the crisis,
to reach an agreement with the PSC on how to proceed,
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® toreceive updates regarding the crisis from individual firemen, and
e to collate and distribute updated information and instructions back to the firemen.

3.2. Fireman
A fireman acts on orders received from the FSC and reports crisis-related information back to the
FSC. Furthermore, a fireman communicates with other firemen, victims, and witnesses at the crisis
location.

The objectives of a fireman are:
[

In order to achieve these objectives, the responsibilities of a fireman are:
® toreceive requests to go to/return from the crisis location,
to report location status to FSC,
to report conditions of the crisis to FSC and all firemen, and
to communicate with the victim and the witness at the crisis location.

3.3. Police Station Coordinator (PSC)

A PSC maintains control over a crisis situation by communicating with the fire station coordinator
(FSC) as well as policemen.

The objectives of a PSC are the same as the objectives of a FSC.

In order to achieve these objectives, a PSC performs the same activities as a FSC. The description
in Section 3.1 hence applies except that fire trucks are replaced with police cars, PSC with FSC,
and firemen with policemen.

3.4. Police Officer
A police officer @CiSIonIoEdeIsiEcceveaNtomnelPSGamnd) reports crisis-related information back to

the PSC. Furthermore, a police officer communicates with other policemen, victims, and witnesses
at the crisis location.

The objectives of a police officer are the same as the objectives of a fireman. In addition, a police

officer wants to re-establish order disturbed by a crisis (e.g., manage traffic and people).

In order to achieve these objectives, a police officer performs the same activities as a fireman in
terms of communicating with his coordinator. Hence, the description in Section 3.2 applies except
that FSC is replaced with PSC.

3.5. Victim
A victim has been adversely affected by the crisis and may communicate with policemen and
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firemen.

The objectives of a victim are:
[

In order to achieve these objectives, the responsibilities of a victim are:
e to provide crisis-related information (including information about their location, identity,
and medical history) to firemen and policemen, and
e to follow instructions from firemen and policemen.

3.6. Witness (at the crisis location)

A witness has observed the crisis and communicates with policemen and firemen.

The objectives of a witness are:
[

In order to achieve these objectives, the responsibilities of a witness are:
e to provide information to firemen and policemen, and
e to follow instructions from firemen and policemen.

3.7. Government Agencies

Government agencies provide funding for the system and expect improvements of the communities”™
(livingistandard from the deployment of the system. @

The objectives of a government agency are:
[ ]

In order to achieve these objectives, the responsibilities of a government agency are:
e to provide funding for fire and police departments, and
e to establish policies for both groups (e.g., security, response time expectations).

3.8. Communication Compromiser &

A communication compromiser wants to @CHEVelpeisonalgainy whether it is (GHSALy) or
(Gtherwise) by accessing confidential information and disrupting the handling of the crisis situation.

The objectives of a communication compromiser are:
[

In order to achieve these objectives, the actions of a communication compromiser are:
e to gain access to confidential information,
e to change confidential information, and
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e to disrupt communications.

4. Functional Requirements

HIS section details the use case of the bCMS system. Underlined items are further defined in
the data dictionary in Section 8.

Use Case: Communicate with Other Coordinator

Actors: PSC, FSC

Goal: To resolve a crisis situation as quickly and cost-effectively as possible in
cooperation with other coordinator. (EGSFdifiation) is required as police may EHabI®
(ireIpersonneltorcachlthicIcHiSiSIoCationIiasten (c.., by escorting the fire trucks or
by creating roadblocks).

Precondition: PSC and FSC are aware of crisis, but have not established contact with each
other.

Main Scenarios:
1. PSC and FSC establish communication and identification of coordinators.
2. PSC and FSC exchange crisis details.
3. PSC and FSC develop a coordinated route plan in a timely fashion for number of vehicles
to be deployed to specific locations with respective ET As.
3.1. PSC and FSC state their respective number of fire trucks and police vehicle to
deploy.
3.2. PSC proposes one route for fire trucks and one route for police vehicles to reach
crisis site.
3.3. FSC agrees to route.
4. PSC and FSC communicate to each other that their respective vehicles have been
dispatched according to plan (per vehicle).
PSC and FSC communicate to each other their arrival (per vehicle) at targeted locations.
6. PSC and FSC communicate to each other completion (per vehicle) of their respective
objectives.
7. PSC and FSC agree to close the crisis.

b

Alternative and Exceptional Scenarios:
At step 3 when the duration of the negotiation exceeds a predefined limit:
3.al. A timeout is recorded in the system.
3.a2. PSC and FSC are alerted that a timeout has occurred for completing the negotiation.
3.a3. PSC and FSC are allowed to continue with the sub-step of step 3 where the timeout
occurred.
3.a4. In parallel to 3.a3, PSC and FSC report the reason for timeout.

At step 3.3 when the FSC disagrees with the proposed route:
3.3.al. The PSC removes the proposed route from the possible routes.
3.3.a2. Continue with step 3.2.

At step 3.3.a2 when there is no more route left to be proposed:
3.3.a2.al. The PSC informs the FSC that the route will not be coordinated and that updates
of vehicle locations and crisis details are still to be exchanged.
3.3.a2.a2. Continue with step 4.
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At step 5 when a police vehicle/fire truck does not reach its destination within the ETA because of
vehicle break down:
5.al. The PSC/FSC informs the other coordinator of the new ETA and, if necessary, that a
replacement vehicle is on its way.
5.a2. Continue with step 5.

At step 5 when a police vehicle/fire truck does not reach its destination within the ETA because of
traffic or blocked routes:
5.b1. Continue with step 3.

At step 5 when the crisis is more severe than expected:
5.cl.  Continue with step 3.

At step 5 when the crisis is less severe than expected:
5.d1. The PSC/FSC informs the other coordinator of recall of one or more police
vehicles/fire trucks, respectively.
5.d2.  Continue with step 5.

At any step M when communication is not available:
M.al. PSC and FSC continue to address the crisis individually, and both will coordinate
through their personnel once their personnel have reached the crisis site (this resolution
is out of scope for bCMS).

At any step N when communication has been restored after a period of unavailable communication:

N.al. If the crisis has been resolved (i.e., the objectives of all vehicles have been reached),
then continue with step 7.

N.a2. If communication between PSC and FSC has not yet been established (step 1 has not
yet been reached), then continue with step 1.

N.a3. If the route agreement has been reached (the use case is between step 4 and 6,
inclusive), then exchange information on routes established for police and fire, location
of vehicles, and status of crisis and for each vehicle continue with step 4, 5, or 6
depending on the location of a vehicle.

N.a4. If the route agreement has not been reached and the time limit for the route negotiation
has not yet expired (the use case is between step 2 and 3.2, inclusive), then continue
with step N.

N.a5. If the route agreement has not been reached and the time limit for the route has expired
(the use case is between step 3.1 and 3.2, inclusive), then exchange information on
routes established for police and fire, location of vehicles, and status of crisis and for
each vehicle continue with step 4, 5, or 6 depending on the location of a vehicle.

5. Non-Functional Requirements

HIS section briefly discusses three non-functional requirements. Underlined items are further
defined in the data dictionary in Section 8.

5.1. Integrity
The system shall ESUCIENERACEHIONEICOmmUCaONbENVESMEOOINAN rcgarding
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of the time.

5.2. Availability

5.3. Performance

6. Hardware and Standards

HE FSC and PSC shall use their computer with a wired connection to a T1 link to
communicate with each other. Communication between the FSC and PSC shall use the https
Internet protocol.

7. Variations

HE purpose of this section is to define the requirements for the bCMS-SPL. The approach
chosen for describing the SPL is to define and detail the possible variations points that could be
applied to the “reference variant” bCMS, which is described in the previous sections.

Desired variations are proposed that result in a small SPL definition. The primary focus is to
allow for static and dynamic variations (i.e., dynamic change between variants at runtime).
Nonetheless, it is important to understand that a set of variants is not a variant of the SPL. For
example, a software having several configuration modes, which might be changed dynamically,
may be either a variant of a SPL or an implementation of a SPL. framework with a variant
derivation capability implemented using configuration means.

The variations proposed cover functional requirements variations in Section 7.1 to Section 7.4
and non-functional requirements variations in Section 7.5 to Section 7.7. Furthermore, for each
variation two priorities are defined — one for requirements models and one for design models. A
priority may either be “must have” (i.e., the variation must be part of the model) or “may have”. In
the latter case, an ordering of variations is specified (i.e., if a “may have” variation with number N
is part of the model, then all other “may have” variations with a number smaller than N must also
be part of the model).

Table 1: Priorities of Variations

Variation Requirements Priority Design Priority
Police and Fire Stations Multiplicity must have must have
Vehicles Management must have may have (#1)
Vehicles Management Communication must have may have (#2)
Protocol

“The numbers provided in the section on non-functional requirements do not aim, of course, at being realistic and are
not based on empirical studies. They are here to request the coverage of this type of requirement.
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Variation Requirements Priority Design Priority
Crisis Multiplicity must have must have
Confidentiality of Data Communication must have must have
Authentication of System's Users must have may have (#3)
Communication Layer must have may have (#4)

7.1. Police and Fire Stations Multiplicity

Variation point: Multiplicity of Police Stations (PS) and Fire Stations (FS)
Variations:

1. one PS and one FS

2. many PS and many FS
Constraints: exclusive variants
Comment(s): In this requirement document, the situation with a single PSC and FSC was
described. Based on performance and/or budget constraints as well as changes to policies, fire
station and police station management may be restructured, leading to more than one PSC/FSC. In
this case, a lead coordinator is required; he may change over the duration of the crisis.

7.2. Vehicles Management

Introduction of a dispatching service to provide the ability to send and receive messages to/from
police vehicles, fire trucks, and citizen vehicles. Citizen vehicles report, for example, accidents.

Variation point: Vehicles Management
Variations:
1. PSC and FSC cannot send to and receive messages from police vehicles and citizen
vehicles.
. Only the PSC can send to and receive messages from police vehicles and citizen vehicles.
. Only the FSC can send to and receive messages from fire station trucks.
. Both PSC and FSC can send routing information to their respective vehicles.
5. PSC can receive notification of accidents from citizen vehicles.
Constraints:
i. Variant 1 is exclusive with the other variants.
ii. Variant 4 implies variant 2 and 3.
iii. Variant 5 includes variant 2.
Comment(s): This variation point will impact the steps 4, 5, and 6 of the use case described in
Section 4.

H Lo

7.3. Vehicles Management Communication Protocol

In case the system offers the functionality of communication between PSC/FSC and their
respective vehicles, the infrastructure of this communication should fulfill the following
requirements:

Variation point: Vehicle Communication Protocol
Variations:
1. The messaging infrastructure uses SOAP over the Internet.
2. The messaging infrastructure uses a simple SSL security mechanism.
Constraints: AND variants
i. This variation point requires variants 2, 3, 4, or 5 of variation point 7.2.
Comment(s): This variation point impacts the same steps of the use case from Section 4 as
variation point 7.2.
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7.4. Crisis Multiplicity

In this document, we assume that the bCMS system can handle only one crisis at a time. Complex
crisis management systems may handle several crisis at a time, from possibly different domains.
This is expressed by this variation point.

Variation point: Crisis Multiplicity
Variations:

1. single crisis

2. multiple crisis
Constraints: exclusive variants
Comment(s): A multi crisis system needs to integrate (when needed) crisis identification. It must be
also possible to route vehicles from crisis location to another crisis location. As there are multiple
crisis, each crisis needs to be uniquely identified and has its own particular set of data (GPS
location, type, status, etc.). The system needs to manage and keep track of all this information. The
scenario described in Section 4 applies to each individual crisis. Thus, the system will have to
manage the execution of several scenarios (one for each crisis) in parallel.

7.5. Confidentiality of Data Communication

Variation point: Confidentiality of Data Communication
Variations:

1. encrypted communications

2. non-encrypted communications
Constraints: exclusive variants
Comment(s): This type of variation impacts the functioning of the system in multiple places, as it
applies every time there is a data communication between actors of the system. For example, in the
use case described in Section 4, this variation points impacts steps 1-7.

7.6. Authentication of System's Users

Variation point: Authentication of System's Users
Variations:

1. password based

2. certificate based

3. biometrics based

4. one time password (i.e., RSA secured ID)

5. challenge response (i.e., symmetric cryptographic based/mutual authorization/Kerberos)
Constraints: each variant might include zero or any combination of the listed variations concerning
the authentication of users.

Comment(s): In the scenario described in Section 4, the authentication of the PSC and FSC takes
place at step 1. However, user authentication may be required at different places within the
system's scenario.

7.7. Communication Layer

Variation point: Communication Protocol used for Communication Between Actors and System.
Variations:
1. Proprietary communication protocol (used over a private network)

2. HTTP
3. SOAP
Constraints:

1. Variant 1 is exclusive with the other variants.
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ii. Variants 2 and 3 can co-exist in a same variant, either applied to different actors or even for
the same actor.
Comment(s): The scenario described in Section 4 corresponds to variation 1. However, the chosen
communication layer should not have an impact on the analysis phase of the bCMS system.
Conversely, it may have a deep impact on the design of the desired system.

8. Data Dictionary

Crisis Details:
o Identifier

e Jocation (GPS)
e Time
e Status (Active, Closed)
e Description
Route Plan:
e Crisis ID

e Number of police vehicles

e ID, ETA, and location (station, enrouteTolLocation, atLocation, enrouteReturn) of each
police vehicle

e Number of fire trucks

e ID, ETA, and location (same as above) of each fire truck

e Route (path to reach the location) for each police vehicle and each fire truck

Timeout Log:
e Crisis ID
e Time
e Date
e Reason PSC
e Reason FSC
9. Glossary
Term Definition
AOM Aspect-oriented Modeling
bCMS The name of a bCMS-SPL “reference variant”. It represents a single instance of a
coordinated distributed crash management system.
bCMS-SPL The name of the software product line described in this document.

CMA Comparing Modeling Approaches

Dependability reliability, safety, confidentiality, integrity, availability, maintainability
ETA estimated time of arrival

FOM Feature-oriented Modeling

FS Fire Station

FSC Fire Station Coordinator

OOM Object-oriented Modeling

PS Police Station

PSC Police Station Coordinator

Security confidentiality, integrity, availability

SOM Service-oriented Modeling

SPL

Software Product Line




