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Abstract: Mobile ad hoc networks (MANETS) have evolved into
a leading multi-hop infrastructure less wireless communication
technology where every node performs the function of a router.
Ad- hoc networks have been spontaneously and specifically
designed for the nodes to communicate with each other in
locations where it is either complex or impractical to set up an
infrastructure. The overwhelming truth is that with loT
emergence, the number of devices being connected every single
second keeps increasing tremendously on account of factors like
scalability, cost factor and scalability which are beneficial to
several sectors like education, disaster management, healthcare,
espionage etc., where the identification and allocation of
resources as well as servicesis a major constraint. Nevertheless,
this infrastructure with dynamic mobile nodes makes it more
susceptible to diverse attack scenarios especially in critical
circumstances like combat zone communications where security
is inevitable and vulnerabilities in the MANET could be an ideal
choice to breach the security. Therefore, it is crucial to select a
robust and reliable system that could filter malicious activities
and safeguard the network. Network topology and mobility
constraints poses difficulty in identifying malicious nodes that
can infuse false routes or packets could be lost due to certain
attacks like black hole or worm hole. Hence our objective is to
propose a security solution to above mentioned issue through ML
based anomaly detection and which detects and isolates the
attacks in MANETSs. Most of the existing technologies detect the
anomalies by utiliziing static behavior; this may not prove
effective as MANET portrays dynamic behavior. Machine
learning in MANETS helps in constructing an analytical model
for predicting security threats that could pose enormous
challenges in future. Machine learning techniques through its
statistical and logical methods offers MANETS the learning
potential and encourages towards adaptation to different
environments. The major objective of our study is to identify the
intricate patterns and construct a secure mobile ad-hoc network
by focusing on security aspects by identifying malicious nodes
and mitigate attacks. Simulation-oriented results establish that
the proposed technique has better PDR and EED in comparison
to the other existing techniques.

Keywords: Machine Learning, MANET, topology, Mohility,
Anomaly Detection.

I. INTRODUCTION
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The distinctive characteristics of MANETs [1,10,12,17,
19] with respect to decentralization, availability, flexibility
and self-administration serves as a boon as well as bane asiit
draws attention from multiple sectors [14,15] to deploy in
their operations along with inviting various types attacks
(Fig 1) due to its vulnerabilities. Severa researchers have
recommended a variety of security mechanisms to detect
and mitigate the effects of attacks on MANETS.

Artacks on
MANET
I \

lPTvs'\ca\ Data Link Network fransport
aver Layer Layer Layer

fppLaye

Fves Dropping Traffic || Blacktole EssionH-Uack-,rg|

At ata corruption
Menitoring Attack

H lamming Flooding Attack | Repudiation attack

Cooperative

EF Weaknes H  atack

Y Interception GreyHole

Attack

Heliy Fish attac

Wormhole
attack

U sybil Attack

Fig 1: MANET Attacks

Cryptographic mechanisms|[2, 3, 4, 8] offered certain merits
by introducing a considerable delay in communication
moreover it required the connection beforehand to maintain
the data transfer between the nodes which is not practicable
in Mobile ad-hoc networks, hence hybrid methods are
required to enhance security in MANET as the nodes are
open to various attacks in different layer of MANET (Table
1). For instance, some of the familiar and most commonly
occurring  attackg[13,17] are deniad of service,
eavesdropping, man in the middle, flooding, Sybil, worm
hole spoofing, impersonation, black hole ,jamming and grey
hole attacks etc. which targets specific layers. To some
extent intrusion detection systems, encryption mechanisms,
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spread spectrum analysis and firewalls can work towards
detecting diverse type of attacks but the last decade
witnessed a shift in network paradigm from cryptography to
novel technologies like Al, machine learning and genetic
algorithms.

Table 1:Security attacks in different MANET layers

Layers Types of Attacks Security Problems

Application Repudiation and data modification | Detection and prevention of
vinsesworms  and  malicious

nodes

Transport Session and traffic monitoring and | Authentication ~ and  secure

hijacking.SYN flooding communication

Netwerk Jelly fish.Grey  lole.worm | Protection from ID spoofoing and
hole.black hole attacks securing routing protocols
Data Link Traffic moniforing resource | Prevention of MAC disruption
consum ption,location disclosures | through link layer based security
| Physical Eaves Dropping Message | Prevention of DOS and jamming
Intereeption of signals

Intrusion Detection mechanism [10, 11, 21] corresponds to
defensive strategy deployed in MANETS to examine and
probe events that happens out of ordinary which comprises
of several methods to detect abnormalities or anomalies in
the network. IDS can be generaly of three types- anomaly
detection, misuse detection or signature oriented detection.
Anomaly detection based mechanism can filter abnormal
outlier nodes by evaluating them with regular normal
patterns. A node is labeled as intruder if outlier is detected.
On the other hand, misuse detection and signature-based
detection relies solely upon saved signatures or patterns
hence they cannot be utilized to spot innovative threats or
attacks. Thus, anomaly based detection surpasses the other
two in terms of its ability to handle novel scenarios like in
MANETs ,which is known for its dynamic and open
environment nature where nodes can connect and leave at
any time in ad hoc fashion that makes them even more
vulnerable to severa possible attacks. The key intention is
to recognize any malevolent activity prior to actual danger
so that nodes in MANETS are endowed with the capability
to filter theillegal and unauthorized entries. Since nodes are
constrained of resources like power, storage etc., it creates
an immense challenge in implementation of anomaly
detection in rea time applications. Machine learning
methods facilitates in discovering diverse and nove threats
along with wvulnerabilities of the existing system.
Configuration of ML techniques can be based on neura
networks, fuzzy logic, genetic algorithmg[22] or Bayesian
network[21]. These technologies have turned into a
remarkable alternative for security analysts as well as
researchers to arrive at efficient and optimized solution for
security enhancement in MANET environments. Therefore,
this paper introduces a novel approach which can perform
discovery, avoidance, forecast and alleviation of
compromised nodes and secure the routes based on machine
learning and clustering algorithm. The paper is categorized
as follows: Section 1 gives a brief introduction to MANET
and its security approaches. Section 2 provides some recent
research literatures in relation to our study. Section 3 briefs
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about machine learning and its application in MANET
intrusion detection. Section 4 explains the proposed method
followed by simulated results in section 5. Study is
concluded in section 6 with a scope for further research in
future.

[I. RELATED WORK

Following are some literature insights from some existing
works related to the area of our research that has motivated
towards studying this particular methodology to protect and
safeguard MANETs from any possible hostile attacks in
future. Distance based outliers (Knorr et a, 1998) were
detected based on the estimation of distances of objects
through an outlier factor represented as OF: x -0.
Similarly density (Breunig et a, 2000) based outliers were
evaluated from input data in which severa outliers were
identified on the basis on their distribution. Outliers were
generaly identified in lower density regions as per this
method. Fan et a (2003) offered a cross-feature analysis
approach which aims to capture the correlation patterns
present across the features in normal input data traffic.
These patterns can be established as normal profiles which
can then be utilized to detect anomalies. However, these
normal profiles can be established only through initial
training of input data and because of node mobility and
dynamic topologies of MANET, they cannot be used to
accurately represent the actua state of the current network.
Lee et a (2004) used specification and statistical methods to
recognize attacks in AODV through finite state automaton
based detection of anomalous behaviors. Statistical learning
agorithms and violation specifications were used to detect
anomalous characteristics that showed temporal and
statistical features. Chen et a(2006)observed that outliers
could emerge from variety of sources like data
inconsistency, environmental factors, software or hardware,
can originate from node /network, statistical or knowledge
based, distance/density oriented ,Markov/hidden Markov
outliers etc., Hence to solve and identify outliersisto design
a mathematical model based on data probability and
statistics. Pooch et al. [2007] recommended an anomaly
detection method which took into account of MANET’s
node mobility factor. During training stage, different
mobility models, their routing activities at various mobility
levels were gathered and link change rate at every level was
computed. During detection phase, every node frequently
estimated its present link change rate and opted for normal
profile whose rate had the least Euclidean distance in
comparison to current link change factor. Zhang et a (2010)
recommended a dtatisticad method where user oriented
behaviors is studied by making use of certain measures.
Regression based analysis was also utilized to detect the
outliers when the system is in its running condition. Yang et
al (2011) emphasized on Markov chain process in which
discrete state spaces were described using tempora
dependency between current and subsequent states.
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Kato et a (2012) proposed anomaly detection based on
dynamic updating of training data which requires the first
set of data to be used as training data. Hybrid detection
methods (Imani et al, 2015) were suggested where anomaly
and misuse based detection methods were integrated to
reduce the costs and reap the benefits of both the
mechanisms. This approach aso made use of hidden
Markov chain model to maintain data transfer related history
and to ensure security. In the same year Ram Mohan et a
(2015) presented a clustering based technique to detect
anomalies which made sure that the detected anomalies are
genuine as the false dlarm rates are low. Prasanna lakshmi et
al (2019) put forward a method to enhance security features
of MANET through anomaly-based intrusion detection
which made use of ZRP, AODV routing protocols to
discover the shortest route which comprises of attribute
selection based on ID investigations of malicious nodes and
recognizes new attacks through logical decision rules
queried from rule database. Samanta et a(2020)too
suggested a trust based secure routing mechanism which
detected attacks like wormholes and black holes injected by
malicious nodes in the network.The model was shown to
reduce the power consumption and improve the
efficiency.Veluswamy et al(2021)proposed an energy
efficient trust factor based on AODV protocol which
performs the task of isolating malicious nodes through
dynamic estimation of power consumption and trust values
as per the changing topologies and improves the
performance of routing with the administration of AODV
which minimises EED and PDR.

[11. OVERVIEW OF INTRUSION DETECTION
SYSTEM AND MACHINE LEARNING IN MANET

The primary goa of an intrusion detection system (IDS) is
to identify threats or any malicious activities occurring in a
isolated or in a network system through periodic monitoring
of traffic. In case of MANETSs[10,15]where mobile wireless
nodes are dynamically self configured and hence IDS has
become an essential component of nodes to equip the
network with high intense security. Regardless of the merits
with respect to high degree flexibility, scalability and
extensive array of applications being accomplished through
MANETS, the inherent vulnerabilities enhance the security
related constraints. In order to securely employ MANET and
exploit its accommodating and dynamic characteristics,
highly reliable and robust security mechanisms are the need
of the hour. However, avoidance of intrusion cannot
possibly eradicate any potential intrusions and can only be
made of use as the first level of defense against any future
attacks. Recognition of intrusion through classification
based procedures can effectively distinguish between
normal and out of ordinary behavior and thus aids in
detecting intrusions in MANET which can therefore be
made a second level of defense that can serve as the
foremost building block in communication. In wired
networks all the traffic go through devices like switches or
routers or gateways which facilitates the implementation
whereas in MANET, absence of these devices and due to its
open nature, any client can gain entry .Thus wired IDS
techniques cannot be implemented on MANET directly.
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Generally IDS techniques that can be used on MANET is of
3 types namely[5,6,20]

» Stand alone DS

o |IDS system runs on every node on MANET

o Absence of collaboration between the nodes in the

network

o Loca or globa response is generated if an intrusion

event occurs

o IDS agent identifies and collects intrusion information

locally

o Effective only in flat networks not suitable for multi

layer or complex networks.

» Hierarchical IDS

o Network is fragmented into clusters and IDS is

deployed in CH

o The cluster heads act as a central point of information

collection and monitoring of intrusions

o Cluster head serves as both local as well as global IDS

agent Suits multi layer and complex MANET network
architectures

= Digtributed and cooperative IDS

o Every node is endowed with IDS agent who is
accountable for detecting and gathering local as well
as global responses and cooperates with other nodes in
case of global detection and wide search scenarios.

o Alert responses are raised by local or global agent
based on detection of intrusion

o If the collected evidence is uncertain then neighboring
IDS agents cooperate in detecting global intrusion.

o This system is also more suitable for flat network
systems and cannot be applied for multi - layer based
systems.

ML [16, 25] facilitates in easy summarization and
visualization of input data which helps the security analysts
to recognize vulnerabilities and flaws that exists in the
current system. To enhance the rate of detection along with
its compliance, severa techniques of ML have been
implemented to address intrusion detection related issues in
MANET. These practices are frequently adopted to record
the recent events and maintain comprehensive information
with respect to several attack scenarios. The main categories
of ML are

= Supervised learning algorithms

o Training in the presence of a supervisor where data is
trained to arrive at accurate or desired outcome. The
supervised learning agorithm scrutinizes the learning
data and generates an output in accordance to its
discrete or continuous nature.

o ANN,SVM,KNN, decision trees, Random forest ,linear
and ensemble classifiers are the examples

= Unsupervised learning algorithms

olnvolves past experience based training on data learning,
does not includes objectives or calculations based on
predictions. Revolves around the problem of
unmarked data discovering a secret structure where
there is no specific objective
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o Examples are k-means clustering, hidden Markov
models, genetic and fuzzy logic algorithms.
= Reinforcement learning algorithms
o In this technique ,an agent is trained to learn in an
interactive setting through trial and error based responses
collected from its actions and incidents
o Deep Q-Learning, SARSA , Deep Adversarial Networks,
A3C,TD arethe examples

IV. PROPOSED MODEL

The proposed model has been designed by using machine
learning based on hierarchica IDS and reinforcement
learning model which makes use of decision tree algorithm
to enhance the precision and performance of intrusion
detection in MANET through anomaly detection based
learning process. At the time of transmission, the constraints
with respect to dropping and delaying of packets can happen
due to traffic congestion and collision along with the non-
availability of link due to exposed and hidden termina
issues. This in turn will generate fase aarms due to
mistaken identification of normal as malicious node pattern
in the MANET environment. To avoid the aforementioned
issue, and to handle the dynamic network topology and
mobility of nodes, the machine learning system deployed is
decision trees. Following are the main components of our
model namely whose flowchart is presented in Fig 2

= Cluster head/ IDS agent: Responsible for performing
intrusion detection through learning process and conducts
examination and investigation of MANET devices to
validate their behavior through cooperation between input
and output components which employs decision tree based
reinforcement learning mechanism.

* |nput component: Parameters collected by nodes
which acts asthe input to IDS agent

= Qutput component: Detected patterns or behaviors of
all the nodes by IDS agent

= Intruder: Device involved in hacking, modification
and damage of data packets resulting in reduced efficiency
of the system

The working method of the proposed model is as
follows

= MANETSs are set up with an intruder; attacker and a
packet dropper produce false data packets. The data
transmission is instigated by the source node and the path
discovery processisimplemented.

= All the nodes perform data transmission through
request forwarding and receiving system. Route replies are
created by targeted destination nodes and packets are
forwarded by in-between nodes until source node is reached.
Once route is discovered data packet forwarding is taken
care by source and in-between nodes.

* Node monitoring is performed by cluster heads
equipped with IDS, which keeps track of requests and
replies and performs physical layer eavesdropping to
monitor reception and forwarding counts of data packets.
The false packets generated by the nodes are scrutinized by
evaluating the packet size and initiates the detection process
through reinforcement learning based decision tree
algorithm (Algorithm 1).
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= Attributes such as packet generation, drop rate, energy
loss of each node for every data transmission, signal
strength, data and control message forwarding ratios,
reliability between original packet and dummy packets
along with link aspects like occupancy factor, transmission
probability, collison rate, error rate are estimated to
discriminate between traffic congestion and malicious
behavior.

= Q-learning is used to perform the mapping of states to
corresponding actions whose values are estimated as Q (S;;
Ay which represents the state and action pair which is
updated in accordance to the equation

= o Q(Sy Ay = E[Re1 + @ max a1 Q(St+1; At+1) Q(St; At)]

D

= where € is the learning parameter0<€<1, t denotes the
current time, Ru1 is the reward collected at timet + 1, S is
the state, A: denotes the action performed at time t, ¢
manages the reward and return ratios between present and
future states. In our proposed model, decision tree has two
types of nodes namely decision and child nodes. A decision
node represents the decison made about a particular
MANET node to determine which node is selected to route
the packets.

= Each child node stores the calculated values for its
regionsin the corresponding state space. In Q-learning every
child node stores a single vaue for every action along with
rules to decide if the node should be partitioned if the node
is malicious. The decision tree initiates with single child
node with the implementation of the algorithm information
is updated in record list which gets updated frequently.

= |f a malicious node is encountered based on the trust
factor and other input criteria, a decision is made to
determine if the packet has to be forwarded or partition
should be made to surpass the intruder. If partition is made,
then the corresponding route is updated and a new node is
created to replace the child node, and two child nodes are
attached to the parent node after removing the old child
node. In this way, the decision tree grows from the root
towards down by continuously partitioning and discovering

the node based on decisions.
DECISION TREE ALGORITHM FOR REINFORCEMENT LEARNING

1, Obtzin input parameters and reward R, for time 1.
2. Apply input values to locate the child node whose state is Se.

3. Select either the appropriate action with maximum value of Q (S Aq) or a smell pr

for random action.

1. Incase appropriate action is selected then caleulate o Q(Sy.1: Av1) and update Q(S,.1:
5. Append o Q(S¢1; As) to the record list for child node corresponding to S,

6. Choose if Sy.1 should be divided into two by investigating the record list for Sy

7. Incase if record_ list _length < record_ list _min size then partition :=F

8 Caleulate average i and standard deviation ¢ of aQ(S:.; Avy) in the record list

9. If| p|<2 o then partition := T else partition := F

10, Perform partition, if needed or update the values of Ry, Ac and S, to be utilized for

during next iteration

* Il Retum A

Algorithm I: Decision tree based reinforcement leaming
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Fig 2: Flowchart of the proposed system model

V.SIMULATION AND RESULTS

Simulation process of the proposed model is performed with
NS2.33 network simulator where a location of 2000* 2000
m? is constructed for MANET experiments with
communication  support  for  multi
communications of bandwidth 4Mbps where mobility of

nodes is set at random pace with speed of 5m/s and the

transmission range is around 500m. Traffic typeis CBR and

the size of the packet is 1024 bytes. The proportional results
observed through three different test conditions where

varying the nodes count (30 to 150) with the difference of

30 nodes in every simulation. Second test condition is
implemented by utilizing different packet generation rates

(0.1 to 0.5). And third condition is experimented through
setting the simulation time (30 s, 60s, 90s, 120s, and 150 s).
Results are evauated by analyzing them with existing
detection approaches like Naive Bayes Classifier and
Genetic algorithm to validate the performance of the

proposed model. The simulation attributes and the

corresponding values are represented inTable2

Table I: Simulation attribates

SMULATION ATTRIBUTES ANDVALUES
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Packet delivery ratio

The packet delivery ratio (PDR) which gives the
information about the number of packets successfully
delivered is illustrated in Fig 3 which increases with
increase in packet generation rate and shows that packet has
been successfully received by destination node and our
proposed model (IDS-RL) outperforms the other two
Genetic Algorithm (GA), Naive-Bayes Classifier (NBC) for
asfar asintrusion is handled.

55
50

45

35

30 \ X —— GA
\ IDS-RL
+
—»— NBC

25 \/ —
*

0 75 100 1S 150 15 200 25 250
PDR
PDR Analysis of Proposed Model

Fig 3: PDR analysis of proposed model

End to End Delay:

The average end-to-end delay is presented (Fig 4) with
varying number of nodes. As illustrated in the graph, by
varying the number of nodes, the end-to-end delay has been
minimized. Through efficient clustering mechanism and IDS
monitoring delay is reduced and PDR is enhanced and it can
be seen that the proposed model provides enhanced results
when compared to existing approaches.

Packet s

Time takem for sanelation

1028 bytes

100 secondh

Following are the performance metrics taken into account to

evaluate the system performance in detecting the malicious

nodes and safeguarding the security of the MANET.
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VI. CONCLUSION AND FEATURE ENHANCEMENT

MANET environments are known for their open nature
where nodes are free to join and leave at any time and
communicate with each other in the absence of any central
authority. This unconditional freedom of movement of
nodes in the network poses serious security issues as the
routes established for data transmission are neither stable
nor reliable which could cause concerns in sensitive rea
time applications where security must be the priority.
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Hence proposing a safe and robust model for MANET
environment without compromising on the underlying
cooperative nature is a huge challenge. Machine learning
algorithm has been applied in the proposed model to opt for
the reliable and trust worthy neighboring node for data
transmission in the MANET. The simulation conducted in
NS2 demonstrates the merits of this recommended model in
comparison to existing strategies. Thus, the key focus of this
contribution in the selection of a trusted node for
transmission through identification of malicious nodes and
differentiating them from norma nodes and designing a
secure network has been accomplished. Future work is
oriented towards selecting the decision boundaries through
exploration of some alternative techniques with a
perspective of characterizing the working of approach that
would provide good learning performance and meets our
QoS based requirements in a more reliable convergence
with lower memory requirements and better scalability in
large complex MANET environments.
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