Trainee: sandbox-56-useractions
Reached 8 of 20 available success nodes (40.0%)
Training: "Kobylka 3302"

Green nodes: Successfully reached states from the reference graph

Red nodes: Commands not present in the reference graph

Orange nodes: Attempts to reach a green node but some required states were missing
Gray nodes: Reference solution to complete the rest of the training
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Tool: Is Tool: cat Opts: ['.bash history']['/home/eve/.bash history'];
Opts: [] Opts: ['flag.txt'] ['eve/.bash history']; ['.bash history']
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Tool: cd
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Tool: cat
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Type: command

Tool: python

Opts: ['ssh2john.py', *', '>', "*']
Req. nodes: [exploit executed]
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key hashed

Type: command

Tool: john

Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’,
I*I]
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Tool: chmod

Opts: ['0600', *']; ['600', *']
Req. nodes: [key cracked]
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Type: command

Tool: ssh

Opts: ['-i', *, 'eve@10.1.17.4"]

Req. nodes: [ssh key permissions changed,
ash history displayed]
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Type: command

Tool: cat

Opts: ['top-secret/flag.txt']; ['flag.txt']
Req. nodes: [connected to server]
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