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HUMANE focus group: eVACUATE #2 — computing students
12 October 2016

P1, P3, P2, P4 = participants
M1, M2 = moderators

< Welcome and outline of focus group >

M1: Thank you for getting back to us and we really appreciate
your participation. Now, 1’ve given some information on this
before but 1 thought 1°d just put it up here. 1 want to
introduce some things from a project called HUMANE that we’re
going to evaluate, so we’re looking for feedback from you on
some of these things. And there’s a method that’s been
developed in a project, that we’ll use as a way to facilitate
this focus group. So we’re going to go through various steps.
And there will be specific tasks associated with the steps
that we come up with. Some will be brainstorming, getting you
guys to come up with some thoughts of your own for what we’re
doing In the various steps. There’s some pen and paper
exercises so when we get to that the paper i1s over here.
There’s an online tool that’s been developed by one of the
partners, SINTEF, based in Norway, that we will use as part of
this as well. So, as | said, some of this iIs going to be
specific questions, specific tasks, but if you have any
observations throughout or comments to make, feel free to
share them. It could be something that’s not quite clear to
you or you’ve got a suggestion about something that you think
would be good for us to take onboard.

< Introducing HUMANE >

So HUMANE, just very briefly in a nutshell, is one of the
collaborative research projects that IT Innovation does.
Funded by the European Commission, the so called H2020
program. Now, there’s two key objectives of the project that
we’re focusing on here, one of which is that the project is
creating what we call a typology of human-machine networks.
The purpose of this typology is to be able to describe and
analyse the human-machine network so we can give some support
to system designers who are creating a new network, 1.e. an
ICT system. Or they might want to change something to improve
it. And we’re doing this to try and give some added value so
that people can create more successful networks. And then the
method i1s essentially a way in which they can apply this
typology. Now, we’ll talk about design patterns, throughout
here. For your background, design patterns can have quite a
specific meaning In software engineering. Within a project, if
it causes confusion, you can think of 1t as design solutions.
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So we think about challenges and problems that people might
have as they’re designing human-machine networks and we’re
offering solutions to that. So essentially we’re here to
evaluate the typology and the method and any feedback that you
can give us In this focus group will be used to improve the
next and final versions of both the typology and method.

< Introducing the HUMANE typology >

So a typology is a way in which you can structure and classify
something In terms of types. And the type iIn this case is a
human-machine network. We do that according to a set of
dimensions to describe a human-machine network, which 1’11 get
back to a bit later. But what we mean by human-machine network
is essentially where you have an ICT based solution that will
connect up different people and technology. So machines we see
them as active participants. So a bit beyond let’s say a
platform that mediates social networks where you can have
technology that’s doing something more as well. So it can by
anything from the hardware, services, platforms, sensors,
robots, software agents. Things that have some involvement and
role and purpose iIn the network. And here’s an example of a
network. I won’t go into so much detail on this one, but here
is a network based on one of the projects that IT Innovation
i1s working on. It is dealing with emergency support. You’ll
see on the left side there are some human actors as part of
this network. They are basically members of the public who
might end up needing to be evacuated from venues such as
football stadiums, cruise ships, airports and so on. And in
these venues some of the machine actors that you can have,
which are depicted here on the left, are sensors such as
cameras, signage. Signage can be something that can be updated
to provide information in real time about evacuation routes.
So it’s not always just here’s an exit sign and that’s a
static thing. So looking a bit further than that. User devices
as well such as phones and such. Now, in the middle, this is
the innovation of the project that sits in this network, a
decision support system which iIs meant to help the operational
staff at these venues. Let’s say If it’s at the airport, to
give them information collected through all the sensors about
what’s the status. What’s going on. That could give some
information that might lead to recommendations to the
operational staff about evacuation routes, let’s say, if
there’s an accident somewhere and evacuation routes are
blocked and so on. So the operational staff would use this
system. Now, there are other types of human actors that can be
part of the network, not always, but if there’s something
really bad that happens, emergency services can get involved,
Police, ambulance and so on. Or let’s say there’s a terrorist
attack, special services could get involved as well. So we’re
reflecting this range of actors in the network. And this is
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kind of a complex network and there’s a lot of behavioural
aspects that we can start to weed out as well. And we’ve done
a few things on the left side here with evacuees in terms of,
how they might form groups. If you had a football scenario,

for example, there is typically, ..., the opposition are not
friendly with them but 1If an evacuation takes place some of
these dynamics will have to change. 1 won”t go into so much

there but 1T you have questions M2 knows a lot more about that
than me.

M2: 1 was just going to make the observation. You’re right.
With football teams you have two opposing teams and therefore
the assumption is that they’re wrong. You introduce another
set of players specifically with the emergency services and
the police. Then they immediately shift and they become a
single unit, which is why Hillsborough was such a disaster and
the M11, etc. The Police decided that they were hooligans and
they thought “hang on”, and so grouped together. So there is
some dynamicism.

M1: Yeah, so this is to give you an idea of a human-machine
network. Now, we have the method, another aspect we’re going
to be talking about. This is based around supporting and
enhancing a methodology, an 1SO standard on human-centred
design, which is green at the bottom here. Which is a cyclic
methodology where if you’re creating a new system and you’re
going through an initial stage of doing some context analysis
and then collect user requirements and then work on some
designs and then go to evaluating the designs. But then you
want to go back and do any of these steps as you’re iterating
through. Now, for human-machine networks in particular we have
broken down some of the steps of the method in HUMANE into
five, and some of them have got two steps but they’re part of
the same purpose, i1f you like. So in the beginning, as you’re
establishing the context of the network it’s to say things
like what exactly i1s the purpose of the network? What are the
objectives? Now, we need to have a good idea about that for
some of the things that come later if we want to look at what
are the implications of certain designs are? Are they going to
meet the objectives, and so on? Now, using the typology, that
I haven’t said so much about already, we then at step two
start to describe what the network might look like. Now, the
typology, we’ll talk about it in more generic terms. We’re not
drawing pictures of architectures and so on. What we’re
talking about is more the properties of the network. It’s
describing things about the types of agents that are there,
the humans if you like, or the machines. The way iIn which they
might behave and so on. But also you can start to draw up a
diagram of what this might look like, like we saw In the
previous slide, to get an idea of who they are, what’s the
relationships between them and so on. And that can, for
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example, facilitate requirements elicitation with other
people. If you’ve got cross-disciplinary teams, some of them
are not technical. So going in with something a bit high level
can be quite useful and that is easily understandable. Now, iIn
step three in the project we’re looking at trying to help
people who are designing by learning from other networks that
exist. They could be similar networks that try to do the same
things and they have similar properties. Then we start to look
at what are the implications of the designs that we have. And
I’ve mentioned design patterns earlier to help or hear some
possible solutions. And that could come from other existing
networks through a tool that we’ll talk about in a bit. And
then finally it’s a direct mapping with the methodology where
you evaluate a design based on, say, what you’re hoping to do.
So a profile that you create in step two, if you’re starting
up with designing a completely new system, well here is what
we’re aiming for and you can evaluate that against that for
example. Or if you have an existing network that you want to
improve on, you might do a profile of here 1t is now but also
here 1s where we want to get to. So the i1dea of the evaluation
step is to use that. We won’t do that in this group though,
but just to give you an idea.

So for the purposes of this focus group we do need to agree on
a network that we can use to discuss for doing some of these
things. Some common examples that 1’ve put up here, Facebook,
Twitter, YouTube. You’re all familiar with that. But 1 just
wanted to open up to you If there are any particular networks
that you are familiar with that we can agree on using for the
purposes here. The i1dea is to have something that all four of
you can know about in some detail in which you can at least
identify the different actors, what their responsibilities
are. So any thoughts?

P1: Facebook.

<agreement among other participants>

M1: Yeah?

M2: Anything else?

P1: LinkedIn.

P2: Snapchat.

P1: WhatsApp.-

P2: University email?

M2: Is that a network?
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<laughter>

P2: I don’t know..

M2: .. 1 don”t know, maybe i1t 1s?

M1: Okay, iIf we take Facebook as a network. So what are the
different actors? Just so that we can establish some common
understanding. We’ll start with some human actors in the

network.

P3: The people who are actually on Facebook. That are actually
communicating through it.

M2: When you say that, what do you mean, like friends?

P3: Yeah. So you’ve got friends and then friends of friends.

There’s also all the, | guess the organisation and stuff like
that and then groups and stuff like that which are groups of

people and groups of friends.

< silence while participants think >

M1: So are we satisfied that that’s the human actors covered?

M2: What about Mark Zuckerberg?

P1: What perspective are we taking? Are we taking it from the
users’ perspective or in general top-down?

M1: In general to cover as much of the picture as you like.
Let’s say this is from the perspective of, you know, 1If Mark
asks you to help improve Facebook.

P3: 1t depends whether Facebook, the people that work for
Facebook that use the system. 1 don’t know whether there’s
like a phone line, you can call up to reset your passwords and
things like that. But there might be stuff like that. People
that actually work for Facebook that actively, and then
there’s obviously developers and stuff like that.

M1: So what about machines then?

P2: Individual computers that everyone is on to connect to it.
M2: Is it just computers?

P2: Or other devices.

P3: There’s probably different types of bots that they have
and then there’s advertising and all that sort of stuff they
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have that goes through that. So all that stuff that links into
different networks like Amazon and Google. It uses all that
information to load adverts and stuff like that.

M2: Bots is another machine?

P3: Yes. As almost like an entity within it that’s acting as a
human as well. Like chat, there might be. I don’t know if
there 1s chat bots on Facebook actually but there i1s different
things like that or in different networks anyway.

P1: There is < reference to chat bots in Facebook >.
M2: Your access devices, you got bots..
P1: Servers. <agreement from others>

M2: And are the servers different things, the databases or
databanks.

P3: Probably are separate. Then there’s the entire frameworks
of.. With the servers obviously if they got them split over all
different countries but the same instances running but in
loads of different places. And I guess the networking
structures for that as well.

M2: And is it a private network or is it public?
P2: 1t depends which bit you’re looking at | guess.

P3: Can you access Facebook and look at people without an
account? 1 don’t think you can. I don’t know whether it forces
you to log in.

P1: You can look at organisations’ pages and preview groups
and view public profiles.

P3: So there are public networks from when you’re outside. For
people that aren’t your friends directly i1t would obviously be
private 1 would guess because you can’t see any of their
information. But there is also the public aspect of all the
people you can see of the people you are friends with.

M2: 1 meant public and private in a different way, but that’s
okay .

P1: 1t”s probably mostly public.
M1: OK, so where would you draw the boundary between the

Facebook network, especially i1f you were talking about going
into other products? You mentioned Amazon and so on.
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P3: Probably very difficult.
P2: I don’t understand what you mean, sorry.

M1: So Facebook, if you look at it as a network with bots it’s
not just a self-contained thing then? Because 1f 1t goes out
to other networks, 1f you like. To scope it at one place. So |
would suggest for what we do here really we could reflect the
connection points to other networks, let’s say, but not go iIn
to how does the Amazon network look like. But it does mean
that there’s quite a lot of potential data or input or
something like that from other networks, let’s say, sources of
information 1 think Is the key thing that you mentioned and
how 1t’s used.

M2: And are there other people or agencies who are not
specifically part of Facebook that are interested In Facebook?

P3: Analytics. All of the data you can get from people’s
profiles, what they’re looking at, all that sort of stuff. So
there’s quite a lot of stuff linked, especially news sites and
stuff like that. Because on the side of Facebook you can see
what’s trending and what new people are looking at. So there’s
all that sort of stuff as well. And even i1f you don’t use
Facebook you can go on to the BBC and click “share with
Facebook”. 1t’s still linked iIn ways.

M1: Ok, that’s good. I just wanted to discuss these things and
to also get an appreciation for how extensive the network can
actually be if you’re using 1t just between your friends.
That’s one aspect of it. And as we move through these tasks
that we’re going to have as part of the method just try to
bear those things in mind. The first thing is about
establishing what 1s the purpose and objectives of Facebook as
a network. So if we take the first, if you talk about a
purpose, we can think of i1t as why does the network exist or
should it exist? Why is it there?

M2: No it shouldn’t.
< laughter >
< Step 1 of the method >

M1: So if you take the purpose just first and then we can get
to objectives, any thoughts?

P4: 1t’s to connect people. So, for example, by chat bots,
hosts.

M2: Has that always been the case?
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P4: Chat has been there since the beginning.
M1: So why connect people?

P4: Well, Facebook, for example, you have access to the
Internet you don’t have to use your phone, you can, say, oOn
your computer, just open up a tab on Chrome and send a
message, but with your phone you can write a text message
which costs. 1 think that’s one thing, convenience will be one
of the points.

P2: Is It instant messaging?

M1: <writing on whiteboard> To me this is communication and
what we’re talking about so far i1s social communication. Any
other thoughts? It could be different things. 1’11 put 1t up
as bullet points.

P3: Probably for information as well. So especially Facebook
now. There’s lots of events management and all that sort of
stuff. And 1 use Facebook mostly for that now. So iIt’s
effectively managing. It just because everyone has got it now
it’s just an easy thing to do events and all that sort of
stuff. So 1t’s almost like, well 1 guess 1t’s sharing
information but not In the sense of you are communicating with
one person you’re doing it with as many people as they want to
have.

P2: Adverts and stuff.

M2: Which is going away from the original just connected.
M1: So why would Facebook do advertising?

P4: To make money.

M1l: So here’s an interesting one. It’s not necessarily part of
this but useful to think about. So we started with this social
networking, connection with people and so on. 1 don’t know
whether Mark had this thought in his mind already in the
beginning or whether that was something that came as it
evolved and seeing opportunities. But this is also why for us
with HUMANE we’re not talking about just designing a new
network from scratch but they evolve, they change. And their
purpose might change as well. You could have a core purpose
that stays throughout but there could be other things. Just to
pick up on the events stuff that you said. From your
perspective iIs that more about the social aspects or are you
thinking for the businesses as well?
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P3: Yeah, it would work both ways really.

M1: Okay, 1’1l put 1t as two things. So i1f we then move on to
objectives, how can we achieve any of these things. Let’s take
the latter just to start with that. About financial
revenue/advertising. In a way that i1s a way of getting
financial revenue. But if you were try to break it up into
let’s say some objectives for Facebook - how can we get as
much money as we can, for example, whilst not compromising on
the social networking side, which is why a lot of people are
using It.

P3: 1t would be making it unobtrusive so it doesn’t, you know,
making 1t so 1t doesn’t annoy people while there are adverts.
So the adverts could be there down the side but iIt’s in a
space they don’t use. So they don’t really care that much.

P2: You could make them relevant to the user and then they’re
less likely to be annoyed.

P3: 1 guess there’s also the case in Facebook whether they
sell personal, not necessarily selling personal data but
selling data about what they’ve posted and stuff. So the
person wouldn”t know that it’s necessarily happened but
Facebook could sell certain information about them. Who is
looking at this and who is looking at that, and that sort of
stuff. Whether they do is another point. So making it so they
don’t actually know i1t’s happening.

M1: Ok. It’s an interesting one. | need to figure out how to
phrase that. Because most of us probably don’t know but do you
think an organisation like Facebook would be able to just do
things in a hidden way and get away with 1t. Or do you think
they need to do some things to achieve i1t and if so what sort
of things might you think they do. <silent pause while M1
writes on whiteboard> So where I’m coming from iIs ethics.
We’ve had to get ethics approval for doing this and we ask for
your consent, typically, as a participant and so on. So as
you’re signing up for Facebook or any other service..

P1: Terms and conditions.

M1: Yeah, lots of T and Cs. Okay, so let’s leave that for now.
Let’s go to the first one about the social aspects, connecting
people. What sort of objectives, how would you achieve being
able to connect people?

P3: Making it free.

M1: And then you kind of see this link between <reference to
advertising> this is a way to allow it to be free for people.
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P2: Make it easy to use.

P3: And easy to find people as well.
P2: And 1t needs to be safe.

M1: Safe in what way?

P2: Well, you can’t have like creepy people finding children
online, stuff like that.

P1: Privacy control.

M1: Ok, so 1’ve put privacy behind that <reference to
whiteboard>, so that’s where I think of 1t. Any other
thoughts?

M2: 1t needs to be accessible from anywhere.
P2: 1t needs to be fast.

M1: Did anybody actually see the movie about Facebook? <heads
shaking>. This made me think of something, because 1 did see
it. Whether it’s true or not, the character playing Mark
Zuckerberg said it was important that it was fast with no down
time, you know, people won’t tolerate it. So that seemed to be
quite key.

M2: So, reliable then.

M1: 1 think we have quite a good set of things there so let’s
move on so we don’t spend so much time on that. So here are
some specific questions about this activity. Now, was it
obvious to you what the purpose of Facebook might be?

P3: 1 think initially when you think about it, it is, but
there’s also all the other ones, obviously like the
advertising stuff, that you wouldn’t necessarily think about
when you’re logging In and you’re using It. So yes and no.

M1: And objectives, was that something that you found
straightforward to think about?

P3: 1 would say so. Just because i1t’s what we use and so we
know what we want from it. It’s what would annoy us if we were
using It.

M1: So in general you found it fairly straightforward to do
this sort of thing? Okay, there’s nodding. Any other feedback
on this part of what we’ve done so far? No. 1°m going to leave



509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559

that up here because we might make references to that later
on. But we’ll move on to step two.

< Step 2 of method >

M1l: So here is where we talk about creating a network profile
and network diagrams and 1’11 introduce the HUMANE typology.
So a bit of information that you’ve had so far, you will have
at least seen the names of various dimensions. And there’s
eight dimensions as part of the typology. They can be grouped
into layers, that you see on the left. So there’s two
dimensions per layer. The first one is a way to describe the
actors, the agency of them, the humans and machines. And that
you can view as the capacity for what they can do. So you can
think about different types of roles that a human could have
in a type of system that is a network. Some can do more than
others, for example. And something for machines, you could
have sensors that are a bit more passive, let’s say, and you
have others that are doing some analytics and might take
actions. Some of 1t can be of a critical nature and so on. And
when we talk about interactions, tie strength is really about
the social connections between people. So this might be a term
that some of you have come across. So here we’re talking about
four different things really, that have been described iIn some
literature. There can be, for example, no ties between people
in a network, i.e. they don’t communicate and they don’t
necessarily see each other. In Facebook, clearly you do have
connections; you have friends so that would be more towards
the strong ties, on the right side of it. People that are
close to you, you communicate often with. But you might also
have some more loosely connected friends, let’s say, like
people they’ve met but don”t communicate with that often. So
for Facebook you might actually have a bit of a mixture. Now,
for some networks no ties could be 1If you have Amazon
Mechanical Turk, for example, where there are lots of people
who are involved. It’s a crowd approach to evaluating
something or doing some tasks and they might do things
completely independently and never see the other people. But
they still form part of what we can call a network. Then we
have a dimension on the interactions between people and
machines. This one is a bit more on describing the nature of
those In terms of whether people rely on the machines or even
depend on them. So the distinction between those two terms
that 1 used, and M2 please correct me 1T I’m not very accurate
in this. IT you’re relying on a machine i1t could be the way
that the machines help you do something but if the machines
fail you can do it in another way. Whilst dependency would be,
well, if the machines fail you can’t necessarily do what you
need to do. An example of that is if you’re on life support
you’re depending on the machine to keep you alive and if the
machine dies then you might die, essentially. Then we get on
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to the network layer, perhaps a bit more straightforward. The
network size. In the project we’re talking about the human
nodes, small, medium, large, huge, whatever. Facebook, you
kind of say that’s quite on the massive scale. Geographical
space. Because you can have some networks that are very local
in a small area or i1t could be national, international and so
on. Workflow interdependence, that says something about the
kind of behaviour between people In a network but it can also
be with, let’s say, the example I had with Amazon Mechanical
Turk is that one person doing a task, that person doesn’t
depend on another person having done something first. It’s all
completely independent. So in that sense you can say it’s
quite a low interdependence. However, if you have networks
where you need people to collaborate, perhaps do things in
certain sequence, that’s where there’s a lot more
interdependence between them for the network to do what i1t
needs to do. Finally, about the organisation of the network.
We’re here talking about whether it’s top-down or bottom-up.
Top-down would imply there’s quite a structure put in place
whilst bottom-up, 1t’s more self-organised. Wikipedia, for
example, started off very bottom-up. You have a platform where
people can create articles and write whatever really. Now,
over time that has evolved a little bit to be more top-down in
the sense of legislations and policies that they need to
follow, providing some structure, and there are bots that go
around to check things and that sort of thing. Another example
about a top-down network is the Citizen Science portal called
Zooniverse started off like that. There was a very specific
project where they asked for help with classifying galaxies
and so on. Now, that’s been evolving to the other end where
people can themselves propose new projects to be done. So
based on these dimensions, and you see some indications of
scales here, you can visualise the profile, this is why the
term 1Is being used, as a spider diagram. Where, i1f you say for
Facebook, for example, the network size i1s big, well that
would fall on the outer perimeters and so on. So what 1°d like
to do 1s go through an exercise of creating a profile for
Facebook. 1°m going to use the tool that has been created in
the project to do so. So we’ll have a play with this a bit
more later on, but for now it’s profiling Facebook. I hope
we’ll be able to see and read. Can everybody read what they
see on the screen?

P1-4: Yeah.

M1: So, the approach that the project has taken in the second
iteration of the typology with this tool is to help with

figuring out what the values of each dimension should be. By
creating a series of statements that you can say whether you
strongly agree to it or on a scale towards strongly disagree
for each of the dimensions. So for the network actors, 1 said
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about human and machine agency, we have these statement below.
1’d like to go through them and let’s try collaboratively to
agree some values. So for the fTirst one about the activities,
can people perform a diverse range of activities in Facebook?
Would you say that you strongly disagree or disagree, on the
fence, agree or strongly agree?

P3: Well.. They can do.. <thinking out loud>
P2: 1°d say agree.
P3: Yeah.

P2: Because you can do things like play games and talk to
people and set up events and stuff.

P1: 1 would strongly agree.

P3: There is quite a lot of stuff you can do. Even iIn the
messaging you can do whatever you want more or less but i1t’s
not much.

P1: There’s a lot of stuff people do, do but there’s a lot
more stuff people don’t do that they can do.

P2: You couldn’t do something like write a report or draw a
picture, like you could in Paint or Word or anything.

P3: There is probably plugins and methods to do that. You can
draw pictures and stuff.

P2: You can do that, 1 see my friends pictures.

M1l: Okay, so if I leave i1t here, there was some strongly agree
to a bit of reservation or not completely there because
there’s some limitations. Let’s move on. So can people
interact freely and influence other participants in the
network, whether they’re humans or machines?

P3: They interact freely more or less, for what they want to
do. So they can publish stuff they want and stuff like that.
But 1°m not sure they would influence. Well, 1t’s up to the
people 1f they influence people.

M1: But do they have the capacity to influence, let’s say?

P2: Yes, because they could give their opinion and do whatever
they want. So, yeah.

M2: That happened in the studies as well didn’t 1t.



662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712

P3: Yeah, exactly.
P2: Yeah, i1t would influence people.
P3: I would say strongly agree.

P2: Because if you see a lot of your friends agree with
something, like if you see it a lot it might.

P3: Also there’s the entire trending stuff and things like
that now which obviously influences people because that’s what
they see first. So that’s what they’re looking at rather than..
so they’re looking at what everyone else is looking at not
what they necessarily want to look at, or they should be
looking at.

M1: Yeah, so strongly agree on this?
P2: 1 would agree, yeah.
P3: Yeah.

M1: Now, this iIs about the openness of the activities. Whether
people can do activities that allow them to express themselves
freely, show their personalities, be creative and perhaps do
unpredictable things with Facebook. Let’s say Facebook created
it thinking, well, this is what people are going to do but
maybe people can do other things that they didn’t think about.

P1: 1 would only slightly agree because i1t’s very structured
in Facebook. It’s not like they expect you to post a status
and you end up, 1 don’t know, doing something else with it.

You post a status.

P2: 1 don’t think they get your personality across as like
Skype or something that shows you. But 1 think 1t does convey
a lot. But it’s what you want to show rather than all of it.

P3: And 1 guess there i1s some controversy around “freely” as
well. Because obviously Facebook has been removing posts and
stuff like that which they necessarily shouldn’t have been. So
there’s stuff around what they will allow you to show. Because
there’s obviously groups and stuff which are racist and all
that sort of stuff on Facebook as well and they’re not
necessarily shut down but then they’ll shut down other things.
But 1 think i1t is still slightly agree. Because you can still
do what you want within reason.

M1: Now, this <referring to achieving goals> is quite specific
to traditional definitions of agency. People who use Facebook
will use 1t for a purpose. They might have some goals for
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themselves consciously. It might be a funny term to use here.
And there could be things that they may not be able to do
without Facebook. For example, for me, well I’m originally
from Narnia. 1’ve got friends and family all over the world.
So for me 1t might allow me to connect with people in a way
that 1 couldn’t before. So what do you think about this iIn
general then for Facebook?

P4: 1t can help to network, for example. As in a business
setting you could use that. But also on the other hand, and
this slightly depend on people | guess, i1t sometimes makes
them not achieve goals actually, for example by
procrastinating, which happens a lot. So you could view it
that way. But it happens a lot. So, yeah.

P1: Yeah, but if you use Facebook to like ask how to do a
maths problem to your friends and you wouldn’t remember the
specifics the next day you would have wasted an extra hour
solving 1t. It would help you achieve your goal.

M1: So what you’ve just said there is a good point. So about
agency it’s a way in which you might achieve things through
others. It’s not just through the technology but the other
people who are using it as well. So where on the scale would
you think then? Is this towards the agreeing end then, at
least, or in the middle?

P3: I would say i1t’s slightly more towards the agree.
P2: Yeah.

M1: Similar to the one above maybe?

P3: Yeah.

M1: Ok, let”’s crack on. So about the machines, can they do a
diverse range of things in Facebook do you think?

P3: Does machines include things like bots and stuff like that
as well as servers?

M1: Yeah.

P3: Up to a point maybe. ITf they are doing data analytics and
stuff like that they have to be able to pull a lot of data off
those things and stuff that may necessarily be new or
different to what they can do. But it is still just a set of
activities that they can do. It’s not necessarily diverse as
in you could choose to.. Well, 1 guess you could.. You could
look at any analytic you wanted to within Facebook. So if
there were people looking at certain things or something else
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you could switch and say, no, I want to look at this or look
at that or an aggregate. So, maybe. 1 don’t know.

M1: Thoughts from anybody else?

P1l: Yes, they can. | mean, they’ve got bots, although they’re
programmed by a user, but they’re programmed to respond to key
words and that kind of thing. So the response is dynamic and I
would say that counts as a diverse range of interactions, at
least.

M1: Ok. So in a way what you’re saying is that you have bots
that can do what people can do on Facebook?

P1: Maybe, yeah.

P2: 1T you have things generating adverts and stuff, they’re
limited to like you don’t get adverts if you go on to the
messenger part of Facebook and stuff. So I think they are
limited. So maybe not strongly agree.

M1: So we have a mixture of things. What do you guys feel iIn
general? Is it more towards the agreeing end?

P1: Yeah.
P4: A bit, maybe, I would say it is.

M1: Now, can machines interact freely with and influence other
participants In a network? Could they, for example, help
people achieve things that they couldn’t achieve on their own?

P3: 1 think they can influence other participants and
especially the human element by just choosing which posts to
post. So they can block news sites from some people and keep
it from other places. So there’s been quite a lot of stuff
like that with the US elections and CNN blocking articles that
are bad about Hilary or changing stuff like that. So 1°m sure
Facebook does something similar or it could do anyway. 1°m not
sure about achieving goals though. 1 guess, 1| don’t know, if
it’s not broadening their horizons and forcing them down to a
narrow view instead of giving them a wide range of information
to chose from, I don’t know whether that’s achieving goals or
not. I wouldn’t have thought so.

M1: If you take the example given before, if you ask peers for
help about something they can support. Is that possible on
Facebook to be done by machines? Are there bots that help with
that?

P1: The bots aren’t great.
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P3:

pP2:

M1:

pP2:

M1:

They need some iInteresting conversations.
It’s not like Google or anything.

So in general this sounds like you might be..
Disagree.

Yeah, so there’s a bit of it but not quite. How far down

do you think? Is that about right?

P3:

M1:

Probably, yeah.

Ok. Now, the activities that the machine agents could do,

would you consider them to be quite open and are they able to
be quite dynamic and do creative things, let’s say, be
unpredictable? You’ve already described things for bots for
advertising and so on. Now, for the advertising stuff I would
imagine i1it’s a bit more fixed, let’s say, but for the bots
maybe more open?

P1:

Yeah. But it would change the advert depending on what

you’ve recently searched for and what you’re interested in. So
that’s quite dynamic.

< silence while people think >

M1:

P1:

P4:

pP2:

P3:

So where would you rate this?
1’d say slightly disagree.
1°’d be In the middle.

Yeah, 1°d be in the middle.

1°’d probably go slightly disagree as well. Because 1 think

there’s a reasonable structure to what they can do and they
can’t necessarily perform outside of that. So the things for
the advertising can’t go and load an advertisement inside
messenger. It can only do it in its specified box. So I would
say slightly disagree.

P1:

M1:

P3:

In the middle.
So it’s the middle of slightly disagree and neutral?

Yeah.
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M1: Would you say that the behaviour of the machines in a
human-machine network can be seen as intelligent and
autonomous with perhaps human-like appearance of behaviour?

P1: Yes, I would. When you load up Facebook it will say, Hi
P1, 1t’s clear weather in Rivendell today. Enjoy your day.
That kind of thing. It’s got the human interaction element.

M2: How irritating is that?
< laughter >

M1: Right so there was an agreement there. Do you all agree
with the agree?

P3: Yeah.

M1: So then we’re on to the network interactions. Here we have
the connections between people and people and then people and

machines. So the first three questions here i1s about people to
people. So are people in a network typically connected to one

another by friendship or other close affiliation?

P1: Yeah.

P2: Yeah.

M1: How far up would you say?

P2: Agree.

P1: 1 would go in the middle. Because you also have external
groups and organisations that you don’t necessarily have a
close affiliation with but you’ve had some interaction with
them.

M1: So we can say in the middle. Are you thinking here?

P1: Slightly closer to the strongly agree.

M1: So what are the thoughts of the rest of you then?

P3: 1 agree, 1 think. 1’ve got people In my friendship group
and on Facebook that 1 don’t talk to anymore. 1 might have
once. Then there’s all the things like group projects and
stuff like that, that might add people.

P2: 1 think it’s very clever. Like my dad hadn’t used Facebook
before and then he signed up a year ago. He was like all my

old friends from school are just appearing. How does it know?
He wasn’t friends with any of them. It’s quite good at working
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out who you’re friends with and people you’ve known without
actually, like, even if you’ve not got mutual friends with
them.

M1: 1 would be intrigued as to how Facebook does that to that
extent.

P2: Yeah, we wondered that.
M1: Okay, are people happy for me to leave i1t here then?
P3: Yeah.

M1: Because there’s a mixture. Okay. Now, relationships
between people typically last a long time, maybe let’s
emphasize typically. Because you’ve just described for some,
yes, for some, no. So what do you think we should do about
that?

P3: I would say for the active connections they last a long
time, probably.

P2: 1°d say Facebook alone doesn’t make it last a long time.
P3: Yeah, that’s true.

P4: 1 would say I slightly disagree. So, for example, in my
case | have tried to limit the amount of friends 1 have on
Facebook, which is right now 250 probably and 1 actively chat
with 5 of them probably. And I would say that Facebook doesn’t
facilitate 1t by imposing a pretty high limit on the number of
friends you can have. So you can literally randomly add people
to friends and they’re not even your friends, which happens.

P2: Yeah, and there are a lot of people that if I was in the
same room as them 1°d talk to them but messaging them on
Facebook would be weird because we’re not that close. That
would be strange. So now 1 just loose contact with them.

M2: That’s wonderful.

M1: So again 1°m getting a mixture of things here from
agreement to disagreement. So based on these views where do
you feel we should place the blue dot?

P4: Leave it in the middle.

P3: Yeah.

P1: I think slightly on the disagree.
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P4: 1 would probably say that as well, yeah.
P3: 1’d say in the middle.

P1: When we used the word relationship what do we mean, like
are we actively connected or in general just being connected?
Because if it’s like a passive thing then I would strong agree
with 1t but If it’s an active thing then 1 would strongly
disagree. 1 guess in the middle.

M1: Indeed you’re picking up on interesting aspects that make
this a bit challenging. So we’ve got various in the middle to
slightly disagree so if I just put it slightly off the middle.
So reciprocation, would you say that people are mutually
supportive in the network?

P1: 1 would slightly agree because there is a kind of mob
mentality if you’re trending. If someone likes something it
becomes a top story and someone else sees It and so everyone
is liking that post or commenting on it and it builds up like
that.

P2: Yeah, you share things with your friends.

M1: So we’re on the agreement spectrum. How far up?

P3: Reasonably far up.

M1: Right, so now we get on to the relationships between
people and the machines. Now, would you say that people trust
the machines?

P3: Yeah. When you say trust is that sort of every aspect? So
does that mean downtime? So | wouldn’t trust that when 1 log
on to the Facebook app it’s going to load straight away and
work. Or does i1t mean protecting data and stuff like that? Or
does it mean all of it?

M1: 1 guess all of 1t really. I mean, do you trust in the
service that Facebook offers to you and what they say they
will do for you?

P3: 1 would say most aspects | probably do trust them.

P2: You can get some funny looking links in your news feed and
stuff and if you click them they’re basically lots of ads and
stuff. 1 don’t think there’s much trust of some stuff.

M1: So in general you trust but not for everything?

P3: Yeah.
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M1: You sound a little bit more sceptical.

P4: 1°d leave it in the middle. Personally, for example, there
are some.. I1’ve seen a couple of cases where a particular
friend’s account, maybe he/she had logged out or their account
had been hacked and then they basically shared those weird
photos. You click on the link and then you, for example,
instantly like a page and then i1t is a bot. And 1 think that
content should be quickly filtered by the bots, so by the
machines. So iIn that sense | would either leave i1t in the
middle or slightly disagree. That’s based on my experience.

P2: Yeah, there’s a lot of click-bait.
P3: There is a lot. But that’s just annoying.

P2: And 1 know people who have got viruses clicking links and
things.

M1: So there are some aspects that you don’t trust but then
there’s others that you do trust. Shall we leave it iIn the
middle? Does that reflect it OK for you?

P3: Yeah.

M1: Now, reliance, would you say that people tend to accept
what the machines do and would rarely intervene with 1t? 1
think that’s an interesting one to consider if you’re
mentioning click-bait. Because that to me would imply that
people are just clicking without thinking about it.

P3: 1 think people probably do, do that. They do rely on
everything being secure and click on everything. They’ll think
that their account will always be secure, no matter what
password they use. But then it’s not necessarily the case. But
people do click on things they shouldn’t and get things they
shouldn”t. But then that might be down to the people who use
it rather than all the types of people.

< silence while thinking >

P2: 1 don’t know if accept is the right word. Like if you
don’t like the way Facebook is formatted you just won’t use
it. I1t’s more like 1’11 live with loads of adverts that come
up and the weird links that appear so I can look at what my
friends are posting and stuff. It’s just part of what you sign
up for.

M1: Ok, so in a way you do accept it but reluctantly. You
prefer not to have it.
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P2/3: Yeah.
M1: So where would you put this slider?

P1: 1 would slightly agree. There are some cases but this is
accounting for rare intervention so | guess it’s kind of true
in that respect.

M1: Ok, does that seem OK? <agreement from participants>
Right, final one for this layer. Would you say that people
depend on Facebook to do what they need to do with socialising
or networking for business purposes and so on?

P3: 1 would say they probably do, although they could find
alternatives. Like quite a lot of the events that goes on
around here are all on Facebook.

M1: So just bear in mind what 1 defined dependency as before
would be you won’t be able to do it i1f i1t’s away. Life
support, for example. What if Facebook is down? I’m not
talking about temporary down time but what i1t Facebook stops
existing and working? What would that mean for the people
using Facebook.

P3: They’d have to find an alternative which would probably be
more inconvenient. Because Facebook is set up really well to
do 1t. So for me, you’d probably find an alternative for
everyone to arrange and do stuff on but it would just be more
inconvenient 1 think.

M1: So it could, but inconvenient. Thoughts from anybody else?

P4: Some people like, for example, celebrities. Not even
celebrities, there are those like really weird ends that 1
would say inexplicable popular accounts, to me, which rely on
putting videos and getting likes and then doing other things.
So sometimes it is a major social thing for those individuals
behind those accounts. In that case 1 would say that they do
depend on that. For example, for myself that wouldn’t really
matter. So it strongly depends on what you want to achieve
with Facebook. What are your goals?

P3: There is probably the connecting with people aspect as
well. So people I have talked to previously and 1 added on
Facebook years and years ago, if Facebook went down 1 wouldn’t
seek out and go and talk to them and find a new way to talk to
them. Because 1 don’t talk to them. But then again on Facebook
ifT 1 saw they were doing something, like they’d gone to an
event In the area or something, then I might go and go and
meet up with them. So I guess there is the aspect of
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networking with people that you don’t necessarily talk to that
much. So family might be miles a miles away or something like
that. So you might lose that aspect as well.

P4: Then I guess 1T you really wanted to connect with those
people you’d probably find a way. <P3 agreement> ITf you really
wanted to have that connection. That would probably not matter
to you that much 1f Facebook went down. If you had a friend
which you’ve known for 10 or so years you’d probably find him
either way 1 guess.

P2: 1 think it would make it harder for certain people to stay
in contact. <P3 agreement> Like if you have to go to a lot of
effort you might be like 1 just won’t. Like I1°ve got friends
who live, because they’ve all gone to uni so they’re all over
the country and stuff. And it’s like i1t would take me a whole
year and a lot of money to just go and visit them all. Whereas
we can have a nice group chat and just talk. It’s much easier.
But, I don’t think 1°d personally seek them out, and like send
a letter or something or go and see them.

M2: Do you remember letters?
<laughter>
P2: 1°d have to find a postbox Ffirst.

M1: So I’m not sure where we end up then because what 1 hear
is It depends a bit on the person using it and what their
goals are. 1 thought what you said in general was we were
leaning more towards agreeing spectrum.

P3: Yeah, 1°d say so.
M1: Same as the one above or higher?
P2: Same as the third one down.

M1: In a way the aim of this isn’t to get the perfect correct
thing. 1t’s really iInteresting what we’re capturing from the
discussions and what we need to consider to do this. Right, so
now on a network, workflow interdependence. Here we talked
about do people need to be coordinated, for example, to
achieve something using i1t or can people do stuff completely
independently. So the first one, do people have to interact in
a coordinated manner on Facebook? There’s a shaking of a head.

P4: 1 don’t think. You probably could use Facebook entirely on
your own and not have friends. Although surely not be the full
experience.. <laughter> But that’s kind of the point, to
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connect to people, as we discussed. If it’s required then, no,
it doesn’t.

P2: Yeah. 1’ve seen people call their friends out-of-line
terms, which obviously they think 1t quite funny between them.

P3: It’s free iIn what they want to do so they can act in a
highly coordinated manner or they can speak in a way that no
one can understand. 1t’s their choice.

M1: But Facebook itself doesn’t require 1t. So | guess we’re
on a disagreement scale at some point but how far?

P3: I would say probably most would disagree.

P2: Yeah, 1 haven’t seen any monitoring and I’ve seen some
very weird posts.

M1: How does that feel? <agreement> I’m just going to crack
on. So the actions and communication between people In human-
machine network depends on the actions and communications of
others. It’s very similar to the above.

P3: There is that aspect of it of sharing things and things
trending and stuff like that. It will catch more and more
people looking. You’re looking at things that other people
have suggested you should look at, which is quite a lot of the
emphasis. But you can also then completely ignore all of that
if you wanted to. It’s your choice at the end of the day. So
it doesn’t necessarily depend on i1t but 1t can cause 1t. It
does kind of depend on i1t as well though.

M1: Does that leave us in the middle?

P3: Yeah.. 1 think so.

M1: Would you say there’s extensive collaboration between
people In Facebook?

<agreement from participants>

P3: Yes. The entire point is to come together and grow groups
and stuff.

M1: So do you think we’re all the way up?
P2: Between people they want to collaborate with.
P3: Yeah.

M1: So a little bit less then maybe for those then?
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P3: Yeah.
P2: Yeah.

M1: Would you say that Facebook i1s a centralised top-down type
of structure?

P2: Do you mean like does i1t have a hierarchy?

M1: Yeah, so does Facebook, let’s say, govern what people can
and can’t do quite explicitly and so on? So an example 1 gave
earlier was with Zooniverse, the Citizen Science project. It
was more top-down in a sense that they created a project and
assigned tasks to people to help and so on. Versus the bottom-
up would be self-organised. With Wikipedia people can create
all sorts of things themselves.

P3: It 1s much more self-organised then. Because | can go and
create an event i1f I wanted to now and 1 wouldn”t have to ask
Facebook for permission 1 could just do it. So it’s much more
self-organising.

P2: They don’t give you things to do in Facebook.

P3: And there isn’t a specification as to what you have to do.
There might be a few boxes you have to fill in but you don’t
have to do anything you don’t want.

M1: Okay so this would be towards the disagreement then?
P3: Yeah.
P1: Yeah.

M1: How far? Do you strongly disagree with that or is there
some element that you still feel like its..?

P2: 1t does come up with notifications being like you haven’t
updated your profile picture in a while or something or you
just befriended this person and talked them, but other than
that no.

P3: You still have to follow a set of things. There’s only a
set of things you can create. You can’t create whatever you
want to. You can only create an event you can’t create
whatever you wanted. But you can still do whatever you want
within that. So, yeah.

M1: Now, would you say that the way that Facebook iIs organised
is stable in the sense that if stuff happens it’s not going to
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suddenly.. if everything goes pear shaped the structure is
lost, or?

P3: It has to be easily adaptable really because it has
adapted. So it’s adapted to what i1t needed to do and stuff
like that. So, yeah, 1 would say so.

M1: OK, other views?

P3: It does easily adapt so it would be disagree.
M1: Shall we leave it there?

<agreement from participants>

M1: Would you say that Facebook is regulated by thorough and
detailed policies?

P4: It probably is but no one reads them.

P3: Yeah. 1 can’t say I’ve sat there and read through all the
policies that I have to, to post something, but I can still do
it. So 1t’s not really regulated but they’re there and
probably if it got big enough and it was violating policies
Facebook would take i1t down. But if 1 posted something now
which violated one of their policies they’re not necessarily
going to find it straightaway.

M1: 1 just heard on the radio some days ago somebody put up a
picture of a cat and i1t got taken down for some reason.
<laughter> | don’t know what 1t was about the cat but 1 think
it’s used iIn some advertising.

P1: Yeah, but people know there’s an age limit and people who
are under the age can still join. So i1t’s not really that
regulated.

M1: But they don’t have <inaudible> policies. They do check
though with those things. They do check for names as well. If
somebody used a fake name and they picked up on it they would
need to change it.

P2: 1 don’t know. My friends changed my name a long time ago
and no one has pointed out that it’s obviously not my real
name.

M1: So you feel it’s more towards disagree?

P3: Yeah.

M1: You’re not sure?
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P1: 1 would say that 1 slightly agree. There is a huge
knowledge base, from the machine side. It is really regulated.
From the user side each member would only have the same
capacity for monitoring every day anyway. So | would put it on
slightly agree.

M1: So what’s iInteresting is that within the group we have to
come up with one number. <laughter> So what you’ve said now,
you brought in the machine aspect as well which we haven’t
discussed.

P3: There probably is quite a lot of the machine stuff like
that and all of the stuff that they go through obviously to
filter out those posts. But I don’t know whether we
necessarily see i1t that much. Because you’re not friends with
people that are posting stuff that’s probably going to get
deleted.

P2: 1 don’t think it filters the machine stuff that much, to
be honest.

P3: Well, you don’t know because we don’t know if it has
filtered it or not. There probably is huge <inaudible> behind
doing it.

M1: Shall we just leave it in the middle then?

P3: Yeah.

M1l: The network. The size of the geographical distribution.
Would you say that Facebook has got a broad range of users?

P3: Yeah.

M1: Strongly agree?

P3: Yeah.

P2: Yeah.

M1: A large number of users?

P2: Yeah.

<laughter>

M1: Yes, 1 was expecting this would go fairly quickly <in

response to very quick and unanimous answers>. Would you say
that 1t’s growing or iIs expected to grow very rapidly?
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P1: Yeah.
P3: Yeah.
M1: 1t includes members and sites of many countries or states?
P3: Yeah.
P1: Yeah.

M2: There are other Facebooks out there. They currently don’t
have the Chinese on it. Russia has its own. Brazil has its
own.

M1: But yet people also find a way to use Facebook in places
like that so it’s iInteresting. But in general, so they’re
exceptions. Probably still leave 1t in the middle. Cultural
diversity, would you say that includes members across
different cultural groups?

P3: Yeah.

M1: And expanding large geographical areas is quite similar to
this. Okay, that’s the end of 1t. Well done. We successfully
created a profile. Now we have this spider diagram where we
ended up with each of the dimensions here, high, intermediate..
Network size, geographical space very high as we agreed. In
the end we got intermediate on a couple of them. And a lot of
that reflected in a way that different people and different
machines do different things and we kind of have to find a
middle point In some cases.

< Step 2 of the method — drawing network diagrams >

M1: So I’m going to leave that for now and we’ll get back to
the tool a bit later. So just have half an hour left so 1
wonder 1f we need to cut something a little bit short or at
least let’s do this task and not spend so much time on It. So
a couple of minutes on each of you to draw a network diagram
and the connections between them. 1’ve got pens.

P2: Is 1t like the one on there? <referring to example on
slide of network discussed earlier>

M1: Yeah, similar to this. It’s just to have an i1dea of what
we’re drawing up. What are the different human actors that are
there, the different machine actors and how are they connected
in terms of the way In which they interact. So it’s a bit
different to an architecture diagram.

<participants drawing network diagrams>
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M1: We’re not looking for that same detailed structure, if you
like. So, how you label things is up to you. We have labelled
things here with things like strong and weak to reflect the
social ties. There’s weak links between certain people or they
can be strong. You don’t have to do it to that level but if
you can do something that describes 1t In your own words
that’s useful.

<participants continue to draw network diagrams>

M1: OK? Before we discuss this there was one important I
wanted to ask about the profiling exercise that we just did.
Because when 1 tried to get back to where we were in the
slides, I accidentally skipped i1t. Were there any particular
challenges that you found in trying to do that exercise? Any
other feedback that you have?

P2: The ones with the machine were difficult. The ones where
we were talking about how the machine relates to the thing.
Because 1’ve never seen bots on Facebook.

P3: 1 think 1t’s probably quite hard on Facebook because it’s
got so much. Just the machine counts for so much of the stuff
that Facebook does. Because we then do the averages or we use
the averages because we’re not sure what sort of machines you
want or we’re talking about anyway. You sort of take a general
guess as to that.. With Facebook 1t’s just because i1t’s so big
and there’s so much stuff going on and so much different stuff
that it does that it ends up being.. 1’m not sure.

M1: Any thoughts?
P1: I think the only issue iIs that we were all thinking of
perhaps different scopes for the network. This i1s why we

disagreed on some things.

M1: Ok, thank you. So about the exercise that we just did now,
drawing up network diagrams. Did you find that straightforward
to do?

P2: No, not network diagrams.

M1: So what were the challenges that you found iIn doing this?
P3: Just thinking of how everything connects together.
Although that’s relatively simple because we know how it
works. It’s thinking about all the other extra aspects as

well.

M1: Such as?
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P3: All the other ones. We talked about advertisements and all
that other sort of stuff, personal data, the external data
sources and all that sort of stuff and how they interact with
people, or the end users anyway. But 1 guess most of that is
through the Facebook network. That sort of Cloud anyway that
you’d have.

M1: So the other question 1| had on this is doing this kind of
diagram are there any particular insights that you see getting
from it. Although you’re already been using Facebook
presumably for years.

P1: You can pick up iInteraction patterns so you can see. For
example, a user is not just using a website they’re
interacting with data banks through some pattern in the
network.

M2: So would you have seen that without the diagram?

P1: 1t”’s not something you really think about when you’re
using a website. You don’t think 1°m changing this field in
this database you think I”’m posting something on Facebook. But
if you’re looking at the diagram you’re looking at I’m posting
this status on Facebook, where is it going and what’s being
done with 1t? So, yeah, 1°d say you wouldn’t see that without
a diagram.

M1: Any other thoughts?

P1: When you think about how much like where the data will go,
like the adverts and things. You rarely think about that when
you’re like randomly scrolling through things and clicking
stuff and things. Then when you draw a diagram you’re like, oh
yeah.

M1: So 1 did have an aim but because of time I think it will
be a bit too much now to try and really compare what the
diagrams look like, and 1 don”t think we need to converge on
anything for the next bit. 1°m going to hand over to M2
because we’re now going to talk about how we can use the
diagrams to do some implication analysis. 1 think we can still
open up and do that by looking at your own diagrams.

< Step 3 of HUMANE method — implication analysis >

M2: So as M1 said, part of the thing on the back of this is to
think about the implications as you go forward. So if you
think about.., we mentioned reliable as far as Facebook is
concerned so it has to be reliable. It has to be there
otherwise you’re not going to be so satisfied with the
service. So that has implications iIn the sense that you need
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to have multiple servers that are mirrored and you have to a
fail-over and failsafe installations. So what we’re looking at
now are some of the implications that you can now derive from
the network diagram. And if we think of the different areas
that that may cover, so the motivation and experience, again
going back to reliability, 1f 1t’s not reliable then that will
affect people’s willingness to participate. If it’s not safe
it will affect how they perceive it and 1t will affect their
experience. Because they may be very upset. They may find that
they’ve .. And user behaviour and collaboration is really about
what they do in the network. So as we saw before we moved,
originally Zuckerberg’s set up of Facebook on campus for a
specific university, it was a private community, and then as
it grew this has different effects, different implications on
the way people behave and the way that they interact with each
other. Because now they can, you know, the point that you made
before that you may not actually be too willing to talk to
somebody in a room where you are much happier to share
information via Facebook via the network. Innovation and
improvement. Is i1t possible that you would do things In a
different way? That you would start to collaborate in a
different way. That you would start to have new ideas. Privacy
and trust 1 think is fairly obvious. Obviously Facebook needs
to be seen to be looking after your data otherwise that will
have implications. But from a design point of view that means
that it does need services which are looking after .. and are
monitoring potential attacks. And then underneath it all of
course you have the infrastructure. Again, the reliability
piece means that you have to have this vast network with
stable connections and does that mean we actually need
dedicated connections. So 1T we think of the implications for
how the network needs to be designed and implemented and there
are different ways that we can look at it. IT we go back to
the objectives and the purpose of the network, to think about
what that means in achieving those objectives. And there are
two different ways we can do that. The profile which you
generated for Facebook, so the spider diagram, you might look
at some of those dimensions like size, like geographical
coverage and say that has an implication in the way that 1
need to connect up the machines. Or you can use the diagram
and look at the diagram and look for something you mentioned
before, this thing about all of sudden you start to be more
aware of the interactions that are going on in the system, in
the network. And so if we go back to our hideously complicated
man-machine network that we talked about before, so evacuate
with the evacuees but also the people who are responsible for
them, the sensors, the access devices and the decision support
system. There are a whole bunch of interactions going on there
and 1T we think specifically about trust, which in the
psychological literature around technology is defined as a
willingness to be able to accept vulnerability, then there are
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a whole bunch of areas. There are a whole set of different
types of trust implications for all of the connections in the
interactions across the network. This i1s what I was talking
about before. So 1If the emergency services don’t react
appropriately to the evacuees then they won’t trust them. They
won’t do what they do. If the information that’s been passed
on by the signage is inappropriate, you know, exit this way
and then there are flames coming towards you, that will affect
the way that you iInteract. So the idea i1s to look at your
network diagrams and identify some of the implications. These
areas are just there for your convenience. But you don’t need
to worry about those because we can categorise them later on.
But we’re really interested in looking at one particular
interaction or any of the interactions across your network and
identifying some implications. That will lead on to what we
have to do but specifically what would we do as far as design
iIs concerned. For those of you, and thank you very much, who
took time to respond to the incredibly interesting survey. |
have this problem for this design solution, that’s what 1t was
all about. Okay.

M1: Yes, if you each have a look at what you have, there will
be certain commonalities | hope. If you just have a look at
what you have, take a connection between what you think is a
key area, for example, and just iIf you can each take a turn
and say which bit of your diagram you’re talking about that
you might think has some implications here and what they are
and so on. Anybody have something In mind already?

P3: 1 think for the user data one, especially there’s
obviously implications as to whether you store the data
securely or not and stuff like that. So obviously people, if
there is leaks and stuff like that, especially within
Facebook, and all the private information they have is on
people there’s obviously implications in the media and stuff
like that. And you can see diagram.. Mine has it in anyway..
But, I guess the consequences would be that it affects
Facebook because people have less trust iIn it and 1 think
trust i1n especially Facebook iIs reasonably key because you’re
putting in your private data and stuff like that. And you’re
using it to talk to people so iIf it wanted to monitor messages
and stuff like that i1t could. So obviously you have to secure
the data more. Or something like that.. To have more security
for 1t.

M1: So secure the machine aspects iIn particular and
restricting access and that sort of thing. Thank you.

P1: You could also take the physical aspect of that, that data
actually has to be stored somewhere and someone physically
needs access to that. So you’ve got privacy and trust issues
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built in there. You need to be able to vet who has that
physical access to those hard drives. Who can interact with
those hard drives on the internet or whatever. That kind of
thing. There’s a whole area surrounding that of who is allowed
to access i1t? How many people are allowed to access i1t? What
permissions they have, what can they do with the data, how
long can they keep it? All of that sort of stuff. As far as
designing for it goes, you’d probably have to think about
delegating i1t and having more people but data anonymity
basically. So some people can see some of the data and other
people can see other data. Together they can build an image
but it doesn’t reveal someone’s personal details, for example.

P2: 1°ve got Facebook admin control content for operations.
Which might be under either user experiences or <inaudible>
interest, maybe.

M1: So this iIs between admins of Facebook accessing parts of
the Facebook system?

P2: 1t”’s from operations that users can do.

M1: So what are the consequences that you might have in mind
for any implications surrounding that?

P2: Well, things like bullying and things online they can look
out for and then delete posts which are controversial,
offensive. Just control things.

P4: My conclusion was that the network is highly
interconnected. So, for example, as far as the technical
infrastructure goes obviously we know that it is like that. It
needs to be massive and it needs to be well-thought. And this
kind of implies that since the technical infrastructure is
huge there needs to be a large number of employees, which
again brings issues of privacy and trust. Who do we trust? For
example, how do we screen the employees so that we know that
we can trust them. Since there is a large number of employees
there 1s, 1 would guess, a higher probability that maybe there
will be one or two, for example, employees that shouldn’t be
there. Shouldn’t be doing that job. And that is my conclusion,
at least on my diagram.

M1: So we’ve kind of come back to what M1 talked about in
terms of privacy, so what we can do about it and what that
means for the design. Any other thoughts?

P3: 1 guess if you really wanted to stretch it, carrying on
from what 1 was saying, the end user needs to have some trust
in the person that’s hiring these people. Because the person
that’s hiring could be opening that data to everyone anyway.
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So when you’re signing up to it you’re saying, okay, 1| have
some trust that this service is operating as it should as
opposed to selling your data to governments, for example.

M1: That’s great that you’re taking it quite deep. Brilliant.
Right, we only have two minutes left so I think we can leave
it at that. 1 was hoping that we’d have time to go and further
look at the tool itself. ITf you’re interested |1 can just send
you a blink in an email and you can have a look. There’s more
functionality there that we didn”t have a chance to go through
here. So if you created your profile, the tool does some
matching with other networks that are in the library and then
through that you can see if people are saying we use this
design pattern and then you can access that information. So
it’s part of sharing, if you like. Thank you very much for
your time and your participation in this focus group.

M2: 1°d like to add to that. As the discussion got going there
was an awful lot of useful iInformation. So thank you very
much.



