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Abstract: The COVID-19 pandemic has not only had health
and economic implications on businesses, individuals, and
governments but has also become a tool for hackers and crackers
to use in committing cyberattacks. The purpose of this paper isto
create awareness on the use of the pandemic as a cyberattack tool
and to present remediation strategies. The research was conducted
through a review of existing literature from websites and
reputable databases, including Google Scholar and |EEE Xplore.
The themes from the literature sources include the prevalence of
phishing, scamming, spamming, and malware as the common
attack vectors. Business enterprises, including operators in
healthcare, finance, and Internet service provision, should
actively implement risk management plans to monitor attack
vectors and secure their systems, clients, and users from the
COVID-19 attack tools.
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I. INTRODUCTION

The world today currently generates huge amounts of

data in various industries. Parhami [1] states that the daily
generation date predicted for the 2020s will reach the
yottabytes level up from the exabytes that were generated
daily in the 2010s. For context, a yottabyte is 10** bytes.
Therefore, dataisincreasingly becoming of great valueto the
success of business enterprises and socia ventures[2]. In the
healthcare industry, for instance, the management of the
volumes of data— through Big Data analytics — contributes to
the improvement of peopl€'s conditions and the prevention of
predictable medical issues [1]. There is, therefore, a major
concern surrounding the integrity and the preservation of
data, especially in heathcare environments. Attackers, aso
seek to exploit the large volumes of data for malicious
purposes, including blackmail and monetary gains. One of
the threat vectors that they are currently using to breach data
in various organizations is the COVID-19 tool for
cyberattacks. Business enterprises and individuals should,
therefore, implement strategies to shield themselves from
cyberattacks during the ongoing pandemic. This paper
analyzes experts' warnings on the use of the COVID-19
cyberattack tool, especially in healthcare and finance settings
and proposes methods through which organizations can
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shield themselves against these attacks.

[I. PROPOSED METHODOLOGY

The study explores the use of the literature review
methodology. It uncovered that information by identifying
online sources discussing the use of the COVID-19
cyberattack tool as well as journal articles, conference
proceedings, and book chapters that discuss the
countermeasures. The websites discuss the vectors through
which attackers use information about COVID-19 to lure
unsuspecting users and launch attacks against their systems
and breach their data. These information sources were
obtained from online searches on the Google search engine,
Google Scholar, and |EEE Xplore databases using keywords
such as COVID-19, cyber threat, cyberattack tool,
countermeasures, and mitigation.

1. RESULT ANALYSIS

A. COVID-19 Cyber Attacks Tools

WebARX Security [3] reportsthat many threat actors have
successfully used COVID-19 to craft malware and phishing
attacks against unsuspecting individuals and ingtitutions.
The attackers have created a myriad of fake and dangerous
websites that steal sensitive information from users through
phishing. For instance, the New Delhi cybercrime division
provided alist of fake links through which attackers perform
such phishing. Based on these reports, WebARX [3] noted
that the phishing attacks had increased by 350% since the
outbreak of the pandemic.

Another vector that WebARX [3] reports is the use of
phishing information that tell users that they are exposed to
the novel coronavirus, and in the process deploy malware to
the systems the targets are using. Other malware attacks are
evident through malicious COVID-19 campaigns, the
BlackWater malware masguerading as valid COVID-19
information, and the use of fake discount codes related to the
virus[3]. Murray [6] reportsthat there are attackers who have
inserted malware into mobile applications that are supposed
to track the progress of COVID-19, with the apps having the
ability to steal important information from the users[1].

Scams have aso been on the rise during the pandemic,
with respected authorities pointing out their prevalence
during this period. According to the Federal Trade
Commission [4], scammers take advantage of the fears and
anxiety that people have related to the novel coronavirus,
luring them into purchasing items that they do not need.
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The attackers are also likely to commit financial fraud by
sharing links to fake charity courses and donation platforms
while spreading malware [5]. Furthermore,

KPMG reports that the attackers are using fake
information and websites to channel traffic to their websites
from where they can steal Office 365 credentials[7].

B. COVID-19 Cyber Attack Impacts

Various industries have suffered from the brunt of the
COVID-19 cyberattack tool. Impervalnc. [8] notesthat even
as the world grapples with the pandemic, news, foods and
beverage, retail, gaming, law and government, and education
industries have encountered spikes in traffic because of the
services that they provide. However, the healthcare industry
has witnessed a reduction in the amount of traffic [8]. Even
then, attackers are dill taking advantage of individuas
seeking healthcare information by launching the phishing,
scamming, and malware attacks.

Two of the sectors that are mostly affected by the wave of
COVID-19 inspired cyberattacks are the healthcare and
finance industries. The data breaches exploit pertinent health
information and introduce financial losses to individuals and
organizations [3]-[7]. Historically, the exploitation of health
information has had negative impacts on both patients and
healthcare organizations. Chernyshev [10] explains that the
data breaches have opened doors for ransomware attacks,
identity theft, and information-based financial losses.
Moreover, the theft of vital patient information on sensitive
medical data is a worrisome impact of data breaches [11].
Thus, the use of COVID-19 attack tools can introduce such
challenges to healthcare institutions.

To individuals, the impacts might include the loss of
sensitive information, identity theft, financial losses, and the
loss of control over personal data. The impacts of the attacks
on financia ingtitutions are largely indirect because few
attackers directly target financial ingtitutions. The impacts
include financial losses in theft and financial losses due to
insurance claims on cyberterrorism [12].

C. Possible Control Measures

The most potent control measures revolve around the use of
firewalls, authentication and encryption systems, and
intensive training [9]. Chernyshev [10] explains the potential
of digital forensics to the reduction of data breach incidents.
The World Economic Forum (WEF) [13] explains that
businesses can protect themselves from COVID-19
cyberattacks by providing end-point protection, using virtual
private networks (VPN) for encryption, enforcing multifactor
authentication, and using threat intelligence — a form of
artificial intelligence (Al) to block breaches and maware
attacks.

However, these methods work best for institutions that have
IT infrastructure and the corresponding cybersecurity
framework. For individual Internet users, the WEF [13]
recommends the use of multifactor authentication, updated
software and systems, secure their Wi-Fi access points, and
become aware of the phishing, scamming, spamming, and
malware that are propagated under the guise of COVID-19
information.

D. Software Tools

There are various tools that can help both businesses and
individuals to shield themselves from the COVID-19
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cyberattacks. These threat monitors include software tools
such as Security Information and Management Systems
(SIEM), Big Data Analytics, intrusion detection systems
(IDS), and intrusion protection systems (1PS) [14]. Petrenko
et al. [15] explain that these tools are a form of information
protection techniques asthey detect and prevent unauthorized
access, viruses and malware, and information theft.

They achieve this daily monitoring by collecting security
logs, incorporating IDS and SIEM rules in a fusion process,
using cybersecurity intelligence to analyze trends, and
specifying remediation strategies based on identified attack
vectors from across the globe [16]. It is such processes that
inspire watchdogs to identify current trends in the use of
COVID-19 asatool. The enabling technologies for the use of
the monitoring tools include Big Data analytics, machine
learning, and support vector machines (SVM) for intrusion
detection and protection [17].

IV. DISCUSSION

A. TheThreat of the COVID-19 Attack Tools

The mgjor attack vectors that cybercriminals are using to
launch attacks during the COVID-19 pandemic are phishing,
malware, scamming, and spamming. Through the phishing
and malware attacks, the hackers and crackers successfully
use COVID-19 as a tool to breach users confidential and
sensitive data. The breach enables them to scam some
individuals into purchasing unnecessary items related to the
management of COVID-19, thereby leading to financial
losses among users and the spread of unwanted items.

B. Recommendationsfor Combating the Attacks

The novelty of the attack vectors with the exploitation of
COVID-19 cdlls for the education of individual Internet
users. Various ingtitutions, including the WEF, are aready
proactively educating users to beware of the scamming,
phishing, spamming, and malware used during the pandemic
[13]. The second recommendation is for Internet Service
Providers (ISP) to play arole in protecting their subscribers
from these attacks. It is the | SPs who have the capabilities of
implementing the Al techniques of machine learning,
knowledge acquisition, and SVM to protect the users from
cyber threats [14].

All organizations which have an online presence should
develop risk management solutions to combat the cyber
threats that have come along with the COVID-19 pandemic.
The enterprise risk management process should entail the
identification, analysis, and prioritization of risks and threats
using monitoring tools such as the SIEM software, Big Data
analytics, IDS, and IPS systems. The next stage in the risk
management process would be the development and
evaluation of mitigation plans against the current
pandemic-related threats. The systems that can help in this
process include authentication, VPN, firewalls, encryption,
and user education.

With the risk management plans in place, organizations and
ISPswill be well-placed to combat the use of COVID-19 asa
cyberattack tool. The most adversely affected industries —
healthcare and finance — should actively deploy these
monitoring tools during the pandemic. Sinceindividual users
might not have the capacity to install and run these solutions,

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

WWW.IIEAT.ORG,

Exploring Innovation



OPEN aACCESS

I SPs can weigh in and use them to monitor their networks and
to shield their end-users from recognizable attack vectors
during this pandemic. The ISPs aso have the capacity to
enhance data encryption to safeguard the information that
users convey across various public networks.

V. CONCLUSION

Business enterprises and individuals should, therefore,
implement strategies to shield themselves from cyberattacks
during the ongoing pandemic. The reason is that attackers
have utilized COVID-19 to launch phishing, scamming,
spamming, and maware attacks on businesses and
individuals. The best strategy for protecting organizations
from this adverse event is the use of effective enterprise risk
management plans that incorporate cybersecurity monitoring
and remediation strategies. Central to the strategies are the
techniques of Big Data analytics, IDS, IPS, and SVM for
monitoring and analysis. The remediation procedures include
authentication, encryption, the use of VPN, and the education
of individua users.
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