
International Journal of Engineering and Advanced Technology (IJEAT) 
ISSN: 2249 – 8958 (Online), Volume-9 Issue-4, April 2020 

 

    1667 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  
© Copyright: All rights reserved. 
 

Retrieval Number: D8689049420/2020©BEIESP 
DOI: 10.35940/ijeat.D8689.049420 
Journal Website: www.ijeat.org 
 

 
Abstract: A Network Intrusion Detection System (NIDS) is a 
framework to identify network interruptions as well as abuse by 
checking network traffic movement and classifying it as either 
typical or strange. Numerous Intrusion Detection Systems have 
been implemented using simulated datasets like KDD’99 intrusion 
dataset but none of them uses a real time dataset. The proposed 
work performs and assesses tests to overview distinctive machine 
learning models reliant on KDD’99 intrusion dataset and an 
ongoing created dataset. The machine learning models achieved 
to compute required performance metrics so as to assess the 
chosen classifiers. The emphasis was on the accuracy metric so as 
to improve the recognition pace of the interruption identification 
framework. The actualized calculations showed that the decision 
tree classifier accomplished the most noteworthy estimation of 
accuracy while the logistic regression classifier has accomplished 
the least estimation of exactness for both of the datasets utilized. 
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I. INTRODUCTION 

With the brisk headway of data innovation in the past two 

decades, various computer frameworks are comprehensively 
used by industries, businesses and various fields of the human 
life. Subsequently, building strong frameworks is a huge task 
for IT regulators. Then again, the fast advancement of data 
innovation delivered a few difficulties to construct solid 
systems which is an exceptionally troublesome errand. There 
are numerous kinds of attacks undermining the confidentiality 
of computer systems. No firewall is secure, and no framework 
is immune. Aggressors interminably develop new 
undertakings and attack frameworks proposed to sidestep 
shields. Various attacks impact other malware or social 
structure to get customer affirmations that grant them access 
to the framework and data. A Network Intrusion Detection 
System (NIDS) is basic for security since it engages a 
framework to distinguish and respond to toxic traffic. 
The principle job of a network intrusion detection system is to 
promise IT work power is prompted when an ambush or 
framework interference might be happening. A Network 
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Intrusion Detection System (NIDS) assess the traffic on the 
framework as data goes between structures inside the 
framework. The NIDS screen organize traffic and triggers 
alerts when suspicious development or acknowledged threats 
are distinguished, so IT staff can take a gander at even more 
eagerly and figure out how to stop the intrusion. The major 
network attacks which comes into the scenario are Denial of 
Service attack [1] in which the attacker send innumerable 
requests to the server and the legitimate user is denied the 
service, User to Root attack in which an attacker (a user) tries 
to explore the vulnerabilities in the system by gaining its root 
access, Remote to Local attack where an aggressor attempts to 
get the local hold in the system, sending malicious packets 
from a remote system and probing attack in which the attacker 
initially gathers information about the security controls of the 
system and then try to explore the vulnerabilities in it. The 
work proposed in this paper makes use of a real time dataset 
which is generated in due course of the work to estimate how 
the machine learning models will perform in the real time 
scenario. The objective of the work is to automatically 
generate the rules for network intrusion detection system 
using machine learning algorithms and measure its 
performance metrics based on a real time dataset. This is done 
by applying the algorithms on the dataset. The processing of 
this dataset is done based on the features and accordingly the 
rules for intrusion detection is generated. The proposed work 
finds the best suitable machine learning algorithm for an 
efficient intrusion detection system. 

II.  LITERATURE SURVEY 

  As per the study carried out in [2], the authors made use of 
the KDD’99 intrusion dataset and actualized the pre-process 
stages for example standardization of the properties and 
changing over representative characteristics. Neural network 
feed forward was actualized in multiple papers. The authors 
have commented that the feed forward neural system isn't 
reasonable enough for Root to Local (R2L) and User to Root 
(U2R) assaults however then again, it has been proved worthy 
for DoS as well as PROBE assaults. As it identifies to execute 
neural network against KDD’99 interruptions, the exertion of 
[3] the authors prevailing to actualize the accompanying four 
calculations: Fuzzy ARTMAP, Radial-based Function, Back 
proliferation (BP) and Perceptron-back spread crossover 
(PBH). The four calculations assessed and tried for 
interruptions discovery the BP and PBH calculations 
recorded most noteworthy accuracy rate. In [4] the authors 
select the features that are of utmost importance using the 
KDD  
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’99 intrusion dataset which is a simulated dataset to reduce 
computation time and increase accuracy. The focus of the 
work is to reduce false positive rate by using neural network. 
On the other hand, in [5] the algorithm used was based on the 
information gain of the system. The authors used multivariate 
method for the detection of the DoS assault. The entirety of 
the past research works had a regarded commitment and 
simultaneously show that KDD’99 intrusion dataset gives the 
mentioned condition to test and assess different ML 
calculations. Likewise, the past works present that the single 
segregated ML calculation would not propose the 
acknowledged detection rate. Right now, following ML 
classifiers (Decision Tree, Naive Bayes, and Logistic 
Regression) were actualized, tried and assessed dependent on 
KDD’99 intrusion dataset, Kaggle dataset and a real-time 
dataset generated for the purpose. 
The authors of [6] proposed genetic algorithm calculation for 
network intrusion detection. False positive rate acquired with 
Genetic Algorithm is 0.3046 which is excessively high as 
concluded by the authors. [7] proposes a system that supports 
up to 23.76 Gbps interface speed however the network 
intrusion detection framework ceaselessly utilizes extra assets 
in the framework it is observing in any event, when there are 
no interruptions happening. The authors of [8] proposed a 
work that actualizes SVM calculation against interruptions. 
The authors inferenced that SVM calculation needs excess 
preparing time and in view of that the convenience of the 
algorithm is constrained. 
In [9] the authors used genetic algorithm with support vector 
Machine but it came out to be a failure since the considerable 
value of accuracy was not obtained. On the other hand, [10] 
proposes SM algorithms, SM obtained low accuracy but 
remarkable f-score. Zhi-song et. al. [11] proposes neural 
network but the authors themselves claims that the model fails 
to add more data during run time and need to be stopped when 
next set of data comes in. [12] proposes a packet sniffer that 
captures that packet and decodes it and if the decoded version 
is found to be malicious then the particular IP is blocked. The 
other works [13,14] explore deep learning approaches to 
build an efficient network intrusion detection system.  
All the above work makes use of the KDD ’99 intrusion 
dataset but the proposed work uses a real time generated 
dataset along with the KDD’99 intrusion dataset for the 
purpose of network intrusion detection.  

III. IMPLEMENTATION 

  The machine learning algorithms are implemented to 
increase the efficiency of the network intrusion detection 
system. The proposed work makes use of three algorithms 
which are decision tree, logistic regression and Naïve Bayes. 
DoS attack is generated and the data of the packets received 
during DoS attack helps in the generation of a real time 
dataset. The collected dataset along with the KDD’99 

intrusion dataset is used to measure the performance metrics 
of the three machine learning algorithms. The following 
subsections give the details of each process. 

A. Generation of Ping of Death (PoD) 

  Ping of Death is an attack in which an attacker tries to crash 
or freeze the engaged PC or organization by sending twisted 
or inquisitively enormous bundles using a direct ping order. 
The size of a precisely formed IPv4 bundle including the IP 

header is 65,535 bytes, which incorporates 84 bytes of 
payload. Various true PCs basically couldn't manage greater 
parcels, and would crash if they receive it. This was 
conveniently abused in TCP/IP use in a wide extent of 
working structures. Since it would be the violation of internet 
protocol to send parcels greater than 65535 bytes, aggressors 
would for the most part send contorted bundles in sections. 
Right when the target system tries to reassemble the pieces 
and ends up with a bigger than normal package, the memory 
could get flooded and may lead to crash. 

 
Fig. 1. Generating Ping of Death 

Ping of Death attacks were particularly fruitful considering 
the way that the attacker's character could be adequately 
personification. Additionally, a Ping of Death assailant would 
require no quick and dirty data on the machine he/she was 
attacking, except for its IP address. It is meriting note that this 
weakness, anyway best apparent for its abuse by PoD attacks, 
can truly be manhandled by whatever sends an IP datagram. 
The proposed work generates Ping of Death using a C 
program. The program is executed to send infinite pings to the 
localhost and the packets are captured from the localhost 
using a software called Rawcap. Also, the packets are 
captured from the localhost when no pings are being sent. 
After the packets are captured, a pcap file is automatic 
downloaded from rawcap. This file is converted to csv file 
using Wireshark. The csv file is then used by machine 
learning algorithms for the successful computation of the 
required metrices. 
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Fig. 2. Ping of Death data collection 

B. KDD’99 Dataset 

  Software to recognize organize interruptions shields a 
computer from unapproved clients, including maybe insiders. 
The interruption indicator learning task is to manufacture a 
prescient model (for example a classifier) equipped for 
recognizing ''awful'' associations, called interruptions or 
assaults, and ''great'' ordinary associations.  
The objective of 1998 DARPA program was to outline and 
evaluate investigate in interference distinguishing proof. A 
standard course of action of data to be investigated, which 
consolidates a wide collection of interferences re-instituted in 
a military framework environment, was given. The 1999 
KDD interference area challenge uses a type of this dataset. 
Lincoln Labs had established a situation to gain few weeks of 
crude TCP dump information of a neighborhood (Local Area 
Network) mimicking an ordinary U.S. Flying corps Local 
Area Network. It worked as being a genuine Air Force 
condition, however peppered up with different assaults.  
The crude preparing information was around 4GB of packed 
paired TCP dump information from few weeks of system data. 
This was handled into around 5,000,000 association records. 
Likewise, the fourteen days of test information yielded around 
2,000,000 association records.  
The assaults are of four major types: DoS (Denial of Service), 
U2R (User to Root), R2L (Root to Local) and probing attack. 
 

C. Machine Learning Algorithms 

  The machine learning algorithms used for the intrusion 
detection system are decision tree algorithm, Naïve Bayes 
algorithm and logistic regression algorithm. These algorithms 
describe how the machine learning processes the data from 
the dataset to classify the activities of the network as normal 
or anomalous. The datasets used are KDD ’99 intrusion 
dataset and the real time generated dataset. The performance 
metrices include accuracy, precision, f-score and recall 
values. The flowchart represented in Fig. 3 represents the 
general workflow for the implementation of the machine 
learning algorithms along with the web application. 

D. Web Application 

  A web application is developed using HTML. The HTML 
script has some CSS component to make the page look 
attractive. The web application is connected to the backend  

 
Fig. 3. Machine Learning Workflow 

python script through a web application framework called 
flask.  

 
Fig. 4. Web Application Login Page 

Security is implemented in the web app to prevent 
unauthorized access of the web app. A user can go onto the 
web page and sign up. After successful signup, the user can 
login and directly use the web application. If the user id or 
password entered is incorrect then the page will throw an error 
saying that either user id or password entered is incorrect. The 
 login page is shown in Fig. 4. 
After successful login, the user can run the machine learning 
programs via frontend itself and obtain the results on the 
frontend. The user can also learn more on the intrusion 
detection system and the algorithms through various 
information pages present in the web application. This makes 
it easy for the user to decide which algorithm to use for 
network intrusion detection.  
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Fig. 5 represents the options page through which the user can 
perform various tasks. 

 
Fig. 5. Web Application Options Page 

IV. RESULTS 

The performance metrics of the machine learning models 
for both the datasets reveals a similar trend in the accuracies 
recorded. The decision tree algorithm performs the best for all 
the three datasets followed by Naïve Bayes and then logistic 
regression algorithm.  
The performance metrices obtained for KDD’99 intrusion 
dataset is tabulated in Table 1 and the performance metrices 
obtained for generated dataset is tabulated in Table 2. 

Table- I: KDD’99 Intrusion Dataset Results (in %) 
Algorithm Accuracy Precision Recall F1-scor

e 

 
Decision 

Tree 
93 99.8 91.4 95.4 

Naïve 
Bayes 

92.9 98.8 92.3 95.4 

Logistic 
Regression 

84.6 98.8 81.8 89.5 

Table- II: Generated Dataset Results (in %) 
Algorithm Accuracy Precision Recall F1-scor

e 

 
Decision 

Tree 
72 72 72 71.9 

Naïve 
Bayes 

72 76 72.5 71.2 

Logistic 
Regression 

68 67.9 67.9 67.9 

The plot of accuracy of different machine learning algorithms 
with each of the two datasets is shown in Fig. 6 

 
Fig. 6. Accuracy Plot 

V. CONCLUSION 

  The evaluation of machine learning algorithms aims to 
increase the accuracy and efficiency of the Network Intrusion 
Detection System. In the proposed implementation and 
experimentation, a real time dataset was generated and the 
machine learning algorithms were applied on the KDD’99 

intrusion dataset and the generated dataset, it is found that the 
decision tree algorithm performs the best as compared to 
Naïve Bayes and logistic regression algorithms on both the 
KDD’99 intrusion dataset and the real time dataset which was 
generated. The accuracy values observed for the KDD’99 
intrusion dataset are 93%, 92.9% and 84.6% for decision tree, 
Naïve Bayes and logistic regression respectively. On the other 
hand, these values for generated dataset are 72%, 68% and 
68% respectively.  
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