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Abstract: In this paper we present an approach to investigate how 
Blockchain Hyperledger Sawtooth platform can be used in 
ticketing system to process a secure transaction over a network 
environment. A framework for a ticketing industry has been 
proposed to overcome the transactional issues between 
distributors, vendors, and the customers. A discrete three-layer 
architectural model is presented that is suitable for the 
application design development. The Blockchain architecture 
allows us to maintain the list of records contained in the 
distributed data base on the network and the validator validates 
the transaction allowing the transaction processor to authorizes 
the nodes. The outline of Docker compose demonstrates on how 
to start the transaction processor from the console for the 
ticketing application. The methodology indicates the use of 
algorithm to generate a unique key by importing the python 
software development kit in our design implementation Finally, 
the paper also provides the detail analysis of how the transactions 
are initiated, retrieved, and exported to view the complete block of 
encrypted data and achieve safe and secure transaction between 
two parties over a network. 

Keywords : Blockchain, Hyperledger Sawtooth, Smart 
Contracts, Python SDK, Validators, Transaction Processors 

I. INTRODUCTION 

      The ticketing sales industry is currently worth $80 
Billion in annual ticket sales worldwide and it remains to 
grow year over year. The increased internet usage and 
growth usage of mobile applications for booking live events, 
and movie tickets via mobile applications are likely to effect 
growth. Customers have revealed that they are ready to pay 
additional charges to avoid waiting in long queues, which 
completely changed the global market. When issuing ticket 
went digital, ticket dealer went from reversing tickets 
outside of venues to digital businesses that make up a $12 
Billion global resale market. The present ticket market splits 
entertainers and their fans, increases the cost of tickets to 
your favorite show when purchased unverified tickets from 
third party channels while performers, teams, organizers, 
and venues fail to receive revenue and data from the 
secondary markets. The ticket bookings through applications 
on the smartphones are expected to increase day by day. 
Mobile devices have become the ideal device for purchasing 
tickets. The advancement and cost effective high-speed 4G 
connectivity have been gaining popularity and allowing 
customers to book tickets anywhere and anytime.  
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As compared to the traditional booking via laptops and 
computers, mobile booking is considered as easy and 
effective way of booking. The software developers have 
been developing user-friendly applications with frequent 
updates and offers to enhance customer experience. 
      Many events have started accepting mobile-tickets and 
electronic-tickets to avoid waiting time in the queue and 
wastage of printing paper. These printed tickets are 
equipped with QR codes and barcodes which are scanned by 
the customer for authentication. The overall method has 
turned out to be secure, reliable, and fast. In addition, this 
increases convenience for both service provider and the 
consumers. With the proposed work, we believe the solution 
to this problem is to offer a safe and transparent transactions 
between FIFA fans and performers, teams, organizers, and 
venues. The use of smart contracts enables the performers, 
teams, organizers, and venues to decide the way they like to 
buy and resell their tickets. By this they can track each 
tickets and the revenue generated from all other source of 
transaction. The customer can now purchase confirmed 
FIFA tickets across different source without any risk. This 
will allow the tickets distribution to go through the trusted 
sponsors while providing better customer service. Section 2 
discusses the detailed outline of Blockchain and the 
Hyperledger platform. Section 3 highlights how the 
transaction is validated in Hyperledger Sawtooth network. 

V.  BLOCKCHAIN HYPERLEDGER PLATFORM 

      Fig. 1. shows the block diagram of the Blockchain 
architecture. Blockchain is a state-of-the-art revolutionary 
technology. It is essentially a distributed database, that 
contains list of records called blocks. These blocks contain a 
time stamp that are linked to previous block. The part of the 
block header is Merkle root and it ensures that the network 
receives transactions securely. The idea here is to create a 
database that is decentralized record keeping system [1]. 
Here everyone who participates in maintaining the record 
keeping system validate the authenticity of those 
transactions. This means, there is no centralized authority 
[2], [3]. Now we have companies that own these database 
that collect user information. Eg the bank records 
transaction between people who have money. In this case 
the database is distributed among different nodes and is 
controlled by the bank. Every time a transaction takes places 
in the Blockchain, these nodes validate the transaction using 
asymmetric code encryption [4]. Blockchain enables the 
exchange of digital assets over the internet without any 
intermediators acting as third party trust. 
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Fig. 1. Blockchain Architecture [5] 

      Hyperledger is a project under Linux foundation. Like 
other projects under Linux, Hyperledger is an open source 
development project where anyone can use to develop as a 
software and a platform [6]. Hyperledger can be thought of a 
software that enables developers across to develop 
Blockchain based solutions for their business. Currently, 
Blockchain is more accessible to the world. The developers 
have started to test the interaction between the applications 
and secure Blockchain network [7], [8]. With scalability, the 
network takes exhaustive measure to ensure security and 
above that any transaction that has a measure of 
confidentiality and privacy attached to it cannot be executed 
on the Blockchain due to its public nature [9]. Every ledger 
on the network gets updated and confidentiality is lost. On 
the Hyperledger network the participants that are directly 
associated with the transaction are alerted and the ledger is 
updated. This allows to maintain privacy and confidentiality. 
In the Hyperledger network, the consenter node is 
responsible for running consensus algorithm on the network 
and validates every transactions and decides whether to add 
on the ledger. By using Hyperledger Sawtooth platform we 
can manage the transactions enabling ownership to be 
transferred on the Blockchain as per Smart Contracts [8]. 

VI.  VALIDATING TRANSACTION IN   

HYPERLEDGER SAWTOOTH 

      A Hyperledger Sawtooth is a modular platform for 
building, deploying and running distributed ledgers. This 
uses consensus algorithm called 'Proof of Elapsed time' 
(POET) which uses minimum resource consumption. One of 
the feature of Hyperledger Sawtooth is the demarcation of 
the core system and application layer of the network. This 
allows the developer to deploy new applications easily. It 
also introduces advance power scheduler which allows to 
split into sections in parallel flows [10], [11]. Finally, it 
provides the naming consensus making this algorithm more 
scalable. Hyperledger sawtooth is specially designed for 
enterprise network and it resides on a private network 
behind the firewall on the converged network architecture. 
This can be configured in the form of permissioned or 
permissionless access. The new feature includes the metrics 
to submit batches and transactions, processing the 
transaction, modifying the dispatcher queue sizes and thread 
pools. The internal metric library is designed to match 
logging API and supports backwards compatible upgrades. 
      Fig. 2. shows a Hyperledger Sawtooth Network. The 
network contains two Transaction Processors and two 
validator nodes. The frontend client sends the transaction to 
the backend REST-API. The transaction processor will then 
move the transaction to the suitable handler function. In the 
Hyperledger Sawtooth environment, the Transaction 
processor controls the Business logic which allows or 

restricts the transactions from being added to the state. Each 
node within the Hyperledger Sawtooth network runs a 
transaction processor [12]. When a client sends a 
transaction, the transaction processor validates the 
transaction and apply the changes to the state which will be 
placed into the next block. This transaction processor 
processes received transactions submitted by authorized 
nodes. 

 
Fig. 2. Validating Transaction in Hyperledger Sawtooth 

[13] 
Transactions in Hyperledger Sawtooth can be described in 
terms of three components: 
 Header: The header contains metadata and the hash of 

the payload. If any changes are made to the transaction 
header, the signature will not validate.  

 Signature: The signature allows the nodes in the 
network to authorize the signer.  

 Payload: Transaction processors use the payload to 
change state. 

      The purpose of the clients in the Hyperledger Sawtooth 
is to submit transactions to the validator and query the 
database. The validator then mediates access to the database 
and validates the transaction. The transaction processor 
holds the business logic of the payload. Each transaction has 
a payload and the payload is sent to the validator. The 
validator validates the cryptographic function and sends 
back to the transaction processor with the payload. As of 
today, the developers can write codes in wide range of 
languages [14]. From the frontend, the client code in the 
Hyperledger Sawtooth can be written in SDKs such as 
Python, Javascript, Go and Rust. Also, in the backend the 
transaction process can be written in SDKs such as Java, 
C++, Python, Javascript, Go, and Rest. The purpose of the 
client is to package and sign transaction, encode the 
transaction and decode the processed data from state. The 
client in this environment can be apps, browser or CLI that 
can talk to REST API or built-in APIs. 
      Transaction processor are like smart contracts that 
encapsulates the business logic of the transaction family. 
The transaction processor will first register with the 
validator [15]. When a new transaction appears, the 
validator will call an apply method and is passed to the 
transaction. The transaction processor responds with get/set 
value to the validator. 
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A transaction family includes the following components: 
 Clients – Creates the transaction.  
 Data model – Data model for state defines what 

addresses to be used, what are the different entities 
in the state look like. 

 Business logic – Business logic to the payload 
decides what should be saved in the state. 

      The transaction validators validate the transaction blocks 
and ensure that transactions result in the state changes that 
are constant across all the participants in the hyperledger 
sawtooth network. The validator node will verify to ensure 
that the transaction signature is valid, but further logic can 
be applied in the transaction processor to check more 
detailed transaction requirement [16], [17]. The transaction 
processor is provided with the Python software development 
kit. To start up the transaction processor run the following 
command from your console “docker-compose -f 
<filename>.yaml up” The register attempt on the 
transaction processor output should display ‘OK’. To bring 

the docker container down, issue the following command 
from your console “docker-compose -f <filename> down”. 
The transaction processor is now started and stopped from 
your console. Now, to process the transactions, we must 
implement the transaction handler functions [18], [19]. The 
transaction handling in the validator processes the parallel 
scheduling and looks for the addresses in state that a 
transaction wants to read, modify and organize the schedule 
for handling transactions and serializing the transaction. 
      To implement a transaction handler function, we must 
receive and unpack the transactions. In the Hyperledger 
Sawtooth environment, the transaction processors are called 
by means of the apply method. When a transaction 
processor receives a transaction, the transaction is executed 
by the apply function [20], [21]. The apply function will 
then call another function called unpack transaction and 
based on the transaction type this will determine the right 
handler function to call. To apply the transaction, the 
handler function must be determined as suitable. When one 
unpacks a transaction, the payload is extracted, this stores 
the transaction information and the authorized public key. 
The current data stored on the Blockchain displays the State 
[22], [23]. When a data is inserted an address is assigned so 
that the data can be retrieved quickly. These addresses can 
be created in variety of ways and the length of addresses are 
limited to 70 characters. To implement a logic for the 
transaction processor, the IP addresses from the static 
backend that we query must be changed [24]. To process the 
transaction, the transaction will reach the transaction 
processor and this will apply state to the transaction. 
      The function should check for the duplicate project 
name and for the complete payload. It can only create a 
project for inserting into the state if these test passes. This 
will help when the client will create tasks in the project. 
This project will contain list of public keys of the clients 
authorized to modify the project. To create a task and 
process the transaction, one must check if the relevant 
information is complete within the payload and verify if 
author who owns the transaction is authorized to create a 
task in the project [25]. Then, check if there is a duplicate 
task name in the list. If not, then create a new task name to 
the list. Now, the task object is created and the task can be 
added at its address to the container. To edit a task, 
description, and set in state, one must check the 
authorization and payload integration. 

VII.  DESIGN IMPLEMENTATION 

      As shown in Fig. 3, an event organizer is responsible for 
making of any events for the benefit of business. They are 
proficient and specialized in their business that they serve 
with wide variety of skills, qualities, and abilities to fulfill 
the demands of the business. The role of event organizer is 
challenging for anyone with true passion for creativity and 
world of business. The advantage of event organizer is that 
the business will benefit in increasing the sales and market 
share. For an event to be successful, the event organizer 
should meet the demands and expectations of the business. 
Regardless of the nature of the event, the venue must be 
decided by the event organizer in order the event to take 
place. In our case, the organizer must decide a stadium. 
Once all the arrangements are complete, the event organizer 
is responsible keeping the stakeholders engaged in the event 
and to advertise the distributors that the event will take 
place.  
      A business organization who is involved in buying the 
tickets from the event organizer is called a distributor. The 
event organizer is responsible to provide an update to the 
distributors on what they would expect from the event. They 
are also responsible to arrange and let the distributors know 
at least 15 days prior before the tickets go on sale and 
available for purchase. A distributor purchases the ticket 
from the event organizer for a minimal price and charges 
more than the cost purchased for the event organizer. 
Normally, the distributor purchases the tickets for himself 
and sell them to the vendors from their stock. The vendors 
then buy the tickets from the distributors and sell them to the 
customer. A distributor is a mediator between organizer and 
vendor. 

 
Fig. 3. Design Implementation 

 
      Fig. 3. shows the block diagram of the ticketing system 
using Hyperledger Sawtooth platform. Using the docker 
compose file we have developed a multi-container 
Hyperledger Sawtooth application for the ticketing system. 
We have imported Python SDK in our implementation and 
this uses ECDSA algorithm to generate a key [26], [27], 
[28]. The proposed methodology uses the following steps to 
perform a secure transaction. 
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 The ticket distributors contact the event organizer 
for the number of ticket that they wish to purchase. 

 The event organizer processes this transaction and 
the distributor acts as a client that initiates a 
transaction requesting for ‘x’ number of tickets and 
this transaction is authorized using the transaction 
processor and placed into the blocks.  

 The client can communicate directly with the 
validator core or through the REST API on the 
network. 

  The transaction can be ordered in a batch for 
complex state change. The batch contains the 
header, public key, and title of the application.  

 Here, the event organizer and Distributor are 
directly associated with the transaction and the 
ledger is updated.  

 The client container is required to connect the 
validators or their networks. We must connect to 
the client container using a terminal window and 
verify if the validator is active. 

 If the validator is active, open a new window to 
verify the connectivity from the local host system. 
The transaction between the participants is 
submitted using the batch submit parameter.  

VIII.  RESULT AND DISCUSSION 

     The frontend client code in Hyperledger Sawtooth is 
written using Python SDK. The transactions between two 
parties are initiated and then the transactions are retrieved by 
first identifying the block from the block list. This list 
displays the batch detail, block id and the number of 
transaction occurred between the participants. The block id 
is then exported using ‘export’ command. Finally, execute 
the ‘Sawtooth block show’ command to display the details 

of the Sawtooth block. The block contains the encrypted 
data of the transaction such as authorized signer public key, 
payload details, block id etc. ensuring safe transaction 
between two participants on the network. 

 
Table- I: Command and Result 

IX.  CONCLUSION 

      This paper presents a framework to the customer, 
vendor, and distributor who wish to perform ticket 
distribution safely and securely across different participant 
over a large cluster network using Hyperledger Sawtooth 
platform. We use Python SDK for implementing our secured 
network for data transmission. The SDK uses a ECDSA 

algorithm to create a key that is unique to each transaction. 
The use of the current Blockchain Hyperledger Sawtooth 
platform efficient distribution of ledgers and smart contracts 
secure the transaction on the network and is more robust as 
each transaction is authorized before it  
is processed.  
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A unique method of ticket distribution is discussed, where 
transaction between customer, vendor, and distributor is 
kept confidential as the key generated are different for each 
transaction over the  
larger network. With the use of transaction validators, we 
have validated each transaction blocks and the validator 
node will authenticate and ensure that it signs each 
transaction and authorize for further processing. The design 
implementation presented in the paper is verified for a 
transaction over a simple network environment. Future work 
is focused on addition of more number of distributors and 
vendors to perform transactions on a larger cluster. 
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