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Abstract- I n this paper, we present a public key scheme using
Discrete Logarithm problem, proposed by Diffie and Hellman
(DLP)[1], particularly known as the Computational
Diffie-Hellman Problem (CDH)[12]. This paper usesthe Elgamal
encryption scheme [6] and extends it so that more than one
message can be sent. The combination of Hill Cipher[14 ] and the
property of the matrix ring M,,(Z,), of being left m-injective over
itself, where p is a very large prime, are major contributions
towards the proposal of this scheme.
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I.  INTRODUCTION

Let R bearing with identity element. A leftideal I of

R isasubgroup of R, with respect to addition, if for any x €
I and r €R, rx € I. A Principa ldeal Ring (PIR) isaring
whose every idea (left or right) is generated by a single
element. A ring R isvon Neumann regular if for any a € R,
thereexists b € R suchthat a = aba [13].

A non-empty set M is aleft R-module if M is an abelian
group with respect to addition and if there exists a map
RXM—>M such tha () (r+s)m=r.m+
s.m(ii)r.(m; + my) =r.my + r.m, (iii) (rs).m = r.(sm)
(ivii.m =m, Vr,s € R and vm,,m, € M [3]. Also, we
recall that afunction h fromaring R toaring S isaleft R
homomorphism if Vx,y € R, (i)h(x +y) = h(x) + h(y)
(iNh(rx) = rh(x), vr € R([3].[4]).

A left R module E is injective over R if for any left
R-monomorphism a: M - M’ of left R-modules M and M’
and any left R- homomorphism f: M — E, there exists aleft
R -homomorphism g: M’ - E such that g,a = f[15]. We
shall now give Baer’s criterion and then modify it to
introduce the concept of m-injective rings. Let E be a left
R-module. According to Baer’s criterion, E isinjective over
R if and only if for every left idea A of R, any left
R -homomorphism f:A — E can be extended to a left
R-homomorphism g: R — E([1],[2].[3]).

In our study, E = R and using Baer’s criterion, we define
m-injective in the following manner.
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A ring R, regarded as a module over itself, is left
m-injective over itself if for any left ideal A of R, any left
R -monomorphism f:A — R can be extended to a left
R -monomorphism g:R — R . As in the definition of
homomorphism, a function A from aring R to another ring
S is a left R-monomorphism if Vx,y € R, ()h(x+y) =
h(x) + h(y) (i)h(rx) = rh(x), Vr € R (iii) h is one-one.
This concept of self m-injective rings is an extension of the
concept of Self injective rings which was introduced by Y.
Utumi [5] in the year 1965. In [5], Utumi studied the
properties of commutative rings which are injective over
themselves. In this paper, R=M,(Z,) is a
non-commutative finite ring. A public key cryptography is
an encryption scheme that uses a public key known to every
one and a private key known only to the one whose decrypts
the message. The problem used in this paper is discrete
logarithm problemi.efor avery largeprime p and given two
known values d and r such that d = rt(mod p), it is
difficult to find t[1] and given r, 7% r*, modulo p, it is
difficult to find rt* modulo p, unless one of t and k is
known[12]. Lester Hill invented the Hill Cipher in 1929.
Hill Cipher is a polygraphic substitution cipher based on
linear algebra. The most vital component of the Hill Cypher
is the key matrix. The key matrix is used to encrypt the
messages, and its inverse is used to decrypt the encoded
messages. It is important that the key matrix be kept secret
between the message senders and the intended recipients. The
receiver of the message decodes the key matrix using its
inverse. In this paper, the key matrix is also the encoding
matrix and its inverse is the decoding matrix. The main
drawback of Hill Cipher isin selecting the correct encryption
key matrix for encryption. If the key matrix is not properly
chosen, the generation of decryption key matrix i.e. the
inverse of encryption matrix isnot possible. Thisisbecauseif
the encryption key matrix is invertible then only the inverse
of encryption matrix is possible. In our paper, thereisaquick
generation of the invertible key matrix due to the
m-injectivity of thering M,,(Z,,) over itself.

Notation:-x used in this paper will denote the integer x

modulo p.

[I. RESULTSAND DISCUSSION

Before we present our cryptographic scheme, we prove the
following results.
Theorem 2.1 If every left ideal of a ring R is a direct
summand of R then R isleft m-injective over itself.

Proof. Let A beany leftideal of R.Let f:A — R bealeft
R-monomorphism. Since A isadirect summand of R, there
existsaleftideal B of R suchthat A @ B =R.
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Let g:R — R bedefined by
f(x), if xeA

g(x)—{x’ if x€B
m, g extends f and g isaleft R-monomorphism
Theorem 2.2 If a Principa ldeal Ring R is von Neumann
Regular then R isleft m-injective over itself.
Proof. Let a€R Let f:Ra— R be a Ieft
R-monomorphism. Since R is regular, there exists b € R
suchthat a = aba = e = ba = baba.
Now idempotent element e = ba € Ra. Again R = Re +
R(1—e) S Ra+R(1—e).
Hence, R=Ra+R(1—e). Let x € RanR(1—ba) =
x=ra and x =s(1—ba) for some r,s €R . Now,

xba =raba =ra =x S0, 0=x(1-ba)=s(1l-
ba)(1 —ba) =s(1 —ba) =x . Hence, Ra is a direct
summand of R, therefore, R isleft m-injective over itself.
A field F is von Neumann regular and it is well
known that matrix rings over von Neumann regular rings are
von Neumann regular. Since M,,(F) isaPrincipa ldea Ring
which is von Neumann Regular, it is obvious that M,,(F) is
left m-injective over itself. However, to make use of this
property in the proposed scheme, we shall consider one of the
left ideals A of M, (F). .
Let A bealeftideal of F [9] generated by

1 0 0 ... 0
1 0 0 ... 0

\100

J

then
a; 0 O 0
a,; 0 0 0
az; 0 O 0
A= aq, € F, 1 <i<n
\anl 0 0 0/
Let f:A — M,(F) bealeft R-monomorphism.
1 0 0 0 X111 X12 %13 X1n
1 0 0 0 X21 X2  X23 X2n
1.0 0 0 X31 X3z X33 X3n
Suppose f = ;
1 0 0 0 Xn1  Xn2 Xn3 Xnn
X11 X12 %13 X1n
X21 X2 X23 Xon
X31 X3z X33 X3n
for some € M, (F).
Xn1  Xn2 Xn3 Xnn
a; 0 O 0
a,; 0 0 0
az;; 0 O 0
Then v € A,
a,; 0 0 ... O
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o
o
o

aq

0 0
4y 0 0 0 4y 0 0 0 L oo 0
a 0 0 0 a 0 0 0 100 0
31 31 1 0 0 0
f =f
\amOO 0 / a, 0 0 0 \100 0/
a; 0 0 0 100 0
ay 0 0 0 oo 0
as;, 0 0 0 100 0
_ . f ..
@y 0 0 0 1 0 0 ... 0
a; 0 0 0 X11  X12  X13 X1n
a; 0 0 0 X21 X2 X323 X2n
a31 0 0 0 x31 x32 x33 x3n
a,; 0 0 ... 0 \xnl Xn2  Xn3 xnn/
A11X11 A11%12 A13X13 .- QinXin
QAz1X11  Q21%X12  Qz3X13 -« dopXip
Q31X11  Q31X12  A33X13 ... A3pXip
Ap1X11  QAp1X12  Ap3X13 -+ AppXin
Since f isone-one, at least oneof x,;,1 < j < n isnonzero. For if al are zero then
0 0 ... 0
%11 000 ... 0
a; 0 0 ... 0
a 0 0 0 0 00 ... 0
31 0 0 0 0
f . e _
a,; 0 0 ... 0 000 .. 0
Thisis a contradiction. Suppose, we assume that x;; # 0.
Let usdefine afunction g: M,,(F) — M, (F) onagenerator of M,,(F) by
1 0 0 ... 0 X11 X12 %13 X14 X15 -+ Xi(n-1) Xin
0o 1 0 ... 0 0 1 X12 X13 X124 -+ Xi(m-2) X1(n-1)
0 01 0 0 1 X12 X130 X1m-2) X1i(n-2)
g _ e . .
0 0 O 1 0 0 0 0 0 0 1
a1 Q12 Q13 .- Qqp
az1 Az Q23 ... Qzp
azy; A3z 0Gzz ... 0Q3zp
Then v € M, (F),
\anl Apy Qpg .- ann/
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a1 412 A3 ... Qip
Az1 Az QA3 ... dp
d3z; QA3 A3z ... d3zp

g . . . - .

\\anl Anz  Qpz .- ann/ /

A1 QA2 A3 ... Qip X11 X122 X13 X14 X15 .-+ X1(n-1) Xin
Q1 dzz Q23 ... d2p 0 1 X12  X13 X140 Xim-2) X1(n-1)

a a a eoa
31 32 33 3n 0 0 1 X12 X13 -+ X1(m-2) X1(n-2)

An1 QA2 QApz ... Qpn \0 0 0 0 0 ... 0 1 /

Az1X11  Qp1X12 T Az Ap1X13 T AppX12 + Qo3 ... A1 Xip T AppXy(n-1) T .- TAom-1)X12 + A2y

A11%11  O11X12 T A1z G11X13 T A% T A1z ... Q1 Xpn + ApXy-n T FA -1y X12 + Aip
A31X17  A31X12 T A3z A31X13 T A3pX1p A3z ... A31Xyp T AzpXy(n-1) T .- TA3(n-1)X12 T A3y

\anlxll n1X12 T Anz  ApiX13 + ApaX1p + Quz oo QuiXin T AaXy(r-1) oo Fanm-1X12 T Anp
A11X11  Disjsipess2 1jXis T Q12 Disjsozssse Q1jXis T Qi3 oo Digjg(n-1)maes>2 d1jX1s T Aip
A1X11  Disjsipzess2 A2jXis T Gop  Disjsozsssz 2jXis + G2z oo Nicjg(n-1)mas>2 A2jX1s T Aon
A31X11  Disjsizess2 A3jX3s T Q32 Disjsozsssz A3jX1s T A3z o Di<jc(n-1)mes>2 A3jX1s T A3n

—D

\amxn Disjstzzs>2 OnjXis T Ana  Disjs2;3zs>2 OnjXis T Ang -0 Di<js(n-1)mzs>2 OnjX1s T ann/
It can be easily verified that g isawell-defined left R-monomorphism extending f. Also, from equation (1), we
have
a;; Q2 Qi3 ... Qqp X11 X12 *¥13 X14 X15 -+ Xi(n-1) Xin
Q21 Az Q23 ... Qo 0 1 X12 X133 X14 - X1n-2) X1(n-1)

@31 @3z Q33 ... O3n 0 0 1 X12 X13 -+ Xim-2) X1(n-2)

An1  Qap2 Apz -+ Qpn 0 0 0 0 0 ... 0 1
ai11X11 Z1sjs1;2zszz a1jX1s + asz 2151'52;32522 a1jXis +azz ... lejs(n—l);nzszZ a1jX1s + A1p

az1X11 Z1sjs1;zzszz azjX1s + Azz Z1sjsz;3zszz AzjX1s tAz3 ... lejs(n—l);nzszz AzjX1s + Azp
A31X11  Disjstzess2 A3jX1s T A3z Disjsozzss2 A3jX1s T 33 oo Di<js(n-1)mzs=2 A3j%X1s T Aan

An1X11 2151'51;22522 ApjX1s T Apa lejsz;3zszz ApjX1s + Apz ... Z1sjs(n—1);nzszz AnjX1s + Anp

X11 X12 X13 X14 X15 ... Xy(m-1) Xin
0 1 X12 X13 X14 -+ Xym-2) X1(n-1)
0 0 1 X12 X130 X1m-2) X1(n-2)

Now, determinant of | . ) ) . . e ) is x,1, Which isnonzero so itsinverse
o o0 o0 o0 o0 .. 0 1
exists. Hence, multiplying to the right of the above equation by the inverse of the above matrix, we get back the matrix
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a;; Az G13 ... Qip
az1 Az Qz3 ... Qzp
az; d3zz Qzz ... d3p
an1 Qan2 an3 oo Qpp

The definition of g as an extension of the left R-monomorphism f can be utilised in the encryption and the
decryption processes of the proposed scheme below. Also, image of the identity element of M, (Z,) ,under the function g,
selected above can be taken asthe key matrix in the encryption process and itsinverse in the decryption process. Since for any
prime p, Z, isafield and hence M, (Z,) isleft m-injective over itself. So, using the m-injectivity of M, (Z,) over itself and
the discrete logarithm problems, we propose the following scheme.

Public and Private Keys Generation

A user X who wantsto create public and private keys has to do the following steps:-

1. Choose avery large prime p

2. Choose alarge positive integer n

3.Choose r suchthat 1 <r <p

4.Choose t; suchthat 1<t;<p—ladttp—1,1<i<n-1

5. Compute dx; = rti(mod p),1<i<n-1

Public keysare (p,n,dx;,r) and privatekeysare t;,1 <i<n-—1.

Encryption

The plaintext space is M,,(Z,). Suppose another user Y wants to send a message in the form of a phrase, whose every
character correspondsto the letters of the English alphabets, punctuations and symbols. The characterswill be placed row-wise
in amatrix and they will be encrypted using the key matrix. Let the characters of the phrase be represented in the matrix

€11 €2 €G3 ... Cip
€1 Cp2 Ca3 ... O
C31 C32 C33 ... C3p

M =V >
Cn1 Cn2 Cn3 oo Cpn

, Where each ¢;;,1 < i <n,1 < j <n represents the corresponding character in the phrase. Now, using X's public keys, Y
will have to do the following steps:-

1.Choose k suchthat 1<k<p—1landktp—1

2. Compute x;; = dx;*(mod p),1<i<n-1

3. Compute x;,, = r*(mod p)

X11 X12 %13 X14 X15 .- Xi(n-1) Xin
0 1 X12 X13 X14 .- Xi(n-2) X1i(n-1)
. 0 0 1 X X cer Xqi(n- X1 (n— . .
4. Construct the key matrix 12718 1m=2)  "1(=2) | ysing the first three steps above
o 0 0 0 0 ..0 1
5. Compute ¢ =
C11%11 Z1sjs1;zzszz C1j%X1s + Ci2 2151'52;32322 C1jX1s + Ciz - lejs(n—l);nzszz C1jX1s + Cin
C21X11 2151'51;22522 C2jX1s + Co lejsz;3zszz CojXqs + [T Z1sjs(n—1);nzszz C2jX1s t Cop
C31X11  Disjsipzes=2 C3j%1s T Ca2  Xisje3ss22 C3j%1s T C33  -»  Xi<js(n-1)mzs>2 C3jX1s + Can by multiplying M
Cn1X11 2151'51;22522 CnjX1s T Cnz lejsz;3zszz CnjX1s + [P Z1sjs(n—1);nzszz CnjX1s T Cun

to the | eft of the key matrix.
Y sendsto X the encrypted message (1, ¢) .
Decryption
For the decryption of the message ¢, X should do the following steps:-
1. Compute x;,,~*(mod p)
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2. Using the private keys t;, 1 < i < n — 1, the inverse of the key matrix can be found. Multiplying to the right of ¢ by the
inverse, the original message can beretrieved. Let ustakean exampleof aset of 3 x 3 matrix, wherethe entriesarefrom Z,,,
to see how the above algorithms work. We take p = 9999999967, r =893, t; =57 and t, = 965 then dx; =
208470610 and dx, = 1129150215 modulo p. In the encryption process, suppose parameter k = 85 then ephemeral key
X153 = 6614283676 anditsinverse x;3~1 = 2600308453.
Suppose the messages to be sent are m,; = 61, my, = 108, m,5; = 4326, m,; = 192, m,, = 84, m,; = 67, m3, = 88,

X11 X12 X13

ms, = 6304 and m33; = 98 modulo p then using the key matrix (0 1 xlz) the messages are encrypted in the
0 0 1
8560977214 3940845636 612479046
matrix | 1044387382 1584300798 4385601600 |-

4645344203 3226144123 4074839108

Multiplying by theinverse,
-1 -1 2, -1 -1
<x11 —X11X12  X127X11 T T X13X11 >

0 1 _xlz =
0 0 1
260030845357 —6614283676%°5260030845357 260030845357(66142836761%30 — 6614283676)
0 1 6614283676 , of thekey
0 0 1
matrix,
61 108 36
we get the required messages as 19z 84 67
88 6304 98

Thefollowing are the images of the outputs of the three programs done in connection with the scheme ,viz, program to generate
public and private keys, program to encrypt a message and program to decrypt the message. The elapsed times of the
encryption and decryption processes are shown in the following outputs. These elapsed times during the encryption and
decryption processes were recorded using Python Language, version 2.7.15, using GNU multi precision library(GMP) on 3.2
GHz processor with 4 GB RAM.

OUTPUT OF THE KEY GENERATION PROCESS

@ py - DASYSTI p sfer\mazp\ py (2715 - fal X
File Edit Format Run Options Window Help
Python 2.7.15 (v2.7.15:ca079a3ea3, Apr 30 2018, 16:30:26) [MSC v.1500 €4 bit (AMD64)] on win32 |
Type "copyright”, "credits™ or "license()" for more informatiom.
>>>

RESTART: D:\SYSTEM\ \m3 Py

—_— pkey i
OUTPUT OF THE KEY GENERATION PROCESS OF THE PROPOSED SCHEME
Enter a very large prime p: 9999999967

Choose r such that 1 < r < p: 893

Choose tl such that 1 < tl < p-1 and tl does not divide p-1: 57
Choose t2 such that 1 < t2 < p-1 and t2 does not divide p-1: 965
Your public keys are

p= 9999599967

dxl= 208470610

dx2= 1129150215

= 893
Your private key tl= 57

Your private key t2= 965
5>

=l

Ln:1 Cok0

: : N 1043
H O Type here to search i ) % 01-04-2019 %‘
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@ -0 zp

p @719 —
File Edit Format Run Options Window Help

c

@

File Edit Format Run Options Window Help

(=] X (27.15) = a X

Type "copyright”, "credits® or "license()" for more information.
>>>

Python 2.7.15 (v2.7.15:ca07%a3ea3, Apr 30 2018, 16:30:26) [MSC v.1500 64 bit (AM =

Python 2.7.15 (v2.7.15:ca079a3ca3, Apr 30 2018, 16:30:26) [MSC v.1500 64 bit (AM 4|
Type “"copyright", "credits" or "license ()" for more information.
>>>

= RESTART: D:\SYSTEM\ 3zp\
OUTPUT OF THE ENCRYPTION PROCESS OF THE PROPOSED SCHEME
Enter the prime number p: 9999999967
Enter your public key dxl: 208470610
Enter your public key dx2: 1129150215
Enter your public key r: 893
Enter a random number k such that 1<k<p-1 and k does not divide p-1: 85
Enter your first message: 61
Enter your second message: 108
Enter your third message: 4326
Enter your fourth message: 192
Enter your fifth message: 84
Enter your sixth message: 67
Enter your seventh message: 88
Enter your eighth message: 6304
Enter your ninth message: 98
Your messages are given in the matrix
[61L, 108L, 4326L]
[192L, 84L, 67L]
[88L, 6304L, 98L]
The starting time is 1549538560.76
Your ephemeral key is 6614283676
The encrypted messages are in the matrix
[8560977214L, 3940845636L, 6€12479046L]

pY

[1044387382L, 1584300798L, 4385601600L]
[4645344203L, 3226144123L, 4074839108L]
The ending time is 1549538560.8

The elapsed time is 0.0469999313354
>>>

RESTART: D:\SYSTEM\
OUTPUT OF THE ION OF THE
Enter your ephemeral key x13: 6614283676
Enter your encrypted message matrix D:
M11:8560977214

M12:3940845636

M13:612479046

M21:1044387382

P\ pY
SCHEME

M22:1584300798

M23:4385601600

M31:4645344203

M32:3226144123

133:4074839108

Enter your public key p: 9999999967
Enter your private key tl: 57
Enter your private key t2: 965

The starting time is 1549548450.19
The inverse of x13 is: 2600308453
Your messages are in the mactrix
[61L, 108L, 4326L]

[192L, 84L, 67L]

[88L, €304L, 98L]

The ending time is 1549548450.22
The elapsed time is 0.0309998989105
>35>

Lre 1 Cok 0

H QO Type here to search

: EEOC.

Ln: 16 Cok 0
e

Add B A7) NG Yh4h
= 33 01-04-2019

)

fig(ii) Thefollowingtable gives usthe elapsed time during the encryption and decryption of different mm&e

RECORDS OF ELAPSED TIMES

Parameter(k) Length of k(in hits) Encryption time(in ms) Decryption time(in ms)
85 7 0.0469999313354 0.0309998989105
750 10 0.0309998989105 0.0469999313354
9436 14 0.0469999313354 0.0150001049042
87241 17 0.0309998989105 0.0309998989105
146382 18 0.0469999313354 0.0309998989105
7419628 23 0.0310001373291 0.0309998989105

The above table shows that with an increase in the bit length of parameter k, the elapsed times for the encryption process
increases and decreases aternately. This is not true in the case of the decryption process, where the elapsed time is seen to
alternately increase and decrease at the beginning and then maintains consistency. However, this may vary depending on the
public keys p, dx;, dx, and r and k inthe encryption process. Again, there are differences between the encryption and the
decryption times where on varying h, the former is greater than the latter and vice versa. The graph of the encryptiontimeisa
Zigzag curve. However, the graph of the decryption time isinitialy zigzag at the beginning and then becomes parallel to the
X-axiswith the increase in the bit length of k. Again, on observing the graph, we find that the two curvesintersect each other
at some points. This shows that for some bit lengths of k, the encryption and decryption times are equal.

GRAPH OF THE ENCRY PTION AND DECRY PTION PROCESSES

Parameter Length (in bits) wversus Encryption Time(Blue) and Decryption Time(Green)
0.05

0.04as5

o049

0.035

0.03

o025

Encryption Time and Decryption Time

0.0z

0015

T T T T T
12

T T T
13 143 15 16 17

[x]
= -
[u]
(1]

Parameter length {in bits)
fig(iii)
process, k has been chosen randomly. Also, we have x;; =
dxF(mod p) whichisequivalentto x;; = rti*(mod p).

1. SECURITY OF THE SCHEME

The private keys t;,1<i<n-—1 have been chosen
randomly. An adversary who tries to find t; will have to
solve n — 1 congruences dx; = rti(mod p). These are the
Discrete Logarithm Problems. Again, in the encryption
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These are the Computational Diffie-Hellman Problems [12].
So, in total, an adversary has to solve 2(n—1) hard
problems. Hence, the security of this schemeisbased on DLP
and CDH. Again, this scheme makes use of the Elgamal
encryption scheme so its security is based on theintractibility
of the DLP and the Computational Diffie-Hellman
Problem(CDH). The key matrix used in the encryption
process and its inverse used in the decryption process should
not be revealed otherwise all intercepted messages can be
easly decoded. Now, x;;,1 <i <n—1 are known only to
the sender. It is difficult to find them as they depend on k
which isagain known only to the sender. Thus, the above two
matrices are not easily traceable. For practical security
reasons, it is recommended that p should have at least 1024
bits. This can resist attacks like the Exhaustive Key Search
method, Shank’s Baby-Step Giant Step, Pollard’s Rho
method, Pohlig-Hellman algorithm, Index Calculus method
which require more time and enough memory in the
computer to store elements of Z,[10]. In the encryption
process, even if x;, isrevealed to everyone, it is difficult to
trace these messages because x;, appears in the nt"
column where every entry in this column is a linear
combination of the unknown x;,n>s=>2 and the
unknown messages. To be precise, every entry of thiscolumn
consists of 2(n — 1) unknowns and only one known value.
Thisaddsto the security of the scheme. In thefirst, second, ...
upto the (n — 1)** columns, the messages are in a linear
combination of x;, , which are known only to the sender of
the messages. This shows that the proposed scheme is
semantically secured. Hence, without using private keys no
one will be able to decrypt the messages.

IV. PERFORMANCE ANALYSIS

The encryption algorithm of the proposed scheme requires n
modular exponentiations, viz, dx!,1<i<n-1 and r*
Within the encryption matrix¢ , ;(n —-n+2) modular

2
multiplications are done and there are %(n — 1) modular

additions. The decryption algorithm reguires one application
of Euclidean Extended Algorithm to find x;,,~* modulo p.
However, it may be difficult to compute the number of
operationsrequired to find the inverse of the key matrix since
this will depend on the vaue of n. At the end of the
decryption process, one matrix multiplication is required.

V. CONCLUSION AND FUTURE WORKS

The existence of a left R-monomorphism from M, (Z,) to
itself formed a base for the creation of the encryption and
decryption algorithms of the proposed scheme. The aim of
this paper is a so to show that the existence of ringswhich are
left m-injective over themselves is applicable to the field of
cryptography. Hence, in future, we would like to work with
the same ring and find more key matrices, so that more and
more messages can be encrypted at once and more hard
problems can be used.
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