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Abstract- Every network connection made is exposed to a security
threat. Due to this, crucial, confidential, important information can
belost or even exploited by an intruder. Hence an intrusion detection
sysem (IDS) is needed to detect and notify the network
administrators if such an event occurs. Though such systems are
present in organizations, it is confined to a device or a rack. In this
proposed system, an open source network intrusion detection system
called SNORT is installed on to a Raspberry Pi. This is then
implemented at a switch level, where it is connected to a configured
SPAN port of a switch and is used to monitor the traffic through the
switch. This system provides logs and information of the traffic, as
well as notifies the network administrator through a message in real
time. The intrusion detection system’s portability, ability to notify the
administrator, and the display of packet information is what makes
this system, more advanced and convenient for any organization’s
security.
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l. INTRODUCTION

Organizations have a computer network through which

transfer of data takes place. This information can sometimes
be crucial and confidential. Due to this economic value,
organizations must prevent data exploitation. It was
observed that the global average cost of adata breachis
$3.92 million. The average cost of lost businessfor
organizations in 2019 was $1.42 million, which represents
36% of the total average cost of $3.92 million [1]. This
being the scenario, the need of network security arises. The
current Situations to tackle this problem are software
applications which are installed on each individual system
and the monitoring takes place. But physically, monitoring
the network all the time is not practical and the need for
automation arises. To prevent such attacks, it must be
detected first. The proposed system, which is a hardware
device, can be used to detect such intrusions and alert the
administrator. The device/system proposed is advantageous
over the existing software in the following ways:
e Itisportable and can be used at any L2 device.
e It detects attacks and gives detailed information
about the malicious traffic.
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e The Graphical User Interface makesit easier to
analyze the vulnerability.
e  Savestime and resources.

. LITERATURE SURVEY

The usage of networks has increased over the years.
Security measures must be implemented to protect these
networks. One such method is an intrusion detection system.
Asit is placed in line with the network it is called a network
intrusion system. The system sniffs and monitors the
network for violations corresponding to confidentidlity,
integrity and availability [2]. If any violations found it
considers it as an intrusion. Different methods are used to
detect the intrusions which are signature, anomaly and
stateful protocol [3]. A signature-based IDS compares
patterns against a database of predefined strings, it’s
incapability to detect unknown attacks is balanced with an
anomaly detection IDS which detects a deviation in the
behavior as an attack. While comparing the different
methods, a combination of signature based and anomaly-
based detection methods is preferred. There has been work
related to this field by the following authors Hung-Jen et dl.,
[3] Signature based detection compares patterns against the
captured events for recognizing an attack; it cannot detect a
new type of attack, that is one which is not present in the
database. Anomaly detects a deviation in the network
behavior as an attack. The main disadvantage is the
accuracy of the alerts. A software tool called SNORT which
is a combination of a signature based and anomaly-based
IDS having a rule-based approach is used. Garcia-Teodoro
et al., [4] Study was made to understand in depth on how
anomaly-based intrusion detection systems work, which is
the methodology implemented by the software we have
used, Snort. Anomaly based detection identifies any
deviation in behavior for example, failed login attempts at
random intervals of the day. The limitations of this method
include the difficulty to trigger an aert on time and aso the
false positives that is it sometimes detects a normal packet
as an intrusion or can even fail to detect an intrusion. Martin
et a., [5] Snort is nimble and can work very quickly. It has
real time alerting capability, which means that as soon as the
attack is detected it, alerts the network administrator. Once it
has been configured, it doesn’t need to be checked every
now and then. It’s a packet sniffer and a logger also it can
work in-line and bridge mode.

A. Problem statement

Every network connection made is exposed to a security
threat. Due this, crucial, confidential, important information
can be exposed or even lost to athird-party intruder. Hence,
in order to address, this paper aims at detecting if an
intrusion is taking place in the network and also to dert the
network administrator so that they can take up necessary
alleviating actions. There are many appliances in the market
that detect and alert,
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but two common problems with them are that they are
bulky, have to be instaled in a fixed place and are
expensive. The proposed method is to eliminate the above
limitations using SNORT method.

B. SNORT

Snort is an open source network intrusion detection
system (NIDS) created by Martin Roesch [5]. Snort is a
packet sniffer that monitors network traffic in real time,
performing deep packet inspection that is, analyzing each
packet closely to detect a dangerous payload or suspicious
anomalies. Snort's open source network-based intrusion
detection/prevention system (IDS/IPS) has the ability to
perform rea-time traffic analysis and packet logging on
Internet Protocol (IP) networks. Snort analyses the protocol,
performs content searching and matching.

(. METHODOLOGY

A Raspberry Pi 4 forms the core of the portable system.
It is loaded with an Ubuntu operating system and is
connected to a switch through an Ethernet interface. A
switch helps in directing the traffic from a source to the
intended destination port. For the IDS device to acquire and
analyse the data packets, all the network traffic must reach
the port to which the IDS is interfaced to. To facilitate this,
the IDS port is configured to work in the Switched Port
Analyser (SPAN) mode. This directs all the network traffic
to the port alowing the IDS to sniff the traffic. This can be
configured through the Command Line Interface (CLI) of
the switch. The promiscuous mode of the Ethernet interface
is enabled so that the IDS can process the data without being
the destination port. Hence the SPAN mode of the port and
the promiscuous mode of the Ethernet interface allow the
IDS to monitor the traffic. Wireshark and SNORT tools are
loaded in the Raspberry Pi. Wireshark is used to analyse the
data packets in the network which gives detailed
information about the traffic. SNORT is to be setup first and
it is to be operated in the intrusion detection mode. SNORT
comes with a power package of a number of signatures and
rules which are predefined. New rules can also be written to
detect for a specific type of traffic. With the setup in place, a
copy of the traffic is sent to the SPAN port. The IDS device
analyses the packets and checks for malicious content and
createslog files. The datain thelog file is to be displayed on
the GUI for better understanding and analysis. With python
programming this data is sent to a monitoring system where
it can be viewed and it can also alert the concerned person
about the attack through an SMS. The flow of work process
isshown in figure 1.
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|

The details of the attack can be seen on a GUI
monitoring device

Fig.1l. Flowchart of the I DSworking

Network based Intrusion Detection System is connected to a
switch. This helps in improving the visbility of the
malicious activity in the network. The block diagram of
network intrusion detection system is shown in figure 2.
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V. RESULT

SNORT is used to monitor the network. If an attack
occurs, it gets logged in an alert file. Once the dlert file is
updated, a SMS s triggered and an email is sent to the
network administrators. This helps them to take the
necessary steps in combating the attack. The aert file of the
SNORT isin the form of logs. In order to display the details
of an attack in a more understandable format, a graphical
user interface is created which parses each log of the alert
file, extracts different parameters of the file, like date, time,
signature details, attack information, packet details, source
and destination addresses. This GUI gets updated in real
time with an attack. It displays an alert saying “An attack
has occurred” and has a stop timer. The alert file, email,
SMS, and GUI are shown below. The dert file generated
after running SNORT in IDS mode is shown in figure 3.

a)/:s 20:33:13.837641 [**] [1:1867:1] MISC xdmcp Lnfo query [**] [Classification: Attempted
|1nformation Leak] [Priority: 2] (UDP) 184.165.139.85:29044 -> 192.168.46.232:177
193/18-20:34:55.176913 [+*] [1:527:8] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially
|Bad Traffic] [Priority: 2] {HIP) 6.6.6.8 -> 255.25
03/18-20:36:55.176410 [+*] [1:527:8] BAD-TRAFFI

++] [Classification: Potentially
Bad Traffic] [Priority: 2] {HIP} u.o.u.u ->
[93/18-20:37:33.797266 [**] [1:52 A
Bad Traffic] [Priority: 2] {HIP} o .255. 55

03/18-20:37:41.468113  [**] [1:527:8] BAD AFFIC sane snc/usr [**] [Classification: Potentially
|Bad Traffic] [Priority: 2] {IPVG-ICHP} :: -> Ff62::1:ffba:cedd

63/18-26:37:42.627384 [**] [1:527:8] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially
Bad Traffic] [Priority: 2] {IPV6-ICHP} :: -> Ff02::1:ffba:ce6o

03/18-26:37:48.192588 [**] [1:527:8) BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially
[Bad Traffic] [Priority: 2] {IPV6-ICHP} :: -> ffB2::1:ffdf:b3se

03/18-20:59:55.216940 [**] [1:527:8) BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially
Bad Traffic] [Priority: 2] {HIP} 0.0.0.0 -> 255.255.255.255

63/18-21:37:25.003512 [**] [1:366:7] TICMP PING *NIX [**] [Classification: Misc activity]
[Priortty: 3] {ICNP) 192.168.46.24 -> 192.168.46.232

*] [Classification: Potentially

63/18-21:37:25.803512 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3]
{ICMP) 192.168.46.24 -> 192.168.46.232

63/18-21:37:26.627541 [**] [1:366:7] ICMP PING *NIX [**] [Classification: Misc activity]
|[Priority: 3] {ICHP} 192.168.46.24 -> 192.168.46.232

93/18-21:37:26.627541 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3]

{ICHP} 192.168.46.24 -> 192.168.46.232
63/18-21:37:27.051544 [**] [1:366:7]
|[Priority: 3] {ICMP} 192.168.46.24
63/18-21:37:27.651544  [**] [1:384
{ICHP} 192.168.46.24 -> 192.168.46
63/18-21:38:01.867880 [**] [1:366:7] ICMP PING *NIX [**] [Classification: Misc activity]
[Priority: 3] {ICNP} 192.168.46.24 -> 192.168.46.232

03/18-21:38:01.867886 [**] [1:10002:6] we are being pinged [**] [Priority: 6] {ICHP}
192.168.46.24 -> 192,168.46.232

03/18-21
(1cHP) 192.
63/18-21:38
[Priority: 3] {ICHP) 192.168.46.24 -> 192.168.46.232

03/18-21:38:02.891955 [**] [1:10002:0] we are belng pinged [**] [Priority: @] {ICMP)

Fig.3. SNORT Alert File

ICMP PING *NIX [**] [Classification: Misc activity]
192.168.46.232
P PING [**] [Classification: Misc activity] [Priority: 3]

867880 [**] (1:384:5) ICMP PING [**] [Classification: Misc activity] [Priority:
46.24 -> 192.168.46.232
891955 [#*] [1:366:7] TCMP PING *NIX [**] [Classificatton: Misc activity]

The contents of the SNORT aert file are difficult to
understand and the various parameters are classified as
shown in figure 4 which separates the date and time, the
signature 1D, the attack type, priority of the attack and also
the source and destination address.

Date and Tine is: ['83/18
Signature updation [:etulls [1
Attack Iﬂmm\at]nn r wenep info query [*]']

assification: Attempted Information Leak]']

57, '102.188.46.231']

si, gnature upd: at]nn Det: [1:
Attack Information [* [**

Date and Tine is: ['22/18 - 3
Signature updation Details ['[:
ittack Information [ '

xdncp info query [**]']
['Classification: Attempted Information Leak]']

Fig.4. Classifying the parameters of the alert file
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The GUI window displaying a message with a stop timer is
shown in figure 5.

AN ATTACK HAS OCCURED

12

Stop |

Checklog

Fig.5. An alert with Stop Timer

After an attack has occurred, an aert Email is sent to the
network administrator. A snapshot of the Email received is
shown in figure 6.

pithad3
pithad3
pithad3

pithad3

(no subject) - AN ATTACK JUST OCCURRED, CHECK NETWORK
(no subject) - AN ATTACK JUST OCCURRED, CHECK NETWORK
(no subject) - AN ATTACK JUST OCCURRED, CHECK NETWORK

(no subject) - AN ATTACK JUST OCCURRED, CHECK NETWORK

Fig.6. Email sent to the Administrator

A SMS is sent to the network administrator. The message
received is shown in figure 7.
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Sent from your Twilio trial
account - An attack has occured
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Fig.8. GUI of the attack details

For a better understanding of the attacks, a GUI is created as
shown in figure 8. This table is updated with the logs of the
aert file as shown in figure 4.

V. CONCLUSION

Organization networks have vulnerabilities which are
exploited by hackers. Crucial and sensitive information can
be lost or altered in the process. Hence there is a need of a
system to detect these attacks and notify the network
administrators. SNORT isinstalled onto a Raspberry Pi. Itis
connected to a SPAN port of the switch which allows it to
read the traffic. Once an intrusion occurs it is logged and a
SMS and emal are sent to the considered authority.
Information regarding the intrusion is displayed on a GUI
and packet anaysis is done by Wireshark. This system is
portable light weighted and is user friendly as it is
preconfigured for monitoring purposes. This makes it more
helpful than the present-day methods used.

FUTURE WORK

The accuracy of the system can be improved with artificial
intelligence and honeypots [6]. A more secure and accurate
method can be devised like

e Accuracy: False alarms are generated through different
approaches of the IDS. Hence the accuracy must be
improved.

e It worksonly for wired networks. Fails to accommodate
the bandwidth associated with wireless network

e Paralel Computing can be introduced, which will bring
down the time and overhead of the intrusion detection
system. The system can be improvised through machine
learning and artificial intelligence. This would also be
able to take care of zero-day attacks and advanced
persistent threats.
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