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Abstract: Vehicular ad hoc networks (VANETS) are upcoming
prominent technology in thefield of communication with vehicles.
It is a combination of mobile and sensor network features. The
random changein position of vehiclesin VANET made the system
more vulnerableto attacks. Themost important attack in VANETS
to be considered is Black hole attack which increases the chances
for packet loss and in turn to accidents. There is a necessity to
develop the techniques to detect Black hole attacks and reduce
number of accidents. In this paper, a technique called “Detection
of Black hole in VANET using AODV (DBVANETUAODV)” is
proposed to find and prevent Black hole attack and thereby
reducing occurrence of accidents. The proposed solution is
implemented using AODV Routing protocol in VANET.The
experiments are conducted with SUMO and NS2 simulators to
depict network environment in an inexpensive way. The proposed
method “DBVANETuAODYV” is compared with AODV with black
hole and the result shows the proposed method provides a
significant improvement.
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. INTRODUCTION

VANETs are the subset of Mobile ad hoc network
(MANET) where the mobil e vehicle becomes the nodes of the
communication network. In VANET, the network comprises
two fundamental units depending on which the whole network
works. They are Road Side Units (RSU) and On-Board Units
(OBU). Every moving vehicle (nodein anetwork) is attached
by a device called On-board unit which is used to transmit
data between other OBUs and RSUs. The Road side units,
RSUs, arethe stationary devicesfixed alongside of theroad or
mounted to the traffic systems, nearby parking areas etc.To
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communicate with network devices outside the infrastructure,
RSUs are used. Vehicle-to-Vehicle communications (V2V) is
the vehicular technology designed such that one vehicle is
allowed to make communication with another vehicle. V2V
communication is needed to reduce accidents counts and it
also extends driving vision. In Vehicle-to-Infrastructure
communication (V2I), Road Side Unitsare used to collect the
vehicles’ information and data regarding traffic and in turn
thisinformation is broadcasted to other (receiver) vehicles.
Security plays avital role in designing VANETSs system.

The topology of VANET isdynamic in nature i.e. vehicles
are highly mobile and they rapidly change the whole
topology. If any attack occurs at any vehicular node, then the
whole network is disturbed and become resistless towards
other attacks. The security details are represented in the

below figure.
Security attacks in VANETs
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Figure 1: Classification of security attacks in VANET

In majority situations, AODV protocol is the mostly used
routing protocol in VANETSs as well as in MANETSs. This
protocol creates path on demand basis and supports unicast as
well as multicast routing. Black holes refer to the nodesin the
network whose only motive is to silently discard (or "drop™)
the incoming or outgoing traffic, without letting the source
node to know that the sent data packets are not reached its
intended destination. Black holes are hard to encounter and
they are invisible in the network, and they can only be
identified and detected by reviewing and monitoring the lost
traffic. . The packet drop isleft unknown to source as well as
to destination nodes. .

[I. RELATED WORK

E. C. Eze et.al [1] described that VANET communication
is comprised of V2V and V2| communications which are
supported by most used routing protocol, AODV, and various
challenges in VANETs. Koma Mehta et.a [2] discussed
about various issues such as
challenges, routing, and
security issues and aso

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

© Convriaht: All riahts reserved.

WWW.IIEAT.ORG,

Exploring Innovation


mailto:satishmtech4u@gmail.com
mailto:bcoolmind@gmail.com
mailto:ugandarsrinu@gmail.com
mailto:sitagokuruboyina@gmail.com
mailto:raja.pete99@gmail.com
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijeat.E9972.069520&domain=www.ijeat.org

Reducing Accidents Through Detection of Black Hole Attack in VANETS

performance related parameters. A.D. Devangavi and Gupta
[3] said that VANET is the core component of Intelligent
Transportation Systems (ITS) whichisan integrated approach
that is developed to increase the safety of the road
transportation systems.

They have also discussed about various types of routing
protocols and aso detailing their advantages and
disadvantages.

S.Yadav et.a [4] discussed about the reliable and secure
routing protocols that can be used in VANETSs for safe
exchange of data and also described that it is very difficult to
implement an expeditious routing protocol in a high mobility
network due to incentive features of vehicular network.C.E.
Perkins et.a [5] discussed about AODV protocol in
VANETSs. P. S. Gautham et.al [6] discussed the method to
find amalicious node that causes black hole attacks. N. Kalia
et.al [7] described that there can be many black holes present
in a single network. These multiple black holes advertise as
they have shortest path to intended destination.

1. METHODOLOGY

In the basic mechanism of AODV the intended nodes
checks their routing tables to reach the destination. If avalid
path isfound it travel sthe path and reaches the target node the
above process involves RREQ, RREP and RERR
MessagesRREQ and RREP are uses full for root
establishment and RERR is use full to notify route failures
when a source node has a data packet addressed to a
destination node, the source node checksits routing tablefirst
which contains the next hop to use to reach the destination
node. However, if a valid route is found, the source node
sends the data packet to the next hop to forward it to the target
node. If route is not found, the source starts route discovery
phase to discover new & fresh route to the destination.

In the proposed system Detection of Black holein VANET
using AODV (DBVANETUAODV),The source node first
checks if it received a reply that has a higher destination
sequence number (DSN) than its own source seguence
number. If source node found any such reply then it shows
that the reply came from the black-hole and it discards the
RREP reply as there is a rule that all nodes in the network
should have a lower DSN than SSN of the source node and
then again the source node starts route discovery process and
same process follows until it gets a reply having lower DSN
than its own SSN. Once getting such reply packet, it checks
whether the arrival time of RREP packet is less than the
specific time limit, already defined for a node in a particular
network, if yes then it indicates that the reply came from the
black-hole and it discards the RREP reply and then again the
source node broadcasts the RREQ packets. If the received
reply packet arrival time is more than the specified time limit,
then the source node will update its routing table about the
path to the destination node (destination vehicle) including
the hop count and source node sends the data packet to the
next hop to forward it to the target node. The following
algorithm and flowchart in figure summarizes the above
mechanism.

Algorithm:
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BEGIN
Source node broadcasts RREQ packets
Intermediate nodes receive RREQ packets
Node sends RREP packets to source node
Source node makes entry in its routing table about the
RREP packet
Source node checks:
IF (DNS >>> SSN)
THEN
| dentify node as a malicious and malevolent node
Node —»— MN
Drop Malicious Node Entry from Routing Table
SN_RT — {Drop (MN)}
Restarts broadcasting RREQ packets for path discovery
ELSE IF (AT (RREP) < STL)
THEN
Identify node as a malicious node
Node —-— MN
Drop Malicious and Malevolent Node Entry from Routing
Table
SN_RT — {Drop (MN)}
Restarts broadcasting RREQ packets for route discovery
ELSE
Node —— Normal Node
Initialize route maintenance to the destination node
Path established and data will be transmitted
END
T ey

\?/

[ Source node broadcasts |

EQ message packets J
Intermediate node receives |
RREQ message packets |
Forward RREQ packets
to its neighboring nodes
forward RREP
message packets
Check if s
DSN >=>> SSN = l
Discard receiv red
RREP packets

YES

[ Update routing table ]

Establish path to
destination node

Send olrsglna_l
message packets
S
Figure 2: Flowchart
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IV. RESULTS

The DBVANETUAODV is implemented in SUMO
simulator and NS2 simulator. Thelayout isillustrated with the
help of open street map and figures 3, 4 and 5 provide the
various views of simulation. The comparative results are
showninthe figure6. Theresultsclearly show improvement
of the proposed approach over the existing work.
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Figure 3: OSM — Open Street Map (Web View)

rajapuranam@osboxes: ~/sumojtools.
Downloading map data
200 OK
Converting map data

E Written configuration to 'osm.netccfg'
-

1y % 4) ThuMar1212:10PM

Loading configuration ... done.
Parsing types from '/home/rajapuranam/sumo/data/typemap/osnNetconvert.typ.xml' ..
. done.
Parsing nodes from osm-file 'osm_bbox.osm.xml' ... done.
Parsing edges from osm-file 'osm_bbox.osm.xml' ...
Warning: Ignoring track count 2 for edge '539615484'.
Warning: Ignoring track count 2 for edge '610©15452'.
done.
Removing duplicate edges ... done.
Warning: Discarding unknown compound 'railway.construction' in type 'railway.cons
truction|usage.main' (first occurence for edge '539615484').
Warning: Discarding unknown compound 'usage.main' in type 'railway.construction|u
sage.main' (first occurence for edge '539615484').
Warning: Discarding unusable type 'railway.construction|usage.main' (first occure
| Ince for edge '539615484').
Parsing relations from osm-file 'osm_bbox.osm.xml' ... done.
Removed 3 traffic lights before loading plain-XML
Import done:
35 nodes loaded.
33 types loaded.
43 edges loaded.
Proj projection parameters used: '+proj=utm +zone=43 +ellps=WGS84 +datum=WGS84 +u
nits=m +no_defs'.
Removing self-loops ... done (@ms).
Joining junction clusters ... dome (1ms).
Joined 2 junction cluster(s).

Removing empty nodes and geometry nodes ... done (@ms).

rajapuranam@osboxes: ~/sumo/tools
to avoid this).
done (2ms).
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Node type statistics:

Unregulated junctions

Dead-end junctions

Priority junctions H
Right-before-left junctions :
Traffic light junctions L §
Network boundaries:
original boundary
Applied offset
Converted bound.

: 72.82,18.91,72.89,19.13
: -270798.24,2094400.52
©.00,-1484.36,675.04,0.00

Warning: 6 total messages of type: Minor green from edge '%' to edge '%' exceeds
%m/s. Maybe a left-turn lane is missing.

| Isuccess.
Written configuration to 'osm.polycfg'
Loading configuration ... done.
Parsing network projection from 'osm.net.xml' ...
Parsing nodes from osm-file 'osm_bbox.osm.xml'
Parsing relations from osm-file 'osm_bbox.osm.
Parsing edges from osm-file 'osm_bbox.osm.xml' ..
Success.
Processing Cars
calling /home/rajapuranan/sumo/bin/duarouter -n fhome/rajapuranam/sumo/tools/262
6-03-12-12-85-53/0sm.net.xml -r /home/rajapuranam/sumo/tools/2626-63-12-12-85-53/
osm.passenger.trips.xml --ignore-errors --begin © --end 100.8 --no-step-log:~-no:
warnings -o routes.rou.xml

Figure4: OSM — Open Street Map (Terminal View)
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.. done (6ms).
one (15ms).
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Figure5: SUMO GUI simulation of the exported map
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Figure 6: Comparison of dropped packet for
DBVANETUAODYV and AODV with block hole

V. CONCLUSIONAND FUTURE SCOPE

VANET has great impact on road safety and progress
passenger convenience in vehicles by exchanging traffic
information among the vehicle. On the other hand it is highly
exposed to severa attacks such as black hole. The proposed
work DBVANETUAODV works on the sequence numbers
and specified time aready set to receive RREP packet. This
method provides better and improved communication in
VANET over the existing AODV. The future aim of the work
isto implement with other protocols.
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