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Abstract: The research constitutes a distinctive technique of
steganography of image. The procedure used for the study is
Fractional Random Wavelet Transform (FRWT). The contrast
between wavelet transform and the aforementioned FRWT is that
it comprises of all the benefits and features of the wavelet
transform but with additional highlights like randomness and
partial fractional value put up into it. As a consequence of the
fractional value and the randomness, the algorithm will give
power and arisein the surveillance layersfor steganography. The
stegano image will be acquired after administrating the algorithm
which contains not only the coated image but also the concealed
image. Despite the overlapping of two images, any diminution in
the grade of the image is not perceived. Through this
steganographic process, we endeavor for expansion in
surveillance and magnitude as well. After running the algorithm,
variousvariableslike Mean Square Error (MSE) and Peak Signal
to Noise ratio (PSNR) are deliberated. Through the intended
algorithm, a rise in the power and imperceptibility is perceived
and it can also support diverse modification such as scaling,
trandation and rotation with algorithms which previously
prevailed. The irrefutable outcome demonstrated that the
algorithm which is being suggested is indeed efficacious.

Keywords: Fractional random wavelet transform, Wavelet
transform, image steganography, surveillance.

. INTRODUCTION

The steganography of image is fundamentally

nothing unusual from image encryption. A confidential image
is concealed in such a manner that nobody except the person
who is transmitter and the person who is the recipient of the
image will identify that there is concealed data [15]. The
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operation of concealing the confidentia image into a
contrasting image known as the coated image is known as
steganography. The image secured as an outcome of
concealing the two images is called stegano image. Since the
procedure of transmitting digital information is expanding,
we obligate a rise in surveillance, especialy on technology
networks which are susceptible to hacking. Since the number
of information being transmitted on the web is expanding,
surveillance of networks has become a very key matter [12].
Therefore, to avert unsanctioned ingress and avail of
confidential files, data integrity is of utmost significance [5].
As a result, there has been an expansion in the zone of
concealing data and surveillance. Various procedure of
steganography has expanded with respect to spatial
transformation and they are useful in areas of complication
and operation [19]. The indicated procedure keeps the
confidential concealed. In order to preserve the information,
randomnessisvery important because an unauthorized person
will not be able to understand the information. Only the
authorized recipient will be able to understand it [9].

Here, we work on a modern procedure of
steganography which is related to Fractiona Random
Wavelet Transform (FRWT). It belongs to an extended
relation of the wavelet transform [7]. It inherits the brilliant
arithmetic features of both Wavelet Transform (WT) and the
Fractional Random Transform (FRT) [1].

Theinformation is described in not only frequency but
a so spatial domain with some added randomness, which isa
result of the time frequency plane being rotated [3]. We use
the qualities of FRWT for hiding the image here in
steganography [20]. The procedure of transmitting the
concealed image to the desired recipient without getting
perceived in an unguarded channel isavery challenging task.
Some available images are used as concealed image to
transmit data and after applying them to digital image
steganography, its robustness was justified [6].

Image steganography using transform domain method
embeds the secret image into the coated image. To strengthen
them and make them more robust for attacks, they are
concealed within the frequency regions of the coated image
[18]. This aso assembles much further suitable for exchange
of confidential information. There are four sub-levels: LL
(low-low), LH (low-high), HL (high-low) and HH
(high-high). Here, the confidential image is concealed in the
LL sub-band parameters of FRWT of the coated image.
Succeeding thisinversetransform (IFRWT) isapplied and the
stegano image is obtained by the recipient.
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Then we move ahead with the extraction procedure to
separate the concealed image from the stegano image.
Various features of FRWT are explored like the fractional
sequence of transform, the embedding coefficient, the
arbitrary matrix generated which consists of unconstraint
variable.

As a stranger, which is extremely cumbersome to
realizethat thereisaconceal ed image within the coated image
[16]. Dueto the arbitrary matrix, it isvery difficult to frameit.
Predicting the fractional order is also very difficult, therefore
this method provides very high network security [11].

I1. OVERVIEW

A. Input Random Fractional Wavelet Transform for A 2-D
Wave

A colored coated image of measurement 512x512 is
taken and arandom meatrix of the same sizeistaken. Through
Fig 1 we can visually assess and compare Wavelet Transform
(WT) with Fractional Random Wavelet Transform (FRWT)
for the original image which has asize of 512x512. Animage
after undergoing Discrete Wavelet Transform (DWT)
possesses multiresolution property whereas FRWT has a
property where it illustrates the details in domains with
respect to frequency and spatial but with arbitrary coefficient
[7]. Since FRWT has a unique feature in which the
time-fractiona-frequency plane can be rotated about an
arbitrary angle, it gives uniform randomness and also
maintains the components of an image which have low
frequency. This property was used in encryption and
decryption of image [14]. Here we bring forward different
implementation of FRWT which is steganography of image.

(d)Redl Image (b)Level-1 WT
Fig 1: Visual assessment of WT and FRWT

(c)Level-1 FRWT

(1. METHODOLOGY

A colour image is basically represented by three planes:
Red, Green and Blue planes. In the proposed agorithm of
image steganography, we embed the image such that it is
concealed in the level-1 of LL (low-low) frequency sub-band
in the FRWT of the coated image’s green plane. The green
plane provides good results and it is also in line with the
requirements of the International Telecommunication Union
(ITU), 1992 [12]. After applying inverse FRWT (IFRWT), the
stegano image is obtained which carries the hidden image.
The stegano image does not provide any signs or information
that there is a confidential image within it. The coated image
and concedled image are acquired separately after the
segregation procedure is implemented. Image steganography
will be successful only if we find a suitable method to embed
the secret image and create the stegano image. We need to
know which algorithm provides highest security hence it is
important to rank them so that we can know how successful
the embedding process will be. The most important aim of
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steganography is to develop a function of embedding
parameter which is not detectable mathematically and which
is able to communicate large payloads.

A. Input

A colored coated image of measurement 512x512 is taken
and a random matrix of the same size is taken. The secret
image is a gray scale image of size 256x256. A value of
fractional order with coefficient of embedding is also taken.

B. Output Before Segregation

The image for steganography, which is a colored image of
measurement 512x512 is obtained.

C. Output After Segregation

The coated image of measurement 512x512 and the
segregated conceal ed image of size 256x256 is obtained.

D. Embedding Process

= The color image is divided into three color planes, i.e
Red, Blue and Green.

= The FRWT is computed by functioning on the coated
image of Green plane.

= The result of FRWT is decomposed to four wavelet
sub-levels, i.eLL, LH, HL and HH.

= Encryption performed by shuffling the coefficients of
LL, LH, HL and HH multiple times by using Arnold
Cat Map (ACM) method.

= The confidential image aong with LL sub-level in
FRWT are divided into blocks of equal size which are
non-overlapping.

= The confidential imageisembedded into sub-level of LL
by using (1):

(1-p) *B1+pxp2 -(1)

=31 represents the LL sub-level blocks of FRWT of the
coated image, B2 represents the confidential image
block and p represents the coefficient embedding
parameter. This is how the confidential image is
concealed in the coated image.

E. Extraction Process

=» FRWT is computed for the stegano image. Extraction is

performed by the receiver by using (2):
(ry1=((1-p) *yy2))./p -(2)

= yy1, yy2 and p represent the LL sub-level blocks of
image steganography, confidential image and
coefficient embedding parameter.

= The confidential image is retrieved from the stegano
image.

»Finally, MSE and PSNR values are computed for the
stegano and confidential image.

V. ABBREVIATION AND FLOWCHART

A. Abbreviations and Acronyms
.M SR: Mean Square Error. It calculates the mean of
the squared error between desired value and calculated
vaue
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I1.PSNR: Peak Signal-to-noiseratio. It isratio of signal
power to that of noise

B. Equations

FRWT is two dimensional. It has a feature of separability
as aresult of which FRWT is acquired by taking the single-
dimension of transformation along vertical and horizontal
axis[17].

I:Vﬂx_.ﬁ}‘{:u.l LJ.I ﬂ-l_, bl_. G‘,Z, bE} —_
FRWT, " {FRWT = (£ (¢, t,)}}

- -3
Where al, a2 are scaling and trangl ation parameters along x
direction and b1, b2 are scaling and translational constants on
y direction.
The 2-D DWT of DFRT in the form of X (n1, n2):
W;:b ok, ko) =
-1

1 . ) )
VAN E‘:"flzlﬂ n2=0 X{_‘J‘l lJ nz ] ‘I'_;'D,k vka 1:_‘J‘l ].J s 2]

-(4)

W‘;' (G kyko) =
Yo Yomep X(n1n2)¥:, . (n1,n2)

VMN
- (5
Here, i= {H, V, D}, /o represents some arbitrary
scale. K1 and Kz are translation parameters [10].
Equation (4) gives us an approximate value of coefficients

at scale/o and (5) gives us detailed coefficients at a scale

] = Jo of X (n1, n2). Therefore, the 2D-FRWT which is
obtained isincorporated with all the properties of both DWT
and FRT.

The Inverse transformation of wavelet is acquired by the
following expression:

X(nin2) =

e, T Wa (o k1, ko) @5 e, (n1,12)

+

1
VMN

-(6)

After the application of IFRT to X (nl1, n2), the images are
extracted.
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C. Flowchart

Split into 3
planes{R,G B}

Generation of FRT of
green plane
Discrete wavelat
transform

(] (1 ()G

Embedding process
IFRWT
Stegano image of
green plane
Extraction process

B

Secret Image

\

(R=E) plane

v

[ Cover image ] [ Secret image ]

Fig 2: Flowchart of Suggested Algorithm

V. RESULT AND DISCUSSION

We need to assess the result of the suggested methodol ogy.
For that, afootball image of measurement 512x512 istaken as
a coated image with kid’s greyscale image of measurement
256x256 is taken as confidential image. They are shown in
Fig. 3(a) and (b).

Level-1 of FRWT is processed for the coated image’s
green plane and displayed in Fig. 3(c). Since amost al the
energy isfocusedintheLL level, it is selected for embedding.
The LL level of FRWT is displayed in Fig. 3(d). LL level
formed after decomposition of DWT and the confidential
image are split into blocks which are non-overlapping. The
confidential image which has been divided is concealed into
the LL level of FRWT’s coated image using (1) and later
using IFRWT. The stegano image which is acquired contains
the confidential aswell asthe coated image. ItisshowninFig.
4(a). The confidential image cannot be identified by
unauthorized personnel. The surveillance of the stegano
image is of very huge strength and the changes in the images
are not noticed.

In order to acquire the confidential image from the
stegano image, segregation method isutilized and theimageis
reconstructed. The extracted image is displayed in Fig. 4b.
The images of steganography are obtained not only with
fractional coefficient but also with integer coefficient, so that
the importance of fractional order could be determined. Upon
usage of integer order, the stegano image has a blurred ook
and it might lead to notion that there is some concealed datain
it. But when using fractional parameter, the stegano imageis
exactly alike to the coated image. The performance values
have been calculated | ater which also provesthe superiority of
the fractional order, which isdisplayed in Fig. 5.
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(a)Coated image of
512 x 512-dimension

(b)Confidential image of
256 x 256-dimension

(d) LL level of FRWT
Confidential image

(c)Level-1 FRWT of
Coated image

Fig 3: Mathematical simulation of 2D-FRWT with
coated and confidential image

‘ R N =
(a)Stegano Image (b)Segregated confidential Image

Fig 4: Mathematical values of FRWT after extraction
process

(a)Stegano image with
Integer parameter

(b)Stegano image with
Fractional parameter

Fig 5: Mathematical values of stegano image

A. Performance Measures

The result of the suggested procedure is computed using
frequently used metrics like PSNR (Peak Signal to Noise
Ratio) and MSE (Mean Square Error).

B. Performance between Integer and Fractional Order

The performance measures of both integer and fractional
order are evaluated and they have been displayed in Table-I.
It can be concluded that fractional method of steganography
performance is better than the integer method of

steganography.
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Table-1: Numerical values of Stegano and Segregated
Confidential Image

Stegano I mage Segregated
Confidential Image
Order PSNR | MSE PSNR M SE
Type
Fractional | 37.90 2.79 277.02 | 1.07e-023
Integer 14.12 | 3.62e+003 | 23.87 8.59e+006

C. Comparison of various frequency level

In the algorithm used here, the confidential image has been
concedled in the LL sub-level of FRWT and it has been
proved that the other sub-bands do not give good results as
they the magnitude of their coefficients is less. The
performance measures of the stegano image for various
sub-bands has been tabulated and shown in Table-l1.

Table-Il: Numerical valuesfor steganoimagein
different frequency bands

Freguency Band PSNR M SE
LL 37.90 2.79
LH 9.49 1.16e+004
HL 8.53 1.05e+004
HH 6.87 1.34e+004

D. Comparison with DWT

Image steganography using FRWT is a very promising
field. Searching a random matrix which is encrypted and is
equally scattered with arbitrary value is not possible.
Similarly, it is very difficult to identify the presence of a
confidential image in the stegano image without calculating
the value of the coefficient of embedding factor and the
fractional parameter. The problem of DWT with respect to
various factors like PSNR, M SE and efficiency of FRWT for
different regions of decomposition are given in Table-l11.

To analyze efficiency of this suggested methodology, it is
assessed on images of various types and it is discovered to be
non-sensitive on many image types. We executed the
procedure with MATLAB software (2019b) and analyzed it
by finding various performance measures such as PSNR and
MSE. We used numerous images of various types and they
have been shown in Table-lV. If an embedded image is
detected, it defeats the main goal of steganography of hiding
information. The subjective tests are carried out and the
success percentage is 81% and can be deduced that the datais
not visible. These standards and suggestions are explained by
the ITU.

Table-l11: MSE and PSNR for FRWT and DWT
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Level of PSNR M SE Surveillance
Decomposition
Level-1 DWT 33.87 419 Medium
Level-1 DWT 32.69 7.43
Level-1 DWT 32.14 5.84
Level-1 FRWT 37.90 2.71 Extreme
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Level-2 FRWT 36.53 3.18

Level-3 FRWT 35.22 3.67

Table-1V: Contrast in PSNR and M SE for Various Test

Images
Coated Image Confidential PSNR M SE
Image
Football.jpg Kids.tif 37.90 2.79
Saturn.png Shadow.tif 39.43 7.99
Rosejpg Mandi.tif 35.28 5.59
Lena.png X-ray.jpg 34.42 4.16
Peppers.jpg Fingerprint.omp 38.68 6.27
VI. CONCLUSION

Dueto increase in digital technologies and the emergence
of various networks, communication has increased and files
are transferred in electronic format. Hence, it is necessary to
hide information. None of the spectator should guess the
order of the fractional value or the various values in the
uniformly distributed random matrix. Therefore, it is very
difficult to recognize the presence of a confidential image in
the coated image. FRWT is performed by combining the
coefficient of embedding parameter, fractional vaue and
formation of arbitrary matrix. Randomness is a key
component here and as aresult of that FRWT provides better
results. We have also compared our proposed algorithm with
aready existing methods. V arious performance measures like
PSNR and M SE are used to compare the various algorithms
and FRWT provided better results. Hence, we conclude that
Random Fractional Wavelet Transform gives a favorable,
resilient and durable steganography. Thisimplementation has
prospective fortune in medical zones and we can conceal
various data such as CT scan images, MR, etc.
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