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Finite fields is considered to be the most widely used algebraic structures today due to its
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applications in cryptography, coding theory, error correcting codes among others. This paper reports
the use of extended Euclidean algorithm in computing the greatest common divisor (gcd) of Aunu

binary polynomials of cardinality seven. Each class of the polynomial is permuted into pairs until all
the succeeding classes are exhausted. The findings of this research reveals that the gcd of most of
Corresponding Author: the pairs of the permuted classes are relatively prime. This results can be used further in constructing
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some cryptographic architectures that could be used in design of strong encryption schemes.
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I. INTRODUCTION

The use of modern means of communication for
transmitting information over an insecure channels has been
the business of the day due to the advent of information and
communication technologies. Cryptography as a discipline
provides security by ensuring that information reached its
destination without being tempered by an eavesdropper and
the medium of communication are properly secured from
replay attack, side channel attack, brute force attack, public
key exponent attack, short decryption exponent attack,
partial key exposure attack, among others.

The origin of finite fields started from the 17" and 18"
centuries. The first steps were done by Fermet (1601- 1665),
Euler (1707-1783), Lagrange (1736-1813), Legendre (1752-
1833), [1]. All of them worked for some special fields: F;,

where p is a prime. The elements in this field is integer

modulo .

The theory of finite fields was constructed at the end of 18"
and during the 19" century by Carl Friendrich Guass (1775-
1855) and Evariste Galois (1811-1832). Guass worked on
problems in finite fields around 1779-1798, at the time when
he was working on his famous DisquisitionesArithmeticcae
(1801). His work gave much emphasis on the factorization
of polynomials over finite fields. The other giant, Galois,
lived a very short life but very interesting one. His paper Sur
la theorie des mumbres marked the beginning of finite field

or Galois field. The complete work of Galois was compiled
by Liouville in 1846, [1].

Finite fields are widely used in modern cryptographic
designs and architecture of both symmetric and asymmetric
cryptosystems such as RSA, pairing based cryptography
advanced encryption standard and elliptic curve
cryptography. The arithmetic operations of a finite field
when performed efficiently can improve the execution speed
of a cryptosystem and requires a small amount of space in
design process. Binary finite field is fast and simple to
implement in hardware and software design of modern
cryptosystem as reported by [2].

Aunu permutation pattern has been reported to be of
combinatorial and group theoretical importance, [3]. Binary
polynomials of Aunu permutation pattern satisfying some
pattern avoidance and their arithmetic operations was
reported earlier by the authors in [4] and [5].

The computation of greatest common divisor (gcd) of two
polynomials over some fields or unique factorization
domain remains a fundamental and significant problem in
mathematics and computer science community. Euclid was
the first to develop an algorithm of computing gcd of two
integers and it has emerged to become one of the most
useful tools in mathematics today, [6]. The system was later
improved to compute the gcd of polynomials using extended
Euclidean algorithm.
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In the area of cryptography, many researches has been
published. Agnew, G. B, Beth, T. Mullin, R. C., (1993)
presented work on Arithmetic operations in GF (2™) where
they discussed various techniques of computing
multiplicative inverses and exponentiation as reported in [1].
Other applications of finite fields can be found in
[71.[8].[91.[10], [11],[12],[13],[14] and [15].

This paper reports a new technique of computing the gcd of
Aunu binary polynomials of cardinality seven using
extended Euclidean algorithm where each class of the
polynomials is permutated up to the number of its
succeeding classes by pairing. In the first stage, the paper
uses the binary polynomials as constructed by the authors
and reported in [4] and [5]. Then, the permutations of the

polynomials in pairs follow i.e for p,(x), itis permutated
into six pairs as outlined below:1.

(P2 (x), Py (xj] 2.(ps (x), Py (x:]] 3.
(s (), 24 (x)) 4.(p5 (), 21 ()) 5. (g ()24 (x)),

6. (p;(x),p,(x)) and computation of the gcd of each pair
of the polynomial was carried out using extended Euclidean
algorithm. P4 (x] can be permuted into five classes as

follows:1. (p3(x), py(x)) 2. (py (), P, (x)) 3.
(ps (), 02 (x)) 4. (e (), 22 () 5. (p; (), 2, ().
pa(x) can be permuted into four classes as follows: 1.
(ps(x).p5 (x)) 2. (ps (x),p3(x)) 3.

[Pe (), (x]) 4. (p;(x).pa(x)). py(x) can be
permuted into three classes as follows:

L [PE [:x],p4 (x) ),2. (Ps (x],p4 (x]] 3.
(p-(x),ps(x)). ws(x) can be permuted into two
classes as follows: 1

Pe(x) can be

(ps (), ps(x)) 2.(p7 (x),ps ().

permuted into one class as follows:
1. [p? (x). 2, [x]) The findings of this work is

expected to be of cryptographic significant as most of the
gcd found are relatively prime. Some of the ged’s are found
to be a divisor of the dividend polynomials.

This paper is divided into five sections. Section one covers
introduction part of the paper, section two gives some
definitions of basic terms as used in the paper, section three
reports the methodology of the paper i.e extended Euclidean
algorithm, section four presents the major findings of the
paper and finally, section five gives conclusion of the paper.

Il. DEFINITION OF BASIC TERMS

A. Aunu Polynomials

The Aunu polynomials were derived from binary codes
generated in which an algorithm was constructed to convert
the Aunu permutation pattern into binary codes using a
defined generating function, as reported in [4,5].

B. Greatest Common Divisor
For a pair of polynomials py, p, € F,[x] there exists a

uniquely determined monic polynomial

d € F_[x] such that:

1. d divides p; and p,

2. any polynomial Kk € F,[x] dividing both
p, and p, also divides d.

The polynomial d is called the greatest common divisor of
Py and P and is denoted by ged [Pp Pg]-

C. The Extended Euclidean Algorithm (EEA) computes the
greatest common divisor of two polynomials and also
establishes an  equation  relating  them. Let
p. k € F, [x], then extended Euclidean algorithm gives

polynomials a, b € F, [x],such that
ap + bk = ged(p, k).

I1l. PROCEDURE/METHODOLOGY

The procedure of computing gecd using EEA is given in
steps. Each step is a reduction algorithm of the form
D — gq.d =1 where the parameters (D, q,d,*) stand
for dividend, quotient, divisor and remainder respectively.
For each such line, the next replaces the previous dividend
D by the previous divisor d, and replaces the divisor by the

previous remainder . The algorithm terminates when the

right hand side (remainder) is 0. The last non-zero
remainder is the greatest common divisor.

Each step in the Euclidean algorithm is a division with
remainder, and the dividend for the next step is the divisor
of the current step, the next divisor is the current remainder,
and a new remainder is computed.

That is, to compute the gcd of polynomials
flx)and g(x),initialize F(x) = f(x),G(x) =

g(x)

R(x) = f(x)g(x)

While R(x) = 0

replace F(x)by G(x)

replace G(x)by R(x)

recompute R(x) = F(x).G(x)

When R(x) =0, G(x) = gcd[f(x],g(x]).
Alternatively, the gcd can be computed using the following

algorithm
Algorithm

f=aq9+n
g =q,n +1n
g =qr +1;
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T = gty + 13 The Euclidean algorithm for polynomials with coefficients
in a field (F, =z, is exactly parallel in structure to the

Euclidean algorithm for integers.

ra=qnt0
We have ged(f, g) =1, .

IV. RESULTS
This section presents constructed polynomials representation of Aunu permutation of cardinality seven as reported in [3,4]. We
also use the Extended Euclidean algorithm in the computation of the gcd for pairs of polynomials in this category.

pi(x) =x?+x+1

po(x)=x*+x3+1

palx) =xf+ x4+ x*+x*+x+1

palx) =21 + ¥+ 27 2+ 27 +1

pel) =x +xf+x"+ 2%+ +x+ 1
Pela)=x+xB + x4 2%+ 2%+ 2"+ x4+ 1

pr) = +x B x FaP xT Fxfrt P+ 1

The computation of the gcd of the above binary polynomials using EEA is presented below:
A Py (x) can be permuted into six classes and their gcd is computed as follows:

1.(p2(x). p, (x)) 2. (p3(x). p1(x)) 3. (}% (x).p4 (3‘5)) 4. (ps(x), py(x))5. (’PE. (x).p4 (x]) 6. (p7 (). py ().
1. Compute the ged of P, () and 24 (x) as polynomials with coefficients in GF (2)

pa(x) = x*+x% +1, py(x)=x*+x+1

¥+t 1+ (kP x+ D +1)=x+1

i +x+1+(x+1)(x)=1

x+1+(D(x+1)=0

o thegedof (py(x),py(x))=1

2. Compute the ged of 5 () and o () as polynomials with coefficients in GF (2)
palx)=x®+x+x*+x*+x+1, py(x)=x*+x+1
Bttt i b x 1+ (P D (P H1) =0
= py (x) is a factor of py (x)

3. Compute the ged of .y (%) and p4 (x) as polynomials with coefficients in GF (2)
pa()=xP+x"+x"+x+x°+1, px)=x+x+1
Bttt i1 (P A D) ) =1
4+ x+1+ (D +x+1)=0

~ Thegedof (ps(x).py(x)) =1

4. Compute the ged of 5 (x) and p4 (x) as polynomials with coefficients in GF (2)

pelx)=xM+x%+x" +x%+x*+x+1, p(x)=x*+x+1

Pt Tt bt L (P D M Tt i+ ) =1
x*+x+1+(DNE*P+x+1)=0
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~ Thegedof (ps(x).py(x)) =1

5. Compute the ged of p; () and B, () as polynomials with coefficients in GF (2)

Pe()=x +xB a4t 4%+ 28427 +x* 41, p(x)=x+x 41

P Al Bl el e ah S U o N Cal o N IE R S Y e |
ZHx+1+(x+1D)(x)=1

x+1+(Mx+1)=0

- Thegedof (pg (),p,(x)) =1

6. Compute the gcd of p- () and p; () as polynomials with coefficients in GF (2)

pr() = +x B+ FaP FxT FxfFxf rxt b+l p(x)=xf+x+1

R Tl R R T S S T i S TE R IR e SPGB T i S s S e T Sy
+x'+xf 4+ x4 x)=1

x*+x+1+(x*+x+1)(1)=0

- Thegedof (p, (x),p;(x)) = 1

B. P; (x) can be permuted into five classes and their gcd is computed as follows:

1. (p3(x), 2, (%)) 2. (24 (2). 1, (x)) 3. (ps (%), 1, (x) ) 4. (e (x), 2, (x))

5. (’F? (x).p, [3‘5])

1. Compute the ged of p () and 5 () as polynomials with coefficients in GF (2)
plx)=x+x+x*+x*+x+1, px)=x*+x+1
¥ttt i+ 1+ (i (N =¥ bt b+ 1
a1+ (bt b+ D) () =x 4+ x4+ 1

Wt xttx+1+ (P Hx+1)(0)=1

2+ x+1+ (1) +x+1)=0

~ thegedof (p;(x),p,(x)) =1

2. Compute the ged of s () and p; () as polynomials with coefficients in GF (2)

pelx) =2+ 2+ x"+ x5+ 2%+ 1, p(x)=x*+x*+1
x12+x9+x?+x6+x5+1-I-(x4+x3+1][x8+x?+x6+x4+x3—|-x2+1] = x?
i1+ (NP +x) =1

x*+ (D=0

~ thegedof (py(x),p.(x)) =1

3. Compute the ged of p5 (x) and B, () as polynomials with coefficients in GF (2)

ps(x)=x+xf+x" +x%+x+x+1, pl)=xf+x¥+1

D e i e i e Il 'l Sl o ) T el S A i e e o i o Tl o
=x*+1

x4+ 1+ (D) (x+ D) =x

1+ (x)xH=1

x4+ (1)(x)=0
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~ Thegedof (ps(x).py(x))=1

4. Compute the gcd of pg (x] and P, (x] as polynomials with coefficients in GF (2)
Pel) =™+ xP® + M+ + ¥+ ¥+ 2" +x%+ 1, p(x)=x"+xP+1
x16+x15+x14+x11+x9+x8+x?+x4+ 1_|_[x4_|_x3

+ P+t Tt P T b ) = 4 x
x4+t +1+(xP+ ) =1
2+ x+(D(xP+x)=0
~ Thegedof (pe(x),p,(x)) =1

5. Compute the ged of 5 () and p; () as polynomials with coefficients in GF (2)

prla) =2+ 4B 4P T b xd x4+ 1, p(x)=x*+x341

DR e S el e TS S S T Sl S T I il SR S ) [ i el el Sl S
+1)=x*+1

1+ (D) =x

1+ () =1

x+(1)(x)=0

- Thegedof (p, (x),p,(x)) = 1

C. pg (x) can be permuted into four classes and their gcd is computed as follows:

1. (ps(x),p3 (%)) 2. (05 (x).pa(x)) 3. [PE. (). 14 (x]) 4. (p;(x), p3(x))

1. Compute the gcd of . () and 25 (x) as polynomials with coefficients in GF (2)

pa(x)=xP+x"+x"+x+x°+1, p(x)=xF+Hxf+axt+ i+ x+1

P+t Tt at 1 (e f bt D (i ) =t e+

¥+t bttt a1+ (xfFxtFx+ D))=t + 1

xf+xftx+ 1+ (P + DD =+ x4 1

a1+ (bt b+ 1)(x)=x 4+ 1

Wt xiftx+1+(x*+D(x+1)=0

 the gedof (py(x),pa(x)) = x2 + 1

2. Compute the ged of s () and p5 () as polynomials with coefficients in GF (2)
pelx)=xM+x®+x" +x%+x*+x+1, palx) =xf +x+x*+x*+x+1
P+ttt L (Bt ) (% P 1) = x°
(e 4+ x4+ x4+ x4+ 1+ (=) (P + 1) =2+ x"+x+1

f+ (x4t x+ )P+ ) =2+ x+1

¥ttt +1+ (¥ x+1)(x) =1

Wt x+1+(1)ET+x+1)=0

o thegedof (ps(x),py(x)) =1

3. Compute the ged of P () and 4 (x) as polynomials with coefficients in GF (2)
P() =2+ x4 x4+ xf T 42t 41, p() = fHxfpxt T H a1
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B e e R ol e S i e o i i e i T o B | il S Sl el
+x=x*+x*+x+1
¥t bttt a1+ xt D) =23+ 1
Kt xttx+1+(x3+ 1)) =x+1
41+ (xF+ () =x+1
2+ 1+ (x+1(x)=x+1
x+1+(1)(x+1)=0
- Theged of (pg(x),ps(x)) =x +1

4. Compute the ged of P () and P (%) as polynomials with coefficients in GF (2)

pr()=x +axB FaxB +xP FxT Fxf i T b+ 1,
palx)=x®+x®+x*+x?+x+1

P el A Al S A A T Sl e o T C Al S e T
+ Mt T b)) =t

e e A e T I C T B E i e e T |

¥+t (i 1) () = 2% 20

i xt 1+ () () =2+ 1

i+ (kP x+1D(x) =x

2+ x+1+(x)(x+1)=1

x + (1)(2)

+ Thegedof (p, (),p3 (x)) = 1

D. P, (x) can be permuted into three classes and their gcd is computed as follows:

1. (ps(x), pa(x)) 2. (pg (x).ps(x)) 3. (P;r{x]r}'h {x})

1. Compute the ged of p5 () and . () as polynomials with coefficients in GF (2)

pelx) =2+ x®+ "+ +x*+x+ 1, pal) =21 ¥ +x7 2+ x5+ 1

PR Tl S S Sl T I S e e S S SR S B [ ') el S Sl S |
PR Tl S L S e o M ol Rl SE i e e B 16 e S S S e Sl S |
PR T el S I Rl S S S S S B ] E S § [ S S S R
PR Tl S S S e . A ol € i S S S S [ P S D I S |
x4+t b+ (P D) =2+ 1

i1+ (1) (=1

x*+1+ (D) +1)=0

 the gedof (ps(x),p5(x)) = 1

2. Compute the ged of P () and B, () as polynomials with coefficients in GF (2)
Pelr) =X+ xP® + x4+ + ¥+ ¥+ 27 +x%+ 1, pal) =x+x¥+x7T+x" 42541
R R B b A A
S E i i i e e R VICAE e el o )
=x®+x"+xF i+ +1
R S S S R e o ARl A e Sl S S S T | R S S B S S
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P S S T e it o I e +x2]{x3 + x? +1)= x*+x
¥+t + (xf +x)(x) = %3
x*+x+ (x¥)(x)=x
2+ (x)(=xH=0
o thegedof (pg(x).py(x)) =x

3. Compute the ged of o (x) and 2., (x) as polynomials with coefficients in GF (2)
prla) =2 +x® £ xB +axP xT 4+ xftxf bt bt b+ 1,
() =xP + 2%+ 2"+ x4+ 2%+ 1
P xS P T bttt bt b A L (A T T T ) (T 2B
+x*+xD)=xT 2"+ x7 +x°
PR Tl S S Sl R Rl S i S S | 69 e s Sl S S e S T |
PRl P S Tl Tl e R S SR P S B IE o P e e |
PR e e S T I R e TP B | S T ) e e T S |
P+ xf 1+ (Pt et x+ D)) =" P+ +x
¥+ttt 1+ (7t ) () =ttt e+
et (et rat b D)+ D) =t + 1
R S S e T T I i S R S N | o § i
it +1+ () =x+1
Wt xt+(x+1D(xH=0
 Thegedof (p, (x),p,(x)) = +1

E. ps (x) can be permuted into two classes and their gcd is computed as follows:

1 (pe(x), P (x)) 2. (p; (x). 5 (%))

1. Compute the ged of p; () and 5 () as polynomials with coefficients in GF (2)

Pelx) =2+ x4+ x4 2% + 2P+ 27 x4+ 1, pelx)=x+ 2% +x"+ x4+ x"+x+1

D i e . dile o ol S ol S I N i Sl S e Sl Sl S o B [ E Rl S e S
=yl 10 4 5L BT 6

Tt L M P P T ) (P ) =Tt

P+ x  f af T (Tt D) D) =t i+

'+t 1+ (i + D)) =t a1

¥+ b+ 1+ (et et + D) (x+1) = xF + 20

Pttt 1+ () (x+ ) =2+ 1

x4+t + (P D) =24 x

1+ (Pt (x+1)=x+1

2+ x+(x+1)(x)=0

- the gedof (pe(x),p5(x)) = x +1

2. Compute the ged of 5 () and P () as polynomials with coefficients in GF (2)
) =2+ +x® +aP + T+ axt Hat it L,
pelx)=xM+x®+x" +x*+x*+x+1
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AP+ a® ra? p T af Sttt
+ T i b+ D) (P x4 x)
=B ol M a0 P T P T+
R Tl S S e S T I Sl i S el S vl S el Sl S Sl Sl S S B | e
=10 L T4 BT 4ot 23 R
X1 T2l 10 By T L S d 1 (2 %+ xf a7 +xt + x% o+ 22 ()
=x®+x¥+x
et Tt P (P ) (P D) =T B e+
¥+ (T D+ 1) =+ 2+ 21
2 xf 1+ (D) =t b+
it xt (bt D)+ =2t x4 1
¥+t tx 14+ (P x+ D)+ 1) =x
2 +x+1+(x)(x+1)=1
x4+ (1)(x)=0
~ thegedof (p;(x),ps(x)) =1

F. Compute the gcd of P (x) and pg () as polynomials with coefficients in GF (2)
() =2+ +ax® P+ +xfraxt Hat P+,
Pela) =2+ + x4+ 2%+ 2%+ 2"+ x4+ 1
AP+ a® ra? p T af Sttt
T+ a7+t )P+ + 1)
=xB 4 a7+ x4 x7
o e T Tt L e AT T ) (D)
SRGNECUIPNE L SURPUS T SPIUUE E STIPUL SR
B+ Tt e A T T T T ) (e + 1)
12 gl g 10 4 S B T By
M a7 T+ 2% (xF)
=x0 +x" + x4 2%+ 2"
xS ) (P x4 1)
= x® 464 %+ x? 42
R T S R i all £ Rl s S e e | EalE S ) e S S S
¥t bt it (Tt b ) (e ) =t P
Tttt et (Pt ) (P 1) =2
O+t + (NP +xi+x)=0
~ thegedof (p,(x),ps(x)) = x*

V. CONCLUSION

The greatest common divisor of Aunu binary polynomials computed pairs of polynomials. This has an important
using extended Euclidean algorithm has been successfully application in cryptographic design as it could be further
reported by this paper. The results of this paper shows that treated for the construction of strong encryption schemes.

the gcd are found to be coprime in most of the permuted
pairs while some are factors of their permuted pairs. The
result also gives polynomials as gcd of some classes of the
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