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Abstract: Today cloud computing is a very popular technology, 
and many people use this technology in many ways. it's important 
to have it safe. This technology was primarily used to keep data 
safer and safer in the cloud, so in this article we suggest a 
security framework for large data logs in the cloud. There are 
many and many risks that threaten the integrity of this 
information in the great information. Therefore, in line with the 
development of technology, the level of security has also 
increased significantly over the years. Various technology 
techniques access several online activities, such as interaction 
with different internet sites and services, making the web more 
accessible to their plug-ins. As a result, these activities have 
created a global platform for malicious activities to add these 
devices that expose large data logs harmful attacks. Sky system is 
an online platform that requires proper security integration. In 
addition, the current state of online security threatens high data 
in the cloud, which has affected the performance and service 
model. 
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I. INTRODUCTION 

Cloud computing is increasingly gaining momentum in 
the process and storage of big data. Especially, in a world 
where security and privacy are magnified by the diversity 
and scale of data being process and stored. The uses of 
traditional security mechanism have become obsolete in the 
modern technological era [1]. As such, new security 
frameworks are being implemented to ensure the safety to 
the high-volume data. Therefore, this essay will focus on the 
security frameworks being implemented to enhance security 
and privacy of big data log files on the cloud as well as 
addresses the major challenges associated with these 
frameworks in cloud computing. Big data is a term used to 
refer to the study and applications of data sets that are so big 
and complex that traditional data-processing application 
software are inadequate to deal with them. Big data 
challenges include capturing data, data storage, data 
analysis, sharing, transfer, visualization, querying, updating,
 information privacy and data source.  
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There are a number of concepts associated with big data: 
originally there were 3 concepts volume, variety, velocity. 
instrument that provides small scale, static and semi-isolated 
security. Logfiles are very important data in the cloud so 
these logfiles should be secure. In securing big data, security 
frameworks must be put in places such as logging, 
encryption, and honeypot to provide data protection and 
privacy. 

II. HADOOP 

Apache Hadoop is a collection of open-source software 
utilities that facilitate using a network of many computers to 
solve problems involving massive amounts of data and 
computation. It provides a software framework for 
distributed storage and processing of big data using the 
MapReduce programming model. It can run on thousands of 
terabytes of systems involving thousands of nodes. The 
distributed file system in Hadoop helps to achieve fast data 
transfer rates, and the system continues to function even in 
the event of some node failure. This approach reduces the 
risk of a total system failure, even in the case of a large 
number of node lack of success. Hadoop Make the 
calculation resolution can expand, economy, flexible and 
fault tolerant. In these days so many companies are using 
Hadoop Framework to support applications that involve big 
amounts of data. Hadoop has two main subprojects Map 
Reduce and Hadoop Distributed File System. 

III. META CLOUD DATA STORAGE SECURITY 
FRAMEWORK 

This security framework is used to protected big data 
from any form of intrusion.  The Meta Cloud MC security 
framework provides various scalable algorithms security 
solutions to any data deployed in the cloud system [1]. The 
Meta Cloud system works by forwarding data in the cloud to 
a Grouping and Choosing architecture GC for security 
enhancement. This security framework organizes stored data 
sent in cloud n multiple center-based systems. These 
systems are categorized into three basic level of security that 
is sensitive, critical and normal. Whereby, each level 
redirects data log files to the appropriate data center in the 
cloud for the safety measures.  The Meta Cloud security 
framework provides a unique storage path that is impossible 
decrypt. 

IV. MAPREDUCE SECURITY FRAMEWORK 

This form of security encryption of big data log file 
provides authorization and authentication only to valid 
account users. It uses the HDFS authorization mechanism to 
protect and secure data files on the 
cloud computing systems [4].  
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 The Map Reduce security system splits data log files into 
several chunks that can be computed parallel to enhance 
security measures. Furthermore, this security framework 
performs two core security measures. That is, they provide 
securing to mappers input in the cloud system and secure 
data that are present in any untrusted mapper. Additionally, 
the MapReduce security framework help contains 
intentional and unintentional data log file leakage. The 
system using a Hadoop helps in computing of big data that 
might undermine the level of security of private record and 
user privacy. 

 
Fig. 1. The Aws CloudTrail Security Framework 

   Big data log files that are remitted to the cloud system 
especially those with rich information from high-level 
sources require an AWS Cloud Trail security system. This 
security framework provides the data log file with an Athena 
SQL engine power that rapidly responds to any form of 
security breach. Furthermore, the AWS Cloud Trail security 
framework record activities and publish them to the log files 
in the Amazon S3 where they can be tracked, and any 
insecurity activity obtained in the process [3]. The Amazon 
S3 help the AWS Cloud Trial system identify when an 
activity was performed, the resource affected and many 
significant details in case of data in a security breach. 
Therefore, any organization that uses the AWS Cloud Trail 
security framework systems can account for significant 
safety and privacy inconsistency in their cloud system. The 
AWS Cloud Trail is one of the most secure and flexible 
security frameworks. It helps protect the privacy of 
customer data hence recommended for most organizations. 

 
Fig. 2. Challenges of Securing Big Data 

The primary challenge of big data is storage since the 
distributed storage is usually not enough given the rate at 
which data is collected. The storage systems are typically 
unable to store these big data. Therefore, there is a need for 
creating a storage system that is faster and has a capacity of 
processing big data. Additionally, scaling capacity must be 
taken into consideration for cloud storage of big data. The 
storage capacity and performance are a big challenge with 
clouds, and it influences others not to use clouds for storing 
and processing big data. In additions, big data require that 
all data must be collected, and the process of extracting 
information requires times and integrity. The privacy and 
security issues are some of the challenges that come with 
storing big data in clouds. Cloud computing gives a path to 
accessing stored data for analysis, and in during this 
analysis, private information may be shared that interfere 
with the data. Furthermore, obtaining personal information 
on clouds or IT architectures on cloud storages poses risks 
to the stored data [2]. “Parallel. Attackers often target cloud-
computing system with new tactics, manage to access 
private information, and use the information for wrong 
reasons. Most cloud providers have failed to use proper 
network and architecture that will protect the privacy of the 
data being stored. Cloud providers must ensure they have 
the appropriate and secure infrastructure to operate the big 
data engine that receives and process data all the time. The 
traditional infrastructure used by most cloud providers in 
managing big data is slow and hard manage. Therefore, 
additional infrastructure must be added to speed up the 
management of big data. Proper framework and 
infrastructure will help in analyzing a large amount of data, 
which is always difficult to analyze [4]. Storing big data to 
clouds have experienced analytical and technical issues that 
limit its performance of cloud computing. Analyzing big 
data that comes in different forms require advanced skills 
given the sensitivity of the process. Technical problems such 
system fails and small processing system can lead loss of 
data or misinterpretation of data. Some clouds providers 
often have shared hardware resources, which increase 
workloads hence affecting the overall performance of the 
system. Storing big data in clouds can lead to data errors, 
which may be collected from shared resources, or data sets 
from the internet. It is necessary to limit sources of data to 
minimize data errors that may arise. 

 

V. RESULT 

Various technology appliances are gaining access to 
numerous online activities that means they are becoming 
more reliant on the internet and their plug-ins while 
interacting with different online sites 
and services.  
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Consequently, these activities have created a global platform 
for malicious activities to attach these appliances that 
expose big data log file to malicious attacks. The cloud 
system is an online platform that needs proper security 
integration.  Moreover, with the current state of online 
insecurity, big data files on the cloud are compromised, and 
this has affected the pattern of performance and service. 
In recent days there has been a rise in cases of reported 
surveillance and security gap which has compromised users' 
privacy in doubt of the current model where the third parties 
collect and control huge chunks of data which is personal. 
Although Big data does not necessarily represent the actual 
amount of data or size it cannot be processed via databases 
[5]. Due to this, it comes along with many privacy data 
issues which make it a major critical concern to any 
organization in our current companies and organizations of 
our world today. Therefore, these private issues must be 
addressed with greater and immediate effect to avoid more 
hazardous effects which may affect the companies or 
organizations either directly or indirectly. This issues also 
affect the performances of the company and its success may 
be limited to increase. This can lead to collapsing of 
companies and organizations. In order to avoid big losses 
which may lead to collapsing of companies and 
organizations, the companies are therefore putting across 
measures in order to curb any exploitation which may lead 
to huge losses. 

VI. CONCLUSION 

In summary, the cybercrime of today has increased causes a 
high degree of uncertainty and violation of cloud data 
privacy. Logfiles are very important data in the cloud so 
these logfiles should be secure. Therefore, guarantees must 
be guaranteed so that online information is safe and well 
protected against any risk. As such, the application of 
several security frameworks, such as the AWS Cloud 
example, plays an important role in offering security to data 
records in the cloud. 
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