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Abstract: The Cloud Service which is provided generates access to
the present resources by service level agreements (SLA) which is
formal , and they require proper balanced infrastructuresin order to
maximize the quality of service (QoS). They try to minimize and
provide offer to the count of violations that are offered by the Service
Level Agreements. The paper emphasizes on a proper or area of risk
assessment which is specific to the applications related to cloud
computing. The methods which are present within a framework that is
to be used by service providersrelated to cloud and consumersrelated
servicein order to provide assessment of risk in case of deployment
of service and therelated operation. The paper also puts emphasison
the different stages which are involved in the lifecycle of services
where assessment of risk takes place. This leads in the design and
implementation of risk models which arein correspondence. The risk
puts an impact on the architectural components providing special
emphasis on management which is holistic to provide support at
operation of services has been described. The assessor which is
related to risk has been proven to be effective by various evaluation
provided through the experiments and its implementation which
needs to be integrated in a toolkit environment provided by cloud
computing.

Index Terms: Cloud Computing, assessment of risk, model of risk,
quality of service.

. INTRODUCTION

Recently alarge number of interest in commercialization has
led to the research advances in cloud computing. The
infrastructure of cloud supports services and applications which
arerequired for commercial services and applications. Thereisa
need of proper development in the areas of dependability and risk
before making a redlity to the large spread adoption of
commercial application. So there is a need of incorporation of
Risk Management in the infrastructure of cloud to provide the
service to be followed by the infrastructure of cloud.

The advantages of risk management related to cloud
computing results a conceptual necessity in supporting multiple
parties which are related in getting decisions which are informed
on agreements that are contractual. The confidence related to
service provided by cloud is inadequate due to the uncertainties
which are associated with quality level that may avoid consumer
of cloud service from adoption of cloud technologies.

There is no provision of a risk which can be null in a cloud
service provider, so an efficient and effective assessment of risk
in consumption and provision of service which can be combined
with mechanisms to mitigate risks that may minimally suffice a
insurance which are technica which may provide a high
confidence lead to the consumers of cloud service, and also a
reliable and cost effective productivity which are reliable to
service providers of cloud.
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An end-user can be considered as a service provider who
participates from the large public moving towards the cloud
for performing awork that consists of multiple services. The
kind of task which is to be performed needs to get an
indication from the end user and requirements needs to be
associated in formal to satisfy service level agreement(SLA).
The desired information is applicable to the requirement
placed by the end user for indicating the requirements which
are associated and for the task of approaching for a service
related to cloud in public. The information is based on the
end-user desire in order to meet access with providers of
infra-structure which are providing these services so that the
task can be completed.

The access to services and resources is offered by IPs by
identifying SLAs in order to specify risk, price and penalty.
The end-users and IPs must interact and that can have
governance through contract for definitions of obligations
related to IP. The IPs and end users needs to be governed by
severa contract for defining the various obligationsrelated to
IP. The payment is to be done by the end-user and some
penalty is to be imposed in such cases where the obligations
is not fulfilled by any of the event. The SLAs and its
requirement has to undergo various interactions in order to
increase momentum in the area related to cloud computing.
Moreover, there is a need for proper balanced infrastructures
provided by IPs so asto gain at optimum level for the service
quality to be achieved and also for reducing the number of
violation related to SLA. The various approach desired helps
to increase the related benefit due to economy and may help
to motivate end-users to outsource tasks related to IT. A
trustworthiness of IP is a prerequisite which provides ability
in order to provide delivery of SLA successfully.

The assessment of risk is taken care of in different phases
of lifecycle of service providers related to the stakeholders.
The end-users are present in deployment of operation and
service and during control and admission of service as well
asinternal operations | Ps are used.

The assessment of risk in deployment of service is
considered in the context asfollows :- 1)Determining the risk
to be dealt beforean SLA request issent to IPs. 2) When SLA
request is received from IP determining the risk associated
with dealing with end-user which has initiated the request.
3)The IP performs the control of admission determining the
risk provided by accepting the request by SLA. 4)When an
offer of SLA is received by end-user determining the risk
which is associated when a service is deployed in an IP. The
assessment of risk selects the IP to alow it to choose for
acceptance of SLA requests.
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The informed decisions must be made by end-users for
decisions related to awareness of risk on the quotes linked to
SLA which is received by the IPs leading to decision which
balances time, risk and cost and is acceptable.

The benefit isreceived when risk is evaluated following an
SLA violation as it offers them in determining the
implications to economy resulting in offer by SLA in
particular. The assessment of risk playsamajor role when the
associated with an IP is taken into account.

The assessment of risk support the given points in service
operation 1) the risk related to failure of SLA from the
perspective of end-user.2) determining the risk which may
lead to failure of SLA which are specific from perspective of
IP . Continuous assessment of risk is performed by 1Ps for
operation of services towards monitoring low level events
related to infrastructure which leads to risk when failure of
Virtual Machines or physical hosts occurs leading to risk of
data management, legal and security.

Assessment of risk has been taken into computing of utility
with clouds and grids as a method in genera or for focusing
a type of risk which is specific related to SLA
FULFILMENT. The idea of the paper is to propose a
assessment of risk for provision of service of cloud inrelation
to improving and assessing the productivity and reliability of
fulfilment of SLA in environment which hasrelation attached
to cloud.

As per the framework given asoftwaretool isimplemented
and designed as amodule related to assessment of risk which
isto be combined with the cloud management which is at the
upper level and systems control of software systems which
hold validity both for end usersand IPS. The paper dealswith
existing research on risk assessment in association with cloud
computing. The feature of SLAS related to cloud and the
workloads which are associated are separate from those in
other programs and so it effects the prediction of event and
risks associated with cloud computing.

The major framework of this paper are as follows:-

An assessment of risk for cloud computing.

Assessment of risk is supported by deployment of service
and operation which hold benefit for both end users and
infrastructure providers. A related model which is linked to
providers of infrastructure has to provide assessment of
operation at level providing service which can lead to the
failure of risk of 1) VMs 2) SLAs 3) entire cloud
infrastructure and 4) physical nodes.

1. RISK MANAGEMENT

Theareaof management of risk displaysan additional role
in different fields related to economics, systems anaysis,
statistics, biology and operation research . There is a
possibility of a hazardous event to have a sustenance related
to the achievement of objectives. A risk measurement is
related to consequence and the related likelihood associated
with an event [6]. A qualitative assessment of risk is
considered in proportion to the losses which are expected that
can be caused because of any event and due to the probability
of occurrence of this event. This quantitative representation
of the consequences of probability of product may prove to
be hazardous. The following are the concepts for risk
management : @) it is an explanation of value to be assigned
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to party and for the protection that is required by party. b) the
incident that is not required for cases where it harms or
decreases the value provided by an asset. An incident which
is caused as a potential which isnot required is considered as
a threat and any kind of vulnerability is considered as a
weakness, flaw or deficiency which needs to open up or has
to be exploited by any kind of threat which harms or tries to
reduce the value related to an asset. Finally the likelihood of
risk is any kind of incident which is not wanted and provides
its consequence for asset which is specific and the risk
imposed isthe level or value assigned to arisk that is derived
from the consequence and its likelihood. An asset for
example isaserver and athreat may be a computer virus and
vulnerability to it is a virus protection which has not been
updated that might cause an incident which is not wanted for
example any hacker which can get access to the server. The
probability of virusin order to create an entry from the back
door to the linked server may be medium and the integrity
linked to the server in consequence of getting impact causing
harm may be high. Anissue which isfundamental related to
characterization and in representation of risk in order to
appropriately and properly carry out the task follows the
following steps :- @) the eventstriggering the risk needs to be
analyzed in order to break down the events and provide
adequate formulation of the structurein accurate. b) thelosses
needs to be estimated in association with the event for
realisation of cases.

The probabilities of the events or its possibilities can be
forecasted by the use of assessments that are probabilistic
with the aid of statistical methods or judgements which are
subjective with reasoning in approximation. The assessment
of possible risks and its identification, helps to reduce the
negative effects produced by the risk in order to measure
severity of loss which has potential as per the occurrence of
its possibility. The risk assessment and its input may range
from simple steps to measurable steps while trying
quantification of the events which are very unlikely. It helps
to assess or measure risk based on the results for developing
strategies in order to manage the risk and provide a control to
its implications. In order to manage a risk types the issues
which are related to determining if an action or any set of
actions which is required and then to find the strategy of
actions which are optimal in dealing with the assigned risk.
The associated actions for acceptance or absorbance of the
conseguences whether some or total for a particular task can
be applied for a comprehensive strategy that consist of
combination of following measuresin appropriation. Therisk
assessment analysis which is in quantitative needs to be
performed on associated risks in order to prioritize an
estimate which is numerical that is comprised of the
probability that a harm is defined which procures result when
aparticular event isin occurrence.

In case of quantitative risk assessment analysis (QRA) is
performed based on the risks to be prioritized and numerical
estimation is provided which is based on the probability on
which a defined harm can produce result based on the
occurrence of event of particular type.
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Those effects which are based on the risks related to events
can be represented with representation of five point rating
scale @) Trivia b) minor() ¢) significant() d)major €)
catastrophic.

The paper has a focus on specific area related to risk
management and methods which isto be used by provider of
cloud for the evaluation of risk

through different stages of service lifecycle i.e. @)
construction b) deployment and c) operation which isapplied
to areas of cloud computing. In the area related to this the
assets which are included are physical nodes, SLAs and
virtual machines. A node which is physica has to be
considered as an asset under which case a threat generated
may prove to be aloss to the connectivity provided and may
lead to avulnerable fault in the hardware that can lead to the
resource and its failure due to incidence which are not
wanted.

AWARENESS OF RISK ON CLOUD COMPUTING -
FRAMEWORK

The vision in overall which tries to embrace an extended
approach to different utility of computation of model related
to business which can fit in a business model which is open
market as for example in order to access infrastructure which
works as a service to be used in various sectors like
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automotive, finance and energy as the provision linked to a
framework in order to alow individuals for negotiation and
consumption of resources of cloud by using agreements
which are service level.

3.1 Service Life Cycle and Risk Assessment

A situation can be considered for the service requirements
related to SP where the | P makes an offer related to SP. The
SP can either commit related to the SLA or it can reject it.
Therisk can be considered in various phasesrelated to service
lifecycle for various stakeholders. SP can be used for
construction of service, operation and deployment. IP can be
used during control and admission of services and operations
which are internal . In such cases the IP allows to offer the
uses related to resources as a service which can be used as on
pay basisfor potential of SPsand which can alow the use of
SLAs in order to guide interaction which is required in
between.

3.2 Deployment of Service

The overview related to SP and IP interactions can be
provided by infrastructure related to deployment of services
in case the negotiation by SLA isencountered. The SP hasan
objective to provide support to planning related to business
and strategic. The protection of specific assets is taken care
by SP.

Risk Assessment Phases

BLO BLO
Assess IP's Assess SP
i Pre-Negotiation
Risk Inventory e »
SR X S
1 Seivice 2 SP History
IP History Manifest / SLA
Deployment
Verify PoF Calculate PoF
> Negotiation “«

Service * 4 Service
Manifest /SLA SP - IP Manifest /SLA
Return PoF

o L |
IP History Risk Inventory
Runtime
N NS
Service 5 / _\ 6 Infrastructure
Monitoring Data Monitoring Data
Reassess . . Reassess
Risk Operation Risk
Fig. 1. Stages of Risk Assessment
The criteria for assessment are: operation related level, and standard industry

1. Geographical information. Geographic stability level,

threat level, transparency of jurisdiction level,
overlapping jurisdiction level.
2. Previous SLA performance. This includes the

number of past successful SLAS.

3. Stability of Business. This for example includes the
number of employees, and the number of customers
business history,

4. Standards Compliance and Certifications
certification related to facility level, certification
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compliance level.

5. privacy genera practice. data access and facility
control level, data protection personal level.

6. infrastructure general practice. compute resources
available, spare resources available, node
availability average, backup storage frequency.

7. security general practice. security facility level.
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3.3 Summary

When a negotiation of SLA takes placethe assessment of
risk framework has been framed by allowing al the actors
(SPs and IPs) can negotiate in order to consume cloud
resources by using SLAs and moreover al the different risk
models to be framed for which the actors required are to
make use of various stages attached to the lifecycle of
services.

While a service is under operation before commitment
of an SLA, therisk of service unavailability is carried by SP
by evaluation of reliability of IP in association with past
behavior constantly monitored by SP to monitor execution of
service and perform the assessment of risk on continuous
basis to monitor the execution of service and perform
assessment of risk on continuous basis as a part of fulfillment
of SLA. Similarly the constant monitoring of infrastructureis
done by IP for service operation and continuous performance
of assessment of risk as a support of fulfillment of SLA.

[, MODEL

Risks individually associated with respect to each of the
event (threat, vulnerability) needs to be first calculated and
then an aggregation of risk in order to enhance knowledge
which are based on the individual risks has been estimated.
Within the assessment risk model, several elementsin general
which are related to risk has to be identified:

RjivaLji (@D}
Risk related inventory: For this stage analysis and

requirements is performed for identification of the inventory
for which risk is populated.

Identification related to Vulnerability: A related
vulnerability has to be considered as a flaw or weakness
related to procedures of a design or internal, management
controls system, that can be accidentally triggered or
intentionally exploited. Let vulnerability of each type to be
represented in terms of asingle bit in the vulnerability vector:

VY% fVigvd 112... (2

Whereas Vi represents individual vulnerability. Thevalue
associated 1 indicates the present case of vulnerability in
the system for assessment, else 0.

V. IMPLEMENTATION

In order to optimize the whole servicelifecycleit includes
innovations OPTIMIS to be summarized with respect to a
combination of technologies in order to create a dependable
ecosystem related to cloud providers and consumers which
will be the foundation of efficient operations related to
services and various infrastructures.

Similarly SPsand IPs are decision making based not only
on low-level functional properties, but additionally on non-
functional factors which are related to risk (likelihood-
consequence analysis for valuable assets),trust (including
reputation), eco efficiency (power consumption and
ecological factors), as well as cost (economical models for
service and infrastructure provisioning expenses).

The OPTIMIS toolkit has to simplify for SPs and IPs for
using OPTIMIS tools that can help in deciding whether to
accept an additional services and aso to optimize
provisioning for the previously hosted ones.

Basic Toolkit 1P Tools SP Tools
Moastoring iafrastructure Security Framework Asmission Coatrol SLA Management Programming Model Image Creation Service
TREC Data Manager VM Manager VM Contextsaizaton Licence Manapement
Trust Risk J Rl
—=== 1 | Elasticity Engine Faul Tolerance Engine Integrated Development Service Deployment
{ Enviroament Optimizer
Eco Cost
Cloud Optimizer Sernce Manager

V. EVALUATION

The experiment has been performed on the context of a
system related to real cloud test bed by using the prototype
which can help to evaluate the service operation of IP risk
model, two experiments needs to be conducted as risk
assessor. The second experiment is entitled to take a black
box approach which fabricates input related to the risk
assessor for enabling greater control on experimental
variables.
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Fig.2. Overview of OPTIMIStoolkit.

This setting has been carried out by the HM on
environment of cloud comprising of the following system a)
two physical machines and b) Dual AMD Opteron 6234 (16
Core) Processors with 64 GB of RAM. The risk assessor
needs to be deployed as a part of the wider OPTIMI S toolkit.
An OPTIMIS manifest services to be deployed which
comprisesof VMsin total numbering eight and providing two
virtual CPU cores and 2 GB of
memory.

Published By:

Blue Eyes Intelligence Engineering
& Sciences Publication

© Copyright: All rights reserved.

Exploring Innovation


http://www.ijisme.org/

OPEN 8AECESS

The IP risk assessment has to to fulfill high level BLOs
which is directly linked service level goals which are in
existence.

Mavigation «
Trust Report

Risk Reports

Eco Graphuc Report
Risk Report

= Physical Host Resk Level —

Provider Type:
Service Provider
@ Infrastructure Provider
Service Phase:
Deployment Phase
@ Operation Phase s
Provider ID:
Umea
Service ID:
Dams y =
Date From:
02-07-2013 12:30:00 [3
Date To: 3

Risk Level

02-07-2013 16:30:00 [3
Options:
Auto Refresh
Dsplay Last S Mnutes
Test Data
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*  Remote Query Used Serdce 10 DaaaS, Provider ID: Umea. Provider Type 9. Senice Phase: operation. Unex Date. 1372761000 - 1372775400
Risk Report - Infrastructure Provider (1D0: Umea) Phase: operabion Sernce ID: Daaas
Machine Risk Level = Service Level Apreement Risk Level = Infrastructure Prowder R

H A

1372771430

Unix Timestamp - Samples From 02-07-2013 15:15:31 to 02-07-2013 15:48:39

1372771929

1373772 .22

Fig. 4. Four levelsrisk assessment at service operation

6.1 Functional type Evaluation

The idea of this functional evaluation related to the risk
assessor isto ascertain the experimental scenario which isto
motivate via a hypothetical |1Ps that can help in maintaining
profitability and can meet financial obligations to various
stakeholders in order to effect the cloud environment and
associated risk inventory by taking input on the output over
time of the assessment model associated to risk for IP service
operation by the use of fabricated metrics.

6.2 Experimental Setup

The  evauation has taken under consideration a
hypothetical 1P and the objective of thisevaluation is entitled
to expose the various relationship and correlation associated
to the four risk levels linked to the model. Moreover, the
experiment will show the effects of a various cloud
environment associated to the risk models output and can
disclose the ramificationsrelated to running the assessments
of risks on various types of service with different attributes
that has ten physical machines with the listed characteristics:
CPU Cores, 4 GB RAM, 1 Ghit NIC, 4 TB HDD, 0.001 per-
cent probability of failure.

Thefirst experiment has taken in consideration the impact
of running 1 to 10 concurrent homogeneous services
comprised of five VMsusing alow variance workload. A new
service is to be added every 10 time steps. This experiment
has been repeated three times, each time using a different
service profile. This experiment hasto ascertain the impact
of increasing resource utilization over time on the four risk
levels. The second experiment hastaken in consideration and
two services using service profile and having low variance
workload and service profile three with a high variance work
load. Each service is composed of 10 VMs. This experiment
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will ascertain the impact of workload on risk level between
concurrently executing services.

TABLE 1 Characteristicsof Virtual Machine

Storage | Chances
Service | CPU Of Of
Profile | Cores | RAM | Network | Disk | Failure
1 1 512 | 100Mbit | 100GB 0.00%
2 2| 1024 | 100Mbit | 200GB 0.00%
3 4| 2048 | 100Mbit | 300GB 0.00%
6.3 Results

The figure shows that as the capacity of the cloud increases
the following section discuss the results of the three
experiments using the previously outlined profiles and
experimental setup show the results of running one to ten
concurrent services using service profile one with five VMs
per service.

Thisis highlighted in both the physical host risk level and
the infrastructure provider risk level where physical resource
capacity playsalarger rolein these risk level calculation. As
it would be expected, when many services with larger
resource requirements are deployed in an infra-structure
provider, the impact is seen more quickly across all risk
levels. Additionally, these figures also illustrate that the risks
associated with physical resource capacity do not have an
impact on the risks associated with virtual resource capacity
shows the relationship between the risk levels when the
capacity of an IPisfilled.

Published By:

Blue Eyes Intelligence Engineering
& Sciences Publication

© Copyright: All rights reserved.

Exploring Innovation


https://www.openaccess.nl/en/open-publications
http://www.ijisme.org/

The Estimation of Risk on Cloud Computing Framework

V1. CONCLUSION

This paper has proposed scenarios which are motivating
and needed for assessment of risk framework in area of cloud
computing has been presented. The importance associated to
risk assessment at different stages of the servicelife cycle has
been identified, and the models associated for assessing the
risk of pre-SLA negotiation, SLA negotiation, and service
runtime are presented.

The model has acceptability on monitoring low-level
events that the risk model linked to IP uses at various service
operationin order to perform continual assessment of risk has
been developed from various infrastructure in order to
support the risk associated to failure. The relation to these
four assets (physical hosts, VMs, SLAs, and I Pinfrastructure)
considers vulnerabilities and threats which are associated
with them. The software prototype has been accompanied
with tool for visualization of the risk model has been
implemented and then evaluated in the context of acloud test
bed of real type and through fabrication of monitoring of data
in order to enable control over experimental variables that
provides real-time feedback based on current service levels.
It is combined in the risk assessment framework which is
viable contender that can enable an IP in order to identify
infrastructure and mitigate associated potential risks.
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